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Abstract

The widespread adoption and deployment of wireless local area networking and in 

particular wireless ad hoc networking poses a number of challenging problems for dis­

tributed real-time applications use this wireless technology to communicate. These 

applications typically require guarantees on the timeliness of communication between 

the hosts running these applications.

An important building block in providing such timeliness to these hosts is to be able 

to give corresponding guarantees on the time required to access the wireless medium 

using the Medium Access Control (MAC) layer. Previous work on wireless multi­

hop MAC protocols for ad hoc networks has focused on the twin goals of maximising 

throughput and minimising average packet delay as required for general-purpose ap­

plications.

In this thesis we describe a new MAC protocol for use in multi-hop ad hoc networks 

whose goal is to provide, with high probability, time-bounded access to the wireless 

medium for applications with guaranteed response time requirements. Secondary con­

cerns of this new MAC protocol are maximising throughput and minimising average 

packet delay.

The Time-Bounded Medium Access Control (TBMAC) protocol is based on time- 

division multiple access with dynamic but predictable slot allocation. TBMAC uses 

a lightweight atomic multicast protocol to achieve distributed agreement on slot allo­

cation and employs location information to minimise contention for slots. TBMAC is



the first time-bounded MAC protocol for multi-hop wireless ad hoc networks of which 

we are aware.

TBMAC provides a set of time bounds on gaining access to the wireless medium 

that depend on the current operational state of the protocol. The time bounds pro­

vided by TBMAC and their corresponding probabilities of being achieved have been 

derived mathematically and experimentally validated by means of a number of simu­

lation experiments.
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Chapter 1

Introduction

This thesis addresses the problem of providing time bounded medium access to ap­

plications with guaranteed response time requirements in multi-hop ad hoc networks 

through the design of a new medium access protocol called TBMAC. The TBMAC 

protocol uses time division multiple access (TDMA) with dynamic but predictable 

slot allocation. Dynamic allocation of TDMA slots is achieved through the use of an 

atomic multicast protocol. However, dynamic slot allocation requires the mobile hosts 

in a cell to have a consistent allocation of the TDMA slots allocated in the cell. As­

sociated with the allocation of a TDMA slot are a set of time bounds that depend on 

whether the current allocation of CFP slots is consistent or not. In addition, the time 

bounds provided by this new protocol are not certain, therefore associated probabilities 

of achieving these time bounds are derived mathematically and then experimentally 

validated.

This introductory chapter presents relevant background information on ad hoc net­

works and medium access control in such networks that is necessary to understand the 

remainder of this thesis. The chapter also highlights the problem that this thesis is 

addressing, namely providing time bounded medium access to applications with guar­

anteed response time requirements. Issues that will not be covered in this thesis are
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outlined in section 1.4. Towards the end of the chapter, a road-map for the remainder 

of this thesis is presented.

1.1 Ad H oc Networking

Recent years have seen a rapid increase in research into and deployment of wireless 

networking technologies. Wireless networking can be divided into two distinct areas: 

infrastructure and ad-hoc (or infrastructure-less). In an infrastructure wireless network, 

there is a collection of fixed and mobile hosts. The fixed hosts are connected to each 

other by some form of communication network giving a static network topology or 

infrastructure. Communication from and to a mobile host in an infrastructure network 

is coordinated by one or more of these fixed hosts.

In contrast to wireless infrastructure networks, wireless ad hoc networking has 

focused on networks where all the hosts in the network are potentially mobile. In 

such ad hoc networks, the network topology is much more dynamic than in wired 

networks. In addition, depending on the wireless technology being used, there is an 

associated limitation on the transmission range.

This increased network dynamism and limited transmission range places a greater 

emphasis on mobile hosts to cooperate and coordinate with each other to allow com­

munication to occur. For example, to allow a transm itting mobile host to communicate 

with another host outside its transmission range requires intermediate hosts to forward 

packets on behalf of the transmitting mobile host.

If all the hosts in the ad hoc network are within communication range of each, then 

the network is termed a single hop ad hoc network. In contrast to a single hop network, 

a multi-hop ad hoc network is one where one or more intermediate hosts forward the 

packets on behalf of a transmitting host to reach the packet’s destination.

Some potential application domains for ad hoc networking include battlefield com-
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munication, disaster relief (e.g., post-earthquake emergency services), mobile robotics, 

and inter-vehicle communication in intelligent transportation systems. Each of these 

application domains exhibit a number of different problems and requirements for ad 

hoc networking.

One problem is that the ad hoc network can become partitioned due to the mobility 

of hosts and the limit on the transmission range of the wireless technology being used. 

As an ad hoc network can partition, these partitions can then subsequently merge. 

This partitioning and merging would require cooperating mobile hosts to detect when 

the network is partitioning and merging to ensure that application state across the 

cooperating hosts remains consistent. For example, a platoon of soldiers becoming 

separated into different groups in a battlefield would need to maintain a consistent 

view of the platoon in the presence of such partitions.

A similar problem to detection of partitions, is that of how mobile hosts discover 

other mobile hosts in the network. An example of this would be when vehicles in an 

intelligent transportation system arrive at a junction and need to discover the presence 

or absence of other vehicles. To safely cross the junction, all the vehicles at the junction 

require a consistent view of all the other vehicles at the junction.

In each of the above application domains, there is an obvious requirement for co­

ordination between mobile hosts. For example, mobile robots coordinating with each 

other to assign application specific tasks that need to be carried out. Coordinating 

rescue workers after an earthquake has occurred, to ensure critical tasks are carried 

out, is another example of this coordination requirement.

However, providing this coordination is difficult due to the lack of a central point 

to coordinate the actions of the mobile hosts in the network. Reliance on such a 

centralised coordinator is unattractive if one or more mobile hosts are in a partition 

that does not contain this coordinator. Therefore, coordination/cooperation between 

a set of mobile hosts in the ad hoc network needs to be carried out in a distributed
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peer-to-peer manner. If this coordination were to rely on a particular mobile host, 

then other mobile hosts would then need to monitor whether that particular host is 

still within communication range of the set of hosts.

A requirement closely related to coordination/cooperation between a set of hosts is 

the need to ensure the consistency of replicated data across a collection of mobile hosts. 

In other words, to allow mobile hosts to coordinate their actions correctly requires that 

the information these mobile hosts use to make their decision be consistent across the 

mobile hosts.

The requirements in the above paragraphs for coordination/cooperation between 

mobile hosts and consistent maintenance of replicated data across a collection of mobile 

hosts are examples of functional requirements. An important non-functional require­

ment is the Quality of Service (QoS) or timeliness guarantees in these application 

domains.

An example of this timeliness requirement in the intelligent transportation systems 

domain is when the lead vehicle of a platoon of vehicles applies its brakes to avoid 

an obstacle. The lead vehicle would be required to inform the other vehicles within 

a known time bound to allow the following vehicles to also avoid the obstacle. In a 

battlefield scenario, timely communication between the soldiers of a platoon in combat 

could allow soldiers to locate and recover wounded colleagues. In an advanced factory 

automation system, mobile robots would need to communicate in a timely fashion to 

prevent accidents from occuring.

To meet this timeliness requirement, mobile hosts need to coordinate and cooperate 

to ensure that their transmissions on the shared wireless medium are successful. Timely 

communication needs to be maintained even in the presence of network partitions and 

mobile hosts joining and leaving the ad hoc network. Each layer in the protocol stack 

needs to provide timeliness guarantees on the transmission and reception of packets 

at that layer. In particular, the medium access control (MAC) layer should provide
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timeliness guarantees to layers above it. The focus of this thesis is the design of a 

new MAC protocol meeting these timeliness requirements for the application domains 

highlighted above.

1.2 M edium  Access Control

A medium access control (MAC) protocol consists of a well defined set of actions that 

a set of hosts agree upon to coordinate transmissions on some shared communication 

medium. Communication mediums can be either wired (all hosts are connected to 

a shared “wire” e.g., twisted pair copper cables) or wireless (e.g., infra-red or radio 

frequency).

The set of actions executed by the hosts using a MAC protocol are designed to meet 

the goals of that particular protocol. One important goal of many MAC protocols 

is to reduce or eliminate the possibility of collisions occurring due to simultaneous 

transmission of data/packets by two or more hosts in the network. Other typical 

goals of MAC protocols include maximising the overall data throughput of hosts in 

the network, minimising the average packet delay or providing guarantees on the delay 

before each host can transmit on the medium.

As described in the previous section, the topology of an ad hoc network can be 

constantly changing. This dynamic network topology causes a number of associated 

problems for MAC protocols designed for ad hoc networks.

Firstly, coordinating access to the wireless medium for a set of mobile hosts within 

communication range of each other is difficult to achieve if the set of mobile hosts is 

constantly changing due to mobility. This problem is exacerbated when the ad hoc 

network can partition and merge. Secondly, a problem related to coordinating access 

to the wireless medium is how the state information of the MAC protocol, replicated 

at each mobile host, is maintained. Thirdly, as communication is done over a wireless



medium, there is a possibility of interference [64] due to obstacles in the environment 

and also due to mobile hosts just outside the transmission range of a mobile host 

in a multi-hop ad hoc network (the well-known hidden terminal problem [81]). This 

increased possibility of interference will result in a corresponding increase in the number 

of packets corrupted during transmission.

Most research (e.g. [42], [35], [9]) into medium access in multi-hop ad hoc networks 

has focused on the twin goals of maximising the overall throughput of mobile hosts 

in the network and minimising the average packet delay for each mobile host. The 

focus in these research projects is not to provide each host with access to the medium 

in a time bounded manner. In such MAC protocols, discussed in Chapter 2, there 

is a possibility that a mobile host’s time to access the medium is unbounded. Other 

researchers (e.g [74], [52]) have focused on providing such a time bound in single hop 

ad hoc networks. As discussed in the previous section, providing such a time bound in 

multi-hop ad hoc networks is an important building block for a number of application 

domains.

1.3 Thesis

This thesis presents a new MAC protocol, called the Time Bounded Medium Access 

Control (TBMAC) protocol, for use in multi-hop ad hoc networks. Applications where 

the use of TBMAC is appropriate are those applications with guaranteed response time 

requirements.

As highlighted in sections 1.1 and 1.2, providing such guarantees to each host 

in an ad hoc network is a difficult problem. To address this problem, the TBMAC 

protocol uses time-division multiple access (TDMA) with dynamic but predictable slot 

allocation. TBMAC uses a lightweight atomic multicast protocol to achieve distributed 

agreement on the allocation of slots to mobile hosts and employs location information
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to minimise contention for slots.

However due to the dynamic topology of an ad-hoc network, it is difficult to provide 

time bounds with certainty on the allocation/deallocation of TDMA slots. Therefore, 

the TBMAC protocol provides probabilities for a given time bound being obtained. 

Parameters to the TBMAC protocol can then be chosen to ensure that the probabilities 

of these time bounds being obtained are sufficiently high.

By providing an atomic multicast protocol, TBMAC addresses the problems of 

coordinating between mobile hosts highlighted in the previous section and maintaining 

consistency replicated information, e.g. slot allocation, across a number of mobile 

hosts. TBMAC maintains this replicated information consistently in the presence of 

the network partitioning/merging and of mobile hosts joining and leaving the ad hoc 

network. TBMAC uses location information to reduce the problem of interference from 

neighbouring mobile hosts.

1.4 Issues not covered

Providing time bounds to different classes of applications using ad hoc networking is a 

difficult task that impacts on every layer of the protocol stack from the MAC layer up 

to and including the application layer. The goal of the TBMAC protocol is to provide 

bounds on the time to access the wireless medium at the MAC layer.

These time bounds are one building block in providing end-to-end quality of service 

to applications in ad hoc networks with guaranteed response time requirements. To 

build upon these time bounds at the MAC layer, higher layers above TBMAC would 

need to make appropriate design decisions to provide end-to-end quality of service to 

applications.

For example, a routing layer would need to ensure that a certain quality of service 

is enforced on the discovery and maintenance of routes between hosts in the ad hoc
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network. Other functionality closely related to quality of service is admission control. 

TBMAC does not make quality of service or admission control decisions on behalf of 

the application.

TBMAC does provide functionality to allow higher layers to make such quality 

of service or admission control decisions. For example, higher layers can query the 

TBMAC protocol for the number of TDMA slots currently allocated and then allo­

cate/deallocate a number of slots to meet higher layer requirements. The design of 

layers above TBMAC will not be discussed further during the remaining chapters of 

this thesis. However, functionality provided by the TBMAC protocol to enable higher 

layers to customise the operation of TBMAC to their specific requirements will be 

highlighted.

1.5 Evaluation

As the TBMAC protocol provides a set of time bounds on gaining access to the wireless 

medium that depend on the operational state of the protocol. The evaluation of the 

TBMAC protocol are designed to experimentally verify the probabilities for each of 

these time bounds that will be derived in chapter 3.

1.6 Road M ap

The remainder of this thesis is structured as follows

C h a p te r  2 presents the state of the art in medium access control for ad hoc networks. 

This chapter also covers relevant wired medium access control protocols along 

with a brief overview of protocols to allow agreement to be reached between a 

set of hosts.
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C h a p te r  3 presents the design of the TBMAC protocol and derives a set of time 

bounds and their associated probabilities for this protocol.

C h a p te r  4 presents an instantiation of the design of the TBMAC protocol from the 

previous chapter.

C h a p te r  5 experimentally validates the time bounds derived in Chapter 3.

C h a p te r  6 summarises and discusses future work.

1.7 Sum m ary

This chapter outlined the goals of this thesis and also highlighted issues that will not 

addressed by this work. Background information on ad hoc networks and medium 

access control, relevant to the rest of the thesis, was also presented.
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Chapter 2

R elated work

As this thesis is concerned with the design of a new time bounded medium access control 

(MAC) protocol for multi-hop ad hoc networks, this chapter reviews some important 

wired and wireless MAC protocols that have been developed over recent years. The 

important features of each MAC protocol will be described, followed by an analysis of 

how each protocol addresses three important networking characteristics:

1. Timeliness

2. Agreement

3. Network Topology

The timeliness property of a MAC protocol refers to the timeliness guarantees on 

the delay before a mobile host gains access to the wireless medium and is then able to 

transmit its message/packet. As we shall see over the following sections, there are some 

MAC protocols (both wired and wireless) whose goals do not include providing such 

a timeliness guarantee. Such MAC protocols aim to provide fairness in the way that 

hosts utilise the medium. In contrast to these MAC protocols, other MAC protocols 

have been specifically designed to provide a timeliness guarantee as one of their design 

goals.
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A property closely associated with the timeliness property of a MAC protocol is 

whether or not the MAC protocol depends on or provides some form of agreement 

between hosts participating in the protocol on important MAC protocol related infor­

mation. This agreement is typically not needed in MAC protocols that do not provide a 

timeliness guarantee. Obviously, agreement protocols can be built on top of any MAC 

protocol, however, ensuring that agreement is reached in a time bounded manner is 

difficult if the underlying MAC protocol does not provide a guarantee on the time 

taken to transmit a message. In MAC protocols that do provide a timeliness guaran­

tee, this agreement can be reached before the protocol begins execution. For example, 

in TDMA (see section 2.2.1), the slot (or slots) that each host uses to transmit its 

messages is agreed offline before the protocol starts executing.

Traditionally in wired networks, network topology is relatively static. A MAC pro­

tocol determines how a set of hosts gain access to a shared medium (i.e., the cable 

connecting the hosts). Larger scale networks would then be built up by joining collec- . 

tions of these single hop networks. The network topology thus consisted of a collection i 

of single hop networks. Repeaters or gateway hosts connecting two or more single 

hop networks are responsible for relaying messages on behalf of hosts connected to one 

network.

Wireless networks have a much more dynamic network topology due to the mobility 

of some or all of the hosts in the network. Ad hoc networks could be seen as the most 

extreme example of dynamism in such wireless networks with the possible mobility of 

all hosts in the network. In ad hoc networks, a host is limited by the transmission 

range of its wireless interface. If a host wishes to communicate beyond its transmission 

range, then one or more of the hosts within its communication range would need to 

act as a router on behalf of this node. This contrasts with wired networks as specific 

devices are given the task of acting as a repeater/gateway/router.
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Section 2.1 gives a brief background on the historical development of wired MAC 

protocols followed by a review of some important wired MAC protocols. Following 

this, section 2.2 presents a similar review of wireless MAC protocols after providing a 

primer on the differences between wired and wireless communication. In section 2.3, 

background information on distributed agreement is covered followed by a description 

of a number of related protocols. This chapter concludes with a summary in section 

2.4.

2.1 W ired M AC Protocols

Wired MAC protocols can be divided into two categories: broadcast based and point- 

to-point. As point-to-point MAC protocols are typically used over large distances 

(wide area networks), these MAC protocols will not be covered in this chapter as this 

thesis is primarily concerned with timely medium access in ad hoc networks which are 

predominantly broadcast based.

Over the next three sections, important background/historical information related 

to medium access in wired networks is covered followed by reviews of two influential 

real-time MAC protocols for wired networks developed in recent years. Typically, there 

are two main approaches to medium access in a wired network:

1. Scheduled access

2. Contention based access

Hosts using scheduled access negotiate amongst themselves when each should transm it 

so that transmissions from these hosts avoid collisions as much as possible. In contrast, 

in contention-based access hosts with packets to transmit compete with other such 

hosts to gain access to the medium. This contention occurs before the transmission of 

each packet. The two real-time MAC protocols covered later in this section provide an 

example of each of these approaches.
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2.1.1 Background

As mentioned in the previous section, medium access can be either scheduled or based 

on contention. Scheduled access can be further broken down into Frequency Division 

Multiple Access (FDMA) or Time Division Multiple Access (TDMA) [75].

In FDMA, each host connected to the medium is assigned a frequency to use. If a 

host wishes to receive a transmission from another host then it switches to the frequency 

allocated to the transmitting host. One example of FDMA is the transmission of 

television over the UHF and VHF frequency bands.

In TDMA, access to the medium is divided into discrete time intervals, called slots. 

Each host is then statically allocated a slot (or slots) in which to transmit. This 

allocation of slots repeats after the time of the last slot has passed. When a host 

wishes to transmit, it waits until its slot arrives and then transmits. To divide access 

to the medium into time slots requires the clocks of the hosts to be synchronised to 

within a known precision of each other.

The main advantage of both FDMA and TDMA is that hosts have deterministic 

and time-bounded access to the wired medium since in FDMA a host has its own 

frequency and in TDMA a host is allocated its own slot that repeats periodically. 

The main disadvantage of both FDMA and TDMA is that there is no mechanism in 

place to allow a host that wishes to transmit more data than the capacity allocated 

to it (frequency in FDMA or slot in TDMA). Another disadvantage of each of these 

protocols is that hosts need to agree on the allocation of frequencies or slots before 

the protocol starts, thus placing an upper bound on the number of hosts that can 

participate in the protocol.

In contrast to these schedule-based access approaches, in contention based access 

MAC protocols hosts compete with each other to transmit. One of the first contention 

based schemes was the ALOHA protocol developed by researchers at the University of 

Hawaii in the 1970s [5]. Although the ALOHA protocol was originally developed for
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radio broadcasting, the medium access approach used has influenced subsequent wired 

MAC protocols. The ALOHA protocol is very simple with hosts transmitting whenever 

they have data to send. If two packets collide, then each sender waits a random amount 

of time before transmitting again. The main disadvantage of the ALOHA protocol is 

that the maximum possible utilisation of the medium is only 18% [76] of the total 

capacity for an arbitrary number of hosts with transmissions of fixed length packets 

following a Poisson distribution. The underlying reason for this low utilisation is that 

the a host can transmit at any time, therefore any of its packets can be corrupted at 

any point during transmission.

To address this problem, slotted ALOHA was introduced which has twice the ca­

pacity (36%) of the ALOHA protocol [66]. In this protocol, access to the medium is 

divided into slots in a similar way to TDMA. Instead of statically allocating slots to 

hosts, when a host has data to send, the host waits for the next slot to begin and 

transmits in this slot.

To further increase the number of successful transmissions, a number of carrier 

sense protocols have been developed [80]. Carrier sensing is possible when the host 

can detect if the medium is busy or not. In Carrier Sense Multiple Access (CSMA) 

protocols, a host with data to transmit first senses the medium to check if there is 

any transmission ongoing. When a host detects that the medium is idle, the host then 

transmits its data. If the medium is busy, the host has a number of options. In non- 

persistent CSMA, the host waits a random amount of time before checking whether 

the medium is idle or not. If it is, the host transmits. In 1-persistent CSMA, the host 

senses the medium until it becomes idle and then transmits. A variation of 1-persistent 

CSMA is p-persistent CSMA which is used with slots. When a host has data to send 

and the medium is idle in a slot, the host transmits with probability p or defers until 

the next slot with probability 1 - p. Each of these CSMA approaches improve upon 

slotted ALOHA with the performance of the p-persistent CSMA varying with the p
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param eter [79].

An improvement over these CSMA protocols is a 1-persistent CSMA MAC protocol 

th a t allows hosts to detect collisions when they occur and then to cease transmission. 

This MAC protocol is called Carrier Sense Multiple Access with Collision Detection 

(CSM A/CD). Hosts detect collisions by monitoring the received signal from the cable 

and comparing it to the transm itted signal. On detection of a collision, a host transm its 

a jam m ing signal to inform all hosts of the collision. The host then waits a random 

amount of tim e before attem pting to transm it again.

The most well-known CSMA/CD protocol is the IEEE 802.3 (Ethernet) standard. 

The random amount of time chosen in the E thernet protocol when a collision occurs is 

calculated using the binary exponential back-off (BEB) algorithm. This algorithm uses 

the worst case time, called the slot time, to detect a collision. After the first collision, 

each host generates a number either 0 or 1 and waits this number of slot times. After 

waiting, if the medium is still idle then the host attem pts to transm it again. If another 

collision occurs, a number, n, is generated in the range 0 <  n  <  2* — 1 where i  =  2 

and the host waits n slot times. If collisions continue to occur, then the value of i is 

multiplied by 2 after each collision up to a maximum of 10 collisions. By detecting 

collisions, CSM A/CD also improves upon slotted ALOHA [79] [71].

None of the above contention based MAC protocols provide hosts with time-bounded 

access to the wired medium. These protocols were designed to improve the total net­

work throughput of all the participating hosts. As none of the protocols provide time 

bounded access, there is little need for agreement between the hosts. Slotted ALOHA 

is the only MAC protocol th a t requires the clocks of individual hosts to be synchronised 

so th a t hosts agree on the starting time for each slot.
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2.1.2 Scheduled Access

An example of a hard real-time system using scheduled access is the Time-Triggered 

Protocols (TTP) developed at the Institut Fiir Technische Informatik at the Technische 

Universitat Wien [47], [46]. TTP participants use TDMA with synchronised clocks 

[48] to access a shared (possibly replicated) medium. TTP builds on top of TDMA to 

provide a fault tolerant membership service to higher layers. .

Two versions of TTP have been developed. T T P /C  is designed for the implemen­

tation of fault tolerant distributed systems while T T P /A  is designed for non fault 

tolerant field bus applications. In the following paragraphs, the version described is 

the T T P /C  fault tolerant version.

As TTP uses TDMA, every TTP node is statically assigned a time slot on each 

medium. A TTP node consists of two parts, the communication controller and the 

host. A collection of TTP nodes connected to a shared replicated medium is called 

a cluster. The communication controller is independent of the software running on 

the host. Information is transferred between the communication controller and the 

host using the communication network interface (CNI). The communication controller 

maintains a static Message Descriptor List (MEDL) that indicates when a message 

needs to be sent or received from the underlying medium.

Each TTP node maintains a membership vector which represents the maximum 

number of TTP nodes in the cluster. A TTP node is marked as either functioning 

correctly or not in this membership vector. Updates to this membership vector are 

done using a reliable fault tolerant multicast protocol [33].

For example, to detect the failure of a TTP node, each TTP node transmits in 

the slot allocated to it on each replicated media. At the end of a TTP round, each 

correctly functioning TTP node creates a bitmap marking those slots that it received 

correctly and incorrectly in the previous round. The TTP node then includes this 

bitmap in each of its transmissions in the following round. At the end of the following
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round, if a majority of TTP nodes deem that a particular TTP node has failed based 

on the recently received bitmaps then each correctly functioning TTP node updates 

their membership vector accordingly. The TTP node deemed to have failed refrains 

from transmitting in its allocated slot until it is repaired.

2.1.3 Contention based Access

An example of a real-time contention based MAC protocol is the Controller Area 

Network (CAN) [65] which has gained widespread acceptance in factory automation 

and the automotive industry.

CAN is a bit oriented MAC protocol where each host transmits a series of recessive 

and dominant signals over a twisted pair cable. The CAN medium being idle is equiva­

lent to each host transmitting a recessive signal. A host transmitting a dominant signal 

when all other hosts are transmitting recessive signals causes the “recessive” hosts to 

defer. For simplicity, a recessive signal can be thought of as a 1 and a dominant signal 

can be thought of as a 0.

A message, called a data frame in CAN, can vary in length up to a maximum length 

and it consists of a number of fields. Firstly, there is the Start of Frame field which 

consists of a dominant signal. The Start of Frame field is only transmitted by a host 

when the medium is idle. Following the Start of Frame is the Arbitration field which is 

used to determine which host gains access to the medium. After the Arbitration field 

are the Control, Data, CRC and ACK fields, followed by the End of Frame field.

The Abitration field is broken into two parts. The first part, called the Identifier, 

represents the priority of the message being transmitted. The second part, called the 

Remote Transmission Request Bit, is used to differentiate between Data frames and a 

request by a host for another host to transmit data to it.

If two or more hosts transmit at the same time, each host monitors each bit in the 

Identifier subfield as it is transmitted. If a host transmits a recessive signal but detects
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that there is a dominant signal on the wire, then this transmitting host defers. Thus 

the frame with the lowest value in its Identifier subfield (i.e. the highest priority) gains 

access to the medium to transmit the remaining fields. Note that if two hosts transmit 

with the same priority then a garbled frame will result.

2.1.4 Analysis

As the TTP protocols use TDMA as their medium access strategy, TTP suflFers from 

similar problems to TDMA where the bandwidth allocated to a TTP node is fixed 

when the cluster is created. To address some of the goals of designers, TTP uses a 

reliable multicast protocol to overcome faults during transmission on the medium or 

faults due to failed TTP nodes. To construct larger scale networks, TTP uses gateways 

to connect two or more clusters.

In CAN, hosts with the highest priority have time bounded access to the CAN 

network. However, if two hosts transmit with the highest priority at the same time 

then their transmissions will collide. To prevent this from occuring, highest priority 

CAN messages need to be scheduled so that they do not collide.

One approach by Livani and Kaiser [49] is to reserve a time slot for each highest 

priority message. Information about the time slots is maintained in a calendar that 

is replicated at each host connected to the CAN network. Updates to this replicated 

calendar must be done in a consistent way across each host. For example using an 

atomic broadcast protocol [40]. A number of researchers ([58] and [60]) had assumed 

that successful message transmission in CAN was atomic and totally ordered. However, 

this assumption about the atomicity and ordering of CAN messages has been shown 

not to hold [69].
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2.2 W ireless MAC Protocols

In a similar way to wired MAC protocols, contention based and scheduled access are 

the two main approaches used to gain access to a wireless medium. The wireless MAC 

protocols covered in this section will be divided based on which of these approaches 

they use. During the course of this section, whether a MAC protocol is designed for 

infrastructure or ad hoc networks will be highlighted. In the next section, some of the 

problems related to wireless communication are described.

2.2.1 Background

Unlike wired communication where the network topology is typically stationary and 

thus communication is more easily predictable, in contrast wireless network topology 

is much more dynamic due to mobility of hosts in the network making communication 

more difficult [64], Depending on the wireless technology being used, there is an as­

sociated limitation on the transmission range of a mobile host. The qualify of signal 

from a transmitting host degrades as the signal travels, thus bounding the distance 

over which a mobile host can transmit. Another problem is that this bound on the 

distance is variable, depending on interference effects from the environment such as 

multipath fading [64].

As a consequence of the limited transmission range of a mobile host, a number of 

communication problems arise. The hidden terminal problem [81] is an example of one 

such problem that can arise. This problem can occur in both infrastructure and ad 

hoc wireless networks and is illustrated in figure 2.1. In this figure, host A is currently 

transmitting to host B. As host C is outside of A’s communication range, it does not 

detect the transmission of A and also begins transmitting to host B. This results in the 

transmission of both A and C colliding at B. In this case, host C would be considered 

a hidden terminal from mobile host A’s perspective.

19



Transm ission Range 
o f  M obile H ost CT ransm ission  Range 

o f  M obile H ost A

fCollisiom 
at B

A currently  transm itting 
to  B

C begins transm itting to B

Fig. 2.1: Hidden Terminal Problem

As can be seen from figure 2.1, collisions occur at the receiver. Therefore, the two 

transmitting hosts, A and C, are unable to detect that their transmissions are causing 

a collision,

A collision could also happen when A and C are within communication range of 

each other if, they both begin transmitting at exactly the same time. The underlying 

reason for the inability of A and C to detect such collisions is because mobile hosts are 

typically only equipped with one antenna. The antenna can be used either to transmit 

or to receive transmissions (the antenna cannot do both simulataneously). Therefore, 

typical wireless communication is half-duplex. Carrier sensing is possible only before 

transmission has begun.

It is possible to build full-duplex radios. However, a problem with such radios is 

that they are typically more expensive to build. Another problem relates to the capture 

effect specific to wireless communication [64]. As stated previously, the transmitted 

signal attenuates with distance. Mobile hosts that are sufficiently close to the trans­

mitter can be “captured” by that transm itter’s radio. In other words, capture occurs 

when a receiver is within communication range of two transmitting hosts but is able
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to cleanly receive only the signal from the closer transmitter. This is equally true for 

a full-duplex radio which could potentially capture itself!

A related problem to the hidden terminal problem, called the exposed terminal 

problem, can occur in ad hoc networks (see figure 2.2). Here, a potential transmitter, 

C, defers after sensing the transmission of another mobile host, B, even though the 

transmission by C would not cause the reception of C’s packet at D to be corrupted. 

In this case, C would be the exposed terminal.

2.2.2 Contention-based Approaches

In each of these two approaches, mobile hosts contend with each other for access to 

the wireless medium when they have data to transmit. The first set of MAC protocols 

attem pt to reduce the possibility of contention occuring and also to reduce the possi­

bility of contention recurring when it does occur. The second set of MAC protocols 

try to resolve contention when it occurs and allow one mobile host gain access to the 

wireless medium.
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Reducing Contention

Three MAC protocols will be covered in the next three sections whose goal is to re­

duce contention when it occurs. This will be followed by an analysis of each of these 

protocols.

M ACA

The MACA [42] protocol was originally developed to improve the performance of ama­

teur packet radio. Though originally proposed for amateur packet radio, the techniques 

proposed by MACA are applicable to ad hoc networking and have been subsequently 

incorporated into a number of MAC protocols for ad hoc networks.

In MACA, carrier sensing of the wireless medium before transmitting is not done. 

Each mobile host transmits a “Request To Send” (RTS) control packet causing mobile 

hosts that receive this packet to defer. The destination of the RTS packet replies with 

a “Clear To Send” (CTS) control packet; In a similar way to the RTS packet, the 

CTS packet inhibits other hosts from transmitting allowing the originator of the RTS 

packet to transmit its data to the destination. If a transmitting mobile host does not 

receive the expected CTS packet correctly then a binary exponential back-off algorithm 

is executed.

To allow this RTS/CTS packet exchange to occur, every mobile host must wait 

an agreed amount of time, the slot time, after both the RTS and CTS packet. The 

transmitting host also includes in its RTS packet the amount of data that it wishes to 

transmit. The destination also includes this amount in the CTS when the destination 

replies. Listening mobile hosts will then be able to determine how long to defer their 

transmission.

Using the above scheme, there is still a possibility of either the RTS or CTS packets 

being corrupted due to collisions (i.e., the hidden terminal problem). However, since 

the size of RTS and CTS packets is relatively small compared to a data packet, mobile
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hosts executing the RTS/CTS packet exchange reduce the possibility of the larger data 

packets being corrupted due to a hidden terminal. This reduces but does not eliminate 

the possibility of the larger data packets being corrupted. If a hidden terminal does 

not correctly receive the CTS packet, then a transmission by the hidden terminal after 

the CTS packet could corrupt the transmission of the larger data packet.

MACA only partially addresses the exposed terminal problem since hosts in MACA 

do not sense the medium before transmitting. For example, if an exposed terminal does 

not hear the CTS reply to a previous RTS packet, then the exposed terminal can begin 

transmitting. If, however, the exposed terminal does receive the CTS packet correctly, 

then it defers its transmission.

MACAW

The MACAW [10] protocol builds on MACA and was developed for use in a wireless 

infrastructure network at the Xerox Corporation’s Palo Alto Research Center. The 

infrastructure network developed consists of base stations, installed in the ceiling, and. 

custom built portable devices, called pads. All wireless communication between the 

pad and the base station was over a single 256kbps channel. The base stations are 

connected to each other by an Ethernet.

Both the base stations and the pads transmit at the same signal strength and 

the transmission range is approximately 3 to 4 metres. Such a small transmission 

range causes the cell around a base station to be approximately 6 meters in diameter. 

The signal strength decays rapidly beyond this transmission range bound, this reduces 

both the possibility of interference (other than collisions) from other transmitters and 

of capture.

MACAW in a similar way to MACA ignores sensing of the wireless medium before 

transmitting and it also uses the RTS/CTS handshake to improve the possibility of 

correct transmission of data. MACAW extends MACA in two ways. Firstly, MACAW
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introduces two extra packets to assure correct reception of messages and to reduce 

the possibility of collisions. MACAW introduces an acknowledgement packet after the 

transmission of the data packet to assure the transm itter of the data packet that it was 

received correctly. The underlying reason behind the introduction of this acknowledge­

ment packet is due to the greater possibility of a wireless transmission being corrupted 

due to transient errors compared to wired transmissions.

The second extra packet that MACAW introduces is the Data-Sending (DS) packet 

that is sent immediately after the RTS/CTS exchange to indicate to mobile hosts that 

this exchange was successful. When a listening mobile host receives the DS packet, 

then it defers until after the following data packet has been transmitted. The DS 

packet is introduced to prevent a host that does not correctly receive the CTS packet 

from beginning to transmit and thus potentially corrupt the transmission of the data 

packet.

If carrier sensing was used in MACAW, then a DS packet would be unnecessary 

as a mobile host would first sense if the transmission of the data packet was ongoing 

and thus would defer its transmission. The DS packet does not address the hidden 

terminal problem, as it is a packet originated at the transm itter and therefore does 

not prevent collisions at the receiver. The DS packet does not address the exposed 

terminal problem since an exposed terminal will defer its transmission until after the 

transmission of the data packet.

The second way that MACAW improves MACA is by changing the backoff al­

gorithm used after the transmission of a packet. The backoff algorithm, binary ex­

ponential backoff (BEB), used in MACA is exactly the same backoff algorithm used 

in Ethernet. A problem with the BEB algorithm, highlighted by the designers of 

MACAW, is that one host can begin to dominate while the other hosts are backed off 

when the network is heavily loaded. A host that successfully transmits a packet, resets 

its backoff counter to a minimum value while a host that is unsuccessful continues to
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increase its backoff counter up to a maximum. This implies that the successful host 

has a much greater chance of continuing to be successful when it wishes to transmit 

another packet compared to a host that increases its backoff counter.

MACAW attempts to alleviate this problem by changing the backoff algorithm to 

include the current value of the backoff counter in the header of the transmitted packet. 

When a host correctly receives a transmission, it sets its local backoff counter to the 

value in the transmitted packet. If all hosts are within communication range of each 

other, the copying of the backoff counter ensures that all hosts are using the same 

backoff counter leading to a fairer allocation of bandwidth amongst the hosts.

802.11 D istributed Coordination Function

Recent years has seen widespread adoption and use of the wireless LAN standard 

from the IEEE [35]. This rapid growth and deployment is expected to continue [4] 

over the coming years. The 802.11 standard specifies both the physical layer (infra 

red, frequency hopping spread spectrum (FHSS) and direct sequence spread spectrum 

(DSSS)) and the MAC layer.

Both the FHSS and the DSSS part of 802.11 operate in the 2.4GHz frequency 

band. In FHSS, the 2.4GHz frequency band is divided into 79 channels, each IMHz 

wide. FHSS transceivers hop pseudo-randomly between these 79 channels. In DSSS, 

there are 13 different spreading codes defined. In the 802.11 standard, two spreading 

codes, whose center frequencies are at least 30MHz apart, can operate simultaneously 

without interference. At the current time, the author is unaware of any products 

implementating the infra red physical layer of the 802.11 standard.

The 802.11 MAC layer is designed for medium access in both infrastructure and ad 

hoc networks. The Point Coordination Function (PCF) is the part of the 802.11 MAC 

layer that deals with medium access in infrastructure networks and will be covered in 

section 2.2.3. In contrast, the Distributed Coordination Function (DCF) deals with
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medium access in ad hoc networks.

Like MACA and MACAW, the DCF uses an RTS/CTS packet exchange. The 

DCF allows a size threshold to be specified, above which data packets will use the 

RTS/CTS handshake and below which the data packet will be simply transmitted. 

When a mobile host receives an RTS addressed to it, the mobile host responds with a 

CTS packet within a known period of time called the Short Inter-Frame Space (SIFS). 

An acknowledgement to the successful transmission of a data packet is also sent within 

this SIFS time period. The size of the SIFS time period is related to the underlying 

propagation delay of the physical layer being used.

Unlike MACA and MACAW, the DCF of 802.11 uses Carrier Sense Multiple Access 

with Collision Avoidance (CSMA/CA) to determine whether or not a mobile host 

gains access to the wireless medium. As noted in section 2.2.1, collision detection is 

impossible to achieve with the half-duplex radios assumed by 802.11. Instead, the DCF 

utilises collision avoidance whereby a host waits for a random amount of time before 

atterripting to transmit. Each host uses a contention window (CW) and generates a 

random number between zero and CW as a counter value. The host then decrements 

this counter value by 1 after waiting a DCF Inter-Frame Space (DIFS) period of time. 

If while waiting, the host senses another transmission beginning, then the host stops 

its countdown until this transmission has completed. When the counter value reaches 

zero, the host begins the transmission of its packet. The DCF doubles the size of the 

CW (up to a maximum value) when it fails to receive a CTS packet after an RTS 

packet or when it fails to receive an acknowledgement for a data packet transmitted 

without the RTS/CTS handshake. The SIFS is a shorter time period than the DIFS, 

this allows a CTS packet or an acknowledgement to a data packet to preempt the 

transmission of another RTS or data packet.

26



A nalysis

The goal of each of the MAC protocols described in the previous section is to reduce 

the possibility of collision and corruption of data and thus increase the total network 

throughput. None of these protocols tries to address the issue of providing any guar­

antees on the maximum time before a mobile host can transmit a message.

A host that has a number of packets to transmit must continually contend with 

other hosts in the network. In both MACA and MACAW, RTS control packets can 

easily be corrupted due to two or more mobile hosts transmitting at approximately the 

same time. The possibility of this occurring in 802.11 is reduced (but not eliminated) 

by each mobile host sensing the medium for a random number of time periods before 

transmitting. The RTS/CTS packet exchange is designed to increase throughput by 

reducing the possibility of corruption of larger data packets.

In these schemes, mobile hosts do not try to reach agreement to coordinate trans­

mission of their packets. Reaching such an agreement would avoid packet collisions 

but would reduce network throughput since agreement would require an exchange of 

packets between the mobile hosts. Avoiding such an agreement prior to transmission 

of packets greatly simplifies the design of the above protocols.

In terms of network topology, the above protocols are suited to medium access in 

multi-hop ad hoc networks. The DCF of 802.11 was specifically designed with such 

networks in mind. Both MACA and MACAW were not originally designed with multi­

hop ad hoc networks in mind. However the underlying principles of these two protocols 

have been influential in more recent ad hoc MAC protocols such as the FAMA family 

of MAC protocols [29] and IEEE 802.15 (Zigbee) [6]. These later protocols will not be 

presented as they have similar properties to MACA, MACAW and the DCF of 802.11.

A number of researchers [55], [50], [57] have built on top of the DCF of 802.11 in 

an attem pt to ensure fairness between the hosts in the network. These approaches 

change the way that packets are queued in an attem pt to increase the average network
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throughput of each host. O ther researchers [41] have attem pted to provide priority 

scheduhng of packets on top of the DCF by changing the RTS/CTS handshake to 

include the priority of the next packet to be transm itted. In each of these approaches, 

no time bound on accessing the wireless medium is given.

R esolving Contention

An alternative approach to reducing contention is for the MAC protocol to resolve 

this contention between competing hosts when it arises. Two MAC protocols will be 

covered in the next two sections whose goal is to resolve contention when it occurs. 

This will be followed by an analysis of each protocol.

Black Burst

One such MAC protocol was developed by Sobrinho and Krishnakumar [74] in Bell 

Laboratories! Their MAC protocol extends 802.11 to allow real-time traffic to co-exist 

with noil real-time or data  traffic. '

In a sirhilar approach tb 802.11, the MAC protocol utilises three different inter-frame 

spacings between transmissions: t g h o r t ,  t m e d  and t i o n g  where t s h o r t + ' ^ T  <  t m e d + ^ r  <  t i o n g  

where r  is the maximum propagation delay between pairs of hosts, t g h o r t  corresponds 

to the SIFS in 802.11, t i o n g  corresponds to the DIFS and t m e d  corresponds to the PIFS 

(the PIFS of 802.11 is covered in section 2.2.3). Acknowledgement packets are sent 

after a t g h o r t  period in a similar way to the SIFS period for CTS and acknowledgement 

packets in 802.11. Real-time packets are transm itted by a mobile host after waiting for 

the medium to be idle for t m e d  tim e units. Finally, mobile hosts wait t i o n g  time units 

when they have non real-time da ta  to transm it.

As t m e d  is shorter than t i o n g ,  real-time packets can gain access to the wireless medium 

before non real-time. However if the wireless medium is idle for t m e d  time units and two 

mobile hosts have real-time packets to  transm it then these two real-time packets would
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collide if transm itted immediately. To prevent such collisions from occuring, Sobrinho 

and Krishnakumar designed a black burst contention period to determine whether a 

mobile host gains access to the wireless medium or not.

After the medium is idle for t m e d  time units, a mobile host with a real-time packet to 

send, transm its a sequence of energy bursts. The length of the sequence is proportional 

to the length of time th a t the mobile host has been waiting to access the medium. The 

length of each energy burst is chosen to allow a mobile host within range to detect the 

energy burst. After transm itting the energy burst, the mobile host listens for other 

mobile hosts transm itting a longer burst. If there is a longer burst, then the mobile 

host defers its transmission. Otherwise the mobile host transm its its packet. Thus the 

host tha t has been waiting the longest amount of tim e gains access to the medium to 

transm it their packet.

Mobile hosts with real time packets (bounded in length) are organised by the proto­

col into a TDMA-like structure provided th a t the transmission times of these real-time 

packets do not overlap. The designers of the protocol have derived a set of conditions 

for this TDMA-like structure to occur in the presence of d a ta  packets. If these condi­

tions are met, then mobile hosts have time bounded access to the wireless medium.

However, even if these conditions are met, there is still a possibility of a mobile 

host’s real-time packets colliding with other transmissions due to the hidden term inal 

problem. The protocol relies on every mobile host hearing the longest sequence of 

energy bursts. It is possible for a hidden term inal to  not hear a longer energy burst of 

another mobile host and thus a collision of real-time packets will result. Sobrinho and 

Krishnakumar acknowledge this problem and introduce a negative acknowledgement 

scheme to request the retransmission of real-time packets th a t have collided. However, 

this negative acknowledge and retransmission highlights the fact th a t the previous tim e 

bound guarantee may not be obtained.
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Splitting Protocol

Another approach to resolving contention when it occurs between mobile hosts was 

proposed by Markowski and Sethi [52] and uses a Contention Resolution Algorithm 

(CRA) to support the co-existence of hard, soft, and non real-time transmissions. An 

upper bound on the rate at which hard real-time packets are generated is assumed. 

The Markowski and Sethi MAC protocol also assumes that the mobile hosts in the 

network are all within communication range of each other and that the mobile hosts 

are uniquely numbered consecutively (from 0 to n - 1).

This MAC protocol is an example of a splitting protocol [85]. A mobile host trans­

mits its packet (of a fixed size) and then listens for feedback information from other 

mobile hosts as to whether a collision has occurred or not. Collisions are detected 

by each mobile host that is listening. These listening mobile hosts give feedback to 

the transmitting mobile hosts by transmitting a short burst of energy (to indicate the 

occurence or absence of a collision).

If a collision has occurred, then the CRA is executed! The CRA at each mobile 

host uses a window of size n (where n is the known number of hosts participating in 

the protocol) and divides this into an active part and an inactive part. A mobile host 

in the active window transmits while those in the inactive window defer. If another 

collision occurs, then the hosts in the active window are split again into an active and 

an inactive part. This procedure of window splitting continues until feedback indicates 

that no collision has occurred.

The worst case time for a hard real-time packet occurs when all n nodes transmit 

at the same time and then execute the CRA, this time is known as the Collision 

Resolution Interval (CRI). To provide real-time packets with a guarantee of successful 

transmission, only one real-time packet may be transmitted during any CRI period of 

time.
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Analysis

The main disadvantage of the Sobrinho and Krishnakumar and the Markowski and 

Sethi medium access schemes is that they assume that participating mobile hosts are 

all within communication range of each other. Therefore, neither of these protocols 

deal with the well-known hidden terminal problem and are not suitable for multi-hop 

ad hoc networks.

Each of the protocols presented in the previous section resolve conflicts in a time 

bounded way. However, these time bounds may not be achieved in the presence of 

hidden terminals due to collisions.

In both protocols, mobile hosts are required to agree on important protocol related 

information before each protocol starts. The CRA requires the mobile hosts to agree 

on an ordering and numbering of the mobile hosts executing the protocol, this can 

either be done statically before the protocol starts or dynamically by a higher layer. In 

the energy burst protocol by Sobrinho and Krishnakumar, the packet size determines 

whether or not stability conditions are met and thus whether mobile hosts gain access 

to the medium in a time bounded way. No agreement protocol is described to allow 

a mobile host to dynamically vary the number of real-time packets that it wishes to 

transmit.

Another protocol by Facchinetti [25] makes similar assumptions to these protocols 

with regard to the hidden terminal problem (i.e., all hosts in the ad hoc network are 

fully connected).

2.2.3 Schedule-based Approaches

In this approach, mobile hosts negotiate with each other about when to transmit, so 

that these transmissions form a maximal set of collision free transmissions. This nego­

tiation can be carried out in either a centralised or a distributed manner. Centralised
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scheduling is typically used in infrastructure networks while distributed scheduling is 

more commonly used in ad hoc networks.

In a centralised approach, a host is assigned the task of determining which other mo­

bile host within transmission range is allowed to transmit. In a distributed approach, 

mobile hosts agree on a set of TDMA slots in which to transmit, so that these trans­

missions are as free of collisions as possible. Once a mobile host has a slot allocated 

to it, it then has access to the medium until a new set of TDMA slots is negotiated. 

However, if two or more mobile hosts have inconsistent views of the allocated slots 

there is a possibility that these mobile hosts will corrupt each others’ transmissions. 

These distributed approaches can be broken into two categories: topology-dependent 

and topology-transparent scheduling.

Centralised Scheduling

, In this approach, a host is assigned the task, of determining which other mobile host 

, within transmission range is allowed to transmit. The host assigned this task is usually 

named differently depending on the particular wireless technology. For example, the 

host given this task is called a base station in GSM [63], an access point in the PCF 

of 802.11 [35] and a master in Bluetooth ([32], [54]).

Global System  for M obile com m unications

The first generation of mobile/cellular phones were analog. The Global System for Mo­

bile communications (GSM) from the European Telecommunications Standards Insti­

tute (ETSI) [24] was the first fully digital system for both voice and data transmission. 

GSM operated originally in the 900MHz frequency band, this was later expanded to 

include both the 1800MHz and 1900MHz bands.

In GSM, a base station is assigned a geographical area called a cell. The base station 

coordinates access to the medium for mobile hosts located in the cell. A number of these
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cells (and corresponding base stations) can be assigned to provide network coverage for 

a much larger geographical area. The base stations are joined together by some other, 

typically wired, communication network.

Within a cell, there is a maximum of 200 full-duplex channels. Each full-duplex 

channel consists of two frequencies. One frequency is for communication from the base 

station to a mobile host and one frequency for communication in the opposite direction. 

Each channel is divided into 8 time slots using time division multiplexing. The data 

rate of one of these slots is 9,600bps. Not all time slots or all frequencies are used in a 

cell in order to prevent transmissions in one cell from interfering with nearby cells.

Time slots are divided into data or control slots. Control slots are used for main­

taining information about the current state of mobile hosts within a cell. A broadcast 

control slot is used as a continuous beacon from the base station in the cell identifying 

itself. Mobile hosts monitor this broadcast control slot to check when they have de­

parted one cell and entered a new cell. Each base station maintains a database of the 

mobile hosts in its cell. A dedicated control slot is used to update this database and 

for slot management operations between mobile hosts and the base station. Finally, a 

random access slot is used by mobile hosts to request the base station to allocate the 

mobile host a dedicated control slot. As the name of this last slot suggests, there is a 

possibility of collisions if two or more mobile hosts transmit at the same time in this 

slot. If a collision does occur, then a mobile host uses a random backoff procedure to 

attem pt to resolve this conflict.

802.11 Point Coordination Function

In contrast to the slotted approach that GSM takes, the Point Coordination Function 

(PCF) of 802.11 uses a master/slave approach to coordinating access to the wireless 

medium [84]. As mentioned in section 2.2.2, the PCF of 802.11 is designed for infras­

tructure networks. The master in the PCF is called an access point. The mobile hosts
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that are under control of the access point and the access point together are called a 

basic service set (BSS). A BSS is similar to a cell in GSM.

Both the PCF and the DCF of 802.11 can co-exist by dividing access to the medium 

into two distinct periods. The Contention Free Period (CFP) is controlled by the 

access point and was designed for transmitting traffic such as voice and video (called 

synchronous data in 802.11). The second period is called the Contention Period (CP) 

and mobile hosts contend with each other using DCF to transmit their packets (called 

asynchronous data in 802.11).

At the start of each CFP, the access point waits for the medium to become idle for 

a PCF Inter-Frame Space (PIFS) time period and then transmits a beacon to initiate 

the CFP. As the size of the PIFS is shorter that the DIFS, the access point will gain 

access to the medium preempting any mobile host wishing to begin transmission. The 

access point immediately follows the beacon with one of four possible packets. One 

of these four packets, called CF-End, is used to end the CFP. The remaining three 

packets are used to transmit data to a mobile host, to.poll a mobile host for data to 

transmit or to both transmit data and poll the mobile host. When a mobile host is 

polled for data to transmit, it responds within SIFS time units with either a no data 

acknowledgement or the data along with a CF-Ack packet. The mobile host could also 

choose to transmit a data packet to another mobile host in the BSS.

Access points can be connected to each other by some networking technology (either 

wired or wireless) called a Distribution Service in 802.11. However, the 802.11 standard 

does not make any recommendations as to which networking technology to use or what 

functionality should be placed at the access point for the distribution service.

Bluetooth

In contrast to the above infrastructure MAC protocols, Bluetooth is one of the few 

MAC protocols for ad hoc networks that uses a centralised approach. Bluetooth de-
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vices operate in the 2.4GHz frequency band and when two (or more) devices establish 

communication, one device takes on the role of a master and the other(s) the role of 

slave. This newly formed master-slave network is called a piconet.

The 2.4GHz band is divided into 79 IMHz wide channels. A bluetooth device uses 

frequency hopping spread spectrum to hop between these 79 channels. A device hops 

between channels once every 625/iS or 1,600 times per second. The frequency hopping 

sequence used in the piconet is calculated using the 48bit address of the master.

In a piconet, the master polls the slaves for any packets that they wish to transmit. 

A piconet can have a maximum of 7 active slaves and 255 parked slaves. Active and 

parked are two examples of a number of modes that a bluetooth device can enter 

during operation. These operation modes are designed to allow a bluetooth host to 

minimise the energy it uses by switching off its radio when it is not being used. A 

bluetooth device in the active mode listens for all transmissions from the master to 

remain synchronised. The master polls each of the active slaves in the piconet for 

packets to transmit. As a slave in active mode consumes alot of energy by listening for 

each transmission from the master, a slave can switch to a less resource hungry mode. 

One such mode is called sniff mode, here a slave periodically becomes active and listens 

for transmissions from the master. Another power saving mode is the hold mode, here 

the slave stops listening to transmissions from the master for a specified period of time 

agreed between the master and the slave. Any slave in active, sniff or hold modes is 

considered part of the active slaves by the master. A slave in parked mode maintains 

synchronisation with the master using the slave’s local clock. The master does not 

consider the slave as active when it is in parked mode.

When a bluetooth device powers on, the device goes into a standby mode. To tran­

sition from standby mode to communicating in a piconet, a bluetooth device invokes 

either an inquiry operation or a page operation.

An inquiry operation is invoked by a bluetooth device to learn the identity of
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other devices within communication range. An inquiring device uses the “inquiring” 

hopping sequence and transmits an inquiry packet of duration 312.5/xs during each 

hop. To successfully receive this inquiry packet, another device needs to be executing 

an inquiry scan which lasts for 1.28s on a particular frequency. Since the inquiring 

device changes its frequency much faster than the listening device, the probability of 

both mobile hosts being on the same frequency at the same time is greater.

During a page operation, one bluetooth device, typically the master, invites another 

device to join the piconet. The device issuing the invitation is called the paging device 

with the other device called the paged device. The paged device listens on a new 

frequency every 1.28s in a similar way to the inquiry scan. The paging device transmits 

a paging packet every 312.5/is using the page-hopping sequence.

Finally, it is possible for a device to participate simultaneously in more than one 

piconet. For example, a bluetooth device could be in hold mode in two piconets. As 

previously described, in hold mode the mobile host agrees with the master the duration 

of time that it will refrain from transmitting. During this time, the bluetooth device 

could switch its frequency hopping sequence to that of the second piconet and transmit 

its packets once polled by the master in the second piconet. A collection of two or more 

piconets with overlapping bluetooth devices is called a scatternet. It is possible for a 

master of a piconet to participate in a second piconet. However, a bluetooth device is 

restricted to acting as a master in only one piconet. The exact procedure for forming 

scatternets has not been specified in the current bluetooth standard versions.

Analysis

In terms of timeliness, each of the above MAC protocols provide time bounded com­

munication to a certain set of mobile hosts in the network. The set of mobile hosts 

that have a bound on their transmission time are those that are known to the host 

that is controlling access to the medium. However, discovery of new mobile hosts is
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not bounded in time. The underlying reason for this lack of a time bound is specific 

to the particular MAC protocol.

In GSM, recently arrived mobile hosts transmit a request to the base station on 

the random access channel to be allocated an available slot on an associated frequency. 

There is a possibility of collisions when two or more mobile hosts transmit on this 

channel at the same time. This is alleviated somewhat by base stations executing a 

handoff protocol to pre-allocate a slot to a mobile host when it leaves one cell and 

enters another cell.

The PCF of 802.11 is similar to GSM in that only those mobile hosts which are 

known to the access point are polled for packets to transmit. Newly arrived mobile 

hosts within communication range of the access point are required to transmit an 

association request during the CP to the access point to notify them of their presence. 

As transmissions during the CP use the DCF, again there is a possibility of collisions 

of these association requests.

■ In bluetooth, timely access to the wireless medium is provided to the master and 

active slaves in a piconet as the master polls the active slaves for transmissions. How­

ever, if a slave is in a parked state and there are 7 active slaves in the piconet, then the 

parked slave must wait until an active slave transitions to a parked state or it creates its 

own new piconet and requests a device in the old piconet to act as a gateway between 

the two piconets forming a scatternet. Thus, the duration for a parked slave to either 

become an active slave in the current piconet or to create a scatternet incorporating 

the old piconet could be unbounded. During startup, a bluetooth device can begin 

either an inquiry or page operation to join a piconet. In each of these operations, a 

device listens for approximately 1.28s for other devices transmitting, any worst case 

time bound will need to incorporate this listening duration.

In terms of agreement, neighbouring base stations in GSM agree on which frequen­

cies that they will use to ensure that they do not interfere with each other. This
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agreement is typically done statically when the network is being built. Similarly in 

802.11, neighbouring access points need to agree to use different frequency hopping 

sequences in FHSS or different spreading codes in DSSS to prevent the possibility of 

transmissions in neigbouring cells interfering with each other. In bluetooth, devices 

agree on which device is to become the master. The master then coordinates slaves in 

the piconet, paging for new slaves, polling slaves for packets to transmit and allowing 

slaves to change modes from active mode to park mode, etc.

Multi-hop communication support has not been standardised in the bluetooth core 

specification. The formation of a scatternet depends on proprietary extensions by 

the manufacturer of the bluetooth device. In recent years, a number of techniques 

for scatternet formation have been proposed such as [70] and [59]. As previously 

mentioned, a limitation of scatternet formation is that a bluetooth device must be in 

hold mode when it is participating in two piconets. This would mean a corresponding 

increase in the delay that this bluetooth device has when accessing the medium.

The 802.11 standard does not specify how large scale infrastructure networks are 

constructed. The design and implementation of the distribution service is left to the 

manufacturer of the 802.11 device.

In contrast to the 802.11 standard, the GSM standard does specify protocols for 

the construction of multi-hop networks. For example, protocols are specified for the 

interaction between base stations. This allows seamless handoff of a mobile host that 

is moving from the cell of one base station to the cell of another base station.

Finally, as each of the above protocols rely on a central host to coordinate access 

to the wireless medium, the MAC protocol breaks down when this central host fails. 

In bluetooth, failure of the master would result in the slaves attempting to create a 

new piconet with one of the slaves as a new master. In GSM, mobile hosts would 

be unable to communicate if the base station failed and the mobile hosts were not 

within communication range of another base station. Similarly in the PCF of 802.11, if
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the access point fails then the mobile hosts will be unable to communicate with other 

mobile hosts that were previously communicating with the failed access point.

HiperLAN [37] uses a central coordinator for determining access to the wireless 

medium. Peetz et al [36] specify an election algorithm that would allow HiperLAN 

to be used in ad hoc networks. This election algorithm is similar to the election of a 

master in bluetooth. In a similar way to bluetooth, time bounded communication in 

multi-hop networks is not achievable.

Topology D ependent Scheduling

Topology-dependent scheduling is a medium access strategy for ad hoc networks that 

assigns TDMA slots to mobile hosts (or links between mobile hosts) within a two-hop 

neighbourhood. As the topology changes, the slots are reassigned in a distributed 

manner by the mobile hosts.

One approach, from Cidon and Sidi [18], uses a dedicated set of slots as a control 

channel to resolve conflicts and broadcast channel reservations. The MAC protocol 

assumes that communication is bi-directional (i.e if mobile host A can receive trans­

missions from mobile host B then B can receive transmissions from A). Another as­

sumption is that access to the medium is divided into a series of slots and there is a 

bound on the length of a packet so that it fits into one of these slots. The MAC pro­

tocol also assumes that every mobile host in the network is assigned a distinct priority 

(which can either remain fixed or can be changed deterministically by each host).

The goal of the protocol is to assign slots to hosts ready to transmit so that the 

number of successful transmission is maximal (i.e., any other transmission by any other 

host would result in a collision). This assignment may or may not be optimal, such an 

optimal assignment calculation has been shown to be an NP-complete problem [7].

The control channel, consisting of a dedicated set of slots, is proportional to the 

number of nodes in the network. Each host in the network is assigned two slots in the
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control channel, a request slot and a confirmation slot. The request slots are at the 

beginning of the control channel followed by the confirmation slots. The confirmation 

slot is further sub-divided into two parts.

When a mobile host wishes to transmit, it transmits an indication of its intention to 

transmit in its request slot. Each mobile host listens for other indications from mobile 

hosts transmitting in the other request slots. During the following set of confirmation 

slots, if a mobile host wishes to transmit then it inhibits its neighbouring hosts by 

transmitting a deletion signal in the first part of each neighbours confirmation slot 

and transmitting a confirmation signal in the second part of its confirmation slot. If a 

mobile host receives a deletion signal in the first part of its confirmation slot then it 

defers transm itting its packet. After the confirmation slots have passed, those mobile 

hosts that have not received a deletion signal in the first part of their confirmation slot, 

transmit their packet.

• One problem of the above MAC protocol is that mobile hosts, with request slots 

at the beginning of the request segment, may gain access to the wireless medium more 

frequently than those at the end of the request segment. The designers of the MAC 

protocol address this issue using two different approaches. The first approach cycles 

the owners of the slots in the request segment in a round robin fashion. The second 

approach forces a mobile host that has been successful in transmitting a packet to defer 

subsequent transmissions until each of its ready to transmit neighbours has succeeded. 

The advantage of this second approach converges to a single TDMA cycle after a finite 

number of iterations.

Another topology-dependent approach, from Bao and Garcia-Luna-Aceves [9], called 

Neighborhood-aware Contention Resolution (NCR) uses local topology information to 

decide whether a mobile host can transmit or not. The NCR protocol assumes that 

every mobile host has knowledge of their one hop and two hop neighbours. A method 

to achieving this knowledge would be for each mobile host to periodically broadcast its
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one hop neighbours. Another assumption of the NCR protocol is that the clocks of all 

the mobile hosts in the network are synchronised to within some known precision.

The NCR protocol operates by each mobile host generating a random number for 

each of its two hop neighbours. This random number is concatenated to the two hop 

neighbour’s address to create a priority for this neighbour. Each mobile host uses the 

same pseudo random number generator. As this generator is seeded with the address 

of the two hop neighbour and the current contention round, the priorities generated 

for each two hop neighbour will be the same across all mobile hosts that carry out the 

calculation.

The priorities are sorted in descending order and the mobile host associated with the 

highest priority is allowed to transmit its packet. The NCR protocol can be augmented 

with a number of different channel access protocols. These different channel access 

protocols are designed for multicast/broadcast or unicast traffic with the unicast traffic 

utilising multiple DSSS codes to increase network efficiency.

The designers of the NCR protocol also describe a neighbour discovery protocol to 

allow mobile hosts to obtain knowledge about new one hop neighbours. This neighbour 

discovery protocol allows new mobile hosts to join the NCR protocol by notifying 

existing NCR participants of their presence. Access to the medium is divided between 

slots for the NCR protocol and slots for these joining mobile hosts. A joining mobile 

host randomly chooses one of these non-NCR slots and transmits a request to join the 

NCR protocol. Every existing mobile host within one hop of this new joining mobile 

host exchanges one hop neighbour information with this joining mobile host. After 

exchanging this information, a mobile host begins to take part in the NCR protocol.

A nalysis

In the MAC protocol of Cidon and Sidi, the number of dedicated slots in the request 

and confirmation segments of the control channel is proportional to the number of hosts
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in the network. Therefore, as the number of mobile hosts in the network increases, the 

number of dedicated slots also increases. This places a bound on the overall size of 

the ad hoc network, making this MAC protocol unsuitable for large multi-hop ad hoc 

networks.

Another problem occurs in the way that a mobile host reaches agreement with its 

neighbours on whether to transmit or not. A mobile host defers from transmission 

if it receives a deletion signal in the first part of its confirmation slot, otherwise the 

mobile host transmits. If the mobile host does not receive one or more of these deletion 

signals, then there is a possibility of collisions of data packets occuring.

In terms of timeliness, this MAC protocol allows mobile hosts to access the wireless 

medium within a known time bound. However, the size of this time bound will increase 

linearly with the number of hosts in the network.

In contrast, the NCR protocol was specifically designed for multi-hop ad hoc net­

works and would scale easily to large scale networks since it relies on local two-hop 

network topology information to execute. However, the NCR protocol (and the as­

sociated channel access protocols) have a number of problems. In the NCR protocol, 

whether or not a mobile host can transmit in the slot depends on the current state 

of the pseudo-random number generator and the mobile hosts local two-hop topology 

information. Therefore a mobile host is unable to know when it will gain access to the 

wireless medium again in a predictable way.

In addition, collisions can still occur using this approach when mobile hosts have an 

inconsistent view of the local one-hop and two-hop network topology (e.g., when the 

network begins to partition or merge). This would require that mobile hosts update 

their view of their two-hop neighbours in a consistent atomic way (see section 2.3) in 

the presence of mobile hosts joining or leaving the 2-hop neighbourhood. However, the 

neighbour discovery protocol is not an atomic agreement protocol. Some mobile hosts 

may be including the joining mobile host in their calculation of priorities of the NCR
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protocol while other mobile hosts may not, possibly leading to collisions.

Topology T ran sp aren t Scheduling

In contrast to topology-dependent approaches, topology-transparent approaches allo­

cate a collection of slots to a mobile host to use in an ad hoc network. The underlying 

idea is that if a mobile host transmits in each of its allocated slots then any neighbour 

of this mobile host will correctly receive at least one transmission from this mobile 

host. This is made possible by each mobile host using a unique code that determines 

which slots it will use.

Thus topology-transparent approaches are independent of the underlying network 

topology. However, these approaches do make some assumptions about the maximum 

number of mobile hosts in the ad hoc network and/or place a bound on the maximum 

number of neighbours that any mobile host can have. One limitation is that a trans­

mitting mobile host does not know in which slot a particular neighbour can correctly 

receive theif transmissions.

In the MAC protocol developed by Chlamtac and Farago [17], a unique code is 

generated using a distinct polynomial of degree k over a finite field (a Galois field 

GF(q)) [62] and is assigned to each mobile host in the network (here q = for some 

prime number p and some postive integer m). The values of q and k are chosen so that 

q k + i  > jY q  y  2 where N is the number of mobile hosts in the network and D 

is the maximum number of neighbours that any mobile host in the ad hoc network can 

have. The solutions of a mobile host’s distinct polynomial can have at most k — 1 roots 

in common with any other mobile hosts polynomial. The “graph” of each polynomial 

P over GF(q) is defined by the protocol designers as the set of pairs (l3,P{P)) where 

^  G GF{q). Each mobile hosts polynomial graph is then mapped into a set of time 

slots for the mobile host to transmit in and thus a mobile host will have at least one slot 

(A: — (A: — 1)) to transmit in that is free of collisions from any of its two hop neighbours.
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Using a similar approach, Ju and Li [38] use the Hamming distance [61] to generate 

a unique code to ensure that each mobile host has a minimum number of slots that 

allow successful packet transmission. Again a polynomial of degree k is assigned to 

each mobile host and this polynomial is mapped to a set of time slots. By using this 

approach, Ju and Li show that minimum throughput is maximised.

Another topology transparent protocol by Amouris [45] uses the position of a mobile 

host to determine in which slot that mobile host transmits. In this work, space is 

divided into virtual geographic cells called space slots in a similar way to cellular 

networking techniques. A slot is allocated to a cell and due to spatial reuse, this slot 

can be reused in cells sufficiently far away.

The approach by Amouris [45] could also be deemed to be topology dependent 

because if there is more than one mobile host in a cell, then access to the slot is 

negotiated among all the mobile hosts in that cell. The mobile hosts in a cell maintain 

a sorted list of mobile hpsts in the ,cell and each mobile host, on this sorted list transmits 

in' the slot in a round-robin fashion. On entering a new cell, a mobile host broadcasts a 

packet to request other mobile hosts in the new cell to add the mobile host to the sorted 

list. This request in the new cell is also used to inform mobile hosts in the old cell of 

the departure of the mobile host. When another mobile host in the new cell receives 

this request, the receiving mobile host replies by transmitting a packet including the 

sorted list of mobile hosts located in the new cell.

A similar cellular approach is used by Caccamo et al [15] for time bounded transmis­

sion in wireless sensor networks. In contrast to the Amouris protocol, cells are assigned 

different frequencies to allow simultaneous transmissions in each cell. As this MAC pro­

tocol is designed for sensor networks, an assumption is that hosts in the network are 

static and that real-time or time bounded messages are periodic. The MAC protocol 

uses a schedule for packet transmission (the schedule is based on earliest deadline first). 

This schedule is replicated at each of the hosts in the cell. The MAC protocol also uses
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routing hosts to enable communication between cells.

A nalysis

As highlighted in the previous section, one limitation of the topology transparent MAC 

protocols, by Chlamtac and Farago, and Ju and Li, is that a mobile host does not 

know in which slot a particular neighbour can correctly receive their transmissions. 

Therefore, a mobile host must transmit in each of its allocated slots to guarantee 

successful transmission to its neighbour. Note that even if a mobile host succeeds in 

transmitting in a particular slot, this does not imply that this slot will be collision free 

for each subsequent transmission. Whether a slot allocated to a mobile host is collision 

free depends on the slots allocated to the neighbours of this host. As the neighbours 

of a mobile host can change due to mobility, the slots that are free of collisions also 

change. In terms of timeliness, the worst case delay for a mobile host to transmit is 

twice the frame length (the frame length is the duration of time it takes for all the 

allocated slots of a mobile host and its two hop neighbours to pass).

Another limitation of these two MAC protocols is that they place a bound on the 

number of neighbours that any mobile host in the ad hoc network can have. There is 

also an upper bound placed on the number of mobile hosts in the network. Mobile hosts 

also need to be statically assigned a code that is unique to them before transmissions 

on the network begin.

There are a number of problems with the protocol developed by Amouris in terms 

of a mobile host having predictable access to the wireless medium. Firstly, the author 

of the paper does not specify how a mobile host that powers on in a cell obtains a slot. 

A similar problem arises when two mobile hosts enter an empty cell or power on in an 

empty cell at the same time. Another problem is tha t the sorted list of mobile hosts is 

replicated by each mobile host in the cell. Therefore, updates to this replicated data 

structure need to be carried out in a consistent manner, otherwise there is a possibility
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of the sorted list becoming inconsistent across mobile hosts, which eventually results 

in collisions in the assigned slot.

The protocol by Caccamo also has a number of problems. Firstly, the hosts/sensors 

in the cell are assumed to be static. The schedule for transmissions used by these hosts 

within a cell is also static. Updating this schedule dynamically would require some 

form of atomic agreement between the hosts in the cell. Another problem is that the 

existence of a routing host is assumed to be located at the center of each cell. How this 

routing host is elected and what happens when such a host fails is a topic of future 

research by the protocol designers.

2.3 A greem ent Protocols

In this section, a number of important protocols for reaching distributed agreement 

among a group of hosts (processes) are discussed. Firstly, background information 

relevant to the rest of this section is discussed. Following this discussion, two different 

types of approaches to allow hosts to reach distributed agreement are covered.

2.3.1 Background

Over the last three decades, a number of protocols have been developed to address a 

number of problems in distributed systems. One of the main problems that has been 

addressed is how to allow data to be replicated across a number of hosts/processes 

consistently.

The problem of maintaining replicated data introduces the distributed commit prob­

lem [31]. This problem manifests itself when a collection of hosts wish to perform some 

action in a consistent way. Either all the hosts perform the action or none do.

As there are a number of hosts and these hosts are connected by some communica­

tion medium, there are a number of different types of failures affecting these protocols
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[21], Example failures include crash failure of one or more participant hosts, omission 

failures of the medium and arbitrary or byzantine failures of one or more hosts.

Another fundamental problem in distributed systems research has been how to 

detect a failure (usually of a host/process in a group) when it occurs. Typically, this 

is done by a group membership service monitoring the members of the group.

Models of group membership can be either static or dynamic. The current mem­

bership of the group is usually called the current group view. In the static group 

membership model, there is a maximal set of hosts (or processes) that can be members 

of the group. The actual group members comes from this static set and the group 

membership varies dynamically over this set depending on the number of failures and 

recoveries of the group members. Each process typically has a unique identifier; when 

a process fails and restarts, the process reuses this unique identifier.

In the dynamic group membership model, processes join the group and trans­

mit/receive messages to/from the group before finishing. The membership at a. given 

point in time is defined as the set of processes that are currently operational in the 

system. Each process has a unique identifier. Unlike the static model, when a process 

fails and rejoins, the process does not reuse its previous identifier.

In both the static and dynamic membership models, a problem arises when starting 

the group, where initial group members need to discover each others existence. Typi­

cally this problem is solved by statically configuring an initial membership (consisting 

of a small number of processes or hosts) which is then started. This allows the group 

members to have a consistent view of each others presence. In the static model, the 

remaining members then join. In the dynamic model, the membership changes as new 

processes are created and old processes either fail or leave.

Given a set of members of a group, there are a number of different properties related 

to how group members transmit messages to the group. One such property is whether 

the transmission of a message is atomic or not. An atomic message reaches all the
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operational group members or none. Another property of a message transmitted to 

a group is whether or not the delivery of the message is ordered with respect to the 

delivery of other messages transmitted to the group. There are three different ways of 

ordering messages sent to a group: FIFO ordering, causal ordering and total ordering.

In FIFO ordering, messages from a sender are delivered to the group in the order 

that they were transmitted by that sender. A fifo ordered message can be either atomic 

or not.

Causal ordering can be thought of as an extension to FIFO ordering where the 

sending of a message can be thought of as having “happened before” the reception of 

the same message. By modelling the transmission and reception of messages as events, 

it is then possible to define a partial ordering on these events. This partial ordering 

relation can then be extended to a causal ordering on events in the group by taking its 

transitive closure.

This causal ordering relation is usually denoted For two events, A and B, either 

A ^ B ot B —̂ A otA  and B are deemed to be concurrent. Here, A ^  B  means that 

event A happend before event B. Concurrent events can be delivered in any order at 

the members of the group.

Totally ordered messages sent to a group are delivered by each member of the group 

in the same order. This contrasts with causal order where concurrent messages can 

be delivered in any order at group members. Typically, totally ordered messages to a 

group are atomic.

2.3.2 Rounds of M essage Passing

In these approaches, processes exchange messages in a series of rounds to maintain 

replicated data, achieve atomicity or provide some form of ordering. One of the first 

such techniques was the Two-Phase Commit protocol designed to maintain replicated 

data. The Two-Phase Commit protocol allows a static set of hosts to agree on whether
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or not to perform an update on some shared data.

The Two-Phase Commit protocol works by the host proposing the update acting 

as a coordinator for the protocol sending out a message to the other hosts asking them 

if they are prepared to “commit” the update to the replicated data. Recipients of the 

message respond to the coordinator indicating whether they are prepared to commit or 

abort the update. The coordinator waits for each of the recipient hosts to respond and 

then collates the recipients decision. If all the recipients are prepared to commit the 

update, then the coordinator sends out a commit decision otherwise the coordinator 

sends out an abort decision to the recipients.

The Two-Phase Commit protocol suffers from a number of problems when failures 

occur [11]. In the worst case where the coordinator is also a participant in the protocol, 

if the coordinator fails the protocol can be blocked until the coordinator recovers. To 

address some of the problems of the Two-Phase Commit protocol, Skeen and Stone- 

braker [30] modified the Two-Phase Commit protocol to include an extra round of 

message passing between the coordinator and the recipients. This new protocol, called 

Three-Phase Commit, can also block in the presence of network partitions.

Other protocols designed to allow updates to replicated data include quorum tech­

niques where updates can be performed with less than the full set of static hosts 

participating. Two concurrent updates are carried out so that there is at least one 

overlapping replica at which both updates are being performed.

A number of protocols have used message passing to provide atomicity and total 

ordering. For example, Chang and Maxemchuk [16] use a token passing scheme to 

order messages before delivery. The host that currently holds the token decides on 

an ordering for the messages transmitted before passing the token to the next host. 

Another approach to ensure total ordering is to elect a dedicated host as a sequencer to 

order the transmitted messages [39]. On failure of the sequencer, the remaining hosts 

elect a new sequencer.
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A number of researchers have investigated different ordering protocols in the virtual 

synchrony model [12] [8] for dynamic group membership. The goal of the virtual 

synchrony model is to provide support for the replication of data across a number of 

processes.

One of the properties of virtual synchrony, called view synchronous communication, 

is that any message sent to a particular group view will be delivered before a new group 

view is installed. FIFO, causal and total ordering protocols have been developed using 

this view synchronous communication property [13].

2.3.3 Diffusion Protocols

In contrast to protocols using rounds of message passing, a number of protocols have 

been developed using diffusion of messages to the protocol participants. In a diffusion 

protocol, a message is flooded throughout the network to all the hosts participating in 

the protocol.

A collection of diffusion protocols were developed by Flaviu Cristian et al. for a 

static set of hosts [22], [20]. The protocols developed by Cristian used synchronised 

clocks and provided atomic totally ordered broadcast that tolerated a known number 

of failures. The protocols assumes that there is a total order on the set of hosts and 

that the hosts are connected by a number of replicated networks (also ordered).

When a host wishes to send a message, it sends the message along with a delivery 

time for the message, on all replicated networks in increasing order. Upon reception 

of a message, a host re-transmits the message if the message was not seen before and 

has not passed its delivery time. When the delivery time of the message arrives, the 

message is passed to the application. The delivery time is chosen so that the message 

will reach all hosts in the presence of a known maximum number of failures. If two or 

more messages are scheduled for delivery at the same time, then they are delivered in 

a consistent order according to the total order on the set of hosts.
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The diffusion protocol just described can be considered as an example of a gossip 

protocol [23]. There are two types of gossip protocols, push and pull. In push gossip 

protocols, when a process receives a message, the process randomly chooses a subset 

of processes from the set of participating processes. The process then forwards the 

message to the chosen subset of processes. The size of the subset chosen in relation to 

the number of participating processes is equivalent to the probability that a process 

retransmits a received message. In the Cristian protocols, the probability of a host 

retransmitting is equal to 1 (i.e., a host always retransmits).

In contrast to push gossip protocols, a process using a pull gossip protocol peridi- 

cally contacts a random subset of the particpating processes and queries the subset for 

any messages that they have.

The advantage of gossip protocols is that the number of message retransmissions 

to reach all the participating processes is logarithmic in relation to the number of par­

ticipating processes [11]. Another advantage is that gossip protocols do not rely on a 

specific process to carry out a specific function. Thus gossip protocols have the advan­

tage of continuing to operate during the failure of any process. Gossip protocols have 

also been labelled epidemic algorithms to reflect the similarity between the flooding of 

messages and the spread of disease in a biological population.

The Trans protocol [53] can be considered as a hybrid protocol using both diffusion 

and message rounds to build a reliable broadcast protocol. In the Trans protocol, 

hosts share a broadcast medium called the broadcast domain. The protocol works by 

participants positively acknowledging messages that they have received and negatively 

acknowledging those messages that they have not received correctly. By using these 

positive and negative acknowledgements, both a partial and a causal order have been 

developed.

The Transis project [51] used this Trans protocol to build a virtual synchrony based 

group communication service that provided total ordering. Transis also extended the
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Trans protocol to work over multiple hops.

2.4 Sum m ary of R elated  Work

At the beginning of this chapter, some of the important properties, such as timeliness, 

agreement and network topology, provided by time bounded MAC protocols are cov­

ered. As seen in section 2.2, the MAC protocols for ad hoc networks do not provide 

all of these properties.

Some of the MAC protocols described have focussed on maximising the overall 

network throughput and do not provide timely access to the wireless medium. Other 

MAC protocols do provide time-bounded access to the wireless medium but each of 

these protocols do not address one of two issues. Firstly, some of these latter MAC 

protocols do not address the hidden terminal problem and assume full connectedness 

of the protocol participants. Secondly, in the MAC, .protocols that do address the 

hidden term inal problem, collisions can ;Still potentially occur due to MAC protocol 

participants having inconsistent information about the current state of other protocol 

participants.

An approach to solve this last problem of inconsistent information would be to 

run some agreement protocol between participants of the MAC protocol. Such an 

agreement protocol would need to know the participants (or group members) that 

are attempting to reach agreement. However, an assumption of both the static and 

dynamic membership models covered in section 2.3, typically, is that an initial static 

set of group members is started that know about each other’s presence. This is an 

unrealistic assumption in multi-hop ad hoc networks where a mobile host needs to 

discover the neighbouring hosts within its communication range when it powers on 

and the number of neighbouring hosts can change due to mobility.

Table 2.1 summarises whether the MAC protocols covered in this chapter provide
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ad-hoc support, reach agreement between the protocol participants and address the 

issues of timeliness.

Approach Protocol Ad Hoc Agreement Time bounds
Schedule based
Centralised

GSM X / /
802.11 PCF X X /
Bluetooth single-hop X X

Distributed
Cidon and Sidi multi-hop X X

NCR multi-hop X X

Chlamtac and Farago multi-hop X X

Ju and Li multi-hop X X

Amouris multi-hop X X

Contention based
Reducing Contention

MACA multi-hop X X

MACAW multi-hop X X

802.11 multi-hop X X

Resolving Contention
Black Burst single-hop X /
Splitting single-hop X /

Table 2.1: Reviewed MAC protocol properties
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Chapter 3 

A New MAC Protocol for Ad Hoc 

Networks

This chapter describes the Time Bounded Medium Access Control (TBMAC) proto­

col for multi-hop ad hoc networks. The goal of the TBMAC protocol is to provide, 

with high probability, mobile hosts with time-bounded access to the wireless medium. 

TBMAC provides a set of lime bounds on gaining access to the wireless medium that 

depend on the current operational state of the protocol.

Section 3.1 introduces the basics of the TBMAC protocol. As highlighted in chapter 

1, the TBMAC protocol uses time division multiple access with dynamic slot allocation. 

Dynamic slot allocation is achieved through the use of an atomic multicast protocol that 

is described in section 3.2. Following this, section 3.3 gives a detailed description of the 

TBMAC protocol. Finally section 3.4 gives the time bounds for a mobile host having 

predictable access to the wireless medium and derives the corresponding probabilities 

of these time bounds being obtained.

Note that the TBMAC protocol provides the functionality to allow mobile hosts 

to gain predictable access to the wireless medium and to manage the allocation and 

deallocation of TBMAC slots to mobile hosts. However, whether a mobile host should
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be allocated three TBMAC slots instead of two TBMAC slots is a decision left to layers 

above the TBMAC protocol. TBMAC is not concerned with the best or optimal way 

to manage the allocation of TBMAC slots to a set of mobile hosts. During the course 

of this chapter, the issue of the management of the allocation of TBMAC slots and 

the functionality provided by the TBMAC protocol to enable this management will be 

highlighted.

3.1 Protocol Basics

The TBMAC protocol imposes a number of requirements on the participants of the 

protocol in the ad hoc network. These requirements must be satisfied for the TBMAC 

protocol to function. Once the requirements are satisfied, the TBMAC protocol pro­

vides the protocol participants with a set of time bounds (with associated probabilities) 

on gaining access to the wireless medium. The next sections discuss these requirements 

and introduces the obtainable time bounds.

3.1.1 Cellular Structure

To reduce the probability of the transmissions colliding, the geographical area occupied 

by the mobile hosts is statically divided into a number of geographical cells in a similar 

approach to [45]. Each cell can have arbitrary shape and size but for simplicity of 

presentation, we assume that the cells are hexagons of equal size as illustrated in 

Figure 3.1. Each cell is numbered and, in contrast to [45], is allocated a unique radio 

channel (or CDMA spreading code).

The motivation behind dividing the area of coverage into a collection of fixed size 

cells is twofold. Firstly, it reduces the possibility of the well-known hidden terminal 

problem [81] from occurring by reducing the possibility of interference from mobile hosts 

in neighbouring cells. Reducing the likelihood of interference results in the probability
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Fig. 3.1: Possible Cell and Channel allocation

of one mobile host in a cell correctly receiving the transmission of any other mobile 

host in the same cell [64]. In order to reduce the likelihood of the hidden terminal 

problem occurring, the width of a cell is related to the transmission range of the 

wireless technology being used.

Secondly, dividing the area into a collection of cells with corresponding radio chan­

nels increases the total overall bandwidth available in the ad hoc network by reusing 

radio channels in cells sufficiently far away. For example, this spatial reuse strategy 

[64] allows the transmissions of mobile hosts in the rightmost “0” cell in figure 3.1 to 

occur simultaneously with transmissions of mobile hosts in the center “0” cell.

The assumption of a cell of fixed size is similar to the single hop ad hoc network 

assumption of the wireless real-time MAC protocols covered in section 2.2.2. In addition 

to enabling communication within a single cell, another goal of the TBMAC protocol is 

to allow multi-hop communication to take place which corresponds to communication 

between adjoining cells.

Decreasing the width of a cell without modifying the underlying wireless technology 

(i.e., keeping the transmitting power used constant) should result in a corresponding 

increase in the probability of correct packet reception between any two mobile hosts 

in that cell. However, decreasing the width of the cell impacts on the spatial reuse 

strategy being used.
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As previously mentioned, the layout of the geographical cells is static. The mobile 

hosts in the ad hoc network are required to know this layout. This includes each 

mobile host knowing the boundaries of each of these cells. To meet this requirement, 

each mobile host requires access to location information (such as GPS [43], [82]). When 

a mobile host knows which cell it is in, it can infer the correct radio channel to use.

We assume the presence of a layer above the TBMAC that decides in which cell the 

mobile host is currently located and therefore which radio channel should be used. The 

higher layer would continually monitor the current position of the mobile host (based 

on the update rate of a GPS receiver for example) and notify the TBMAC protocol of 

a change of cells. The operation of such a higher layer will not be discussed further in 

this chapter.

3.1.2 Periods of Operation

In the chapter 2, the advantages and disadvantages of the TDMA MAC protocol were 

covered. The rnain advantage of TDMA is that hosts have predictable access to thie 

medium. One of the disadvantages of TDMA is that hosts are statically allocated 

the TDMA slot to use before the TDMA protocol begins. One view of the TBMAC 

protocol is that it attempts to provide the predictable access of TDMA to mobile 

hosts but removes the requirement for slots to be statically allocated to mobile hosts. 

Instead of statically allocating slots to mobile hosts, the mobile hosts dynamically reach 

agreement on updates to the allocation of slots using the agreement protocol described 

in section 3.2.

To provide both predictable access to mobile hosts and allow mobile hosts to dy­

namically request to be allocated a slot, the TBMAC protocol divides access to the 

wireless medium within a cell into two distinct time periods:

1. Contention Free Period (CFP)
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2. Contention Period (CP)

Both the CFP and the CP are divided into slots and each period lasts a predefined 

period of time. A CFP followed by a CP constitute a round of the TBMAC protocol. 

Typically, slots in the CP are shorter in duration than CFP slots since they will usually 

be used to transmit less information than CFP slots. Once a mobile host has been 

allocated a CFP slot, it has predictable access to the wireless medium. The mobile 

host can then transmit data in its slot until it leaves the cell or fails.

Mobile hosts that do not have CFP slots allocated to them contend with each other 

to request CFP slots to be allocated to them in the CP. The CP is used by mobile 

hosts that arrive into the cell or that have recently powered on in the cell. The steps 

carried out by a mobile host to be allocated a CFP slot are covered in section 3.3.

Dividing access to the medium into these two well-known time periods requires the 

clocks of all the mobile hosts in the network to be synchronised. Again equipping each 

mobile host with a GPS receiver would satisfy this clock synchronisation requirement 

[83] [27]. ThuSj in each cell at approximately the same time (based on the precision 

of the clocks of mobile hosts in the network), each slot in the CFP begins and ends 

followed by each slot in the CP.

To enable communication between adjoining cells, one or more slots in the CFP, 

called inter-cell slots, are statically allocated. In a similar way to the configuration 

of geographical cells, the mobile hosts in the ad hoc network are required to reach 

agreement on these static inter-cell slots before the TBMAC protocol starts executing. 

Mobile hosts must then dynamically agree on which mobile hosts are allocated each of 

these inter-cell slots to transmit in.

3.1.3 Time Bounds

With the geographical cell structure described above, the CFP in each cell can be in 

two possible states. Firstly, a set of mobile hosts can be in a cell and have agreed on
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a consistent allocation of CFP slots (note that we are implicitly excluding the case 

of mobile hosts trivially agreeing on an allocation of CFP slots, e.g., all CFP slots 

allocated to a default mobile host). In TBMAC terminology, this state is called a non­

empty CFP; the cell is said to be a non-empty cell and the protocol is in non-empty 

or operational mode. Secondly, mobile hosts may not have agreed on a consistent 

allocation of CFP slots in a particular cell. This state is called an empty CFP, the cell 

is called an empty cell and the protocol is in bootstrapping mode.

In each of these types of TBMAC modes, empty or non-empty, there are a number of 

time bounds. It is important to note that these time bounds provided by the TBMAC 

protocol are not worst case time bounds which are traditional in the hard real-time 

community. To provide such worst case time bounds would require, among other things, 

an upper bound on the number of transient errors that could occur in a well-defined 

period of time. This error information would be very specific to the environment in 

which a particular MAC protocol is executing. The TBMAC protocol takes a different 

approach by providing a set of time bounds and associated to each of these time bounds 

is a corresponding probability of these time bounds being obtained. Layers above the 

TBMAC protocol can then be tailor these time bounds (and probabilities) to their 

particular needs.

As mentioned in the previous section, in the non-empty cell case, once a mobile host 

in a cell has been allocated a CFP slot, the mobile host has access to the medium within 

one round of the TBMAC protocol (i.e., the duration of the CFP plus the duration of 

the CP denoted {CFP + CP)).

Again in a non-empty cell, if a mobile host with an allocated CFP slot wishes to 

allocate another CFP slot, then the mobile host executes the agreement protocol using 

its existing CFP slot to reach agreement with the other mobile hosts that have CFP 

slots allocated in the cell on the allocation of the new CFP slot. The duration of 

time needed to execute this agreement protocol is equal to two rounds of the TBMAC
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CFP CP 1 CFP 2 CP 2 CFP 3 CP 3 CFP 4 CP 4

Mobile host 
enters cell

Fig. 3.2: Mobile host entering a cell in the CFP

protocol 2 * {CFP + CP)  (see section 3.2). After this agreement protocol is executed, 

the mobile host can transmit in this newly allocated slot within one round of the 

TBMAC protocol. Thus, the time bound before accessing this newly allocated CFP 

slot is 3 * {CFP + CP).

When a mobile host arrives or powers on in a cell, as illustrated in figure 3.2, and 

wishes to be allocated a CFP slot, the mobile host first waits for one full CFP to pass 

(CFP 2 in the figure). Waiting this period of time allows the mobile host to detect 

whether it is in a non-empty cell or an empty cell based on whether or not it has 

received any transmissions in the CFP.

In a non-empty cell, the mobile host then transmits a request in the following CP 

(CP 2 in the figure) to be allocated a CFP slot. The transmission of this request 

may collide with other contending mobile hosts that are also requesting a CFP slot. 

However, the probability of this collision occurring can be calculated. If a mobile host 

with an allocated CFP slot correctly receives this request, this mobile host executes the 

agreement protocol on behalf of the requesting mobile host (taking 2 TBMAC rounds, 

CFP 3 and 4 in figure 3.2).

The time bound in this case occurs when a mobile host enters the non-empty cell 

just as the CFP begins, the mobile host must wait for the end of this CFP before 

listening to the next CFP, request a CFP slot in the following CP and then wait
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for the agreement protocol to be executed before beginning to transmit in the newly 

allocated slot (in CFP 5 not in the figure). Thus, this time bound is 5 * {CFP + CP).

In an empty cell, the mobile host executes a bootstrapping protocol to allocate the 

first CFP slot in the cell (see section 3.3.4). It is possible that more than one mobile 

host will execute this bootstrapping protocol at the same time. Thus the bootstrapping 

protocol must allow two or more mobile hosts to detect each others presence in the cell 

and then agree on a consistent allocation of CFP slots. In addition, the bootstrapping 

protocol should not prohibit a single mobile host from allocating one or more CFP 

slots.

To have an associated time bound in the empty cell case, the execution of the 

bootstrapping protocol must be limited to a fixed and known number of TBMAC 

rounds, M say. At the end of this bootstrapping protocol, the mobile hosts executing 

the protocol switch to the non-empty TBMAC mode with each mobile host in one of 

two possible states.

Firstly, the mobile host can have one or more CFP slots allocated to it that are 

consistent with the other mobile hosts executing the bootstrapping protocol. The time 

bound for such a mobile host is (2 + M)  * {CFP + CP).

Secondly, there is a possibility that the mobile hosts executing the bootstrapping 

protocol fail to reach agreement on a consistent allocation of CFP slots at the end of 

the bootstrapping period. In this case, some or all of the mobile hosts will mistakenly 

believe that their inconsistent allocation is consistent and continue to execute the 

TBMAC protocol. This would result in collisions occurring in the CFP during non­

empty or operational mode.

However, it is possible to calculate an upper bound on the probability of this in­

consistency occurring and thus a corresponding lower bound on the probability of the 

above empty cell time bound being obtained (see section 3.4).

Finally, if a mobile host enters or powers on in the cell while the bootstrapping
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protocol is being executed, then this mobile host must wait until the end of the boot­

strapping protocol before requesting a CFP slot to be allocated to it. The time bound 

for such a mobile host is (2 -1- M) * {CFP + CP).

In the above discussion, the calculation of these probabilities is predicated on a 

model of the arrival rates of mobile hosts into a cell being provided.

3.2 A greem ent Protocol

The requirement for distributed agreement to enable coordination/cooperation between 

mobile hosts in an ad hoc network and, in particular, time bounded or predictable 

medium access control was briefly outlined in Chapter 1. A number of possible prob­

lems were highlighted for some of the MAC protocols covered in Chapter 2 if distributed 

agreement is not used to update replicated MAC protocol information. One require­

ment of the TBMAC protocol is to update in a consistent way the allocation of CFP 

slots at all the mobile hosts in a particular cell.
I

The division into a CFP and a CP in TBMAC is similar to the Point Coordination 

Function (PCF) in the 802.11 standard (see section 2.2.3) with, as we shall see, the 

exception that the TBMAC CFP does not rely on one particular mobile host to act as 

an access point. In the PCF of 802.11, agreement on accessing the wireless medium is 

enforced by the access point polling the mobile hosts for data to send. In the ad hoc 

environment considered here, we cannot assume there is an access point present in the 

area covered by the geographical cell.

One option would be to elect an access point from the mobile hosts present in the 

cell. This option has a number of problems.

Firstly, to provide predictable medium access to the mobile hosts, these mobile hosts 

have to reach a distributed agreement within bounded time on which mobile host is to 

become the access point. To reach such an agreement between the mobile hosts within a
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known time bound without the hosts having predictable access to the wireless medium 

is difficult to envisage. Thus, using the distributed election approach, the problem 

of providing predictable access to the medium depends on an election algorithm that 

executes in bounded time which in turn depends on mobile hosts having predictable 

access to the medium.

Secondly, if it was possible to elect such an access point in bounded time, then 

the mobile hosts would also have to monitor the access point for failure and to reach 

agreement in bounded time that such a failure has occurred and then to instigate the 

access point election algorithm again. In summary, the idea of electing an access point 

simply moves the problem of reaching distributed agreement on access to the wireless 

medium to distributed leadership election and failure detection.

Instead of using an access point, the TBMAC participants reach a distributed 

agreement on the order of allocations and deallocation of CFP slots. Updates to the 

allocation of CFP slots in a cell need to be totally ordered across all mobile hosts in 

the cell. Two or more messages (e.g., allocating CFP slots) are seen in the same order 

by every mobile host in the cell.

The approach we use to provide such a total ordering protocol within a cell is to 

use the synchronous atomic multicast protocol from Flaviu Cristian [20]. Cristian’s 

protocol is designed to totally order a sequence of messages transmitted using the 

protocol in the presence of a known number of failures occurring. Typical uses of this 

protocol in the TBMAC protocol are to allocate and de-allocate slots in the CFP and 

for requests for inter-cell slots to communicate across cell boundaries.

To explain how the synchronous atomic broadcast protocol works, consider a mobile 

host in a cell with a CFP slot already allocated to it that wishes another CFP slot to 

be allocated to it. We will defer the description of the procedure for allocating the first 

CFP slot in a cell to section 3.3.4.

The mobile host creates a packet requesting a slot, including information related
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to the atomic broadcast such as the mobile host’s address, a sequence number and the 

current time (a timestamp). The mobile host then broadcasts this packet a number of 

times using its CFP slot until the delivery time of the message arrives. The delivery 

time of the message is equal to the original timestamp plus the delay to delivery. A, 

which is a parameter of the atomic broadcast protocol.

When a mobile host receives such a packet that it has not received, it stores it 

based on the address and the sequence number in the packet. In addition to storing 

the packet, the mobile host also rebroadcasts the packet in each of its CFP slots until 

the delivery time of the information in the packet arrives.

The logic behind the originator of a message broadcasting a message a number of 

times is to reduce the probability of one or more errors or failures occurring during 

the transmission of the message. A receiver rebroadcasts the message to overcome the 

possibility of the failure of the original sender of the message and of the possibility 

of errors during transmission. Thus, atomicity, up to a fixed number of failures, is 

provided by the sender of the message and the receivers of the message broadcasting 

the message a number of times until the delivery time of the message arrives.

The delivery delay. A, for the TBMAC protocol would typically be 2 rounds of 

the TBMAC protocol (2 * {CFP  + CP)).  This would allow the TBMAC protocol to 

tolerate 1 failure when reaching agreement using the Cristian protocol.

When the delivery time arrives, all the mobile hosts in the cell then update their slot 

allocation information consistently to incorporate the new CFP slot of the requesting 

mobile host. Consistency in the ordering of the updates to the allocation of slots is 

ensured by each mobile host ordering two or more messages with the same delivery 

time in the same way. Messages with identical delivery times are ordered first by the 

address in the message and second by the message’s sequence number. This ensures 

the total ordering property of the Cristian protocol.
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3.3 P rotocol D etails

In this section, we give an in depth description of the TBMAC protocol. Firstly, the 

data structures and packet types used by TBMAC are covered. Following this, section 

3.3.3 covers the steps involved in allocating and deallocating a CFP slot in a non-empty 

cell. Following this, the procedure to allocate the first CFP slot to a mobile host when 

it enters an empty cell is discussed. Finally in this section, a description is given of 

some possible extensions to the TBMAC protocol.

3.3.1 Data Structures

There are two important data structures maintained by each mobile host running the 

TBMAC protocol, these are the slot owners and slot bitmap structures. Both the slot 

owners and slot bitmap are data structures that are replicated across the mobile hosts 

in the cell. These replicated data structures are updated consistently using the atomic 

multicast protocol described in the previous section.

Slot owners is an array of addresses whose size is equal to the number of slots in 

CFP, which stores the address of each mobile host that has a CFP slot allocated to 

it. The slot bitmap contains two bits for each slot in the CFP to represent the four 

possible states of a slot: Owner, Other, Collision, Available.

When a mobile host sets a position in the slot bitmap to Owner, it is indicating 

to other mobile hosts that it is using this slot. Similarly, by setting a slot position to 

Other, the mobile host is indicating that another mobile host is using tha t slot. The 

identity of the mobile host that is using the slot is stored in the mobile host’s slot 

owners array. A CFP slot is marked Available in the slot bitmap if the mobile host 

is not aware of any other mobile host using that slot. Finally, a CFP slot is marked 

in the slot bitmap as Collision when a mobile host has received a message (in another 

CFP slot) indicating that a collision is occurring in this slot (see section 3.3.4).
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Source Destination Allocated Sto( Current Slot Message Additional Protocol
Address Address Bitmap Number Type Info Extensicms

Fig. 3.3: CFP Slot Header

When a mobile host transmits in a CFP slot, it includes its slot bitmap. A similar 

technique is used in the Time Triggered Protocol (TTP) described in section 2.1.2. 

However, the motivation for including this slot bitmap in each transmission is different 

in TBMAC than in TTP. In TTP, the slot bitmap is used to detect the failure of a host 

or hosts to transmit in the slot allocated to them. In contrast to TTP, TBMAC uses 

the slot bitmap to represent the current state of each of the CFP slots in a particular 

cell. An additional difference is that the slot bitmap in TTP represents a set of binary 

values while one position in the slot bitmap in TBMAC represents four possible values.

3.3.2 Protocol Header

When a CFP slot is allocated to a mobile host in a cell, the mobile host includes the 

CFP header (Figure 3.3) in each of its transmissions in its CFP slot. As previously 

mentioned, a mobile host includes its Slot Bitmap as part of this CFP header. A 

mobile host also includes the source and destination address and the current CFP slot 

number in the header.

The Message Type field is used to indicate the type of message being transmitted. 

The different possible types of messages are:

1. Data

2. Null

The need for the first message type is obvious and is used when a higher layer above 

TBMAC wishes to transmit data in its CFP slot. Note that TBMAC does not specify
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how packets from higher layers should be scheduled for transmission. The solution to 

this scheduling problem is the responsibility of a higher slot management layer.

When a CFP slot is allocated to a mobile host, the mobile host sends a Null message 

in its slot even if it does not have a message to send. The transmission of a message 

(data message or Null message) in each CFP slot allows an arriving mobile host to 

learn the current allocation of CFP slots through the reception of one message.

Following the message type field, the Additional Info field is a variable length field 

(up to a known maximum) and its use depends on the particular mode that the TBMAC 

protocol is currently in.

When in a empty cell, the Additional Info field contains information related to the 

bootstrapping protocol (see section 3.3.4).

When in a non-empty cell, the Additional Info field contains updates to the al­

location of CFP slots that are currently ongoing using the agreement protocol. The 

possible updates include:

1. Slot Allocation Request

2. Slot Deallocation Request

3. Leave

4. Inter-Cell Communication Request

5. Slot Failure

Briefly, the Slot Allocation and Deallocation Request updates are used by mobile 

hosts to allocate and deallocate CFP slots. The Leave update is used by a mobile host to 

indicate its intention to leave the cell. The Inter-Cell Communication Request update 

is used when a mobile host wishes to communicate across its current cell boundary 

with a neighbouring cell. This request is further subdivided based on whether a CFP 

slot is requested for communication from the current cell to the neighbouring cell, from
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the neighbouring cell to the current cell or for communication in both directions (see 

section 3.3.3). The Slot Failure update is used when one mobile host suspects another 

mobile host of having failed (see section 3.3.3).

On first reading of the description of agreement protocol in section 3.2, it would 

appear that if a mobile host wishes to reach agreement on the allocation of a slot with 

the other mobile hosts in a cell then it needs to retransmit the same message a number 

of times in its slot. However, since the updates transmitted using the atomic multicast 

protocol are relatively small, this information can inserted into the Additional Info 

field and thus be piggybacked on Data or Null packets being transmitted.

For example, a Slot Allocation Request consists of the address of the mobile host 

requesting the allocation (6 bytes), the number of allocations requested (1 byte), a 

sequence number (2 bytes) and a timestamp (8 bytes). Therefore, the total size of an 

update message is 15 bytes.

As the Additional Info field is of fixed size, this implies that the number of updates 

currently ongoing using the atomic multicast protocol in'TBMAC is bounded. Thus, 

the size of the Additional Info field impacts on the number of allocations and deallo­

cations that can be ongoing in the cell at any one time. Obviously, this impacts on 

higher layers wishing to make such allocations and deallocations. Therefore, just as 

mobile hosts agree on the size and duration of the CFP and the CP, they must also 

agree on the size of this Additional Info field before the start of the TBMAC protocol.

The above paragraphs describe the header of a CFP slot transmission. The header 

used in a CP transmission is much simpler and consists of a source and destination 

address and a request field indicating that the mobile host is requesting one or more 

CFP slots and a sequence number.
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3.3.3 N on-em pty C F P

The functionality provided by TBMAC to manage the allocation of CFP slots in a 

non-empty cell can be broken into four parts: requesting a slot, allocating a slot, 

deallocating a slot, leaving a cell and inter-cell communication.

R equesting a slot

When a mobile host enters or powers on in a non-empty cell and requires a slot in 

the CFP to be allocated to it, the mobile host first needs to learn which CFP slots 

have been allocated and which CFP slots are available. The mobile host waits for the 

beginning of the next CFP and then listens for one full CFP to pass before requesting 

a slot in the following CP. The Slot Bitmap field in each occupied CFP slot indicates 

the current allocation of CFP slots in the cell. By receiving at least one message in 

the CFP correctly, the listening mobile host obtains from the slot bitmap the current' 

allocation of CFP slots in the cell and the position of each of these allocated CFP slots. 

The mobile host then requests a CFP slot to be allocated to it by sending a message 

in the CP.

The approach taken by the TBMAC protocol is for a mobile host to request a slot 

by choosing a random slot in the CP and broadcasting to every mobile host requesting a 

slot to be allocated to it. By randomly choosing a slot in the CP, a degree of uncertainty 

has been introduced by the TBMAC protocol. If two or more mobile hosts choose the 

same slots in the CP, then their requests for a CFP slot will result in a collision.

However, the probability of two or more hosts not colliding in the CP can be 

calculated provided that a model of the arrival rate of mobile hosts into the cell is 

known. Varying the size of the CP results in a corresponding change in this probability. 

Increasing the size of the CP results in an increase in this probability while decreasing 

the size of the CP results in a corresponding decrease.

It is possible to reduce further the possibility of collisions in the CP by modifying
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the way that hosts contend with each other. These extensions to the TBMAC protocol 

will be discussed in section 3.3.5.

A llocating a slot

Mobile hosts with CFP slots allocated and that correctly receive a request in the CP, 

propose an update to the allocation of CFP slots by inserting an atomic multicast 

related message into the Additional Info field of each transmission in its CFP slot(s).

The address in this atomic multicast message is set to the address of the mobile 

host making the request. The delivery time of this message corresponds to the time of 

the request in the CP slot plus the delivery delay of the agreement protocol (which in 

the TBMAC is 2 * {CFP + CP)).  The sequence number used in the atomic multicast 

message corresponds to the sequence number received from the CP request.

The reason for taking the sequence number and calculating the timestamp from the 

request in the CP is to ensure that if two mobile hosts with CFP slots allocated receive 

this slot request, they propose the same update to thfe allocation of CFP slots. This 

prevents a request for a slot resulting in the allocation of more than one CFP slot.

After the delivery of this atomic multicast message, the mobile hosts in the cell 

update their view of the allocation of CFP slots and the requesting mobile host can 

then access its allocated CFP slot. In the absence of collisions, the time bound before 

a mobile host can transmit in the CFP slot allocated to it equals 5 * {CFP  + CP).

The above description of the set of steps that a mobile host must execute to be 

allocated a CFP slot does not take into consideration whether or not the mobile host 

should be allocated the CFP slot. In other words, all requests for CFP slots in the 

above description would be accepted and result in atomic multicasts being executed. 

To prevent such a situation from arising, the TBMAC protocol provides functionality 

to implement admission control on the requests for allocation of CFP slots.

The interface between a higher layer and the TBMAC protocol enabling this ad-
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mission control feature will be covered in the next chapter. Briefly, it is possible for 

a higher layer above TBMAC to register a callback with the TBMAC protocol to be 

queried on whether or not to proceed with the allocation of a CFP slot. The execution 

of this callback function should finish its execution before the reception of the next 

CP request or before the receiving mobile host has to transmit the request in its allo­

cated CFP slot. If such a call back has not been registered, then the TBMAC protocol 

proceeds with the allocation of the slot.

D eallocating a slot

The simplest way for a mobile host to deallocate one of its CFP slots is to atomically 

multicast a message requesting the deallocation. This could happen if a mobile host is 

powering down or realises, based on location information, that it is leaving the cell.

When deallocating such a CFP slot, the mobile host allocated the slot creates a Slot 

Deallocation update and inserts it into its Additional Info field during each of its CFP 

slot transmissions. The delivery time for this update corresponds to 2 TBMAC rounds 

after the first CFP slot that this mobile host transmits this update in. Instead of 

specifying the address of the mobile host that wishes to deallocate its slot, the position 

of the slot in the CFP is included as part of the Slot Deallocation update. This allows a 

listening mobile host to correctly deallocate the CFP slot without knowing the address 

of the mobile host that has been allocated this slot.

It is more difficult to deallocate a CFP slot of a mobile host that has failed without 

firstly atomically multicasting a request to deallocate the CFP slot. In addition, we 

would also like to avoid deallocating a CFP slot of a mobile host that does not want 

its slot deallocated.

Each mobile host, that has been allocated a CFP slot, monitors the packet header 

of each of the other allocated CFP slots for correct reception. If a mobile host does 

not correctly receive a number of transmissions, above a certain threshold, in a CFP
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slot from a failed mobile host, then it includes this information in the Additional Info 

field of each of its CFP slots indicating the failure of the mobile host to use its slot.

After receiving a majority of such indications from mobile hosts in the cell, a mobile 

host atomically broadcasts a Slot Deallocation update for the CFP slot to be deallo­

cated. After the delivery of the atomic broadcast update, the CFP slot of the failed 

mobile host is deallocated by each mobile host in the cell.

The majority value used in this calculation is the smaller of two possible values: 

the current number of mobile hosts with CFP slots allocated that are not suspected to 

have failed and the number of mobile hosts that are not suspected to have failed when 

the failure of the mobile host allocated this CFP slot is first noticed. Choosing this 

majority value prevents the possibility of a mobile host waiting for indications from 

mobile hosts that have recently arrived into the cell and were allocated a CFP slot and 

also from mobile hosts that have also failed or recently departed the cell.

The approach that TBMAC takes to detecting the failure of a mobile host to use its 

slot is similar to how the TTP protocol detects a failure of a TTP node. In both TTP 

and TBMAC, a majority of acknowledgments from the active hosts is needed before 

a failure is deemed to have occurred. As TTP is designed for a wired medium, two 

TDMA rounds is sufficient to detect the failure of a TTP node. In contrast, TBMAC 

allows the threshold for detection of a failed host to be specified since the possibility 

of transient errors in a wireless environment is greater. The default value for this 

threshold parameter to the TBMAC protocol is 3. Thus a mobile host with a CFP slot 

that has failed will be detected after 3 TBMAC rounds before execution of the above 

deallocation begins.

Note that in the above description, the failure of a mobile host to use and/or 

deallocate its CFP slot is assumed to be an exceptional occurrence rather than standard 

behaviour. Note also that the TBMAC protocol does not provide any functionality for 

a higher layer slot manager to intercede to prevent the deallocation from proceeding.
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It is possible, however, for a higher layer to set the threshold value for incorrect receipt 

of transmissions above which a mobile host is deemed to have failed to use a particular 

slot.

Leaving a cell

Before a mobile host departs from an old cell and enters a new one, the mobile host 

inserts a Leave update into its Additional Info and this is atomically multicasted to 

the other mobile hosts in the old cell indicating that it is leaving the cell. This Leave 

update gives remaining mobile hosts early warning about the impending departure of 

the mobile host. In addition to this Leave update, the departing mobile host also 

atomically multicasts Slot Deallocation updates for each of its allocated CFP slots. 

When the leave message is delivered, the departing mobile host switches to the radio 

channel of the new cell and resets all information related to the allocation of CFP slots 

from the old cell.

Inter-Cell Com m unication

As the area occupied by the mobile hosts has been divided up into geographical cells 

and each cell has been allocated a particular radio channel to use, an obvious question 

is how does a mobile host communicate with mobile hosts in neighbouring cells.

A simple solution to this problem would be to statically allocate the same CFP slot 

of two adjoining cells for communication between mobile hosts in these cells. When a 

mobile host wishes to use the inter-cell CFP slot, it atomically broadcasts a request to 

be allocated the CFP slot. Once this request is delivered, the mobile host begins to 

use the slot.

There is a problem with this approach since transm itting mobile hosts in each cell 

could collide with each others transmission. This is illustrated in Figure 3.4 where SI 

in cell 1 has requested access to use the same inter-cell slot as S2 in cell 2. When Si
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Fig. 3.4: Adjoining Cells

and S2 transmit, their packets collide.

If SI uses cell 2’s radio channel and S2 uses cell I ’s radio channel then their trans­

missions will not collide. R l will be listening for S2’s transmission and R2 will be 

listening to receive S i ’s transmission. However, SI will not be able to receive S2’s 

transmission since SI transmitted at the same time as S2.

The above problem can be avoided by using two CFP slots, one slot for communi­

cation from Cell 1 to Cell 2 and another slot from Ceir2 to Cell 1. As before, mobile 

hosts in each cell would atomically broadcast a request to be granted the inter-cell 

CFP slot. When a mobile host transmits in the inter-cell slot, all the mobile hosts in 

the adjoining cell will be listening for this transmission.

In a similar way to allocating a CFP slot, whether or not a mobile host should 

be allowed to transmit using one or more inter-cell slots is a decision that cannot be 

taken by the TBMAC protocol. The TBMAC protocol does provide a higher layer with 

information related to inter-cell slots, such as the number of inter-cell slots allocated, 

and functionality to give ownership of a particular inter-cell slot to a mobile host.

3.3.4 Empty CFP

In the previous section, mobile hosts with an allocated CFP slot in a non-empty cell 

can propose updates to the current allocation of CFP slots using the atomic multi-



cast protocol to transmit Slot Allocation and Slot Deallocation requests. An implicit 

assumption of the previous section was that the current allocation of CFP slots is 

consistent across all the mobile hosts with CFP slots allocated in the cell. If this as­

sumption holds, then the Slot Allocation and Slot Deallocation requests transmitted 

using the atomic multicast protocol will update the current allocation of CFP slots 

correctly.

Therefore, two related questions are how do mobile hosts agree on an initial allo­

cation of CFP slots and how is it ensured that this allocation is consistent? To answer 

these two questions, the problem of an empty cell in TBMAC needs to be addressed 

and how the first CFP slot is allocated in such a cell.

As mentioned in 3.1.3, TBMAC uses a bootstrapping protocol to allocate the first 

CFP slots in a cell. In the next sections, requirements for such a bootstrapping protocol 

will be covered, followed by a description, an example of the bootstrapping protocol in 

action and an analysis of the bootstrapping protocol used in TBMAC. The analysis of 

the bootstrapping protocol will give the underlying reasons why the protocol converges 

to a consistent allocation of CFP slots.

Bootstrapping Protocol Requirem ents

Potentially, an arbitrary number of hosts may enter an empty cell at approximately the 

same time and wish to execute the bootstrapping protocol. Thus, the bootstrapping 

protocol should allow a number of mobile hosts to reach an agreement on a consistent 

allocation of CFP slots. However, such a bootstrapping protocol should not preclude 

a lone mobile host in an empty cell from successfully allocating itself one or more CFP 

slots.

In addition, the bootstrapping protocol should attem pt to address some of the 

problems associated with wireless communication covered in chapter 2 such as errors 

during transmission due to multi-path interference and collisions.
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As TBMAC is concerned with providing time bounds on a mobile host gaining 

access to the wireless medium, the duration of the bootstrapping protocol should be 

bounded in time. Bounding the duration of the bootstrapping protocol and allowing an 

arbitrary number of mobile hosts to reach agreement on a consistent allocation of CFP 

slots is difficult to achieve with certainty. The approach the TBMAC bootstrapping 

protocol takes is to bound the duration of the protocol and to provide a corresponding 

probability of a consistent allocation of CFP slots to be agreed upon at the end of 

the bootstrapping period. In a similar way to providing a probability for mobile hosts 

colliding in the CP, a model of the arrival rate of mobile hosts into a cell is needed to 

calculate the probability of a consistent allocation of CFP slots being obtained.

A llocating a Slot

A simple approach would be for a. mobile host to wait for another mobile host to 

transmit in the CP. These two mobile hosts ct)uld then negotiate with each other in 

the CP to agree on an allocation of slots ita the CFP. The main problem with this 

approach is that two mobile hosts could choose the same CP slot in which to transmit 

and therefore corrupt each other’s packets and therefore be unable to reach agreement. 

The likelihood of this occurring increases as the number of mobile hosts powering on 

within the cell increases and is also exacerbated by the fact that the CP is relatively 

small compared to the CFP. This approach also precludes a lone mobile host from 

allocating itself a CFP slot.

Instead of the above approach, after a mobile host listens for one full CFP period 

and discovers that it is in an empty cell, the mobile host switches to the bootstrapping 

protocol and generates a list of CFP slots to use as illustrated in Figure 3.5. Recall 

that each position in a mobile host’s Slot Bitmap can be set to one of four possible 

values: Available, Owner, Other and Collision. For each CFP slot in the generated list, 

the mobile host sets the corresponding 2-bit value of its local Slot Bitmap to  Owner.
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Fig. 3.5 : Generated list of slots

For all other slots, the 2-bit value for that slot is set to Available.

In Figure 3.5, mobile host A’s list consists of slots 0, 3 and 5 while mobile host B’s 

list consists of slots 0, 3 and 7. Mobile host A would also set position 0, 3 and 5 of its 

local slot bitmap to Owner and set every other position to Available. By generating a 

list of slots to use, the possibility of all slots in two or more mobile hosts’ lists colliding 

is reduced.

C onverging  to  a  C o n sis ten t A llo ca tio n  o f Slots

When two or more mobile hosts enter an empty cell and generate a list of CFP slots 

to use, each mobile host has an inconsistent view of the allocation of CFP slots. A 

simplified view of the bootstrapping protocol is that a mobile host executing the pro­

tocol assumes that none of the slots in its generated list are causing collisions until the 

mobile host is told by another mobile host that they are. On being told of one of its 

slots causing a collision, a mobile host refrains from using that slot. The procedure 

for a mobile host to detect that a slot is causing a collision is covered in the following 

paragraphs.

Note that following the above description of the bootstrapping protocol, a lone 

mobile host is able to bootstrap an empty cell by simply generating a random list of
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CFP slots to use. Note also that an assumption of the following description of the 

bootstrapping protocol is that each mobile host executing the protocol has at least one 

slot in its generated list that is not conflicting with the slot of any other mobile host. 

Under certain constraints, the probability of each mobile host choosing at least one 

distinct slot and thus having at least one CFP slot at the end of the bootstrapping 

protocol can be calculated.

After a mobile host generates its list of CFP slots, the mobile host transmits in 

each CFP slot (including its local slot bitmap in each transmission) for a finite number 

of subsequent rounds of the TBMAC bootstrapping protocol. The mobile host also 

listens in each of the other CFP slots that it does not transmit in to gain knowledge 

about the presence of other mobile hosts and the CFP slots that they are using.

When a mobile host correctly receives a transmission from another mobile host, 

the receiving mobile host acquires knowledge about what CFP slots the transmitting 

mobile host is aware of from the slot bitmap in the transmitted packet. The receiving 

mobile host then updates its view of the allocation of CFP slots in the cell. The 

receiving mobile host then includes this new view of the allocation of CFP slots in 

each of its subsequent transmissions by including its local updated slot bitmap. The 

sequence of steps that a receiving mobile host uses to update its view of each slot in 

the CFP (i.e., each 2-bit in its local Slot Bitmap) and thus to converge on a view that 

is consistent with the other mobile hosts is described, using pseudo code, in figure 3.6.

It should be stressed that a mobile host that receives a transmission during the 

bootstrapping protocol checks each individual 2-bit value in the transmitted slot bitmap 

against its locally stored information about each individual CFP slot.

If a received 2-bit value is marked as Available in the received slot bitmap, then the 

receiving mobile host makes no changes to its corresponding local CFP slot (lines 2 & 

3 of figure 3.6). Thus if the receiving mobile host is transmitting in this CFP slot, it 

will continue to do so. By marking the CFP slot as Available, the transmitting mobile
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1: switch( rcvd_bit ):
2: case Available:
3: //Do Nothing
4: case Owner:
5: switchC local_bit ):
6: case Available:
7: setCFPSlotC Other, position, src )
8: case Owner:
9: setCFPSlotC Collision, position, NONE )
10: case Other:
11: checkCFPSlotAgainstAddInfo( src, position, pkt )
12: case Collision:
13: // Do Nothing
14: case Other:
15: switchC local_bit ):
16: case Available:
17: owner = getOwnerPromAddlnfoField( )
18: setCFPSlotC Other, position, owner )
19: case Owner:
20: checkCFPSlotAgainstAddInf0 ( src, position, pkt )
21: case Other:
22: checkCFPSlotAgainstAddInf0 ( src, position, pkt )
23: case Collision:
24: // Do Nothing
25: case Collision:
26: setCFPSlotC Collision, position, NONE )

F ig. 3.6 : Pseudo code for mobile host processing each 2-bit value in the slot bitm ap
of a bootstrap packet
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host is indicating that it has yet to become aware of any mobile host transmitting in 

this slot.

If a received 2-bit value is marked as Owner in the received slot bitmap, the receiving 

mobile host checks the corresponding locally stored information about this slot (lines 

5 to 13 in figure 3.6).

If the receiving mobile host has locally marked the slot as Available, then the 

receiving mobile host updates this information to reflect that the transmitting mobile 

host is transmitting in this slot. The receiving mobile host also stores the address of the 

transm itter in its local information about this slot (the Slot Owners array). When a 

receiving mobile host marks a position in its Slot Bitmap as Other, the receiving mobile 

host includes information, in the Additional Info field of each of its transmissions, 

indicating the mobile host that is transmitting in this slot. This information is only 

included in the Additional Info field of each packet until the end of the bootstrapping 

period.

In contrast, if the receiving mobile host has marked the local slot as Owner, then the 

transmitting and receiving mobile hosts are colliding in this slot. The receiving mobile 

host marks its local slot as causing a Collision and stops transmitting in this CFP slot 

in subsequent rounds of the bootstrapping protocol. If all the receiving mobile hosts 

CFP slots are marked as causing a Collision, then the receiving mobile host continues 

to listen for transmissions in each CFP slot and updates its local CFP slot information 

and waits for the bootstrapping protocol to end.

In a similar approach, if the receiving mobile host has marked its local CFP slot 

as Other, then the receiving mobile host checks the address of the transm itter of the 

packet against the locally stored address (line 11 in figure 3.6). If the two addresses 

conflict, the receiving mobile host marks the corresponding slot as causing a Collision. 

Otherwise, the receiving mobile host does not change its locally stored information 

about this slot.
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Lines 14 to 24 in figure 3.6 deal with the case of how a receiving mobile host 

processes each 2-bit value in a transmitted slot bitmap marked as Other. If the cor­

responding 2-bit in the locally stored slot bitmap is marked as Available, then the 

receiving mobile host retrieves the owner of this slot from the Additional Info field of 

the transm itted packet and stores this information locally.

If the 2-bit value is locally marked as Owner, then the receiving mobile host retrieves 

the address from the Additional Info field of the packet and compares it against its 

own address. If the two addresses do not match, the receiving mobile host marks 

the corresponding value in its local slot bitmap as causing a Collision. Again, the 

receiving mobile host refrains from transmitting in this slot in subsequent rounds of 

the bootstrapping period.

If the 2-bit value is locally marked as Other, then the receiving mobile host checks 

the address in the Additional Info field against the locally stored address for this slot. 

If the two address do not match, then the receiving mobile host marks this slot as 

causing a Collision.

Finally, if a received 2-bit value is marked as Collision in the received slot bitmap, 

the receiving mobile host marks its corresponding local CFP slot as causing a collision 

(lines 25 & 26 of figure 3.6). If the receiving mobile host was transm itting in such a 

Collision slot, then the receiving mobile host refrains from transmitting in this slot.

Each mobile host executes the above steps on each 2-bit value of each correctly 

received CFP transmission during the bootstrapping protocol. At first glance, this 

would appear to place a heavy processing burden on each mobile host receiving each 

CFP slot transmission. However, on average over 3/8 of this work load is trivial (lines 

2 & 3, lines 12 & 13 and lines 23 & 24 of figure 3.6). Similarly, 3/8 of this work load 

is relatively simple ((lines 6 & 7, lines 8 & 9 and lines 25 & 26 of figure 3.6).

Collisions in the above bootstrapping protocol are detected by a mobile host learn­

ing of a conflict between either itself and another mobile host or between two other
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mobile hosts through the reception of packets and not by monitoring signal to noise 

ratio during each CFP slot. Using the latter approach would require the TBMAC 

protocol to be able to differentiate between a packet corrupted due to multi-path in­

terference and a collision between two transmitting mobile hosts. If such an approach 

were followed, this could result in a mobile host erroneously marking a CFP slot as 

causing a collision when it is not.

Similarly, the problem of capture can be reduced using the collision detection algo­

rithm of the bootstrapping protocol since mobile hosts defer from using any allocated 

CFP slots once they receive an indication through an intermediary mobile host that 

their CFP slot is causing a collision.

The bootstrapping protocol lasts for a finite number of rounds of the TBMAC 

protocol, M  say. This allows a number of transmissions from a mobile host in a distinct 

CFP slot to be corrupted due to interference while still allowing this mobile host to 

continue using this distinct CFP slot in later rounds of the bootstrapping protocol.

If another mobile host arrives during these M  rounds, then the mobile host must 

wait until the end of the M rounds, performing any necessary updates to its Slot 

Bitmap, before requesting a CFP slot to be allocated to it in the CP following the 

bootstrapping period. Similarly, if all CFP slots in a mobile hosts list are causing a 

collision, the mobile host must also listen until the end of the M  TBMAC rounds, 

before requesting a CFP slot to be allocated to it in the next CP.

To allow an arriving mobile host to know the number of rounds of the algorithm 

left to be executed, it is necessary for the mobile hosts to include the current round of 

the bootstrapping period in the Additional Info field of the CFP packet transmission.

Convergence algorithm  exam ple

The above convergence algorithm is best illustrated with an example. In figure 3.7, 

mobile hosts A, B and C use the generated list of slots corresponding to figure 3.5 and
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Fig. 3.7: Convergence of Slot Allocations

begin transmitting in each of their list of slots.

During the first CFP of the bootstrapping period, the transmissions in slot 0 and 

slot 3 of each of the hosts corrupt each other. The transmission of mobile host C in 

slot 6 and mobile host B in slot 7 are successful while a transient error causes the 

transmission of mobile host A in slot 5 to be corrupted. Mobile hosts A and C update 

their view of the allocation of slots (and of collisions) upon receiving the transmission 

from B. Similarly, A and B update their view when they receive C’s transmission.

At the end of this CFP (i.e. the beginning of the second CFP), mobile hosts B and 

C have a mutually consistent view of the allocation of each others CFP slots in the 

cell. This view is inconsistent with mobile host A since B and C are unaware of the 

presence of mobile host A. However, all the hosts do have a correct view of the CFP 

slots that are causing collisions.
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During the second CFP, a correct transmission by mobile host A would result in B 

and C converging to A’s view of the allocation of slots. If A’s transmission was received 

incorrectly at C due to interference, C could still learn about this allocation through 

B including information about this allocation in its transmissions (through bit 5 of B’s 

slot bitmap being set to Other and A’s address being transmitted in the Additional 

Info field by B).

Convergence algorithm  analysis

At the end of bootstrapping protocol, the mobile hosts in a empty cell converge on a 

consistent view of their Slot Bitmaps (in the presence of collisions and packet corruption 

due to transient errors). Again, this assumes that each mobile host executing the 

bootstrapping protocol has chosen at least one distinct CFP slot in its generated list 

of slots. The underlying reason the above algorithm converges on a consistent view of 

the Slot Bitmap is because it is an example of an epidemic algorithm [23].

The Slot Bitmap of a mobile host, transmitted in a CFP slot, represents all the 

updates that that mobile host has performed on its allocation of CFP slots. In a similar 

way to [23], the probability of one or more mobile hosts having an inconsistent view of 

the allocation of CFP slots can be calculated. Therefore, by calculating the probability 

of a collection of mobile hosts each choosing a distinct slot and then calculating the 

probability of these collection of mobile hosts converging on a consistent view of CFP 

slots, the probability of the time bounds, from section 3.1.3, being obtained can be 

calculated (see section 3.4).

The goal of the convergence algorithm is to detect collisions when they occur and 

to subsequently attem pt to avoid these collisions recurring. Thus the convergence 

algorithm is similar to the contention resolution schemes discussed in section 2.2.2 of 

chapter 2. The main difference between the convergence algorithm and the contention 

resolution schemes is that a mobile host can learn of the existence of another mobile
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host using a particular CFP slot or of a collision in a CFP slot from an intermediary. 

In the convergence algorithm example in section 3.3.4, mobile host C could possibly 

learn about the presence of mobile host A from the intermediary B without mobile 

host C ever receiving a transmission from mobile host A.

In the convergence algorithm, there is a possibility (however small) of the contention 

not being resolved. This occurs when all the CFP slots of every mobile host are con­

flicting. In this instance, the mobile hosts will continue using their slots unaware that 

their slots are causing a number of collisions. These collisions will continue throughout 

the bootstrapping period and afterwards. A new mobile host enters the cell, at any 

stage during this time, will detect an empty cell and begin the bootstrapping protocol. 

If the colliding mobile hosts receive a transmission from this new mobile host, then they 

relinquish their allocated slots and wait for the new mobile host to finish executing the 

bootstrapping protocol.

D eallocating a Collision Slot

At the end of the bootstrapping period, slots marked as causing a collision are garbage 

collected and converted into available slots that can be allocated to requesting mobile 

hosts. TBMAC takes an approach similar to deallocating a CFP slot described ear­

lier. A colliding slot is deallocated by one or more mobile hosts executing the atomic 

multicast protocol.

3.3.5 Extensions

It is possible to further reduce the possibility of collisions in the CP. One way to reduce 

this possibility of collisions would be to further subdivide the cell as illustrated in Figure 

3.8. Each subdivision of the cell would correspond to one or more slots in the CP. When 

a mobile host powers on, it calculates which cell it is in and then which subdivision it 

is in. It then sends a request in the CP slot corresponding to the subdivision tha t it
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Fig. 3.8; Subdivision of a Cell

is in. By increasing the number of subdivisions, we decrease the possibility of two or 

more mobile hosts powering on in the same subdivision and therefore further reducing 

the possibility of collisions in the CP.

A second approach to reducing these collisions would be to use some of the CSMA 

techniques described in section 2.2. Before transmitting in the CP slot, mobile hosts 

would sense the wireless medium for a randorn period , of time. If the mobile host 

senses the wireless medium is busy, then the mobile host would defer its transmission, 

otherwise it would transmit.

Another possible extension to the TBMAC protocol would be to allow a dynamic 

number of CFP slots to be allocated for inter-cell communication between two adjoining 

cells. There are two possible approaches to enabling this.

Firstly, a higher layer, possibly the routing layer, could coordinate the allocation 

of such a slot in both cells. This would then result in two atomic broadcasts being 

executed, one in each adjoining cell, to allocate an overlapping CFP slot to enable the 

communication between the adjoining cells to take place.

A second approach involves adapting the existing atomic broadcast protocol to 

work across the boundary between the two adjoining cells. The delay to delivery. A, of 

the atomic multicast protocol needs to be increased to reflect the fact that agreement 

is required across two cells as opposed to within just one cell. However, the atomic 

multicast protocol [20] has been designed originally to work in both a single hop scenario
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(within a cell) and a multi-hop scenario (across multiple cells).

This second approach has the advantage of not requiring a higher layer to coordinate 

the allocation of the inter-cell slot. The disadvantage of using this approach is that the 

adapted atomic broadcast does not take into account whether mobile hosts are present 

or not in the adjoining cell. This could result in an inconsistent view of the number of 

inter-cell slots arising in each neighbouring cell.

The particular inter-cell slot allocated needs to be the same in both cells, otherwise 

transmissions in this inter-cell slot could result in collisions in the adjoining cell. The 

issue of whether such a slot should be allocated or not is again an issue for a higher 

slot management layer above TBMAC.

3.4 Protocol Inaccessibility

In a computer system, inaccessibility [67] is when certain components are temporar­

ily unresponsive without having actually failed. Thus, an inaccessibility study of a 

computer system analyses the periods of time when the computer system is unable to 

provide its designated service.

A classic example of inaccessibility in wired networking is token loss and recovery 

in a token ring network [68]. In a token ring network, the largest inaccessibility period 

occurs when the token is lost, the hosts connected to the token ring network must detect 

when this occurs and then instigate a sequence of steps to recover the token. Hosts 

connected to the token ring are unable to transmit packets during this inaccessibility 

period.

In TBMAC, an important aspect of inaccessibility occurs when a mobile host powers 

on in a cell or moves from one cell to another. There are two distinct inaccessibility 

periods depending on whether the cell that the mobile host has just entered or powered 

on in is empty or not. In the non-empty cell case, a mobile host is unable to transmit
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during the time period between when a mobile host requests a slot and this request 

results in the allocation of a CFP slot. In the empty cell case, a mobile host is unable 

to transmit during the bootstrapping period.

During previous sections in this chapter (3.3.3 and 3.3.4), the time bounds for 

these inaccessibility periods were introduced. Obviously, since the number of mobile 

hosts entering the cell is unknown a priori, this time bound is not certain (probability 

equal to 1) and therefore we derive the probability of each time bound being obtained. 

Before deriving these probabilities, we discuss how arrivals and departures into a cell 

are modeled.

3.4.1 M odeling A rrival/Departures

Arrival and Departure rates of mobile hosts into a TBMAC cell will depend on the 

movement patterns of the mobile hosts using the TBM AC protocol. For the purposes of 

the following inaccessibility analysis, we model the arrival rate of mobile hosts into the 

cell using a Poisson process [78]. A similar analysis could be carried out if a different 

model of the arrival rate into a cell is known. Let A be the arrival rate of mobile hosts 

into the cell, then the probability of k mobile hosts being in the cell in the time interval 

[0, t] is given by

(Xt)̂
Prob{k hosts present) =  — (3-1)

k\

The time bound for an arriving mobile host acquiring a CFP slot depends on 

whether the cell, that the mobile host is entering, is empty or not. We will first 

consider the case of the cell being non-empty and then address the case when the cell 

is empty.
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3.4.2 Non em pty cell

As discussed in section 3.3.3, the time bound, in the absences of collisions, occurs when 

a mobile host enters a non-empty cell just as the CFP begins. The time bound before 

a mobile host has a CFP slot allocated to it equals 4 * {C FP  +  CP).

By choosing a random slot in the CP, two or more mobile hosts could choose the 

same slot and therefore collide. We would now like to derive the probability of avoiding 

these collisions.

Let the number of slots in the CP be Ncp, then a mobile host randomly chooses a 

slot with probability Given k mobile hosts arriving in the cell, the probability of 

these k mobile hosts choosing different slots equals

Prob{k distinct slots chosen) — ^^cp){f^cp-^y-^cp-{k-\)) _  (2)

Therefore, combining probabilities (1) and (2) we get,

Prob{ k hosts in cell and no collisions occur) =

Prob{ k hosts present) * Prob{ k distinct slots chosen)

Finally in this section, the probability that the time bound is obtained is equivalent 

to there being no collisions in the cell during the CP and is given by

Prob{ tim e bound is obtained ) =

^ hosts in cell and no collisions occur ) (3)

3.4.3 Em pty cell

Again, when a mobile host enters an empty cell, the time bound, in the absence of 

collisions, occurs just as the CFP begins. The mobile host must then wait until the 

end of this CFP and the following CP before listening at the beginning of the next CFP. 

On realising that no mobile hosts have been allocated slots in the CFP, the mobile host
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generates a list of random CFP slots and executes the bootstrapping protocol described 

in section 3.3.4 for a number of CFPs.

The time bound before a mobile host has a CFP slot allocated to it equals:

2 ^ { C F P  + CP)  (4).

However, the mobile host will not have a consistent view of the allocation of CFP 

slots until M rounds of the bootstrapping protocol have passed. Therefore, the more 

important time bound is:

{M + 2)* {CFP + CP)  (5).

Now the probability of a mobile host having a consistent view on the allocation of 

CFP slots at the end of time bound (5) depends, firstly, on the mobile host choosing 

at least one CFP slot that does not collide with any other CFP slot chosen by any 

other mobile host. Secondly, the probability also depends on the probability of the 

contending mobile hosts converging on a consistent view of the allocation of CFP slots 

at the end of the bootstrapping period.

We would now like to derive the probability of time bound (4) being obtained. Let 

N c f p  be the number of slots in the CFP and let j be the number of slots that each 

of the k mobile hosts generate at the start of the bootstrapping period. Then, the 

probability of at least one of the j generated slots of each of the k mobile hosts not 

colliding with any other slot of the other mobile hosts is

Prob{ All k hosts generate at least 1 distinct slot )
_  ( ( ^ C F p )  — { N c F P - { k - l ) )  \  (  (  { N c F P - k ) \ ^  ( { N c F P - k - l ) \ ^  (  { N c F P - k - ( { j - l ) - \ ) )  \

'' N c f p ’’ '  y \ { N c F P - ^ ) )  \  ( ^ c f p - 2 )  J  \  ( ^ C F P - l - ( ( j - l ) - l ) )  /  J  ^ '

_  (  N g p - p \  \  ( { N c F P - k ) ' . { N c F P - ' ^ - { j - ' ^ ) ) ' \ ^  c ^ \
^ { N c F P - k ) \ N c F p ' '  '  \ { N c F P - ' ^ ) ' { ^ C F P - k - { j - \ ) ) \ )  V )

The first term of the above formula (in both (6) and (7)) represents the probability 

of k mobile hosts each choosing 1 distinct slot. Note that the first term of the above
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formula corresponds to the probability derived in (2) replacing Ncp  in formula (2) with 

N c f p -

Once these k collision free slots have been allocated out of the available N c f p  slots, 

there are N c f p  — k CFP slots remaining. The second term represents the probability 

of the k mobile hosts choosing their remaining {j — 1) slots in these N c f p  — k slots 

and thus not collide with the first k slots. In (6), after each of the k mobile hosts have 

chosen their first slot to be collision free, each of the k mobile hosts must choose their 

second slot in one of N c f p  — k possible slots and they choose with probability jVcyV-i • 

After choosing their second slot in the N c f p  ~ k possible slots, the k mobile hosts must 

then choose their third slot in one of N c f p  — k — 1 possible slots and they each choose 

this third slot with probability mobile host to have chosen at least

1 distinct slot, the k mobile hosts must choose their their remaining j  — 3 slots in the 

N c f p  — k — 2  possible slots.

Similar to before, the probability of k mobile hosts being in an empty cell at time 

t and each of these k hosts generating at least one collision free slot is

Prob{ k hosts present and each has a distinct slot ) =

Prob{ k hosts present at tim e t ) * Prob{ k hosts generate 1 distinct slot )

The probability of time bound (4) being obtained in an empty cell is

Prob{ tim e bound (4) being obtained ) =

Prob{ k hosts in cell and each has a distinct slot ) (7)

In addition to the probability of time bound (4) being obtained, to calculate the 

probability of time bound (5) being obtained, we also need to calculate the proba­

bility of all the mobile hosts having a consistent view of the allocation of CFP slots 

after executing the collision detection steps for the M  rounds of the TBMAC protocol 

corresponding to the bootstrapping period.
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A mobile host remains unaware of an update to the allocation of CFP slots after 

the i +  1®* round of the bootstrapping protocol if it was unaware of the update in 

the 2*̂  round and any transmissions by mobile hosts that are aware of the update are 

corrupted during the i +  1̂ * round.

Let Ppkt be the probability of a packet being corrupted. As in [23], let pi be the 

probability of a mobile host, after the bootstrap round, remaining unaware of an 

update to the allocation of slots. Then, p \  =  Ppkt and the probability, Pi+i, the mobile 

host remains unaware of this update after the i +  TBMAC round is

Pi+i =  Pi (8)

where k, from before, is the number of mobile hosts in the cell. The final term 

in formula (8) corresponds to the probability that , the transmissions of mobile hosts, 

that know about the update, are all corrupted in the i +  1** TBMAC round of the 

bootstrapping period. The exponent of this final term, k { l  — Pi ) ,  corresponds to the 

number of mobile hosts that are aware of the update after the round.

After M rounds of the bootstrapping protocol, p m  is the probability of a mobile 

host being unaware of an update. Thus, 1 — p m  is the probability of a mobile host 

having a consistent view of the allocation of CFP slots after M TBMAC rounds. Note 

that Pi converges rapidly to 0 when Ppkt is small (less than 0.1) and i increases.

This formula differs from the push anti-entropy algorithm in [23] due to the fact 

that communication is point-to-point in [23] while every mobile host in the TBMAC  

protocol processes the CFP header of a correctly received packet.

3.5 Sum m ary

This chapter gave a high level overview of the TBMAC protocol design. TBMAC  

is principally concerned with giving mobile hosts time bounded access to the wireless
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medium and this chapter highUghted the steps taken by mobile hosts using the TBMAC 

protocol to be given predictable access to the wireless medium. The time bounds (and 

their associated probabilities of being obtained) for a mobile host to obtain predictable 

access to the medium were derived. Some of the issues, such as admission control, that 

the TBMAC protocol does not explicitly deal with were also highlighted. However, 

the TBMAC protocol does allow a higher layer to intercede during the operation of 

the protocol to tailor admission control to their specific needs. The interface provided 

by the TBMAC protocol to allow intercession by higher layers will be discussed in the 

next chapter.
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Chapter 4 

Im plem entation

The previous chapter gave an overview of the design of the TBMAC protocol. This 

chapter presents a realisation of this design implemented in the NS2 network simulator 

[1],[26]. Firstly, a brief overview of the NS2 simulator is given in section 4.1. Following 

this, the procedure to initialise the TBMAC protocol is described in section 4.2. In 

section 4.3, a detailed description is given of the functionality provided by TBMAC 

to manage the allocation and deallocation of CFP slots, including the data structures 

used. The chapter concludes with a description of how communication is achieved in 

TBMAC followed by a summary.

4.1 Im plem entation Environm ent

The NS2 network simulator is an object oriented discrete event simulator developed as 

part of the DARPA funded Virtual InterNetwork Testbed (VINT) project. VINT is a 

collaborative project involving USC/ISI, Xerox PARC, LBNL, and UC Berkeley.

NS2 supports a variety of both wired and wireless protocols at different levels in 

the protocol stack. A protocol executes in the simulator by scheduling discrete events 

related to the given protocol to occur at a simulated virtual time. Some examples
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int get_cfp_slot_size( ) 
err set_cfp_slot_size( int size ) 

int get_cp_slot_size( ) 
err set_cp_slot_size( int size ) 

int get_cfp_pkt_duration( ) 
err set_cfp_pkt_duration( double duration ) 

int get_cp_pkt_duration( ) 
err set_cp_pkt_duration( double duration )

Fig. 4.1: Query/Change methods

of such events are the transmission of a packet at a mobile host and the correspond­

ing reception of this packet at another mobile host within transmission range after a 

duration of virtual time related to the propagation delay.

The NS2 simulator supports two different programming languages, C + +  [77] and 

OTcl [3] (which is an object-oriented extension of the Tcl scripting language [56]). 

Typically, C + +  is used to develop a particular protocol and OTcl is used for rapid 

prototyping using the protocols already implemented in the simulator. The TBMAC 

protocol is implemented in C + +  and the following sections will describe this imple­

mentation.

4.2 Initialisation

Before the TBMAC protocol starts, the participants in the protocol are required to 

agree on a number of pieces of information. Firstly, the participants should agree 

on the number of slots in the CFP and in the CP. In addition to the number of slots, 

participants should also agree on the duration (size of packet transmitted) of each CFP 

and CP slot. The TBMAC implementation in NS2 provides a number of methods to 

both query and change the underlying size and duration of a TBMAC round as shown 

in table 4.1.
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Secondly, the participants also need to divide the geographical area that they cover 

into a set of geographical cells. As discussed in the previous chapter, the TBMAC 

protocol does not maintain this geographical information as it is maintained at a layer 

above TBMAC. A set of numbered radio channels (CDMA spreading codes) are then 

allocated to these geographical cells to ensure spatial reuse. To ensure correct function­

ing of communication using the TBMAC protocol within and between cells, TBMAC 

needs to support at least this number of radio channels.

In addition to these radio channels, TBMAC protocol participants must also agree 

on the static inter-cell slots that will be used between each cell and its neighbouring 

cells.

err change_in_geocell( int new_radio_channel,
inter_cell_slot list[ ], 
int list_length )

Fig. 4.2: Method to indicate a change in layout of neighbouring cells

Before the TBMAC protocol begins executing, a higher layer above TBMAC, using 

the above method, informs the TBMAC protocol running on the mobile host of the 

current cell that the host is in. The current cell is equivalent to the new_radio_channel 

parameter to this method. A list of the neighbouring cells of this current cell and 

the corresponding static inter-cell slots to allow communication between each of these 

neighbouring cells and the current cell are also passed to this method using the second 

parameter. When a mobile host moves from one cell to another, the TBMAC protocol 

is informed of the change of cell (and a corresponding change in the inter-cell slots to 

use) using this same method.

Finally, a slot manager can register with the TBMAC protocol to be notified of 

when the allocation of CFP slots is changed. Registering a slot manager is achieved 

using the set_tbmac_mgr ( ) method below. The get_tbmac_mgr ( ) method retrieves ;
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void set_tbmac_mgr ( SlotMgt * arg ) )
SlotMgt * get_tbmac_mgr( ) )

Fig. 4.3: Initialise/Retrieve the slot manager of the TBMAC protocol

any already registered slot manager.

As the TBMAC protocol is written in the NS2 simulator, the SlotMgt parameter 

to the method set_tbmac_mgr ( ) (and returned by the get_tbmac_mgr ( ) method) 

is a virtual base class that slot manager instances inherit from. The SlotMgt base 

class represents the interface used by the TBMAC protocol to inform a higher slot 

management layer of important events in the operation of the TBMAC protocol. One 

such event is when a request for a CFP slot is received, other events include a change 

in the allocation of CFP slots.

4.3 Slot management

This section covers the main data structures used by the TBMAC protocol to allow 

the management of CFP slots and also includes a discussion of the interaction between 

the TBMAC protocol and a higher slot management layer when slots are allocated and 

deallocated.

4.3.1 D ata structures

The most important data structure, illustrated in figure 4.4, in the TBMAC protocol is 

used to represent the state of an allocated CFP slot. An array of such data structures 

is then used to represent the state of all the slots in the CFP. This array is replicated 

at each mobile host in the cell.

The state variable in the CFP_Slot Jnfo structure represents the four possible states 

that the particular CFP slot can be in. From chapter 3, the four possible states are
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CFP_Slot_Info

state
owner

slot_ref
inter_cell
is_static

channel_num
pkt_rcvd_correctly

lost_pkt_count
ack_count

ack_list

Fig. 4.4: Information related to a CFP slot

Available, Owner, Other and Collision. The owner variable stores the address of the 

mobile host that is currently allocated that particular CFP slot.

As an instance of the CFP_SlotJnfo structure represents an allocated CFP slot, 

the TBMAC protocol passes the slot_ref variable to higher layers as a reference to the 

CFP_SlotJnfo structure. This allows a higher layer to query and/or manipulate the 

state of a particular CFP_Slot Jnfo structure using this reference.

Following the slot_ref variable in the CFP_Slot Jnfo structure is a boolean variable, 

inter_cell, that indicates whether the allocated CFP slot is for inter-cell communication 

(interxell equals true) or not. If the allocated slot is used for inter-cell communication, 

then the slot can be either statically or dynamically allocated, which is indicated by 

the is-static variable (true or false respectively). To allow inter-cell communication to 

occur, the TBMAC protocol also stores the number of the radio channel to switch to 

when a host wishes to transmit in this inter-cell slot.

Finally, the CFP_Slot Jnfo structure maintains information to detect if a CFP slot

98



is being used for transmission. This failure detection algorithm was described in sec­

tion 3.3.3. The pkt_rcvd_correctly variable indicates whether the previous transmis­

sion in the corresponding CFP slot was received correctly or not. If not, then the 

lost_pkt.count variable is used to count the number of TBMAC rounds that have passed 

since a transmission was successfully received in this slot. When this lost_pkt_count 

variable exceeds a configurable threshold value, the mobile host adds its address to the 

ackJist and increases the ack_count by one. An indication of the possibility of a failure 

is then included in each subsequent allocated CFP slot. When a mobile host receives a 

similar indication from another mobile host, the receiving mobile host adds the address 

of the transmitting host to the ackJist and increments the ack_count variable by one. 

When a mobile host receives indications from a majority of mobile hosts that have 

CFP slots allocated to them, then the mobile host initiates the deallocation of the 

failed CFP slot.

In addition to the array of CFP_Slot Jnfo structures, the realisation of the TBMAC 

protocol provides an internal implementation of Flaviu Cristian’s atomic multicast 

protocol [20]. The most important data structure in the atomic multicast protocol 

is the hash table that is used to store the messages, sent using the protocol, to be 

delivered when the delivery time of the message arrives.

The implementation of this hash table data structure is modified to reflect its use 

in the TBMAC protocol. In TBMAC, protocol messages can only be transmitted in 

slots in either the CFP or the CP. Therefore, TBMAC protocol messages sent using 

the multicast protocol are inserted into one of (CFP - I -  CP) possible positions in the 

hash table.

At each of these positions, a number of protocol messages can be stored in the 

order of their delivery time. Similarly to Cristian’s atomic multicast protocol, if two 

messages have the same delivery time, then the address of the host that originally 

transmitted each protocol message is used to order the messages. In the event of two
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messages having the same delivery time and the same originator, the sequence number 

of the item being inserted is then used to provide a unique order.

4.3.2 Querying the protocol

As the TBMAC protocol executes, CFP slots will be allocated and deallocated. Lay­

ers above the TBMAC protocol performing admission control and ensuring quality of 

service will want to query the TBMAC protocol for the number of slots allocated and 

also to which mobile hosts these slots have been allocated.

err get_allocated_slots( int * no_slot_refs,
slot_ref2addr list[ ], 
int list_length )

Fig. 4.5 : Retrieve a list of references to allocated slots

Using the above method, a higher layer will obtain the number of slots allocated 

' from the first parameter to the method. The second parameter returns a mapping from 

the references of allocated CFP slots to the mobile hosts that have been allocated these 

slots. The third parameter is used to ensure that the second parameter has sufficient 

space to store the mapping for all the allocated CFP slots.

Similarly, higher layers will also need to query the TBMAC protocol for the number 

of inter-cell slots that have been allocated, which mobile hosts have been allocated 

these inter-cell slots and which adjoining cell each inter-cell slot will communicate 

with. A similar method to the previously mentioned get_allocated_slots( ) method is 

used for this task. The only difference is that a mapping is returned from a reference 

of an allocated inter-cell slot to both the mobile host that is using the slot and the ;
i

neighbouring cell number that the inter-cell slot is being used to communicate with. As 

before, the third parameter is used to ensure that the second parameter has sufficient 

space.
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err get_inter_cell_slots ( int * no_slots,
slot_ref2cell_cind_addr list[ ], 
out list_length )

Fig. 4.6 ; Retrieve a list of references to allocated inter-cell slots

The last issue in this section concerns how higher layers become aware of a change 

in the allocation of CFP slots. One option would be for the higher layer to poll the 

TBMAC layer for any changes in the allocation of slots using the two methods just 

introduced.

Another option would be for the higher layer to request the TBMAC protocol to 

inform it when a change to the allocation of CFP slots is occurring. The different type 

of changes, covered in chapter 3, to the allocation of CFP slots that can occur include 

allocation/deallocation of a CFP slot and allocation/deallocation of an inter-cell CFP 

slot. The interaction between the TBMAC protocol and a higher layer for each of,these 

four possible scenarios will be discussed in the following sections.

4.3.3 Allocating a slot

The sequence of steps to allocate a CFP slot and the interaction between the TB­

MAC protocol, a slot manager and the hash table of the atomic multicast protocol is 

illustrated in figure 4.9.

A mobile host that enters a cell requests the TBMAC protocol to allocate a CFP 

slot to it. This request could be generated by any layer in the protocol stack but would 

typically be sent by a slot manager running on the mobile host. This request to the 

TBMAC protocol is done using the method:

A reference to the CFP slot to be allocated is returned to the caller in the first 

parameter to this method. The second parameter to this method specifies that a 

request for a CFP slot is being made (as opposed to an inter-cell slot). The third
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err req_cfp_slot ( int * slot_ref, int req_type, int address
int additional_inf0 )

Fig. 4.7: Request the TBMAC protocol to allocate a slot

parameter is the address of the mobile host that will be allocated the slot. The last 

parameter to this method is used when a request for an inter-cell slot is made (see 

section 4.3.5).

On receiving this request, the TBMAC protocol waits for the next CP, chooses a 

slot in the CP and transmits a protocol message requesting to be allocated a CFP slot. 

The TBMAC protocol includes in this request the address of the mobile host making 

the request, the delivery time of the request, the type of the request and a sequence 

number to provide a unique ordering. The delivery time of the request corresponds to 

the CP slot, which the request was transmitted in, a number of TBMAC rounds in the 

future. _ , , .

On reception of this request, the TBMAC protocol, running on a mobile host that 

has a CFP slot allocated, queries the slot manager on whether to proceed with the 

request or not by invoking the following method of the slot manager. If no such slot 

manager has registered with the TBMAC protocol, then the TBMAC protocol begins 

the allocation of the CFP slot.

booleein mgr_notify_cfp_request( int slot_ref, int address,
double delivery_time )

Fig. 4.8: Retrieve a list of references to allocated slots

A slot manager can at this point choose to allow the request for a CFP to proceed 

by returning true. Therefore, the slot manager decides on the admission of mobile 

hosts requesting CFP slots. The slot manager could also take into account quality of
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Fig. 4.9: Requesting the allocation of a CFP slot

service considerations when making this decision.

When the TBMAC protocol is allowed to proceed with a received request, the 

protocol then inserts the request for a slot into the hash table of the atomic multicast 

protocol and piggybacks this request on each of its subsequent transmissions in its CFP 

slots until the delivery time of the request arrives.

When the TBMAC protocol on another mobile host receives this request in a CFP 

slot, it does not notify the slot manager of this request as it has been transmitted in a 

CFP slot and not a CP slot. The underlying reason for the receiving TBMAC protocol 

not notifying its slot manager is that the slot manager on the transmitting mobile host
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has already deemed it acceptable to proceed with the request. Thus, the TBMAC 

protocol assumes that this slot manager has taken into account any quality of service 

considerations before allowing the allocation to proceed.

Another reason to not notify the slot manager is due to the nature of the atomic 

multicast protocol being executed. As the atomic multicast protocol is a flooding 

protocol, either the TBMAC would inform the slot manager every time its receives a 

duplicate of this request or the TBMAC protocol maintains state information about 

requests that it has informed the slot manager about. In the first case, the slot manager 

must deal with the extra complexity of detecting duplicates. In the second case, the 

complexity of the TBMAC protocol is increased by moving the detection of these 

duplicates into the TBMAC protocol.

During the execution of the TBMAC protocol, the hash table of the atomic multi­

cast protocol is queried by the TBMAC protocol for any items in the hash table whose 

delivery time has arrived. As highlighted in section 4.3.1, the delivery time of an item 

in the hash table corresponds to one of (CFP +  OP) possible positions. Therefore, it 

is only necessary for the TBMAC protocol to check that the delivery time of an item 

has arrived once in each slot in a round of the TBMAC protocol.

As illustrated in figure 4.10, when the delivery time of a request arrives, the TBMAC 

protocol removes the corresponding item from the atomic multicast hash table and then 

updates its allocation of CFP slots. After completing this update, the TBMAC protocol 

informs the slot manager, if one has been registered, of the update using the method 

below. This is another method of the virtual base class SlotMgt mentioned previously.

Here, the slot_ref parameter corresponds to the previous slot_ref passed to the slot 

manager by either the req_cfp_slot ( ) or the mgr_notify_cfp_request ( ).

As discussed in section 3.3.4 of chapter 3, it is possible for a request for a CFP 

slot in the CP to collide with another request. This collision would then prevent a 

mobile host with a CFP slot from receiving the request correctly. This would in turn
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Fig. 4.10; Delivering the allocation request for a CFP slot

prevent the allocation of a CFP slot to the requesting mobile host from proceeding and 

the corresponding notification of a successful allocation. A requesting mobile host can 

monitor the progress of its request by calling the method

The slot_ref parameter passed to this method must correspond to the slot_ref pa­

rameter passed back by the req_cfp_slo t( ) method.

The paragraphs above describe the sequence of steps that at mobile host executes 

to be allocated a CFP slot when they do not already have a slot. If a mobile host does 

have a CFP slot allocated to it, then the mobile host can simply invoke the TBMAC 

method

The main difference between the sequence of steps in this allocation and the pre-
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boolean mgr_notify_cfp_alloc( int slot_ref, int address,
double delivery_time )

Fig. 4.11: Notify slot manager of the allocation of a slot

err monitor_cfp_alloc( int slot_ref )

Fig. 4.12: Monitor the allocation of a slot

vious one is that the mobile host where the request originates already has a CFP slot. 

Again, the TBMAC protocol assumes that the slot manager making the invocation has 

considered the admission control and quality of service implications of making such a 

request. Therefore, no subsequent intervention is possible on the part of any other slot 

manager.

4.3.4 D eallocating a slot

The sequence of steps executed to deallocate a CFP slot, illustrated in figure 4.15, 

is similar to the steps used when requesting a CFP using a previously allocated slot. 

In both cases, a higher layer, typically a slot manager, initiates the execution. To 

deallocate a CFP slot, the higher layer calls the TBMAC method

The slot_ref parameter to this method is a reference to an allocated CFP slot, 

previously passed to the caller of the method when the slot was originally allocated.

If the slot_ref parameter does not reference an allocated CFP slot or the mobile 

host on which the method invocation occurs does not have any CFP slots allocated, 

then the TBMAC protocol ignores the invocation of this method and returns an error. 

Otherwise, the TBMAC protocol inserts an item into the atomic multicast hash table 

corresponding to the deallocation request and then piggybacks this information on each 

of its transmissions.
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err alloc_cfp_slot( int * slot_ref, int req_type, int address
int addition_inf0 )

Fig. 4.13: Allocate a slot (assuming caller already has a slot allocated)

err dealloc_cfp_slot( int slot_ref )

Fig. 4.14; Deallocate a slot (assuming caller already has a slot allocated)

When the TBMAC protocol on a mobile host receives a deallocation request mes­

sage, it inserts a corresponding item into its local hash table. Note that when the 

TBMAC protocol receives such a deallocation message, it does not inform a higher 

layer of the deallocation occuring. This approach of not informing a higher layer is 

similar to the approach taken when a request to allocate a CFP slot is received in a 

CFP slot (described in section 4.3.3). Again, the TBMAC protocol assumes the slot 

manager where the deallocation request originated has taken into account any quality 

of service considerations before beginning the deallocation.

When the delivery time of the deallocation request arrives, the TBMAC protocol 

executes a similar set of actions as when the delivery time of an allocation request 

arrives. However, the TBMAC protocol calls the following method of the slot manager 

after it updates the allocation of CFP slots:

4.3.5 A llocating/D eallocating an inter-cell slot

The allocation and deallocation of an inter-cell slot uses a similar approach to the 

allocation and deallocation of a CFP slot. The main difference being that agreement 

is being sought across two adjoining cells instead of within one cell.

To request the allocation of an inter-cell slot between two adjoining cells, a slot man­

ager invokes the previously described method a llo c_ c fp _ slo t ( ). The parameters to
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Fig. 4.15: Requesting the deallocation of a CFP slot

booleaji mgr_notify_cfp_dealloc( int slot_ref, int address,
double delivery_time )

Fig. 4.16: Notify slot manager of the deallocation of a slot

this method are changed to reflect that an inter-cell slot is being requested.

Firstly, the req_type parameter is changed from a CFP slot request to one of three 

possible inter-cell requests depending on the type of inter-cell communication requested. 

The three possibilities for this inter-cell communication are communication from the 

current cell to the neighbouring cell, from the neighbouring cell to the current cell 

or for communication in both directions. The additional in fo  parameter is set to the 

number of the neighbouring cell with which communication is requested. The remaining 

parameters to the a llo c_ c fp _ s lo t ( ) method are left unchanged.

To request the deallocation of an inter-cell slot, the d ea lloc_cf p_slot ( ) is invoked



by a higher layer above TBMAC.

On receiving a request to allocate or deallocate an inter-cell slot, the TBMAC pro­

tocol inserts a corresponding item into the hash table of the atomic multicast protocol 

and then piggybacks the information related to the inter-cell slot request on each of its 

CFP slot transmissions. If the receiving mobile host has any inter-cell slots for commu­

nication with the neighbouring cell with which inter-cell communication is requested, 

then the receiving mobile host includes this inter-cell request in each of these inter-cell 

slots.

The delivery delay of the request is increased to reflect the fact that agreement is 

now being sought across two adjoining cells. Within a single cell, the delivery delay 

is two TBMAC rounds. This delivery delay is increased to three TBMAC rounds for 

inter-cell allocation and deallocation requests. Once the delivery time of either of these 

requests arrive, the corresponding notification method, m gr_notify_cfp_alloc( ) or 

m gr_notify_cfp_dealloc ( ), is called to inform the slot manager of the allocation or 

deallocation of the inter-cell slot.

4.3 .6  A tom ic agreem ent

In a cell, the TBMAC protocol uses an atomic multicast protocol to reach agreement 

on the management of slots. To ensure correct functioning of the atomic multicast 

protocol, the mobile hosts are required to agree on parameters to the atomic multicast 

protocol. The main parameter to the atomic multicast protocol is the delay to delivery, 

A, which is the duration of time that a message is delayed before delivering the message.

In the TBMAC protocol, there are two distinct values of the A parameter. The 

first value corresponds to when the atomic multicast protocol is used for the allocation 

and deallocation of CFP slots. The second value is used to allocate and deallocate 

inter-cell slots. Thus, the second value is typically larger in size than the first due to 

the longer time needed to reach agreement between cells than within a single cell.
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To modify and retrieve the two possible values for the A parameter, the following 

two methods are used. The type parameter to each of these methods specifies whether 

the intra-cell or inter-cell A is being modified or retrieved.

err set_delta( int type, double delivery_delay ) 
double get_delta( int type )

Fig. 4.17: Initialise/Retrieve the delay to delivery of the TBMAC protocol

Layers above TBMAC (provided a CFP slot is already allocated) can also use the 

atomic multicast protocol to provide total ordering on messages that they wish to 

transmit within a cell. A higher layer initiates an atomic multicast protocol using the 

following method:

err atomic_broadcast( char * buf, int buf.size )

The first parameter, buf, is the data to be sent using the atomic multicast protocol 

and the second parameter is simply the size of this data. This data is stored by 

the TBMAC protocol in its local hash table and then copied in to each CFP slot 

transmission until the delivery time of the data arrives. By copying the data into each 

CFP slot, the maximum size of the data cannot be larger than the payload of a CFP 

slot. The delivery delay, A, for this message corresponds to the delivery delay for the 

allocation/deallocation of a CFP slot.

When the delivery time of the atomic broadcast arrives, the TBMAC protocol 

notifies the higher layer by calling the following method:

4.3.7 Centralised vs Distributed slot management

The operation of the TBMAC protocol described above is designed to facilitate either 

centralised or distributed management of CFP slots.

110



err mgr_notify_atomic_delivery( int buf, int buf_size )

Fig. 4.18: Notify slot manager of delivery of atomic broadcast

In centralised slot management, one mobile host is responsible for the allocation 

and deallocation of CFP slots (note that this excludes the deallocation of failed CFP 

slots as discussed in section 3.3.3). A simple centralised slot management approach 

would be to order, based on host address, the hosts that have a CFP allocated and to 

then assign the slot management task to the host with the smallest (or largest) address. 

This assignment could then be reviewed by each mobile host at the end of each CFP.

The simplicity of this approach is a result of the mobile hosts not needing to elect 

the central slot manager. The decision as to which mobile host should be the centralised 

slot manager is done deterministically and the procedure is agreed before the mobile 

hosts start. A more elaborate election of a slot manager is also possible but would 

require the mobile hosts with CFP slots to exchange a sequence of messages. Some 

example possible leadership election algorithms that could be used include [72], [73], 

[14], [28] and [34]. Once a leader is elected, the remaining mobile hosts would then 

monitor the status of this leader.

In the centralised slot manager approach, the mobile host assigned the slot manager 

role would be the only mobile host to respond positively to the mgr_notify_cfp_request() 

invocation from the TBMAC protocol (see section 4.3.3) while all other mobile hosts 

respond negatively to the invocation. The disadvantage of the centralised slot manage­

ment approach is that the centralised slot manager must correctly receive the request 

for a slot from a mobile host which then results in the atomic multicast protocol being 

executed.

The simplest form of distributed management of slots is when there is no slot 

management layer present above the TBMAC protocol present. In this instance, the
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err send( int slot_ref. Packet * pkt )

Fig. 4.19: Queue a packet for transmission by the TBMAC protocol

TBMAC protocol simply proceeds with any allocation or deallocation of CFP slots. 

Requests for a CFP slot will fail if all the slots in the static CFP are already allocated.

A variant of this simple approach is a slot manager that simply allows all requests 

for CFP slots to proceed. Currently, this is the only slot manager implemented in the 

NS2 simulator.

A more complicated form of distributed slot management would require the mobile 

hosts to agree on whether or not to proceed with each allocation or deallocation of a 

CFP slot. For example, when a slot manager running on any mobile host is notified, 

via mgr_notify_cfp_request() of a request for a CFP slot, the slot manager would re­

spond negatively to the invoking TBMAC layer. The slot manager could then reach 

a distributed agreement with the other slot, managers in the cell on whether or not to 

proceed with the request, possibly, using atqmic_broadcast( ).

4.4 Com m unication

Once a mobile host has a cfp slot allocated to it, the mobile host can then transmit 

messages in its slot every CFP period using the following method:

This method queues the packet, passed as a parameter, for transmission in the CFP 

slot referenced by the slot_ref parameter.

There are three options for the reception of messages. TBMAC can simply pass the 

received packet to the the higher layer for processing, pass the received packet directly 

to the slot manager or do both (passing a copy of the packet to the slot manager). 

Messages can either be queued by the TBMAC layer, or a higher layer can register a 

call back to be notified when a message arrives.
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void recv( Packet * pkt )

Fig. 4.20: Pass packet to higher layer in protocol stack

The first option uses the following NS2 related method to pass a packet to the next 

layer in the protocol stack.

The TBMAC protocol requires the higher layer slot manager to enable notifications 

of the reception of packets using the enable_pkt_notif y ( ) method below.

err enable_pkt_notify( boolean enable,
boolean make_copy )

Fig. 4.21: Enable copy of packet to be passed to slot manager

The second parameter to this method specifies whether the packet should be copied 

before being passed to both the next layer in the protocol stack and the slot manager.

Once packet reception notifications are enabled, the TBMAC protocol calls the 

following method of the previously registered instance of the SlotMgt class

boolean mgr_notify_pkt( int slot_ref.
Packet * pkt )

Fig. 4.22: Pass received packet to slot manager

Allowing each received packet to be copied and passed to both the next layer up the 

protocol stack and also to a slot manager allows existing protocols (at the routing and 

higher layers) to operate without any specific knowledge of the allocation of TBMAC 

slots.
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4.5 Sum m ary

In this chapter, an overview of the implementation of the TBMAC protocol in the 

NS2 network simulator was given. The beginning of the chapter covered how the 

TBMAC protocol is initialised and presented the main data structures used in the 

implementation. The chapter then described the interaction between the TBMAC 

protocol and a higher slot management layer, including the allocation and deallocation 

of CFP slots and the transmission of packets in allocated slots.
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Chapter 5

Evaluation

Chapter 1 identified the contribution of this thesis as the design of a new MAC protocol 

providing time-bounded medium access control in multi-hop wireless ad hoc networks. 

This protocol is called TBMAC. TBMAC provides, with known probabilities, a set of 

time bounds for access to the wireless medium that depend on the current mode of the 

protocol.

In the next section, an overview of the general approach used in this evaluation is 

given in section 5.1. A description of the environment in which the experiments were 

carried out is then given in section 5.2. Following this description, the set of exper­

iments executed is presented in section 5.3. Both the expected and actual results of 

these experiments are covered in section 5.4. This section also discusses other relevant 

results of these experiments related to the TBMAC protocol such as the detection of 

failed slots and the failure assumptions of the atomic multicast protocol. Finally, the 

chapter concludes with a summary.
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5.1 A pproach

Chapter 3 described the design of the TBMAC protocol and highlighted the time 

bounds provided by TBMAC. In total, chapter 3 covered five different time bounds of 

the TBMAC protocol. However, three of these five time bounds can be considered as 

depending on whether two main time bounds are achieved or not.

The two main time bounds were, firstly, the time bound for the allocation of a 

CFP slot in a non-empty cell to a mobile host that does not already have a CFP slot 

allocated and, secondly, the time bound for the allocation of at least one CFP slot at 

the start of the bootstrapping protocol. For the remainder of this chapter, this first 

time bound will be called the non-empty cell time bound while the second time bound 

will be called the empty cell time bound. The first time bound corresponds to a mobile 

host choosing a slot in the CP while the second time bound corresponds to a mobile 

host choosing at least one distinct CFP slot in a randomly generated list of slots at the 

..start of the bootstrapping protocol. The probabilities for these two time bounds were 

derived mathematically in section 3.4 at the end of Chapter 3.

The primary goal of this evaluation is to experimentally validate these derived 

probabilities by obtaining a set of corresponding statistics from the set of experiments 

executed. The obtained statistics are then compared to their expected probabilities.

In addition, the eff'ect of factors such as the number of inconsistently allocated CFP 

slots, the number of mobile hosts that fail to transmit in or use an allocated CFP slot 

and the detection rate of unused CFP slots by the TBMAC protocol is evaluated.

The evaluation of the two time bounds and additional factors, described above, was

carried out using the implementation of the TBMAC protocol described in chapter 4.

This implementation of the TBMAC protocol used the NS2 network simulator. It is ;

important to understand how the NS2 simulator operates, this will in turn allow a

better understanding of how the evaluation was carried out. Firstly, the NS2 simulator

requires that the maximum number of mobile hosts in an experiment is specified before j
(
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the experiment begins. NS2 also requires the duration of the experiment and the 

movement pattern that the set of mobile hosts in the experiment will follow to be 

specified before the experiment begins.

When an experiment is executed using the simulator, a trace file is created that con­

tains results corresponding to that experiment. This trace file must then be processed 

after the experiment has finished executing in the simulator to obtain the relevant 

statistics for that experiment.

5.2 Environment

The evaluation environment consisted of the implementation of the TBMAC protocol 

carried out with the NS2 simulator. The version of the NS2 simulator used (before the 

TBMAC implementation was carried out) was ns-allinone-2.1b9a [2].

The code of the NS2 simulator was compiled on an Intel Pentium III processor with 

a clock speed of IGHz and 256MB of memory, running the GNU/Linux distribution 

Red Hat 7.3 (linux kernel version 2.4.18-3 patched by Red Hat). The compiler used> 

was the default g+ +  compiler on this operating system (version 2.96.11 patched by 

Red Hat).

A single sequential run of the set of experiments described in section 5.3 on the above 

machine lasts between one and two days. To speed up the duration of an experimental 

run the machine on which the NS2 simulator was compiled was assigned as a central 

repository for the set of experiments to be executed. The set of experiments where 

then statically divided and executed by 8 workstations.

The 8 workstations each had similar hardware layout to the machine on which 

the NS2 simulator was compiled. In contrast to that machine, the operating system 

installed on each of these workstations was Red Hat version 9, a distribution of the 

GNU/Linux operating system, running the Red Hat linux kernel 2.4.20-8. Each work-
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station locally mounted the directory containing the compiled NS2 simulator binary 

from the central repository using NFS. Each individual workstation then executed a 

statically defined sub-set of the experiments described in the next section using the 

NS2 simulator.

5.3 Experim ental Configuration

As outlined in section 5.1, the primary goal of the evaluation was to compare obtained 

statistics for attaining the two main time bounds of the TBMAC protocol and compare 

these statistics against their corresponding expected probabilities.

Instead of running a distinct set of experiments for each of the two time bounds, 

statistics for each of the two time bounds were obtained from running one default set 

of experiments. Using a default set of experiments reduced the number of experiments 

that were required to be executed and was an optimisation in terms of the of the 

duration of time needed to execute these experiments.

The trace files generated from executing this default set of experiments contained 

the results for each individual statistic. These trace files also contained results for the 

additional factors (highlighted in section 5.1) also under investigation. Thus the exper­

iments were executed and the trace files were then parsed for the particular statistic of 

interest.

The configuration of the set of experiments carried out can be described under two 

distinct headings:

1. Movement pattern of mobile hosts

2. TBMAC protocol parameters

Each of these areas will now be discussed, followed by a summary of the experi­

mental parameters.
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5.3.1 Movement pattern of mobile hosts

For all the experiments mobile hosts moved within a single hexagonal cell. In different 

experiments, the length of one side of this hexagonal cell varied from 125m through 

150m to 175m. Thus, the maximum possible distance between any two mobile hosts 

in the cell varied from 250m to 350m (or the diameters of the three hexagonal cells 

considered were 250m, 300m and 350m respectively).

The propagation model used in all these experiments was the Two-Ray ground 

model that comes as a standard component in the NS2 simulator. With this propa­

gation model in the simulator, two mobile hosts within 250m of each other are able 

to correctly receive each other’s transmissions. Thus, the underlying reason for choos­

ing the above cell diameters was to investigate the performance of TBMAC when the 

assumption of a single hop network within a cell is both true and false.

The number of mobile hosts participating in each experiment was also varied from 

25 mobile hosts to 100 mobile hosts in increments of 25. This was to investigate whether 

or not the number of mobile hosts had an effect on obtaining the time bounds of the 

TBMAC protocol.

For each experimental run, the full set of mobile hosts to be simulated in the 

particular experiment were randomly placed in an inactive state on the boundary of 

the hexagonal cell as illustrated in figure 5.1. This random placement was carried out 

by first randomly choosing one of the sides of the hexagon cell and then randomly 

placing the mobile host on this chosen side. A linear congruential pseudo-random 

number generator [44] was used to implement this random placement.

The activation of an inactive mobile host corresponds to a mobile host arriving into 

the cell before moving across it as illustrated in figure 5.2. The arrival rate of mobile 

hosts (or more precisely the activation rate) corresponded to a Poisson process. The 

parameter to this Poisson process. A, was varied between 1 and 2 causing on average 1 

or 2 mobile hosts to arrive into the cell during each second of the particular experiment.
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Fig. 5.1: Sample placement of mobile hosts at the start of an experiment
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Fig. 5.2 : 3 activated mobile hosts in an experiment

Once activated, each mobile host chooses a destination point just outside the cell 

boundary to which to move and then moving to this destination point at 15m/s. As 

mobile hosts were randomly placed on the cell boundary and the destination of each 

host in the experiment is also randomly chosen, the duration of time that a mobile 

host spends in the cell should be random and therefore it was deemed unnecessary to 

vary the speed of a mobile host.

On being activated, a mobile host attempts to allocate itself a CFP slot (either by 

making a Slot Allocation request in the CP or bootstrapping the cell). On obtaining 

a CFP slot, a mobile host transmits Null messages in this slot until it leaves the cell.

Note that it is possible for a mobile host to request a CFP slot and to then leave the 

cell before this request is delivered. In this case, the mobile host is regarded as having 

failed. Otherwise, any mobile host that has a CFP slot allocated always deallocates 

this CFP slot before leaving the cell.

As highlighted in section 5.1, the duration of each experiment had to be defined be-
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fore the experiment was executed. Thus the duration of each experiment corresponded 

to the amount of time, on average, needed to activate the specified number of mobile 

hosts given the particular arrival rate. Thus with an arrival rate of 1 mobile host per 

second and 25 mobile hosts participating in the experiment, an experiment would last 

25s whereas an arrival rate of 2 mobile hosts per second and 100 participating mobile 

hosts results in an experiment lasting 50s.

5.3.2 TBM AC parameters

The sizes of the CFP and CP were both fixed for all experimental runs with the CFP 

having 100 slots, each of duration 0.005s, and the CP having 40 slots, each of duration 

0.0025s. This resulted in a TBMAC round lasting 0.6s. The data rate of the physical 

layer in the NS2 simulator underlying the TBMAC protocol was IM b/s.

As the size of the generated list of the bootstrapping protocol impacts on the 

probability of the empty cell time bound being obtained. This list size was varied 

between 2, 3 and 4 to check whether there was a corresponding change in the results 

for the empty cell time bound.

In both operational and bootstrapping modes, the TBMAC protocol must randomly 

choose slots in either the CP or the CFP. In the implementation of TBMAC, the 

selection of these slots was implemented using the same random number generator 

used to generate the placement of mobile hosts on the cell boundary (see section 5.3.1). 

Each mobile host running the TBMAC protocol had such a random number generator 

and it was seeded with the time that this mobile host becomes active.

As described in chapter 3, the Additional Info field of a TBMAC packet header 

is bounded in size. For the set of experiments, the Additional Info field was fixed in 

size to contain a maximum of 10 messages of the atomic multicast protocol. Recall 

from chapter 3 that the Additional Info field is also used to transmit failure indications 

when a CFP slot is not being used. For the set of experiments executed, an update
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requesting the allocation or deallocation of a slot was inserted into the Additional Info 

field before any message indicating the failure of a slot.

Finally, the TBMAC protocol running on each mobile host did not make any ad­

mission control decisions on whether or not to proceed with a request to allocate a CFP 

slot. When a mobile host receives a request for a CFP slot, the mobile host proceeds 

to execute the steps required to allocate the requesting mobile host a slot in the CFP.

5.3.3 Summary of parameters

Table 5.1 summarises the variable parameters to the experiments. A is the arrival 

rate of mobile hosts into the cell, N is the number of mobile hosts participating in 

a particular experiment and j is the size of the list generated in the bootstrapping 

protocol. As noted before, the diameter of the hexagonal cell in the experiments 

varied in size between 250m, 300m and 350m. The first three columns of table 5.1 

can be considered movement related parameters while the last column is related to the 

TBMAC protocol.
t I

One hundred experiments were generated for each combination of the experimental 

parameters resulting in 7,200 different experiments.

A N Cell Diameter j (list size)
1 25 250 2
2 50 300 3

75 350 4
100

Table 5.1: Summary of values of experimental parameters investigated
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5.4 Experim ental R esults

This section presents the results of the experiments carried out. In section 5.4.1, the 

expected probabilities for the time bounds of the TBMAC protocol are reviewed. This 

is followed in section 5.4.2 by a comparison with the values obtained from the set of 

experiments described in 5.3. The results of the experiments for the secondary factors, 

outlined in section 5.1 follows in section 5.4.3.

5.4.1 Expected Time Bound Probabilities

The probabilities associated with the two time bounds corresponding to the cases of 

non-empty and empty cells will now be covered.

N on-em pty cell

For the experimental parameters described in section 5.3, a graph of the expected 

probability of hosts choosing a distinct slot in the CP is given in figure 5.3 with the 

X axis denoting the number of hosts (k).  For each value of k, the y axis gives the 

expected probability of k hosts choosing a distinct CP slot.

Combining the probability values in figure 5.3 with the probability of a host arriving 

in the cell according to a Poisson process, modelling arrival rates, gives figure 5.4. The 

two graphs in figure 5.4 correspond to A varying between 1 and 2. The time parameter, 

t, to the Poisson process corresponds to the duration of a TBMAC round (in these 

experiments t equals 0.6s). The peak in figure 5.4 for the A equal to 2 graph at k equal 

to 1 is due to the long run average of the Poisson process being centered around 2.

Summing each of the probabilities in figure 5.4 for a particular arrival rate (graph) 

gives the probability of a host choosing a distinct slot in the CP for that arrival rate. 

The probability of a mobile host choosing a distinct slot in the CP corresponds to the 

probability of the time bound being obtained in the non-empty cell. Each of these
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Fig. 5.3: Expected probabilities of a host choosing a distinct CP slot
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Fig. 5.4: Expected probabilities of one or more hosts arriving within t seconds and 
each of these hosts choosing a distinct CP slot
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summed probabilities are shown in table 5.2. As would be expected, the probability 

of choosing a distinct slot is higher with a smaller arrival rate as there is, on average, 

less mobile hosts competing with each other.

A P( host choosing a distinct CP slot )
1 0.99817561
2 0.991610278

T able  5.2: Expected probability of a host choosing a distinct slot in the CP

E m p ty  cell

Similarly, it is possible to calculate the expected probability of the empty cell time 

bound being obtained.

0.9

0.8

0.7

Probability 0.6

0.5

0.4

0.3

0.2
0 2 3 4 6 71 5

Number of competing hosts (k)

Fig. 5.5: Expected probabilities of a host choosing at least one distinct CFP slot

A sample of the expected probabilities of a single host choosing at least 1 distinct 

slot at the start of the bootstrapping protocol is given in Figure 5.5. The set of graphs
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Fig. 5.6: Expected probabilities of one or more hosts arriving within t seconds and 
each of these hosts choosing at least one distinct CFP slot

in figure 5.5 correspond to different list sizes used in the bootstrapping protocol. Note 

that by increasing the size of the generated list of the bootstrapping protocol, there is 

a corresponding reduction in the probability of choosing a distinct slot.

A j P( host choosing a distinct CFP 
slot during bootstrapping )

1 2 0.994712632
1 3 0.991341151
1 4 0.988086133
2 2 0.979321079
2 3 0.966647006
2 4 0.954759287

T able 5.3: Expected probability of a host choosing a distinct slot in the CFP

Similarly to the non-empty cell time bound, it is possible to combine the probability 

values in figure 5.5 with the Poisson process, modelling arrival rates, giving the 6 graphs 

in figure 5.6. As can be seen from figure 5.6, the arrival rate dominates these probability
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values with the three graphs for A =  1 (where j =  2, 3, 4) coinciding. Similarly, for the 

three graphs when A =  2.

Summing each of these combined probabilities gives the probability of a host ob­

taining the empty cell tim e bound and is shown in table 5.3. As in table 5.2, the 

trend of the probabilities in the table is to decrease as the arrival rate increases. The 

probabilities also decrease as the size of the list of generated slots in the bootstrapping 

protocol increases.

5.4.2 Obtained Tim e Bound Statistics

The experiments outlined in section 5.3 were run and the statistics required to compare 

with the expected probabilities for the non-empty cell and empty cell tim e bounds were 

collected.

N on-em pty cell

The statistics for the non-empty cell tim e bound was the ratio of the number of distinct 

slots chosen in the CP versus the to tal number of slots chosen in the CP according to 

the number of hosts contending in the CP.

Figures 5.7(a) and 5.7(b) illustrate the collected statistics for the different arrival 

rates. These figures can be compared with the figure for the expected probability 

illustrated in 5.3. Comparing these figures we see th a t the obtained statistics do not 

correspond to their expected probabilities.

Note th a t the figures do not include results for the case k  =  \  (i.e., only 1 mobile 

host contending) since each of these statistics were equal to 1 in the experiments 

corresponding to the expected probability. The results for values of k greater than 

5 are also not included in these figures due to the relatively small number of to tal 

occurrences of 5 or more hosts in the cell contending in the CP. Note also th a t the 

results in these figures consist of the averages of the experiments where the list size of
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Fig. 5.7: Obtained statistics for a host choosing a distinct CP slot
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Fig. 5.8: Difference between obtained statistics and expected probabilities for a host 
choosing a distinct CP slot
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the bootstrapping protocol is 2, 3 and 4.

By subtracting the expected probabilities from the collected statistics we obtain a 

set of differences (for the particular arrival rate) which give a better assessment of how 

the collected statistics diverge from the expected probabilities. These differences are 

graphed in figures 5.8(a) and 5.8(b).

By subtracting the expected probability from the collected statistics, the graphs in 

figures 5.8(a) and 5.8(b) should be centered around 0 on the y axis. However, as can 

be seen from the graph, the differences between the statistics and the expected proba­

bilities are generally equal to or greater than 0.05. As can be seen from these figures, 

these differences do not depend on the number of mobile hosts in the experiment.

One possible reason for the differences between each of the ratios and their expected 

probabilities could be the random number generator used in the TBMAC protocol to 

choose CP slots. As can be seen from the figure, the difference of the statistics from 

the expected probabilities increases as the number of competing mobile hosts increases. 

This increase can be explained by the reduced number of samples of 4 or 5 mobile hosts 

contending with each other,

Multiplying these obtained statistics by the probabilities for the arrival of a host 

according to the Poisson process and summing the product yields table 5.4.

A Statistic Expected
1 0.98345 0.99818
2 0.95309 0.99161

T able 5.4: Comparison of obtained statistic and expected probability for a host choos­
ing a distinct slot in the CP
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F ig. 5.9 : Obtained statistics for a host choosing at least one distinct CFP slot
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Fig. 5.10: Difference between obtained statistics and expected probabilities for a host 
choosing at least one distinct CFP slot
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Em pty cell

In a similar way, statistics for the empty cell time bound were collected. These statis­

tics compared the number of mobiles hosts that generated at least one distinct CFP 

slot during the bootstrapping protocol versus the total number of mobile hosts con­

tending in the bootstrapping protocol according to the number of hosts executing the 

bootstrapping protocol.

Figures 5.9(a) and 5.9(b) illustrate the collected statistics for the different arrival 

rates. These figures include the statistics when 1 mobile host bootstraps the cell 

(which corresponds to the expected probability) but excludes ratios where the number 

of competing mobile hosts is greater than 4. This is again due to the relatively small 

number of total occurrences of the bootstrapping protocol with 5 or more mobile hosts.

The statistics in these figures can also be compared with their corresponding ex­

pected probability illustrated in 5.3. Again, comparing these figures we see that the 

obtained statistics do not correspond to their expected probabilities. ,

Figures 5.10(a) and 5.10(b) illustrates the differences between these statistics and 

their expected probabilities for the particular arrival rate.

Similar to the graphs in figures 5.8(a) and 5.8(b), the graphs in figures 5.10(a) and 

5.10(b) should be centered around 0 on the y axis. As can be seen from these figures, as 

the number of competing mobile hosts increases, the differences progressively diverge 

from 0. This divergence can be explained by the reduced number of samples of 3 or 

4 mobile hosts contending with each other. Another possible factor in this divergence 

could be the random number generator used in the TBMAC protocol to generate the 

list of CFP slots is biased.

As in the non-empty cell case, multiplying these obtained statistics by the prob­

abilities for the arrival of a host according to the Poisson process and summing the 

product yields table 5.5.
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A j Statistic Expected
1 2 0.99725 0.99471
1 3 0.99669 0.99134
1 4 0.99661 0.98809
2 2 0.98381 0.97932
2 3 0.98459 0.96665
2 4 0.98510 0.95476

T able 5.5: Comparison of obtained statistic and expected probability of a host choos­
ing a distinct slot in the CFP

5.4.3 Other Results

The effect of factors such as the number of inconsistently allocated CFP slots, the 

number of mobile hosts that fail to transmit in or use an allocated CFP slot and the 

detection rate of unused CFP slots by the TBMAC protocol was also evaluated using 

the set of experiments described in 5.3. The experimental results for each of these 

factors will now be discussed.

In co n sis ten t A llocation  /  D ealloca tion

An important component of the TBMAC protocol is the atomic multicast protocol 

used to allocate and deallocate CFP slots. A question related to the atomic multicast 

protocol is whether the allocation /  deallocation of CFP slots is carried out consistently 

across all the active hosts in the cell or not. This question relates to whether the 

assumptions of the atomic multicast protocol are valid.

Figures 5.11(a) and 5.11(b) gives the ratio of slot allocations and deallocations that 

were delivered inconsistently across the mobile hosts in the cell over the total number 

of slot allocations and deallocations delivered. From figures 5.11(a) and 5.11(b), incon­

sistency increases as the size of the cell increases. A reason for this rise is that as the 

size of the cell increases, the assumption that TBMAC makes about the size of the cell
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Fig. 5.11: Percentage of inconsistently delivered slot allocation requests
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corresponding to a single hop network becomes less and less valid. A solution to this 

problem would be to increase the delay to delivery, A, of the atomic multicast proto­

col. This increased delivery time would allow a slot allocation request to be flooded 

throughout the cell before its delivery time arrives.

Looking at figures 5.11(a) and 5.11(b), it would appear that no allocation requests 

are delivered inconsistently when the cell diameter is 250m. A small number of allo­

cations are inconsistently delivered in a cell of size 250m, however due to the scale of 

the y axis, this inconsistency is not highlighted.

A reason for this inconsistency is due to bounding the number of update messages 

that can be placed in the Additional Info field of each TBMAC packet header. As an 

arbitrary number of mobile hosts can arrive in the CP at the same time, this could 

potentially result in the number of requests for the allocation of a slot equaling the size 

of the CP. If the size of the Additional Info field was smaller than the size of the CP 

then the possibility of inconsistency is increased due to mobile hosts within the cell not 

including the Slot Allocation request in the Additional Info field of any transmissions 

in their CFP slots.

However, setting the Additional Info field equal to the size of the CP will not 

completely solve the problem as both Slot Allocations and Slot Deallocation updates 

are inserted into the Additional Info field. One way to eliminate this problem would 

be to perform admission control on requests for CFP slots transmitted in the CP, only 

accepting a certain number of requests for CFP slots. This number should be related to 

the size of the Additional Info field of the TBMAC packet header and also the number 

of outstanding messages of the atomic multicast protocol.

Failure to use allocated C FP slot

Another important statistic from the experiments is the percentage of mobile hosts in 

the experiments that leave the cell before they are allocated a CFP slot (these were
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labeled failed hosts in section 5.3). As can be seen from figures 5.12(a) and 5.12(b), the 

number of such mobile hosts varies from 1/4 (25.47) of all hosts down to 1/20 (5.09).

D etection  of unused C FP slot

Given that a potentially large number of mobile hosts can fail. One question arising 

from this is whether TBMAC can detect these failures and subsequently deallocate 

the failed slot. Figures 5.13(a) and 5.13(b) give the percentage of failed slots that are 

detected to those failed slots that are not detected for the two different arrival rates 

and different cell diameters.

As can be seen from these figures, the percentage of failed slots detected can vary 

from 23% down to 4.67% with an average of 12% of slots detected when the arrival 

rate is 1 and 6.5% detected when the arrival rate is 2. This gives an average slot failure 

detection rate of 9.25% over all the experiments.

As highlighted in section 5.3, the maximum number of atomic broadcast messages 

supported by TBMAC was 10 and that updates indicating the failure of the host are 

given lower priority in comparison to slot allocation or deallocation updates when being 

inserted into the Additional Info field. Again, the values in these figures would indicate 

that the size of the Additional Info field should be tailored to the arrival rate of mobile 

hosts into the cell to improve the detection of failed slots. Another possible solution to 

this problem would be to give the failure updates higher priority over the slot allocation 

and deallocation updates of the atomic multicast protocol but this in turn could impact 

on the possibility of inconsistent delivery of a slot allocation or deallocation request.

5.4.4 Remarks

To conclude this section, the evaluation highlighted a number of artefacts related to the 

implementation of the TBMAC protocol. Firstly, the rate at which requests for CFP 

slots can be delivered consistently by the atomic multicast protocol depends on the
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Fig. 5.12: Percentage of hosts that fail to use their slot
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number of atomic multicast messages outstanding (i.e., messages yet to be delivered). 

Therefore, enforcing some form of admission control based on the requests received in 

the CP is needed to ensure that the allocation of CFP slots is updated consistently. 

Secondly, the implementation, in the NS2 simulator, of the procedure that the TBMAC 

protocol uses to generate slots to use in the CP and CFP results in the probabilities 

of the time bounds obtained not corresponding with the expected probabilities.

5.5 Sum m ary

This chapter presented the evaluation of the TBMAC protocol. The experimental 

setup was described first followed by a description of the expected probabilities based 

on the parameters to these experiments. The statistics obtained corresponding to these 

expected probabilities were presented followed by a general discussion of other relevant 

experimental results related to the TBMAC protocol.
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Chapter 6

Conclusion

This thesis addressed the problem of providing time-bounded medium access to ap­

plications with guaranteed response time requirements in multi-hop ad hoc networks 

through the design of a new medium access control protocol called the Time Bounded 

Medium Access Control (TBMAC) protocol.

This chapter briefly describes the TBMAC protocol, summarises the main con­

tribution of this thesis, places this work in perspective and suggests possible future 

work.

6.1 Sum m ary

The TBMAC protocol uses a cellular structure to minimise the possible contention 

between mobile hosts in the ad hoc network and within each cell divides access to 

the wireless medium into two slotted time periods of known duration (called the CFP 

and CP). Mobile hosts in a cell to whom slots in the CFP have been allocated have 

predictable access to the wireless medium while mobile hosts that arrive in the cell 

must contend with each other in the CP to request the allocation of a CFP slot. This 

contention in the CP introduces the possibility of collisions between requesting mobile
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hosts.

The TBMAC protocol uses an atomic multicast protocol to dynamically allocate 

CFP slots in a cell when a request for a CFP slot is received and to deallocate a CFP 

slot when a mobile host departs the cell. A mobile host in a cell updates the allocation 

of CFP slots by using the atomic multicast protocol to flood the allocation update to 

every other mobile host in the cell.

The TBMAC protocol incorporates a bootstrapping protocol to allow one or more 

mobile hosts to agree on a consistent initial allocation of CFP slots. At the start of 

the bootstrapping protocol, a mobile host generates a list of slots to transmit in and 

then communicates this list to other mobile hosts that are listening or also executing 

the bootstrapping protocol.

6.2 Contribution

As highlighted in the review of related work, previous MAC protocols for ad hoc 

networks have focused on maximising throughput and minimising average packet delay. 

This thesis described a new MAC protocol, called TBMAC, for use in multi-hop ad 

hoc networks whose goal is to provide, with known probability, time-bounded access 

to the wireless medium.

Associated with the allocation of a CFP slot are a set of time bounds that depend 

on whether the current view of the allocated CFP slots is consistent across the mobile 

hosts in the cell or not. These time bounds provided by the TBMAC protocol are not 

certain, therefore associated probabilities of achieving these time bounds were derived.

The probability of a mobile host not colliding with another mobile host when con­

tending in the CP has been derived in chapter 3 of this thesis. This probability cor­

responds to the time bound in an non-empty cell being obtained given a particular 

probability of arrival into the cell. By increasing or decreasing the number of slots in
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the CP, there is a corresponding increase or decrease in the expected probabihty of a 

mobile host choosing a distinct slot.

The bootstrapping protocol does not ensure that the mobile hosts agree on a consis­

tent allocation of CFP slots with certainty within a known time bound. The bootstrap­

ping protocol does, however, provide a known probability of this agreement occurring 

in the presence of an arbitrary number of mobile hosts executing this bootstrapping 

protocol and also in the presence of transient transmission errors. This second proba­

bility was also derived in chapter 3 of this thesis and it depends on the number of slots 

in the CFP, the size of the generated list used in the bootstrapping protocol and the 

number of rounds of the bootstrapping protocol. By modifying these parameters to the 

TBMAC protocol, this probability can be either increased or decreased as necessary.

It is important to note that the various parameters to the TBMAC protocol, such 

as the size of the CFP and CP and the number of rounds in the bootstrapping protocol, 

have an effect, firstly, on the probability of the time bounds in the TBMAC protocol 

being obtained and, secondly, on the duration of these time bounds. For example, 

increasing the size of the CP would result in a corresponding increase in the probability 

of a mobile host choosing a distinct slot to transmit a request in. However, this increase 

in size would also increase the duration of the time bound.

The evaluation of the TBMAC protocol highlighted a number of artefacts related 

to the implementation of the atomic multicast protocol in TBMAC. Firstly, the sta­

tistical properties of the algorithm to randomly choose either CP or CFP slots should 

be chosen to correspond to the expected probability. Secondly, the choice of cell size 

is an important factor to ensure that updates to the allocation of CFP slots can be 

executed consistently. Even with a judiciously chosen cell size, the need for admission 

control to ensure the correct functioning of the TBMAC protocol was highlighted by 

the evaluation. This requirement for admission control to ensure the consistent al­

location of CFP slots highlights the conflict between the constraints of applications
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with guaranteed response time requirements and the generality of multi-hop ad hoc 

networks.

6.3 Perspectives

The goal of the TBMAC protocol is to meet the requirements of these applications in 

an ad hoc network by imposing a small number of constraints on the mobile hosts. 

In limiting the number of constraints on the mobile hosts in the ad hoc network, the 

TBMAC protocol cannot provide time bounds to these mobile hosts with certainty. 

By imposing further restrictions on these mobile hosts it may be possible to provide 

these certain time bounds using TBMAC. For example, by restricting the speed and 

movement pattern of mobile hosts in the ad hoc network to eliminate the possibility of 

contention in the CP. However, imposing such a restriction is application specific and 

such a design decision can only be made by a layer above the TBMAC protocol.

In any case, the TBMAC protocol only provides a mechanism to gain access to the 

wireless medium in an ad hoc network. Higher layers above TBMAC would need to 

tailor the parameters of the TBMAC protocol to their particular needs and to build 

upon the functionality that TBMAC provides to enable applications with guaranteed 

response time requirements.

6.4 Future Work

Future work will investigate the possibility of providing time bounds with certainty 

on the execution of the bootstrapping protocol which is used to reach agreement on 

an initial allocation of slots that is consistent across the mobile hosts executing the 

bootstrapping protocol.

The ability to provide such a bootstrapping protocol with certain time bounds was
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not immediately obvious at any stage during the course of the research that resulted in 

this thesis. This is in part due to the difficulty that two mobile hosts have in detecting 

that they are conflicting with each other. As highlighted in chapter 2, collisions occur 

at the receiver in multi-hop ad hoc networks thus giving no immediate feedback on 

the conflict to the transm itter until after the conflict has occurred. In addition, such a 

bootstrapping protocol must provide this time bound in the presence of the potentially 

random movement of mobile hosts in the ad hoc network.

An interesting exercise would be to investigate whether or not it is actually impos­

sible to provide such certain time bounds in ad hoc networks. This mathematical proof 

would require a system model that reflects some of the problems posed by multi-hop 

ad hoc networks covered in chapter 2.
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