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Abstract

As machine learning systems become more popular, and the quantity and scope of
the data used to train them increases, questions regarding individual privacy natu-
rally follow. This thesis is presented as an investigation into two methods of privacy
preservation in machine learning: federated learning (FL) and computational proof
based methods of model provenance. Our study of FL involves developing attacks
that break its promise of private machine learning, using as a case study one of
the largest real world deployments of federated learning, Google’s Gboard. We de-
velop methods that can recover private user data and highlight the ineffectiveness
of current defense strategies. We ultimately conclude that, using Gboard as a case
study, that the privacy benefit of FL requires re-evaluation. By considering the
wider system implementation of which FL is a part of, we trace out aspects that
can be exploited by parties whose honest participation is required for FL to be truly
private. We then devote further research into other methods of privacy preserva-
tion, focusing heavily on model provenance. Here we address recent literature that
has challenged the integrity of proof of learning (PoL), a computational proof-based
method of certifying a model’s training trajectory and data. Data forging attacks
are recent developments against computational proofs of model provenance, and
we scrutinise their performance and find that they are detectable in practice under
informed verifiers. In addition, we provide theoretical evidence to the computa-
tional infeasibility of developing data forging attacks that are not detectable, and

ultimately affirm the use of computational proofs for model provenance.
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Chapter 1
Introduction

The remarkable growth in performance of machine learning systems in recent years
is in large part due to access to massive quantities of data. With this access comes
questions regarding individual privacy. Can these systems exacerbate the risk of
a privacy violation? Are current methods of privacy-preserving machine learning
sufficient, and if not, what paths forward are there?

Before we attempt to answer these questions, a discussion on what exactly is
privacy and what constitutes a privacy violation is needed. Here we defer to Nis-
senbaum [55], who developed the idea that privacy can be regarded as the honouring
of data’s contextual integrity. Loosely, this means that a piece of information, or a
secret, remains “private” if it does not leave its intended recipients e.g., a therapist
informing their patient’s place of work of the existence or contents of their meet-
ings, or both. This constitutes a privacy violation as the patient’s secret, that they
visit a psychotherapist, has been disclosed to parties outside the intended recipient.
Importantly, violations can result in demonstrable harm to individual e.g., here the
patient may lose their job if their employer finds out about their sessions.

We now return to the questions regarding privacy posed initially. Machine learn-
ing systems in the wild consist not only of a model but also include data collection,
training, and inference pipelines that in their totality form an application with some
stated goal. A privacy violation may occur at any particular stage during the ap-
plication’s lifetime, and we may recall examples for each stage from recent history.
Regarding data collection, the political consulting group Cambridge Analytica used
illegitimately obtained facebook data to train models and deliver targeted content
to inflame online discourse surrounding the 2016 U.S presidential election and the
Brexit referendum [13, 35]. By arranging a facebook survey under the pretense
of academic research, they exploited facebook’s Graph API to collect not just re-
spondant personal data but also the data of their facebook friends who had not
consented.

Additionally, machine learning models themselves can lead to privacy violations,
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having been shown to leak their training data to varying degrees [34, 18, 15, 16, 17,
67, 93], ranging from simply revealing whether a particular record was used or not,
and in some cases, allowing for its near exact reconstruction. The data subjects often
have no control over how these models are disseminated in the real world, increasing
the potential risk of their data being disclosed to someone outside its intended
recipients. Finally, the larger systems that these models are part of, while their
stated goals are may appear benign, can be abused to violate individual privacy i.e.,
using the general purpose reasoning capabalities of large language models (LLMs)
to infer sensitive attributes from about individuals. For example, Staab et al. [69]
show how LLMs can be used to reveal a user’s location by prompting these models
to analyse their public social media activity. Clearly therefore, solutions are needed

to mitigate the real danger presented by these systems to individual privacy.

This thesis consists of two parts: the first presents a critical investigation into one
of the proposed solutions for privacy preserving machine learning, that is, Federated
Learning (FL). Introduced to minimise data sharing and prevent privacy violations
during the data collection and training stages of machine learning systems, FL allows
for the collaborative training of a machine learning model while keeping private data
on-premises. In FL, only the updates to the model are shared among participants.
Our investigation is centered around Google’s GBoard, one of the largest real world
deployments of FL, training a language model on user keyboard data e.g., typed web
searches or text messages. Our work firstly exposes a major privacy risk within this
FL deployment; namely by developing an attack that can recover the words and
sentences typed by a user from the updates that are shared during FL. Defences
to our attack include obfuscating the updates via random added noise, however a
fundamental tradeoff exists between maintaining user privacy and training a useful
model. Secondly, using GBoard as a case study, we highlight the large amounts of
trust in third parties required for FL to be truly private, motivating a re-evaluation
of the privacy benefit of federated learning. We ultimately conclude that FL, as a
privacy-preserving technology in its current instantiation, falls short on delivering
upon its promise of private machine learning. As such, we must devote further

research into the reduction of trust in FL, or to look elsewhere.

The second part of this thesis looks elsewhere, concerning itself with model
provenance, a concept directly linked to data privacy. Put simply, model provenance
relates to how one may go about certifying that a machine learning model was
trained with a given dataset. Model provenance is an important tool both for those
conducting training and the subjects of their models’ training data, allowing the
former to comply with legally mandated data audits and the latter to be aware of

which models are trained using their data, anticipating potential privacy disclosures.

In this part, we tackle methods that challenge the integrity of Proof of Learning
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(PoL) [39], a proposed method of model provenance. PoL allows a 3rd party verifier
to certify a model’s training data by producing a computational proof to that ef-
fect. Recently, data forging attacks have emerged as a threat to computational proof
based methods of data certification. These type of attacks claim to produce contra-
dictory but computationally valid proofs that a given model can result from training
on distinct datasets. This appears to jeopardise any attempt at data governance as
privacy worrisome models may be adversarily allowed to falsely demonstrate com-
pliance by counterfactually “proving” its training dataset consisted of only legally
compliant data. In order to reconcile these apparent contradictions and address the
threat to governance that data forging attacks impose, we take a critical view of
these attacks, scrutinising their performance. Ultimately, we find that they are not,
in their current instantiation, a real threat to governance. Their apparent danger
is pacified and contradictions are resolved upon closer analysis. Further we provide
compelling theoretical evidence that stronger data forging attacks that successfully
realise their implications are computationally infeasible. Our results support Pol’s
concept of computational proof-based methods for model provenance, paving a po-

tential path forward for data privacy when training machine learning models.

1.1 Contributions

This thesis consists of three chapters whose contributions are summarised and re-
lated publications are also cited.
Chapter 2 - Two Models are Better than One: Federated Learning Is Not
Private For Google GBoard Next Word Prediction

We illustrate the effectiveness of the attacks against the next word prediction
model used in Google’s GBoard app, a widely used mobile keyboard app that has
been an early adopter of federated learning for production use. We demonstrate that
the words a user types on their mobile handset, e.g. when sending text messages, can
be recovered with high accuracy under a wide range of conditions and that counter-
measures such a use of mini-batches and adding local noise are ineffective. We also
show that the word order (and so the actual sentences typed) can be reconstructed
with high fidelity. This raises obvious privacy concerns, particularly since GBoard
is in production use.
This chapter is based on the following publications:
Suliman, M., & Leith, D. J. (2022, April). Gradient Information From Google
GBoard NWP LSTM Is Sufficient to Reconstruct Words Typed. In 2022 Cyber
Research Conference-Ireland (Cyber-RCI) (pp. 1-4). IEEE.
Suliman, M., & Leith, D. (2023, September). Two models are better than one:

Federated learning is not private for google gboard next word prediction. In Furo-
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pean Symposium on Research in Computer Security (pp. 105-122). Cham: Springer
Nature Switzerland.
Chapter 3 - Re-evaluating the Privacy Benefit of Federated Learning

Federated Learning’s (FL) main attractive privacy feature is data localisation;
that is, its ability to train a model on private user data that does not require
centralised collection by a third party. This, however, has been shown to not be
guaranteed, under both honest-but-curious and actively malicious threat models in
a growing body of attacks against FL. We observe that FL participants must place
a disproportionate level of trust in the server that controls the model architecture,
training algorithm, client participation, encryption, etc, giving rise to the question of
what the added privacy benefit of FL really is compared to conventional approaches
that also require trust. To illustrate the issues of concern, we use Google’s Gboard as
a case study. We develop attacks that can recover the words and sentences typed by
its users even under Secure Aggregation within the constrictive honest-but-curious
threat model, and expose system-level vulnerabilities that can de-anonymise FL
participants. This highlights the often overlooked gap between theoretical privacy
analysis and concrete implementations. Taking all this together, we argue FL and
its added privacy benefit require a re-think.

This chapter is based on the following publication:

Suliman, M., Leith, D., & Halimi, A. (2023, September). Re-evaluating the
Privacy Benefit of Federated Learning. In Joint Furopean Conference on Machine
Learning and Knowledge Discovery in Databases (pp. 470-477). Cham: Springer
Nature Switzerland.

Author Note: Douglas Leith provided telemetry measurements of the Gboard
application.
Chapter 4 - Towards a Re-evaluation of Data Forging Attacks in Practice

Data forging attacks provide counterfactual proof that a model was trained on a
given dataset, when in fact, it was trained on another. These attacks work by forg-
ing (replacing) mini-batches with ones containing distinct training examples that
produce nearly identical gradients. Data forging appears to break any potential
avenues for data governance, as adversarial model owners may forge their training
set from a dataset that is not compliant to one that is. Given these serious implica-
tions on data auditing and compliance, we critically analyse data forging from both
a practical and theoretical point of view, finding that a key practical limitation of
current attack methods makes them easily detectable by a verifier; namely that they
cannot produce sufficiently identical gradients. Theoretically, we analyse the ques-
tion of whether two distinct mini-batches can produce the same gradient. Generally,
we find that while there may exist an infinite number of distinct mini-batches with

real-valued training examples and labels that produce the same gradient, finding
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those that are within the allowed domain e.g. pixel values between 0-255 and one
hot labels is a non trivial task. Our results call for the reevaluation of the strength
of existing attacks, and for additional research into successful data forging, given
the serious consequences it may have on machine learning and privacy.

This chapter is based on the following publications:

Suliman, M., Kadhe, S., Halimi, A., Leith, D., Baracaldo, N., & Rawat, A. (2024,
May). Data forging is harder than you think. In Privacy Regulation and Protection
i Machine Learning at ICLR.

Suliman, M., Halimi, A., Kadhe, S., Baracaldo, N., & Leith, D. (2025). Towards
a Re-evaluation of Data Forging Attacks in Practice. In 34th USENIX security
symposium (USENIX Security 25)
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Chapter 2

Two Models are Better than One:
Federated Learning Is Not Private
For Google GBoard Next Word

Prediction

2.1 Introduction

Federated Learning (FL) is a class of distributed algorithms for the training of
machine learning models such as neural networks. A primary aim of FL. when it
was first introduced was to enhance user privacy, namely by keeping sensitive data
stored locally and avoiding uploading it to a central server [51]. The basic idea is
that users train a local version of the model with their own data, and share only
the resulting model parameters with a central coordinating server. This server then
combines the models of all the participants, transmits the aggregate back to them,
and this cycle (i.e. a single FL ‘round’) repeats until the model is judged to have
converged. A notable real-world deployment of FL is within Google’s Gboard, a
widely used Android keyboard application that comes pre-installed on many mobile
handsets and which has > 5 Billion downloads [29]. Within GBoard, FL is used
to train the Next Word Prediction (NWP) model that provides the suggested next
words that appear above the keyboard while typing [36].

In this chapter, we show that FL is not private for next word prediction. We
present an attack that reconstructs the original training data, i.e. the text typed by a
user, from the FL parameter updates with a high degree of fidelity. Both the FedSGD
and FederatedAveraging variants of FL are susceptible to this attack. In fairness,
Google have been aware of the possibility of information leakage from FL updates

since the earliest days of FL, e.g. see footnote 1 in [51]. Our results demonstrate that
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not only does information leakage indeed happen for real-world models deployed in
production and in widespread use, but that the amount of information leaked is
enough to allow the local training data to be fully reconstructed.

We also show that adding Gaussian noise to the transmitted updates, which has
been proposed to ensure local Differential Privacy (DP), provides little defence unless
the noise levels used are so large that the utility of the model becomes substantially
degraded. That is, DP is not an effective countermeasure to our attack!. We also
show that use of mini-batches of up to 256 sentences provides little protection. Other
defences, such as Secure Aggregation (a form of multi-party computation MPC),
Homomorphic Encryption (HE), and Trusted Execution Environments (TEEs), are
currently either impractical or require the client to trust that the server is honest?
in which case use of FL is redundant.

Previous studies of reconstruction attacks against FL have mainly focused on
image reconstruction, rather than text as considered here. Unfortunately, we find
that the methods developed for image reconstruction, which are based on used
gradient descent to minimise the distance between the observed model data and the
model data corresponding to a synthetic input, do not readily transfer over to text
data. This is perhaps unsurprising since the inherently discrete nature of text makes
the cost surface highly non-smooth and so gradient-based optimisation is difficult to
apply successfully. In this paper we therefore propose new reconstruction approaches
that are specialised to text data.

It is important to note that the transmission of user data to a remote server is
not inherently a breach of privacy. The risk of a privacy breach is related to the
nature of the data being sent, as well as whether it’s owner can be readily identified.
For example, sending device models, version numbers, and locale /region information
is not an immediate concern but it seems clear that the sentences entered by users,
e.g. when typing messages, writing notes and emails, web browsing and performing
searches, may well be private. Indeed, it is not only the sentences typed which can
be sensitive but also the set of words used (i.e. even without knowing the word
ordering) since this can be used for targeting surveillance via keyword blacklists [6].

In addition, most Google telemetry is tagged with with an Android ID. Via other
data collected by Google Play Services the Android ID is linked to (i) the handset
hardware serial number, (ii) the SIM IMEI (which uniquely identifies the SIM slot)

'DP aims to protect the aggregate training data/model against query-based attacks, whereas
our attack targets the individual updates. Nevertheless, we note that DP is sometimes suggested
as a potential defence against the type of attack carried out here.

2Google’s Secure Aggregation approach [10] is a prominent example of an approach requiring
trust in the server, or more specifically in the PKI infrastructure which in practice is operated
by the same organisation that runs the FL server since it involves authentication/verification of
clients. We note also that Secure Aggregation is not currently deployed in the GBoard app despite
being proposed 6 years ago.
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and (iii) the user’s Google account [48, 47]. When creating a Google account users
are encouraged to supply a phone number and for many people this will be their own
phone number. Use of Google services such as buying a paid app on the Google Play
store or using Google Pay further links a person’s Google account to their credit
card/bank details. A user’s Google account, and so the Android ID, can therefore

commonly be expected to be linked to the person’s real identity.

2.2 Background

2.2.1 Federated Learning Client Update

Algorithm 1 gives the procedure followed by FL participants to generate a model
update. The number of local epochs E, mini-batch size B, and local client learning
rate 17 can be changed depending on the FL application. When £ = 1 and the
mini-batch size is equal the size of the training dataset, then it is called FedSGD,
and any other configuration corresponds to FedAveraging, where multiple gradient

descent steps occur on the client.

Algorithm 1 Federated Learning Client Update
Input: Parameters of the global model 6, loss function £, dataset D
Output: Parameters after training 6,

1: 01 + 6

2: B < (split the dataset into batches of size b)
3: for local epoch i from 1 to E do

4:  for batch B € B do

5: 01 — 91 — HVQE(B, 91)

6: end for

7: end for

2.2.2 Threat Model

The threat model is that of a honest-but-curious adversary that has access to (i)
the FL model architecture, (ii) the current global FL. model parameters 6y, and (iii)
the FL model parameters, 6, after updating locally using the training data of an
individual user. The FL server has, for example, access to all of these and so this
threat model captures the situation where there is an honest-but-curious FL server.

We do not consider membership attacks against the global model, although
knowledge of 6, allows such attacks, since they have already received much attention
in the literature. Instead we focus on local reconstruction attacks i.e. attacks that

aim to reconstruct the local training data of a user from knowledge of 8y and 6#,. In
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the GBoard Next Word Prediction task the local training data is the text typed by

the user while using apps on their mobile handset e.g. while sending text messages.

2.2.3 GBoard NWP Model

Figure 2.1 shows the LSTM architecture used by by Gboard for NWP. The Gboard
LSTM RNN is a word level language model, predicting the probability of the next
word given what the user has already typed into the keyboard. Input words are first
mapped to a dictionary entry, which has a vocabulary of V' = 9502 words, with a
special <UNK> entry used for words that are not in the dictionary, and <S> to indicate
the start of a sentence. The index of the dictionary entry is then mapped to a dense
vector of size D = 96 using a lookup table (the dictionary entry is one-hot encoded
and then multiplied by a RP*V weighting matrix W7) and applied as input to an
LSTM layer with 670 units i.e. the state C} is a vector of size 670. The LSTM layer
uses a CIFG architecture without peephole connections, illustrated schematically
in Figure 2.1. The LSTM state C; is linearly projected down to an output vector
h of size D, which is mapped to a raw logit vector z; of size V via a weighting
matrix W and bias b. This extra linear projection is not part of the orthodox
CIFG cell structure that was introduced in [31], and is included to accommodate
the model’s tied input and output embedding matrices [63]. A softmax output layer
finally maps this to an [0, 1]V vector g, of probabilities, the i'th element being the
estimated probability that the next word is the ¢’th dictionary entry.

Figure 2.1: Schematic of LSTM architecture. LSTM layer takes as input dense
vector x; representing a typed word and outputs a dense vector h;. This output is
then mapped to vector z; of size 9502 (the size of the dictionary) with the value of
each element being the raw logit for the corresponding dictionary word. A softmax
layer then normalises the raw z; values to give a vector g; of probabilities.
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2.3 Reconstruction Attack

2.3.1 Word Recovery

In next word prediction the input to the RNN is echoed in it’s output. That is, the
output of the RNN aims to match the sequence of words typed by the user, albeit
with a shift one word ahead. The sign of the output loss gradient directly reveals
information about the words typed by the user, which can then be recovered easily
by inspection. This key observation, first made in [88], is the basis of our word

recovery attack.

Consider the training example X = (X1, Xa,...,Xr) where each x; is a one hot
vector that encodes the token at timestep ¢ i.e [x;]; = 1 where i is the typed token,

and elsewhere is 0. The cross entropy loss at timestep ¢ is given by

\%4

(%) = — Z[Xt+1]z’ ~log([y:):) (2.1)

- - 1Og[y]ct+17
where ¢, 1 is the index of the next word, and y, = softmax(z;) = softmax(W”h,+b).

Here, W € RP*V and b € RV represents the weight and bias parameters of the final
layer of the model, and h; is the output of the LSTM layer at timestep t.

The full loss for the example x consisting of T" timesteps is ¢1.7(X) = ZtT:_ll l(x).
Differentiating with respect to a single component of the final layer bias b; we have
that,

Vb, := Oly.7(%) _ — 0l (x)
ob; — Ob;
T-1 Vv A
dlo ,
Y s gﬂftm
t=1 j=1
T-1 Vv X
dlog([y,l;) Olzi
- — X415 - : (2.2)
t=1 ; ’ 024 Ob;
T-1 Vv A
9log([y];)
- — X1l —
t=1 ; ! Olz4];
_ S i [xel; 9lyd;
t=1 j=1 [yt]j [z

We know that from the derivative of the softmax function,
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a[yt]j [S’t]j(l - [S’t]]) ifi=j

_ (2.3)
0|z —[S’t]j A otherwise,
therefore,
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J#i
T-1 4
= —[Xe1]i + (Z[XtJrl]j) ¥ 20
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-1
— V)i — [Xes1]i
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From (2.4), we have that ‘%1(:)—7];(;‘) = Z;‘F:_ll V; — X¢11. 1t follows that for tokens

k which do not appear in the training example X i.e., at no timestep is [X;]x = 1,

8;;;5 > (0. Therefore, if 88%5 < 0, then the token k was typed. Also, assuming
that the neural net has been trained to have reasonable performance then [y,]; will
tend to be small for words k that do not appear next and large for words which do.
Therefore for words k* that appear in the text we expect that ‘gi)% < 0. The above
analysis focuses mainly on the bias parameters of the final fully connected layer,
however similar methods can be applied to the W parameters [88]. The key aspect
here that lends to the ease of this attack is that the outputs echo the inputs, unlike
for example, the task of object detection in images. In that case, the output is just

the object label.

FExample: To execute this attack in practice, simply subtract the final layer
parameters of the current global model 6, from those of the resulting model trained
on the client’s local data, 01, as shown in Algorithm 2. The indices of the negative
values reveal the typed words. Suppose the client’s local data consists of just the
one sentence “learning online is not so private”. We then train model 6, on this
sentence for 1 epoch, with a mini-batch size of 1, and SGD learning rate of 0.001
(FedSGD), and report the the values at the negative indices in Table 2.1.

Algorithm 2 Word Recovery
Input: Final layer bias parameters of the global model by, Final layer bias param-
eters of the client update b,
Output: Set of typed tokens S
1: d < by — by
22 W {i|d; <0}
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word 1 (91 - 00)1
learning | 7437 | -0.0009951561
online | 4904 | -0.0009941629
is 209 | -0.000997875
not 1808 | -0.0009941144
SO 26 | -0.0009965639
private | 6314 | -0.0009951561

Table 2.1: Values of the final layer parameter difference at the indices of the typed
words. Produced after training the model on the sentence “learning online is not so
private”, F =1, B = 1,17 = 0.001. These are the only indices where negative values
occur.

2.3.2 Reconstructing Sentences

The attack described previously retrieves the words typed, but gives no indication
of the order in which they occurred. To reveal this order, we ask the model by
greedily decoding its output?.

The basic idea is that after running multiple rounds of gradient descent on the
local training data, the local model is “tuned” to the local data in the sense that
when it is presented with the first words of a sentence from the local training data,
the model’s next word prediction will tend to match the training data and so we
can bootstrap reconstruction of the full training data text. In more detail, the ¢'th
input word is represented by a vector x; € {0, 1}V, with all elements zero apart from
the element corresponding to the index of the word in the dictionary. The output
Vi1 € [0,1]Y from the model after seeing input words xi,...,x7_; is a probability
distribution over the dictionary. We begin by selecting x; equal to the start of
sentence token <S> and x5 equal to the one of the words from our set of reconstructed
words, then ask the model to generate y, = Pr(xs|xi,Xa;6;1). We set all elements
of ¥, that are not in the set of reconstructed words to zero, since we know that
these were not part of the local training data, re-normalise y, so that its elements
sum to one, and then select the most likely next word as x3 := arg max;[y,];. We
now repeat this process for y; = Pr(xy4|x1, X2, X3;61), and so on, until a complete

sentence has been generated.

This method generates as many sentences as there are extracted words. This
results in a lot more sentences than were originally in the client’s training dataset.
In order to filter out the unnecessary sentences, we rank each generated sentence by

its change in perplexity, from the initial global model 6, to the new update 8;. The

31t is perhaps worth noting that we studied a variety of reconstruction attacks, e.g., using Monte
Carlo Tree Search to perform a smart search over all words sequences, but found the attack method
described here to be simple, efficient and highly effective

23



Log-Perplexity of a sequence x1,...,xr, is defined as

T-1
PP@(Xlu s 7XT) = Z - 1Og PT(Xi+1|X1, ey X5 0)7
i=1
and quantifies how ‘surprised’ the model is by the sequence. Those sentences that
report a high perplexity for 8y but a comparatively lower one for 8, reveal themselves
as having been part of the dataset used to train 6;. Each generated sentence is scored

by their percentage change in perplexity:

_ PPQO(Xl,. .. ,XT) — PPgl(Xl, .. 7XT)
PPQO(Xl,...,XT) '

Score(Xy,...,Xr)

By selecting the top-n ranked sentences, we select those most likely to have been

present in the training dataset.

2.4 Performance Of Attacks Against Vanilla Fed-

erated Learning

2.4.1 Experimental Setup

We make use of the LSTM RNN extracted from Gboard as the basis of our experi-
ments. The value of it’s extracted parameters are used as the initial ’global’” model
0o; the starting point of the updates we generate. There are several variables that go
into producing an update: the number of sentences in the dataset, n;, the number
of epochs F, the batch size B, and the local learning rate n. Note that when £ =1
and B = ny, this corresponds to a FedSGD update, and that any other configura-
tion corresponds to a FedAveraging update. Unless explicitly mentioned otherwise,
we keep the client learning rate n = 0.001 constant for all our experiments. All
sample datasets used consist of 4 word long sentences, mirroring the average length
of sentences that the Gboard model was trained with [36].

To evaluate the effectiveness of our attack, the sample datasets we use are taken
from a corpus of american english text messages [56], which includes short sentences
similar to those the Gboard LSTM extracted from the mobile application was trained
on. We perform our two attacks on datasets consisting of ny = 16,32, 64,128, and
256 sentences.

We train model 6, on this training data for a specified number of epochs E with
a mini-batch size of B, according to Algorithm 1 to produce the local update 6.
We then subtract the final layer parameters of the two models to recover the words,

and iteratively sample 8; according to the methodology described in Section 2.3.2 to
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reconstruct the sentences, and take the top-n, ranked sentences by their perplexity

score.

2.4.2 Metrics

To evaluate performance, we use the F1 score which balances the precision and recall
of word recovery with our attack. We also use a modified version of the Levenshtein
ratio i.e. the normalised Levenshtein distance [50] (the minimum number of word
level edits needed to make one string match another) to evaluate our sentence re-
construction attack. Ranging from 0 to 100, the larger the Levenshtein ratio, the

closer the match between our reconstructed and the ground truth sentence.

2.4.3 Measurements

Word Recovery Performance. Figure 2.2 shows the measured performance of
our word recovery attack for both the FedSGD and FedAveraging variants of FL for
mini-batch/full batch training and as the dataset size and training time are varied.
It can be seen that none of these variables have much of an effect on the F1 score
achieved by our attack, which remains high across a wide range of conditions. Note
that the maximum value of the F1 score is not 1 for this data but instead a smaller
value related to how many of the words in the dataset are also present in the model’s
vocabulary. Some words, e.g. unique nouns, slang, etc, do not exist in the model’s
9502 word dictionary, and our word recovery attack can only extract the <UNK>
token in their place, limiting how many words we can actually recover.

10 Varying nk, B = nk, No noise 10 Varying nk, B = 32, No noise

e

0.8 0.8

0.6 1 0.6 1

f1l
f1

044 0.4
— nk=16 — nk=128

— nk =164 — nk=16

0.2 4 nk = 32 0.2 4 nk = 256
nk = 256 nk = 32

— nk=128 — nk=64

0.0 T T T 0.0 T T T
10° 10t 102 10° 10° 10* 10? 103
epochs epochs
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Figure 2.2: Word recovery performance over time with full batch and mini-batch training.
The upper bound on the F1 score for the different datasets is related to how many words
in the training set are also in the model dictionary. Figure 2.2a shows the F1 score over
time with B = ny full batch training. At epoch 1 (FedSGD), the F1 is high and stays
constant as you train for longer (FedAveraging). Using a mini-batch B = 32 (Figure 2.2b)
has no effect on the attack (in the case where n; = 16, B = 16).

Sentence Reconstruction Performance. Figure 2.3 shows the measured per-
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formance of our sentence reconstruction attack. Figures 2.3a, 2.3b, and 2.3c¢ show
that as you train for more epochs (50, 100, and 1000 respectively) the quality of the
reconstructed sentences improves. This is intuitive as the models trained for longer
are more overfit to the data, and so the iterative sampling approach is more likely to
return the correct next word given a conditioning prefix. However, longer training
times are not necessary to accurately reconstruct sentences. It can be seen from
Figure 2.4(b) that even in the FedSGD setting, where the number of epochs E = 1,
we can sometimes still get high quality sentence reconstructions by modifying the
model parameters ¢; to be 0; + s(6; — 6p), with s being a scaling factor. Since
0, = 0y — NV L(B;0) with FedSGD,

91 + 8(01 - (9()) = 0() - T](]_ + S)VE(B, 00)

from which it can be seen that scaling factor s effectively increases the gradient

descent step size.
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Figure 2.3: Sentence reconstruction performance. Each point corresponds to a different
dataset colour coded by it’s size. The y-axis gives the average Levenshtein ratio of the
reconstructed sentences. The x-axis is the F1 score between the tokens used in the recon-
structed sentences and the ground truth. The closer a point is to the top-right corner, the
closer the reconstruction is to perfect.
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Figure 2.4: FedSGD sentence reconstruction performance without (a) and with (b) scal-
ing.
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2.5 Existing Attacks And Their Defences

2.5.1 Image Data Reconstruction

Information leakage from the gradients of neural networks used for object detection
in images appears to have been initially investigated in [93], which proposed the
Deep Leakage from Gradients (DLG) algorithm. An image is input to a neural net
and the output is a label specifying an object detected in the image. In DLG, a
synthetic input is applied to the neural net and the gradients of the model parameters
are calculated. These gradients are then compared to the observed model gradients
sent to the FL server and gradient descent is used to update the synthetic input so
as to minimise the difference between its model gradients and the observed model
gradients.

This work was subsequently extended by [88, 28, 77, 91, 85, 41] to improve the
stability and performance of the original DLG algorithm, as well as the fidelity
of the images it generates. In [85, 41], changes to the optimisation terms allowed
for successful data reconstruction at batch sizes of up to 48 and 100 respectively.
Analytical techniques of data extraction [8, 57| benefit from not being as costly to
compute as compared to optimization based methods. Additionally, these analytical
attacks extract the exact ground truth data, as compared to DLG and others who

often settle to image reconstructions that include artefacts.

2.5.2 Text Data Reconstruction

Most work on reconstruction attacks has focused on images and there is relatively
little work on text reconstruction. A single text reconstruction example is presented
in [93], with no performance results. Probably the closest work to the present paper
is [21] which applies a variant of DLG to text reconstruction from gradients of
transformer-based models (variants of BERT [75]). As already noted, DLG tends
to perform poorly with text data and the word recovery rate achieved in [21] is
generally no more than 50%.

In our attack context, DLG can recover words but at much smaller scales than we
have demonstrated, and takes longer to find these words. There is also no guarantee
that DLG can recover words and place them in the correct order. In [93], it is
noted that the algorithm requires multiple restarts before successful reconstruction.
Additionally, DLG operates by matching the single gradient of a batch of training
data, therefore it only works in the FedSGD setting, where £ = 1. We show the
results of DLG in Listing 2.1 on gradients of B = 1, and 2 4 word sentences. In the

first example, it took DLG 1000 iterations to produce “<S> how are venue”, and
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1500 iterations to produce “<S> how are sure cow, <S> haha where are Tell
van”. These reconstructions include some of the original words, but recovery is not

as precise as our attack, and takes orders of magnitude longer to carry out.

Listing 2.1: Original and reconstructed sentences by DLG

<8> how are you

<8> how are venue

<8> how are you doing

<8> how are sure cow

<S> where are you going
<S> haha where are Tell van

Work has also been carried out on membership attacks against text data models
such as GPT2 i.e. given a trained model the attack seeks to infer one or more
training data points. See for example [16, 17]. But, as already noted, such attacks

are not the focus of the present paper.

2.5.3 Proposed Defences

Several defences have been proposed to prevent data leakage in FL.

Abadi et al. [2] proposed Differentially Private Stochastic Gradient Descent
(DP-SGD), which clips stochastic gradient decent updates and adds Gaussian noise
at each iteration. This aims to defend against membership attacks against neural
networks, rather than the reconstruction attacks that we consider here. In [52] it
was appled to train a next word prediction RNN motivated by mobile keyboard
applications, again with a focus on membership attacks. Recently, the same team
at Google proposed DP-FTRL [42] which avoids the sampling step in DP-SGD.

Secure Aggregation is a multi-party protocol proposed in 2016 by [10] as a defence
against data leakage from the data uploaded by clients to an FL server. In this
setting the central server only has access to the sum of, and not individual updates.
However, this approach still requires clients to trust that the PKI infrastructure
is honest since dishonest PKI infrastructure allows the server to perform a sybil
attack (see Section 6.2 in [10]) to reveal the data sent by an individual client. When
both the FL server and the PKI infrastructure are operated by Google then Secure
Aggregation requires users to trust Google servers to be honest, and so offers from an
attack capability point of view offers no security benefit. Recent work by Pasquini et
al. [59] has also shown that by distributing different models to each client a dishonest
server can recover individual model updates. As a mitigation they propose adding
local noise to client updates to obtain a form of local differential privacy. We note
that despite the early deployment of FL in production systems such as GBoard,
to the best our knowledge, there does not exist a real-world deployment of secure

aggregation. This is also true for homomorphically encrypted FL, and FL using
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Trusted Execution Environments (TEEs).

2.6 Performance Of Our Attacks Against Feder-
ated Learning with Local DP

Typically, when differential privacy is used with FL noise is added by the server
to the aggregate update from multiple clients i.e. no noise is added to the update
before leaving a device. This corresponds to the situation considered in Section 2.4.
In this section we now evaluate how local differential privacy, that is, noise added
either during local training (DPSGD) or to the final model parameters 6y, before
its transmission to the coordinating FL server, affect the performance of both our

word recovery and sentence reconstruction attacks.

Algorithm 3 Local DPSGD
Input: Parameters of the global model 6, loss function £, dataset D
Output: Parameters after training 6,

: 01 < 90

: B < (split the dataset into batches of size b)

1

2

3: for local epoch ¢ from 1 to F do
4. for batch B € B do
)
6
7

0, 0 — U(Vaﬁ(B; 91) +N(Oa U))
end for
. end for

Algorithm 3 outlines the procedure for DPSGD-like local training, where Gaus-
sian noise of mean 0 and standard deviation ¢ is added along with each gradient
update. Algorithm 4 details the typical FL client update procedure but adds Gaus-
sian noise to the final model 8; before it is returned to the server. In our experiments,

everything else as described in Section 2.4 is kept the same.

Algorithm 4 Local Single Noise Addition
Input: Parameters of the global model 6, loss function £, dataset D
Output: Parameters after training 6,

1: 01 « 6

2: B <+ (split the dataset into batches of size b)
3: for local epoch ¢ from 1 to F do

4. for batch B € B do

5: 0, < 6, —nVeL(B;6,)

6: end for

7: end for

8

: 91 (—01 +N(0,0’)
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Figure 2.5: Word recovery behaviour when Gaussian noise is all to local FL updates:
(a) vanilla word recovery performance, (b) disparity of magnitudes between those words
that were present in the dataset and those 'noisily’ flipped negative, (c) word recovery
performance when filtering is used.
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Figure 2.6: Word recovery results for two local DP methods. Figure 2.6a shows how added
noise to the final model parameters affects the attack for different training times. With
DPSGD-like training, noise levels of up to 0 = 0.1 are manageable with our magnitude
threshold trick, resulting in F1 scores close to those had we not added any noise at all.
With FedSGD updates then for noise of up to o = 0.0001 added to the final parameters,
we can still recover words to a high degree of precision and recall.

2.6.1 Word Recovery Performance

Figure 2.5a shows the performance of our word recovery attack against DPSGD-like
local training for different levels of o. For noise levels of ¢ = 0.001 or greater, it can
be seen that the F'1 score drops significantly. What is happening is that the added
noise introduces more negative values in the difference of the final layer parameters
and so results in our attack extracting more words than actually occurred in the
dataset, destroying its precision. However, one can eliminate most of these “noisily”
added words by simple inspection. Figure 2.5b graphs the sorted magnitudes of
the negative values in the difference between the final layer parameters of ¢; and
0y, after DPSGD-like training with B = 32,n; = 256, and ¢ = 0.001. We can see
that the more epochs the model is trained for, the more words are extracted via
our attack. Of the around 600 words extracted after 1000 epochs of training, only
about 300 of them were actually present in the dataset. On this graph, those words

with higher magnitudes correspond to the ground truth words. It can be seen that
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we therefore can simply cutoff any words extracted beyond a specified magnitude
threshold. This drastically improves the performance of the attack, see Figure 2.5c.
It can be seen that even for 0 = 0.1, we now get word recovery results close to those

obtained when we added no noise at all.

Figure 2.6a shows the performance of our word recovery attack when noise is
added to the local model parameters #; in the FedAveraging setting, with n, =
256, and B = 32. When ¢ > 0.01, it can be seen that the performance drops
drastically*, even when we use the magnitude threshold trick described previously.
With FedSGD (Figures 2.6b and 2.6¢), we see that with DPSGD-like training, these
levels of noise are manageable, but for single noise addition, there are only so many
words that are recoverable before being lost in the comparatively large amounts of

noise added.

For comparison, in the FL literature on differential privacy, the addition of Gaus-
sian noise with standard deviation no more than around 0.001 (and often much less)
is typically considered, and is only added after the update has been transmitted to

the coordinating FL server.

2.6.2 Sentence Reconstruction Performance

Figure 2.7 shows the measured sentence reconstruction performance with both DPSGD-
like training (Figures 2.7a and 2.7b) and when noise is added to the final parameters
of the model (Figures 2.7c and 2.7d). By removing the noisily added words and run-
ning our sentence reconstruction attack, we get results close to those had we not
added any noise for up to 0 = 0.1. For the single noise addition method, as these
levels of noise are not calibrated, o = 0.1 is enough to destroy the quality of recon-

structions, however these levels of noise also destroy any model utility.

2.7 Additional Material

The code for all of the attacks here, the LSTM model and the datasets used are all
publicly available on github here.

4Note that in DPSGD the added noise is multiplied by the learning rate 1, and so this factor
needs to be taken into account when comparing the o values used in DPSGD above and with
single noise addition. This means added noise with standard deviation ¢ for DPSGD corresponds
roughly to a standard deviation of nv/EBo with single noise addition. For n = 0.001, E = 1000,
B = 32, 0 = 0.1 the corresponding single noise addition standard deviation is 0.018.
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Figure 2.7: Sentence reconstruction performance with local DP for FedAveraging. The
top two Figures (2.7a and 2.7b) show the reconstruction performance for different datasets
colour coded by their size for DPSGD-like training, with £ = 100, B = 32. Here we see
no real effect in our results compared to the noise-free case. The bottom two figures show
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the effect of single noise addition on sentence reconstruction for the same setting.
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2.8 Summary And Conclusions

In this paper we introduce two local reconstruction attacks against federated learning
when used to train natural language text models. We find that previously proposed
attacks (DLG and its variants) targeting image data are ineffective for text data
and so new methods of attack tailored to text data are necessary. Our attacks are
simple to carry out, efficient, and highly effective. We illustrate their effectiveness
against the next word prediction model used in Google’s GBoard app, a widely used
mobile keyboard app (with > 5 Billion downloads) that has been an early adopter of
federated learning for production use. We demonstrate that the words a user types
on their mobile handset, e.g. when sending text messages, can be recovered with
high accuracy under a wide range of conditions and that counter-measures such a use
of mini-batches and adding local noise are ineffective. We also show that the word
order (and so the actual sentences typed) can be reconstructed with high fidelity.
This raises obvious privacy concerns, particularly since GBoard is in production use.

Secure multi-party computation methods such as Secure Aggregation and also
methods such as Homomorphic Encryption and Trusted Execution Environments
are potential defences that can improve privacy, but these can be difficult to im-
plement in practice. Secure Aggregation requires users to trust that the server is
honest, despite the fact that FL aims to avoid the need for such trust. Homomor-
phic Encryption implementations that are sufficiently efficient to allow large-scale
production use are currently lacking.

On a more positive note, the privacy situation may not be quite as bad as it
seems given these reconstruction attacks. Firstly, it is not the raw sentences typed
by a user that are reconstructed in our attacks but rather the sentences after they
have been mapped to tokens in a text model dictionary. Words which are not in the
dictionary are mapped to a special <UNK> token. This means that the reconstructed
text is effectively redacted, with words not in the dictionary having been masked
out. This suggests that a fruitful direction for future privacy research on FL for
natural language models may well lie in taking a closer look at the specification
of the dictionary used. Secondly, we also note that changing from a word-based
text model to a character-based one would likely make our attacks much harder to

perform.
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Chapter 3

Re-evaluating the Privacy Benetfit

of Federated Learning

3.1 Introduction

Since its introduction, Federated Learning (FL) [51] has been described as a privacy-
preserving method of collaborative model training. Several implementations of FL
exist from domains in healthcare such as medical imaging to smartphone virtual
keyboards [37, 64, 54]. Indeed FL currently is a first choice methodology for machine
learning applications that involve sensitive data. An inherent characteristic of FL
and its main attractive privacy feature is data localisation. FL does not require the
user data to leave their premises to be collected on a remote server for centralised
training. Users train models locally and only share their individual updates. This
allows the participants in FL to rest assured that their data exists solely on their
own property, eliminating the possibility of a data breach on the remote server.
Additionally, FL allows the participants to benefit from a large collection of data
that otherwise would not have been available to them, resulting in richer, more
useful models.

Recently, a growing body of work [79, 78, 26, 40, 19, 34, 85, 27, 65, 93, 88,
89, 33, 32, 9] has looked at the important question of what information about the
original data is encoded in the model updates sent to the FL coordinating server, and
whether it is possible to infer certain properties of, or to even reconstruct individual
training data points. Within the constrictive honest-but-curious threat model, it has
been shown [85, 27, 88, 78, 33] that it is possible to reconstruct private user data
to a high degree of fidelity from observing individual model updates. Mitigations
against these sort of attacks under this threat model come in the form of Secure
Aggregation (SA) [10] and Differential Privacy (DP) [3, 81, 23]. With DP and
SA applied, the central FL server only has access to the noisy aggregate of the
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individual FL user updates. SA with Distributed Differential Privacy (DDP) [72]
works by having each user add a small amount of noise to their update before it
leaves their device, not enough to prevent data reconstruction attacks, but enough
so that there exist strong privacy guarantees for the aggregated model as well as
preserving utility. However, FL. hardened with SA and DDP does not guarantee
user privacy. Departing from the honest-but-curious threat model, [9, 60, 26, 89, 90]
have shown that when a server acts maliciously, it is possible still to reconstruct
private user data. These attacks exploit the inherent trust FL users must place in
the coordinating server. They must trust (i) that the population of users selected by
the server for the current FL round is large enough and that it consists of genuine
devices with real data and not synthetic devices added maliciously, (ii) the Public
Key Infrastructure (PKI) that is used to perform the secure aggregation, often
maintained by the coordinating server, (iii) the models trained are not crafted to
allow user data to be reconstructed (e.g. see Figure 3.1), (iv) the FL software
implementation does not allow de-anonymisation or bypassing of aggregation. In [9]
it is concluded that FL is only truly private when the server is trusted to honestly
carry out the protocol, or when Local Differential Privacy (LDP) is employed. FL
with LDP [73] is a scheme whereby the user adds sufficient privacy-preserving noise
to their local update before sharing. Unfortunately, the amount of noise required to
achieve LDP is such that the performance of the final learned model degrades as a
consequence [80]. Mitigating this requires a large number of clients to participate,
which falls into the hands of the coordinating server to orchestrate - a responsibility
that the clients must again trust is carried out honestly.

With such considerations in mind, it is worth stepping back for a moment and
asking what privacy benefits FL. without LDP offers over simply sending raw client
data to the central server and trusting that it is stored ephemerally (i.e., in RAM
for a short period and immediately deleted after use) and only used for the purposes
of model training in combination with data from sufficiently many other users. The
levels of trust asked of users seem much the same for both approaches after all. The
point of asking this question is not to suggest that we should abandon the pursuit of
user privacy, but rather to highlight that FL, as currently formulated, has significant
shortcomings that the research community needs to address. In particular, using FL
in Google’s Gboard mobile keyboard application [37] as a case study, we highlight

the following open research questions:

(i) What Classes of Model Can Be Trained Efficiently Yet Privately. It is prob-
ably too much to ask that arbitrary machine learning models can be trained both
efficiently (i.e., with few FL rounds yielding a model with good performance) and
privately. For example, we show below that the Gboard LSTM model is susceptible

to word and sentence reconstruction attacks and that apparently innocuous changes
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such as adding a bias to the final layer can further boost the effectiveness of these
attacks. Similarly, it is easy to intentionally craft models that allow local input
data to be reliably reconstructed [26]. Of course, adding sufficient local noise can
still provide protection, but at the cost of highly inefficient training. This raises
the question of what restrictions should be introduced on the class of models used
in FL, and how can these restrictions be enforced (e.g., by an FL service where a
model may be supplied by a third party).

(ii) Reducing The Need For User Trust. Privacy differs from security in that a
user chooses to release some information in return for a benefit, and accepts that
the information release carries a degree of risk but would like to manage that risk.
In the context of FL, the primary risk is data disclosure to the operator of the FL
service and/or to the owner of the trained FL model. When either or both of these
are in the business of analytics or advertising, user concerns regarding the risks of
data disclosure are naturally heightened. In a threat model, these risks manifest
themselves in the trust required of users. As already noted, FL currently requires
users to place a great deal of trust in both the FL operator and the model owner.
The level of trust required is currently too high and there is a need for practical,
efficient FL. methods that admit much lower trust requirements.

(i) Verifying FL System Implementations. Production implementations of FL
algorithms are embedded within larger software systems that include telemetry for
monitoring system health, remote configuration to allow settings to be adjusted for
testing and roll out of updates, authentication/attestation to protect against sybil
and poisoning attacks. It is the privacy of this system as a whole that is of concern to
users. Poor implementations can easily allow de-anonymisation of devices and users
as well as creating new potential channels for attacks. For example, we show below
that in Google’s FL implementation in Gboard: (i) the FL attestation methods used
to verify device integrity allow device fingerprinting, (ii) the FL telemetry allows
device and user de-anonymisation, (iii) the FL protocol allows aggregation to be
bypassed, (iv) assignment of a handset to an FL population need not be anonymous.
This highlights that public documentation and support for independent evaluation
of developed apps by the FL. community is important both to verify privacy claims

and to build confidence in users that apps employing FL are indeed safe to use.

3.2 Background

Data reconstruction attacks against FL under the honest-but-curious threat model
began with the work of Melis et al. [53] who explored the question of leakage from
gradients and Zhu et al. [88], that showed that is possible to reconstruct an exact

user data point given its gradient. Further improvements [78, 40, 85, 27, 88, 92| to
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their Deep Leakage from Gradients (DLG) algorithm increased it’s performance on
larger batch sizes, higher resolution images, and the stability of the optimisation
procedure. Analytical techniques of data extraction [57] benefit from not being as
costly to compute as compared to optimization based methods. While the works
previously mentioned focus is on the reconstruction of image data, [21] applies a

variant of DLG to text reconstruction from gradients of transformer-based models.

Gupta et al. [33] developed similar attacks against language models trained using
FL. Gupta et al. however provided a unique defense against their attacks beyond
SA and DP, that is, freezing the word embedding layers. Using pretrained word
embeddings removes these gradients from individual user updates, thus defeating
the attack, highlighting the effect of model architecture on the perceived privacy
benefit of FL. Gupta et al. applied their attacks to only individual model updates
and do not provide any results on how their attack performs on aggregate model

updates.

The following set of works concern data reconstruction attacks that rely on either
malicious modification of the model architecture before the FL training process,
active modification of the model parameters during training, or the injection of
sybil devices. Fowl et al. [26] introduced the idea of modifying the architecture of
a model to improve data reconstruction fidelity. Their attack adds fully connected
(FC) layers early in the model, whose gradients represent the inputs. Zhao et al.
[90] extend this work to by adding a convolutional layer and 2 FC layers at the
beginning of the model. Through sending customised convolutional kernels to each
client in a particular FL round, their attack, termed MANDRAKE, can recover up
to 80% of the original data with SA of up to 100 clients. This attack was further
developed in [89] to acheive similar levels of privacy leakage up to 1000 clients.
Pasquini et al.’s [60] attack targets the private data of a single client by modifying
the parameters sent at each round to each of the non-targeted clients. Crucially,
[26, 60] degrade with SA, requiring a greater number of neurons in the artificially
inserted FC layers to acheive similar attack performance. This results in very large
models (up to 600MB for 100 clients [89]), and can be readily identified by a vigilant
client. Model parameter modification attacks [8, 60, 82] are not as easily spotted.
Boenisch et al. [9] make use of this type of attack, as well as the introduction of sybil
devices to avoid any privacy protection afforded by SA and DDP. These sybil devices
are synthetic devices controlled by the FL server. Importantly, they can made to
produce zero gradients, resulting in recovering the exact individual gradients of a
single, targeted user. The fraction of benign and malicious sybil devices affects their
attack, showing an inverse relationship between the fraction of benign devices and

the reconstruction rate.
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3.3 Gboard: A Case Study

3.3.1 Model Architecture and Privacy

In the previous chapter, we have shown that it is possible to reconstruct private
client data under the honest-but-curious threat model from individual Gboard model
updates. The attack, described in Section 2.3.1, exploits two aspects of the archi-
tecture, namely (i) the inputs are echoed by the outputs and (ii) there exists a final
layer bias whose gradients reveal the typed words. Figure 3.1 shows how a simple
change such as removing the bias can drastically impact the attack’s performance.
In our experiments', each client trains their local LSTM model on sentences taken
from the stack exchange data dump [24] following the FederatedAveraging algo-
rithm described in [51]. The server, then mounts the attack described in Section
2.3.1 on the difference between the initial shared model and and the final aggregate.
This attack can also be performed on the gradients of the final layer weight matrix
W, as shown in [88]. However, this attack was originally developed for batch sizes
of only 1 example. Crucially, the attack degrades when a greater number of clients
is used in SA when no bias is present, however, when a bias is present, SA appears
to provide no extra benefit in terms of privacy. Ultimately, architectural changes
can both enhance and degrade privacy. Gupta et al. [33] propose the use of pre
trained word embeddings, eliminating the gradients for the final layer. Additionally,

removing a bias from the final layer can help in preventing this type of attack.

B = 32, nk = 64, div = 0.1 (stack no bias) 10 B = 32, nk = 64, div = 0.1 (stack bias) wt
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Figure 3.1: Effect of model architecture on the performance of a word reconstruc-
tion attack against Gboard updates (see later for further details). Simple changes
like adding a bias to the final layer can subvert the protection afforded by Secure
Aggregation. Here, each client trains their local model using 64 sentences, a batch
size of 32. We plot the word recall results for a varying number of local epochs .

!Our code for these FL experiments is available at https://github.com/namilus/
nwp-fedlearning
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Providing privacy guarantees to arbitrary models is difficult, and by using only
audited models can FL clients begin to place trust in the protocol. General state-
ments about the privacy of FL across unrestrained models have been shown to be
untrue through the development of the line of research concerned with attacking
federated learning. Therefore, we believe a closer consideration of the role of model

architecture is required in the further development of FL.

3.3.2 Analysis Of Gboard FL Implementation

Much of the FL literature related to privacy has focussed on algorithmic details, such
as secure aggregation and the addition of noise to aggregates and individual client
uploads, and the associated analysis relies on assumptions such as the anonymity of
client updates. However, care is needed in the implementation of these approaches to
ensure that privacy goals are actually achieved. In addition, independent evaluation
of developed apps is important both to verify privacy claims and to build confidence
in users that the apps are indeed safe to use.

Production implementations of FL algorithms are embedded within larger soft-
ware systems that include telemetry for monitoring system health, remote configura-
tion to allow settings to be adjusted for testing and roll out of updates, authentica-
tion/attestation to protect against sybil and poisoning attacks. Unless a great deal
of care is taken then these system components can easily allow de-anonymisation
of devices and users as well as create new potential channels for attack. In this
section, we study the Google FL implementation on Android as an exemplar since
it is widely deployed and since Google is a large, well resourced organisation that
has been working on FL for some years and so their FL. implementation might be
expected to represent current best practice.

We measure the actual data transmitted to FL servers by the Google GBoard app

with a view to evaluating user privacy. In summary, we find that (i) the FL attesta-
tion methods used by Google to verify device integrity allow device fingerprinting,
(ii) the FL telemetry collected by Google allows device and user de-anonymisation
(the participation of an individual device/user in a specific FL. execution round can
be readily detected), (iii) the Google FL protocol allows aggregation to be bypassed,
(iv) assignment of a handset to an FL population need not be anonymous (and so
potentially might be targeted at specific users/devices).
Experimental Setup. Hardware and software used: Google Pixel 4a, Android
11 (similar behaviour observed for Android 12), Google Play Services ver. 22.09.20,
Google Gboard ver. 12.4.06, rooted using Magisk. Device Settings: following factory
reset, settings are left at their defaults.

Network traffic sent/received by the handset is transmitted via WiF1i access point.
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On this access point, the firewall settings redirect all WiFi HTTP/HTTPS traffic to
mitmdump [20] so that the proxying is transparent to the handset. The mitmdump
CA cert is installed on the handset as a system cert (this is why the handset needs
to be rooted) so that SSL certificate verification checks on the handset pass. When
a process running on the handset starts a new network connection, the mitmdump
proxy pretends to be the destination server and presents a fake certificate for the
target server. This allows mitmdump to decrypt the traffic. It then creates an
onward connection to the actual target server and acts as an intermediary, relaying
requests and their replies between the app and the target server while logging the
traffic.

The WiFi access point runs a DNS resolver, and the firewall is configured to
redirect handset DNS requests to this resolver. This resolves all requests as usual
except for requests to federatedml-pa.googleapis.com which are resolved to the
WiFi access point itself, which runs a custom FL server that responds to these
requests.

The protocol used by the FL server to communicate with the handset is recon-
structed partly from Google’s Federated Compute code? and partly from inspection
of the measured network traffic. In summary, Google apps on handset (Google Mes-
sages, Google GBoard) regularly connect to federatedml-pa.googleapis.com and
send an eligibility_eval_checkin_request message over gRPC. Our custom
FL server responds with an eligibility_eval_checkin_response message spec-
ifying no_eligibility_eval_configured. The handset then sends a checkin_
request message and the server responds with a checkin_response that contains
an acceptance_info message which specifies an execution_phase_id, task_name,
init_checkpoint and plan. The execution_phase_id and task_name can be arbi-
trary names, we used “fake_phase_id” and “fake task name”. The init_checkpoint
specifies the initial model parameter values and the plan specifies the local dataset
to use and a TensorFlow graph the handset should execute to update this check-
point. In our tests, null values are sent by our server for simplicity (this turns out
to be enough for present purposes).

Device Attestation Allows De-Anonymisation. In our experiments, we ob-
serve that the eligibility_eval_checkin_request messages regularly sent by
the Google GBoard and Google Messages apps on the handset to Google server
federatedml-pa.googleapis.com include Google SafetyNet® device attestation data.
For example:

i Headers:

1
‘ :path: /google.internal.federatedml.v2.FederatedTrainingApi/Session ‘
‘ rauthority: federatedml-pa.googleapis.com ‘

‘ content-type: application/grpc

’https://github.com/google/federated-compute
3See, e.g., https://developer.android.com/training/safetynet/attestation
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}
attestation_measurement: "CgaqRSAG...AEIgA" }
\
I

Google does not provide any public documentation on the content of this binary
attestation data but recent analysis [70] establishes that the attestation data is a
protobuf containing encrypted device data. The data sent can readily be used for
device fingerprinting e.g., it contains the names of cache folders which are randomly
generated and so effectively act as device identifiers.

Further, Google Play Services on the handset also makes regular connections
that also send this attestation data. For example, connections to Google server
android.googleapis.com/checkin send this data alongside persistent device and
user identifiers including the handset hardware serial number, the SIM IMEI, the
user Google account email, the Google Android ID and a Google NID cookie [46].
This therefore allows de-aonynmisation of the individual device and user from the
attestation data.

Telemetry Allows De-Anonymisation. Google apps send telemetry data via
the private Clearcut logger API of Google Play Services. Google Play Services then
batches up the data received and forwards it to Google server play.googleapis.
com/log/batch. Google does not provide public documentation on the data sent
to this server, nor on the data format used. However, recent work has reversed
engineered a good deal of the message format [46], and we leverage that work here.
Each message sent includes an NID cookie and an x-server-token authentication
token (which act as device identifiers), followed by a sequence of telemetry protobufs.
In our experiments, we observe that Gboard sends telemetry logging FL operations.

For example:

POST https://play.googleapis.com/log/batch
Headers:

x-server-token : CAESKQDyiOh8EP...25qEp5
cookie : NID=511=DleS...YCwE

Body:

<.l

androidIld: 4468978717649541595

<.l

logSourceName: BRELLA

logEntry:

<...>

timestamp: 1681397351854
inAppTrainingService: "com.google.android.inputmethod.latin"
<...>

runID: 40431939126563851

phaseID: "fake_phase_id"

It can be seen that data is sent by com.google.android.inputmethod.latin
which is the Android name of the Google GBoard app. The telemetry data includes
an event timestamp (to millisecond accuracy), a run ID that can be used to link
together related telemetry events, and the phase ID string sent by our custom FL

server. The Google Android ID, NID cookie, and x-server-token are sent alongside
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this telemetry data, allowing it to be linked to the individual device and user (using
the messages sent to android.googleapis.com/checkin noted above). Participa-
tion of an individual device and user in a specific FL execution round can therefore
be detected.

Aggregation Can Be Bypassed. In the Google FL protocol, the eligibility_
eval_checkin_response message from the FL server (sent in response to periodic
eligibility_eval_checkin_request messages from the handset) can request the
handset to execute an eligibility_eval plan and return the response. This in-
cludes an initial checkpoint (model parameter values), a local dataset to use, and a
TensorFlow graph the handset should execute to update the checkpoint and gener-
ate a response. This response is not aggregated and is sent by the handset to the
server in subsequent FL. checkin_request messages.

Population Assignment Can Be Based On Identity. In the Google FL pro-
tocol, each FL. model within a Google app on a handset is assigned to a population.
There may be multiple models within the same app, e.g., in GBoard there are next
word prediction, speed recognition, and emoji prediction models and each may be
assigned to a separate population.

The population of a model within an app is specified by a string value. This
value is assigned a name, e.g., lstm_federated_training population, and de-
faults to a null value, e.g., “impossible’,” but can be updated via the Google Play
Services Heterodyne service. The Heterodyne service sends details of installed apps
to server www.googleapis.com/experimentsandconfigs and the server responds

with configuration values. For example:

POST https://www.googleapis.com/experimentsandconfigs/vi/getExperimentsAndConfigs
Headers:

x-server-token : CAESOQDyiOh8v...Hp4Q==

authorization : Bearer ya29.m.CvkBAZS8...kS1pjLU53

Body:

STEY>

androidIld: 4468978717649541595

cookie: "NID=511=DleS...YCwE"

Z5 002

<details of apps installed and their experiment tokens>

It can be seen that this request includes multiple device and user identifiers.
The androidld itself is enough to link the message to the individual device and user
(using the messages sent to android.googleapis.com/checkin noted above), but
in addition, the authorization header is generated using the user’s Google account
and so is directly linked to the handset user. This means that the server has to
hand information that allows the FL population values it assigns to be based on the
individual device and user.

Production implementations of FL algorithms are embedded within larger soft-
ware systems that include telemetry, remote configuration, device authentication/at-

testation etc. It is, of course, the privacy of the system as a whole that is of concern
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to users. We show that poor implementations can easily allow de-anonymisation
of devices and users as well as creating new potential channels for attacks. Our
GBoard measurement study also highlights that public documentation and support
for independent evaluation of developed apps by the FL community is important
both to verify privacy claims and to build confidence in users that apps employing

FL are indeed safe to use.

3.4 FL Currently Requires Too Much Trust

An honest FL participant may believe that they have preserved their privacy by using
FL, yet their data can be readily recovered and tied to them by the coordinating
server. This is especially true when our attacks are combined with previous attacks
[90, 8] that target a single user via the injection of sybil devices. This is a direct
result of the inordinate amount of trust clients are asked to place in the FL system.
Clients must trust that the co-ordinating server is faithfully carrying out the FL
protocol, clients must trust that the other clients are genuine, clients must trust
that the cryptography behind the PKI in SA is not compromised, clients must trust
the model architecture has not been designed maliciously, etc.

When the FL system and the model being trained are both operated by a rep-
utable organisation then perhaps such trust can be justified. However, it requires
strong governance and oversight of that organisation and the avoidance of potential
conflicts of interest (such as the organisation also being a consumer of user data
for analytics, advertising etc). When such a level of trust exists then it also begs
the question of why not simply send raw client data to the central server and trust
that it is stored ephemerally and only used for the purposes of model training in
combination with data from sufficiently many other users i.e., the added privacy
value of FL seems rather small.

When multiple parties are involved in the FL system, such as with Federated-
Learning-as-a-Service (FLaaS) [44], establishing sufficient trust seems much harder.
For example, suppose an organisation operates FLaaS for mobile apps. Then the
models to be trained by FL on private client data may be supplied and used by
multiple different app developers with a broad geographic spread and different reg-
ulatory regimes. As we already know from mobile app stores, users then have only
a limited ability to establish developer bona fides and even powerful gatekeepers
such as Google and Apple have difficulty regulating developer behaviour. Hence,
even when the FLaaS provider is trusted, the overall FLaaS system need not be
trustworthy.

Attacks against FL are executed under a presumed threat model. They can

range from honest-but-curious to an actively malicious server. Attacks that operate
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under the former are difficult to spot by a client, as from their perspective, FL
is operating normally, and they are presented with a useful model at the end of
training. Modifying the model architecture before training begins is still within the
honest-but-curious model. No changes happen during the FL process as it is still
performed faithfully by the server.

On the other hand, actively malicious servers use their power over the round to
actively target individual clients or the entire population. They may insert synthetic
devices, manipulate model weights, architecture, compromise the PKI, and training
process actively during training. These different threat models affect what kind of
attacks can potentially be mounted, and a value judgement must be made about
how realistic a given threat model is. FL that is secure to even the most relaxed
threat model, where the server can actively thwart even the ultimate training goal to
reconstruct user data, may not provide any service at all, relinquishing any gained
utility for the utmost guarantees of security and privacy.

We note, however, that some degree of trust is likely to be asked of FL users.
Trying to ensure user privacy when the FL service is actively malicious is probably
a hopeless endeavour — the server may insert synthetic devices, manipulate model
weights, architecture, compromise the PKI, and training process actively during
training and it seems hard to defend against all of these while still providing a
useful FL service. The need is to greatly reduce the level of trust asked of users,
and thereby provide a better privacy risk-benefit trade-off to them. Ultimately, it
is a question of risk assessment on the side of the potential FL participant. They
must weigh the potential risks that are incurred by the participation in FL and the
benefit gained from the service. It has been made clear, however, through our work
on Gboard and the growing body of attacks against FL, that the supposed private
nature inherent to FL needs to be questioned, and any added privacy benefit to be

made evident.

3.5 Conclusion

FL in its current form requires a large amount of trust in the central server on
the part of the participating clients. By studying Google’s Gboard FL application,
we have demonstrated that certain aspects of FL, such as the choice of the model
architecture, and their real-life implementation, require special attention. We have
built upon the work showing that model architecture affects privacy by providing
a real world, in production, example of architectural modification to aid data re-
construction. Additionally, we have also analyzed Google’s FL. implementation in
Gboard and shown that there exist some privacy concerns in the telemetry. User

and device de-anonymisation is possible, data aggregation can be bypassed, and the
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central server maintains control of the population. We hope that the discussions
provided here will motivate further research into FL and its added privacy benefit

and serve as a potential future roadmap.
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Chapter 4

Towards a Re-evaluation of Data

Forging Attacks in Practice

4.1 Introduction

Data governance is becoming an increasingly important subject with the rise of in-
discriminate scraping of web data to train machine learning models. Legislation
such as the GDPR Framework [76, 74] and the CCPA [45] have been introduced
to prevent the use of sensitive personal information during model training and re-
duce potential harm to the data owners that may result from the proliferation of
these models. Multiple stakeholders exist: data owners want assurances that their
copyrighted or private information has not been used to train models without their
consent, while the model owners want to prove that their training data is legally

compliant.

Data forging [71, 43, 7, 86] has recently emerged as a new attack against ma-
chine learning models, particularly against data governance. Data forging attacks
appear to provide counterfactual “proof” that a model was trained using a particu-
lar dataset; when in reality, it was trained on another. In effect, these attacks forge
one dataset into another distinct dataset that produces the same model. Given
the true training set D, a forgery D’ may be produced along with sufficient proof
claiming that D’ is the real training set, not D. Thus, data forging attacks appear
to throw into jeopardy the question of ever determining exactly what data a model

was trained on.

Data Forging. At a high level, given a machine learning model’s true training
dataset D, a data forging attack produces a claim that the model is actually the
result of training on a different dataset D’. To achieve this, data forging attacks
rely on the fact that supervised training uses iterative algorithms such as Stochastic

Gradient Descent (SGD). These algorithms produce a sequence consisting of model
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Figure 4.1: The adversarial model owner has access to the true execution trace
denoting the sequence of model parameters and associated mini-batches. When
performing a data forging attack, the model owner forges (i.e., replaces) a batch B;
such that (x,y) € B; with a different batch B] not containing (x,y) such that the
resulting models are nearly identical.

parameters (or checkpoints) and associated mini-batches, starting with the random
initialisation and ending with the final trained model parameters. Such a sequence,
or execution trace, may be verified by a third party, who reproduces each check-
point in the sequence, using the mini-batch and parameters from the previous step,
and ensures that what they have recomputed and the current checkpoint are nearly
identical, i.e., the ¢y distance between the two sets of model parameters is below a
given small non-zero error threshold €. A non zero threshold may be allowed by the
verifier due to noise that stems from hardware and software factors. Specifically,
there are small numerical deviations between repeated recomputations of any par-
ticular checkpoint due to benign noise (see Section 4.2.2 for a detailed discussion on
the source of these errors). Importantly, if an execution trace passes verification i.e.,
the recomputation of every step is below the verifier’s chosen threshold, then that
trace is valid “proof” for the verifier that the data used to train the model is what
occurs in the mini-batches present in the trace and no other (provided the initial
model 6 is random). This concept is formally known as Proof of Learning (PoL),
introduced by [39]. An adversary performing a data forging attack replaces one or
more mini-batches in the execution trace with forged (i.e., different) mini-batches
that produce nearly identical gradient updates, and falsely claims that (i) the model
checkpoints present in the execution trace are actually the result of training on these
forged mini-batches, not the original mini-batches that were replaced, and (i) the
observed recomputation error by the verifier is simply a result of hardware and
software factors.

Privacy Implications. Existing works [71, 43, 86] have noted that data forging
has clear implications for two large concepts within machine learning and privacy;
namely (i) membership inference, and (ii) machine unlearning. Membership infer-
ence attacks (MIAs) [67, 15, 38] have been developed in order to determine whether
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a particular data record was part of the model’s training dataset. Suppose that the
training example (x,y) is indeed a member of the model’s training set; an adversary
may refute this claim by providing a forged execution trace such that (x,y) ¢ B;,
for all mini-batches B; used during the execution trace (see Fig. 4.1). If such an
execution trace passes verification, then the adversary has successfully refuted the
membership inference claim as they have provided valid proof for the verifier that
(x,y) was not used to train their model. This is because in none of the steps of the

execution trace does (x,y) occur as a member of the current step’s mini-batch.

Performing such an attack is also equivalent to claiming that (x,y) has been
exactly “unlearnt”. The concept of ezact unlearning [11], refers to the idea of
unlearning i.e., removing the influence of, a particular example (x,y) from the model,
which involves retraining from scratch using the dataset D' := D\{(x,y)}. The
forged execution trace that passes verification provides valid “proof” to the verifier
that the final model parameters are the result of training on a dataset that does not
contain (x,y); the definition of exact unlearning. Importantly, the adversary does
not have to perform any actual re-training, resulting in two equally valid claims that
appear to contradict each other; the model has been both trained and not trained
using (x,y). Machine unlearning [83, 11, 14] has emerged as a response to GDPR’s
[76] right to be forgotten framework, and prior work [71, 86] note how data forging
can undermine the concept, and in its wake, call for the research and development of
auditable machine unlearning. We argue that the seriousness of these implications
hinges on the performance of data forging attacks, i.e., how identical are the model
updates between original and forged mini-batches produced by these attacks? This
metric, known as approximation error, is given by the /5 norm between the forged

model update and the original present in the execution trace.

Within the data forging literature, there exists a dichotomy of assumptions on
how small this approximation error should be in order to fully realise the implications
discussed previously. Prior data forging works [43, 71, 86] argue that their attacks
produce approximation errors that are indistinguishable from benign reproduction
errors. On the other hand, Baluta et al. [7] argue against the acceptance of any
error, citing that floating point operations are deterministic and that there should
be zero error when recomputing execution traces. Baluta et al. go on to prove
that zero error, or exact data forging, is not possible using existing attack methods.
As a result, they find that existing data forging attacks do not pose any risk to
membership inference or machine unlearning as they are easily detectable by the
presence of non zero error. While the zero error threshold scenario posed by Baluta
et al. [7] is possible if the original hardware and software are available during
verification (and may be necessary in certain high stakes scenarios such as medical

data), it is unrealistic to always impose such a strict setting in practice. Particularly
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when the original hardware and software is not available, it is not practical, and
often impossible, to avoid benign hardware reproduction errors. We argue that data
forging attacks fully realise their implications only if their approximation errors
are of the same order of magnitude as these benign reproduction errors. Prior data
forging works [43, 71, 86] do not justify the level of approximation error generated by
their attacks, and largely ignore this pertinent question regarding their performance.

Contributions. We list our main contributions to data forging as the following:

1. We provide the first comprehensive analysis of the magnitude of reproduction
errors for fully connected, convolutional, and transformer neural networks ar-

chitectures trained on tabular, image, and textual data.

2. We find that the approximation errors produced by existing data forging at-
tacks are too large, often several orders of magnitude larger than our observed
reproduction errors. This makes existing attacks easily detectable by a verifier,

nullifying their privacy impact in practice.

3. The current theoretical analysis of data forging in Baluta et al. [7] is restricted
to the existing instantiations of data forging attacks and necessitates the in-
vestigation of broader potential attack strategies. To tackle this, we extend
their analysis, addressing more general questions regarding the existence of
distinct mini-batches that produce the same gradient and how they may be
constructed. Focusing on fully connected neural networks, we formulate the
problem of exact data forging as a system of linear equations, where each so-
lution corresponds to a forged mini-batch. Of the infinite solutions that may
exist, finding those that correspond to a distinct, valid mini-batch i.e., one
that falls within the domain of allowed training examples (e.g., in the case
of images, pixel values between 0 — 255 and one hot labels) is a non-trivial
task, and one that we conjecture may be computationally infeasible, even for

relatively simple linear models such as logistic regression.

As a result, we call for a re-evaluation of existing attacks, and for further research

into this nascent attack vector against machine learning.

4.2 Background

4.2.1 Execution Traces

Supervised machine learning is a process to learn a model, in particular, a parame-
terized function fy : X — ). The parameters are typically optimized by applying
iterative methods such as Stochastic Gradient Descent (SGD) to a training set. At
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the i-th gradient descent step, the next set of model parameters 6;,, is calculated
from the previous set of parameters 6; and a mini-batch B; consisting of b training
examples sampled from the dataset D = {(x® y®)}¥ . For mini-batch SGD, we
have that 0,1 := ¢(0;, B;) = 0; — nV¢L(B;;0;). Starting with a random initiali-
sation 6y, the final model 67 is the result of performing T total gradient descent
steps iteratively. This results in an ezecution trace (or simply, a trace) consisting
of a sequence of tuples {(6;, B;)}._,, that capture the training trajectory of the final
model 07 (note that By = 0).

4.2.2 Reproduction Errors

Recent work by Schlogl et al. [66] found that runtime optimisations of machine learn-
ing frameworks can result in non-deterministic numerical deviations in the outputs
of neural networks. Schlogl et al. cite auto-tuning [30] as the root cause. This is
a process whereby microbenchmarks executed just before inference determine what
optimisations to apply to the given operation e.g., the results of the microbench-
marks determine which GPU kernel gives the best performance on a given hardware
and input shape. A well known property of floating point arithmetic is that addition
is not associative, that is, it is not necessarily the case that (a +b) +c=a+ (b+c¢),
but may be off by a small error. These auto-tuning optimisations can lead to changes
in the aggregation order of intermediate results from kernel to kernel, resulting in
deviations in the final output of a neural network, even for the same input. In the
context of execution traces for machine learning models, this means that given the
same random initialisation #y and sequence of mini-batches By, B, By ..., Br_1, the
resulting parameters 6y, 6s,05,...,07 will differ between repeated recomputations

due to auto-tuning.

4.2.3 Data Forging

Thudi et al.’s [71] concepts of forgeability and data forging attempt to produce
distinct execution traces for a given model 67 using the same checkpoints, but with
different e.g., forged mini-batches. At a high level, any mini-batch from an execution
traces may be forged (i.e., replaced) with another containing different training data,
yet still produce a nearly identical gradient descent update. Data forging attacks
against execution traces attempt to construct, for a given mini-batch B;, a forged
(i.e., distinct) counterpart B such that the next model in the execution trace,
when calculated using B! is nearly identical to ;1 i.e., the approximation error
10;x1 — g(0;, B)||2 is minimal. The attacks proposed in [71, 43] construct forged
mini-batches by randomly sampling other training examples from the dataset. These

attacks were introduced in the context of deleting a set U C D of training examples
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from an execution trace, and work by greedily searching over the set of training
examples D\U. A greedy search attack works in three steps (i) sample n data
points uniformly from D\U, (ii) sample M mini-batches {Bj, ..., By} uniformly
from the selected n data points, and (7ii) out of the M mini-batches { B, ..., By},
select the mini-batch B; that minimises ||6;41 — g(6;, B;)||2, and output the forged
mini-batch B! = B;.

Thudi et al. introduced this type of forging approach, and Kong et al. [43]
improve upon its efficiency, with similar performance. Recently, Zhang et al. [36]
augmented this approach by choosing to instead replace data points (x,y) € U with

their class-wise nearest neighbour from D\U, with also similar performance.

4.3 Data Forging Threat Model

At its core, the danger of data forging, and why it must be taken seriously, ulti-
mately stems from the uncertainty it casts over exactly what data was used to train
a model. This can allow an adversary (i.e., a malicious model owner) to claim their
model was trained on one dataset, when in fact, it was trained on another. Motivat-
ing applications include models that were trained on copyrighted and/or sensitive
information.

In Algorithm 5, we formulate the threat of data forging as game between an
adversary A and a verifier V. Our formulation captures the setup proposed in
previous data forging works [43, 71, 7, 86]. We allow for a non zero error between
recomputed and original checkpoints in contrast to the data forging game defined
by [7], who required ¢ = 0, a threat model which is much stricter than ours, and
one that may not be realistic in all scenarios due to the existence of floating point
errors (see Section 4.2.2 for a more detailed discussion).

The game plays as follows: the verifier begins by first running the training al-
gorithm T e.g., stochastic gradient descent on dataset D for T steps, and produces
execution trace {(6;, B;)}1_,, saving every checkpoint. The verifier then challenges
the adversary to forge a random batch B; from the execution trace. In concrete
data forging attack settings, batch B; may contain legally problematic or sensitive
information; data that the adversary must forge with approximation error less than
the verifier’s chosen threshold €, in order to successfully claim the data in that batch
was not used i.e., falsely delete from their model’s training data. The adversary has
access to the full trace and the dataset, and is capable of instantiating any data
forging attack algorithm in order to produce the corresponding forged mini-batch

By, which must satisfy the following initial conditions:

e B # B;. Adversaries participating in the game must produce a forged mini-
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Algorithm 5 The data forgery game between A and V.

Input: Adversary A, Verifier V, Training algorithm 7, Dataset D, error threshold
€, batch size b

Output: ACCEPT or REJECT

1: V produces execution trace {(6;, B;)}_, «+ T(D,b).

2: V chooses a random index t € {0,1,2,3,...,T — 1}.

3: A forges mini-batch B, into B] «— A({(6;, B;)},, D, 1).

4: if (B; = B;) or (3(x,y’) € B} s.t. (x',y') ¢ X x )) then

5. return REJECT

6

7

8

9

: end if
. V calculates 0}, < g(6;, B;) on their own hardware.
. V calculates the error e.41 < (|01 — 61 ||
. if (€441 > €) then
10:  return REJECT
11: else
12:  return ACCEPT
13: end if

batch that is different from the original in at least one example.

o (X',y) € X xY, V,y') € Bj. This condition constrains each forged
training example (x’,y’) to be within the domain of the training context e.g.
pixel values between 0 — 255 and one hot labels. Otherwise, B; will be rejected

and the adversary loses the game.

Finally, The verifier computes 6}, := ¢(6;, B;) using the forged mini-batch Bj
produced by the adversary and calculates the f5 error €41 := [|6;41 — 0,42 between
their recomputed checkpoint, and the one present in the trace. The game ends
with a REJECT result if ¢,.1 > €, otherwise the game ends with ACCEPT 1i.e., the
adversary wins. The reproduction error threshold € is a parameter of the game that
defines how large the /5 between a recomputed model and the original model may be.
We introduce the notion of stealthy data forging which refers to the production
of a forged mini-batch B; that wins the above data forging game. Concretely, this
means that attacks that produce a B; whose approximation error is less than or

equal to the chosen threshold € are deemed stealthy.

4.4 Are Current Data Forging Attacks Stealthy?

Previous data forging works [43, 71, 86] have employed data forging as a means of
adversarially deleting data from a model’s execution trace i.e., for a given set of
training examples U C D, these attacks forge the true dataset D into another D’
such that D'NU = (). Kong et al. [43] note that if an adversary can delete training

examples from an execution trace by replacing them with forged examples, they can

52



provably refute a membership inference claim against them. Additionally, [71, 86]
observe that if an adversary performs the same replacement, they can also claim
to have “unlearnt” those training examples. These implications of data forging are
only fully realised if the attacks are stealthy i.e., the adversary wins the game with

an approximation error lower than the error threshold chosen by the verifier.

Theoretically, Thudi et al. [71] have proven the existence of an adversary that can
win the forging game defined in the previous section for any € > 0, given that they
have access to the underlying data distribution D, and have freedom over the choice
of batch size b. In particular, they prove that in the limit b — oo, the probability
that mini-batches from any datasets D and D’ sampled i.i.d from D can be forged
approaches 1 as b — oo (see Theorems 2 and 3 from [71] regarding probabilistic
forging). Of course, in practice, the adversary cannot sample indefinitely!, from,
nor do they have access to D, however, Thudi et al. demonstrate the practicality of
forging by developing a data forging attack algorithm that can win the forging game
for e < 1 (see Sec. 4.2.3 for a description of their algorithm, as well as others in the
literature). However, they do not consider the pertinent question regarding whether
the approximation errors produced by their attack are comparable to reproduction

errors induced by floating point noise.

In practice, an informed verifier will choose their error threshold € to be no
larger than observed reproduction errors. As a result, for a data forging attack
to be stealthy, its approximation errors must be on the same order of magnitude
as reproduction errors. Stealthiness, we argue, derives from the fact that the ap-
proximation errors would be indistinguishable from the regular noise that pervades
floating point computation. In order to answer the question of whether existing
attacks are stealthy, we first conduct experiments to determine the magnitude of
reproduction errors, and compare this to the approximation errors produced by ex-
isting attacks. In the next section, we perform repeated recomputations of execution
traces, and measure the ¢y distance between repeated recomputations, in order to
characterise the magnitude of reproduction errors. Subsequently, we compare the
magnitude of our observed reproduction errors to the magnitude of the approxima-
tion errors produced by the data forging attacks developed in [43, 71, 86]. Our
findings suggest that existing data forging attacks are not stealthy i.e., re-
production errors are often orders of magnitude smaller than approximation errors

produced by existing data forging attacks.

1 Additionally, there only exists a finite number of images consisting of discrete pixel values.

23



4.4.1 What is the Magnitude of Benign Reproduction Er-

rors?

In order to quantify the magnitude of reproduction errors, we perform experiments
where a model is trained on a dataset for T" total steps, recording its execution trace.
We then recompute this trace, on the same and also different hardware, and measure
the distance between every recomputed checkpoint and the corresponding original
checkpoint. We repeat the verification process 10 times. The magnitude of the error
between repeated recomputations of the same checkpoint is called the reproduction
error and is calculated using the f5 norm €,¢,, := arg max; €;1; t.e., the reproduction
error is the largest observed /5 distance between recomputations. In Table 4.1,
we summarise the models and datasets used in our experiments, which includes
a fully connected neural networks (FCN) with 1 ReLU hidden layer consisting of
100 neurons, a small and large convolutional neural network, and a decoder-only
transformer. These models are trained on the Adult, MNIST, CIFAR10, and IMDB
datasets respectively, covering classification, object detection, and sentiment analyis
tasks across tabular, image, and textual data modalities. We keep the learning rate
fixed at n = 0.01. For all our experiments, we use TensorFlow v2.15.0, CUDA v12.2,
and CUDNN v8.9. In addition to float32 training, we also investigate the effect of

float16 and bfloat16 mixed-precision training on reproduction errors.

Table 4.1: Models and Datsets.

Model / Dataset # Total Params
FCN / Adult 1,601
LeNet / MNIST 61,706

Transformer / IMDB | 657, 758
VGGmini / CIFARI10 | 5,742, 986

For a given execution trace (e.g., a trace produced for a given model, dataset,

batch size b, and on a given hardware platform), our experiments proceed as follows:

1. First, we choose the hardware platform where the execution trace will be
recomputed ¢.e., this is either the same GPU it was generated on or a different

one.

2. We recompute each checkpoint by loading 6; from the execution trace and
training on the corresponding mini-batch B;, also taken from the execution

trace.

3. We measure the distance between our recomputed checkpoint and the corre-

sponding checkpoint ;,; present in the execution trace.
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4. We repeat this process 10 times and report the largest observed distance for

each recomputed checkpoint, as well as variance.

The question of what might affect the magnitude of reproduction errors boils
down to the question of what might affect the results of the auto-tuning microbench-
marks that ultimately decide which floating point operations are done in which order.
It is possible (however unlikely), that two training runs, starting with the same ran-
dom initialisation and using the same sequence of mini-batches, may produce the
exact same sequence of checkpoints (i.e., zero reproduction error) simply by chance.
In reality, reproduction errors occur because the likelihood that the floating point
operations are done in the same order after auto-tuning between two different train-
ing runs is very small. What goes into the decision of gpu kernel can depend on a
host of reasons such as the model architecture, dataset, the particular hardware and
software, the other processes that are running on the machine at the time, etc. A
comprehensive analysis of all these factors that affect reproduction error is beyond
the scope of this work, however we pick the same models and datasets as previ-
ous works e.g. LeNet/MNIST and VGGmini/CIFARI10 as used in [7, 71, 43] (and
additionally FCNs and decoder-only transformers), in order to determine a value
for the magnitude of reproduction errors such that we may compare their attack’s
approximation errors to. Previous work by [62] considered the effect non determin-
ism introduced by GPU training on the final accuracy of the trained models (see
Appendix B our accuracy measurements). Our experiments regarding reproduction
errors attempt to determine the magnitude of these errors as we vary model size
and type, data modality, floating point precision, batch size, and GPU model.
Batch size, model size and data modality do not appear to greatly affect
reproduction error. To characterise the effect of batch size on reproduction errors,
we train our models with batch sizes b = {50, 100, 500, 1000, 2000}, covering 3 orders
of magnitude. Figure 4.2 provides the largest observed reproduction errors during
the recomputation of execution traces for each of the 4 considered model setups.
We see that the reproduction error remains constant for all 4 setups, varying by
only one order of magnitude at most. The largest observed reproduction error was
for the transformer model, which was no larger than 1 x 107% in magnitude for
b = 50. Additionally, the models considered span 4 orders of magnitude in terms of
the number of parameters (see Table 4.1), and we find no correlation between model
size and reproduction error; the transformer model consisting of 600K parameters
produces larger reproduction errors than VGGmini which has 5.75M parameters.
From our experiments the effect of data modality is unclear i.e., images and tabular
data produce similar levels of reproduction errors whereas textual data produces
slightly larger errors (larger by a single order of magnitude).

Mixed precision training can result in larger reproduction errors. Mixed
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Figure 4.2: The observed largest reproduction error across multiple recomputations
across batch size and model type and size.

precision training involves using lower precision floating point types such as float16
and bfloat16? during training in order to increase performance on modern GPUs.
Given their lower precision, it is possible that reproduction errors for lower preci-
sion floating point numbers can be larger than those for the default float32, as
investigated previously in Section 4.4.1.

To evaluate this claim, we re-train our models using both float16 and bfloat16
specifications and provide the largest observed reproduction errors in Table 4.2.
Generally, lower precision training appears to result in larger reproduction errors
as compared to when training with the more precise float32. We find that these
errors may be up to 3 orders of magnitude larger e.g. LeNet/MNIST for batch size
b = 100 results in reproduction errors ~ 1 x 10~® with float32 training, however
can be as large as ~ 1 x 10~° with mixed precision bfloat16 training.
Recomputation on different hardware can result in larger reproduction
errors. We now attempt to characterise the magnitude of benign hardware errors
when the recomputation is done on a different GPU than the one that produced
the execution trace. In Table 4.3, we report the largest observed reproduction error
for cross hardware recomputation. We consider two different GPUs in our experi-
ments: a RTX 4090 and a Tesla V100. We find that recomputing execution traces
on different hardware can produce slightly larger levels of error compared to when
recomputation is done on the original hardware, In our cross-hardware experimen-
tation, we found that the error increases only by a single order of magnitude. On
both GPUs, auto-tuning is turned on.

In most machine learning applications, auto-tuning is turned on as it boosts per-

formance, however, widely used machine learning frameworks such as TensorFlow

2Both formats take up 2 bytes, however float16 uses 10 bits for the mantissa, whereas bfloat16
uses 7.
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Model/Dataset Largest € epr
LeNet/MNIST | 8.6 x 10~ 0(£8.64 x 107)
VGGmini/CIFARlO 7.35 % 10_5(:i:1.11 X 10_6)
FCN/Adult 4.2 x 1075(£1.94 x 1077
Trans/IMDB | 4.74 x 10-%(£2.83 x 107

(a) float16
Model /Dataset Largest €epr
LeNet/MNIST | 6.6 x 10 5(£4.77 x 10°9)
VGGmini/CIFAR10 | 5.97 x 1074(£2.54 x 107°)
FCN/Adult 1.22 x 1074(£5.14 x 107%)

(b) bfloat16

Table 4.2: The largest observed €., when the training and recomputation are done
using mixed-precision.

[1] and PyTorch [61] provide an option to turn it off*. We found that turning auto-
tuning off results in zero error when recomputing execution traces using the same
hardware and software, as the floating point operations occur in a deterministic or-
der. However, different hardware platforms may not share the same implementations
of algorithms ¢.e., they may differ in approach and aggregation order, resulting in
unavoidable reproduction error, even if auto-tuning is turned off. Table 4.3b shows
how when auto-tuning is off e.g., in deterministic training, there is zero error when
the execution trace is generated and recomputed on the same hardware. However,
when the generating and recomputing hardware differ, we found that the reproduc-
tion error is non zero, and during our experiments, was larger than when auto-tuning

is turned on.

Discussion. In this section, we have provided our results on observed reproduction
errors as we vary models (large and small), datasets, batch sizes, floating point pre-
cision, and recomputation hardware, however we refrain from making any statement
about what directly results in the magnitude of the reproduction error for a given
setup. This is due to the closed source nature of CUDA (NVIDIA’s proprietary GPU
driver code), making any grounded determinations as to what is going on “under
the hood” of the GPUs extremely difficult. However, our results and methodology
represent a principled approach for verifiers to calculate suitable error thresholds
for the verification of execution traces. Using these results, in the next section we

evaluate the stealthiness of data forging attacks.

3See https://www.tensorflow.org/api_docs/python/tf/config/experimental/enable_
op_determinism and https://pytorch.org/docs/stable/notes/randomness.html
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RTX 4090 | Tesla V100
RTX 4090 108 10~7
Tesla V100 1077 1078

(a) LeNet/MNIST b = 100

RTX 4090 | Tesla V100
RTX 4090 0 106
Tesla V100 1076 0

(b) Deterministic LeNet/MNIST b = 100
RTX 4090 | Tesla V100
RTX 4090 1078 1077
Tesla V100 1077 1078

(¢) LeNet/MNIST b = 1000

Table 4.3: The largest observed €,¢,, Wwhen recomputation is done on different hard-
ware. For a given execution trace setup (i.e., each subtable), each row indicates the
GPU the execution trace was generated on and the column indicates which GPU
the trace was recomputed on. In Tab. 4.3b, the diagonal entries are zero because
deterministic training results in zero error when recomputing on the same hardware.

4.4.2 Evaluating the Performance of Existing Data Forging

Attacks: How Small are their Approximation Errors?

In this section, we perform data forging attacks against the execution traces we
generated in the previous section, and report their approximation error. Our results
highlight two important factors that affect the approximation error; namely (%)
the forging fraction (i.e., the number of examples in a mini-batch that need to be

replaced), and (7i) the stage of training at which forging is taking place.

Smaller forging fractions result in smaller approximation errors. Recall
that the goal of the adversary is to replace the original mini-batch B; with a forged
mini-batch B] such that UNB; = (). The difficulty of producing the forged mini-batch
B! can be viewed as being proportional to the cardinality of B;NU. If #(B;NU) = 1,
i.e., only one example needs to be forged, then the adversary can keep all the other
b—1 examples the same in B] and only forge the single training example. For larger
values of b, the effect of a single example on the average gradient VyL(B]) becomes
negligible; regardless of what the training example is replaced with, its effect on the
average gradient is essentially “drowned out” by the other b — 1 training examples
that are shared between B; and B]. Given a fixed number of training examples in
B; that needs to be replaced, for larger and larger batch sizes (i.e., smaller forging

fractions #;fgg()])), we expect the approximation error to get smaller. However, if

#(B;NU) = #(B;) = b, then forging is much more difficult, as every example needs

to be replaced. Figure 4.3 shows that this expected behaviour is indeed observed
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when forging both LeNet/MNIST and VGGmini/CIFAR10 traces. We see that the

attacks perform best (i.e., produce the smallest approximation errors) when the
#(B:NU) _ 1
#(Bi) b
We also observe that Thudi et al. [71] and Zhang et al.[86]’s attacks have similar

performance (see Appendix D for a comparison).

forging fraction and degrade quickly with increased forging fractions.
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Figure 4.3: The average approximation error of Thudi et al.’s attack [71] (over several
runs), as well as the min and max observed approximation error for different batch
sizes and increasing forging fractions. Performance degrades quickly with increased
forging fraction. Additionally, there is high variance when forging just one example.
In both settings, we forge the middle checkpoint of the execution trace.

Forging performance is inconsistent across training. Data forging involves
replacing all occurences of a given set training examples U in an execution trace with
distinct examples that produce a similar gradient. Consequently, we postulate that
the location of the mini-batches B; such that B; N U # ) can affect the peformance
of these data forging attacks. Given a trace that captures E total epochs, mini-
batches that contain a given example (x,y) will occur E times roughly uniformly
across the execution trace. As a result, we must evaluate the performance of data
forging attacks across training as every occurence of (x,y) in the trace must be

forged. We run the following experiment to evaluate this:

1. For a given execution trace’s training trajectory 6y, 61, . .., 07, we sample a true

mini-batch B and calculate its model update g(6;, B) across the trajectory.

2. We then forge mini-batch B into B’ across training at each checkpoint and

measure the approximation error.

3. We repeat this several times for different sampled mini-batches in order to

study the variance.

Firstly, we find that when the forging fraction is 1, approximation errors are 2 to

5 orders of magnitude larger than our largest observed reproduction errors for both
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float32 and float16 formats. Approximation errors were closer to reproduction
errors only for the bfloat16 mixed precision regime, however they were still found
to be at least one order of magnitude larger. In Figures 4.4, 4.7, and 4.9, we observe
that the approximation errors are consistently orders of magnitude larger than the
largest observed reproduction errors (shown as the red dotted line).

Now consider the case where the forging fraction is % In Figures 4.5, 4.6, 4.8
we plot the approximation errors for a given training example (x,y) at uniform
intervals across the execution trace (each line represents a different example). In
this setting, we see that approximation errors can vary highly depending on both
the example being forged and the position in the execution trace where it is being
forged. For bfloat mixed precision training and a forging fraction of 1/100, we
find that approximation errors of data forging attacks are closest to reproduction
errors, being either the same magnitude or a single order of magnitude larger when
forging single examples (see Fig. 4.8). However, the performance of the attack is
not consistent across training, as seen in Figures 4.5, and 4.6, where approximation
errors can vary from being only a single order of magnitude larger to nearly 5 orders
of magnitude larger (see Fig. 4.5a).

We highlight the relationship between approximation error at a given checkpoint
in training and the loss of the single example being forged at that same checkpoint in
order to explain this observed difference in forging performance. Figures 4.10a,4.10b
show for the LeNet/MNIST setup the approximation errors of data forging and the
loss of the particular example being forged (each colour in both figures corresponds
to the same training example). In these two figures we can see a direct correlation
between the loss of the model on the particular example (x,y) being forged, and
the approximation error. The smaller the loss, the smaller the norm of the example
gradient Vyl(fp(x),y), the less the example contributes to the average gradient
V¢L(B). As a result, when forging such an example, data forging attacks find
another example with a similarly small gradient norm and replace it. Since both
gradient norms are small, replacing one with the other does not greatly affect the
direction or norm of the average gradient, resulting in small approximation errors.
However this is not the case when the norm of the example gradient is large, such as
early in training. Data forging attacks cannot find a suitable replacement; resulting
in larger approximation errors. We find this pattern holds across model architectures

as well, see Figures 4.10c, and 4.10d for similar behaviour for a transfomer.

4.4.3 1Is Data Forging Stealthy?

From our experimentation in Section 4.4.1, we found that the model type, batch

size, floating point precision, and GPU hardware can affect the magnitude of benign
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Figure 4.4: Data forging approximation errors across stages of training where the
forging fraction is 1 for £loat32 training. Fach line corresponds to a different true
mini-batch B, and the y-axis reports the approximation error when trying to forge
B at the given step on the x-axis.

reproduction errors, and in Section 4.4.2, we evaluated the performance data forging
attacks. From our evaluation of the existing data forging attacks, they
cannot be classed as stealthy. While factors such as forging fraction, the stage
of training, and floating point precision can affect the performance of these attacks,
overall they are not stealthy. In the case where the forging fraction is 1, data
forging attacks consistently produce approximation errors that are several orders
of magnitude larger than benign reproduction errors. When the forging fraction
is 1/b, we found that the performance is inconsistent across training. Depending
on the value of the loss function for the particular example that is being forged,
the approximation error can be close to reproduction error or be several orders of

magnitude larger.
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Figure 4.5: Data forging approximation errors across stages of training where the
forging fraction is 1/2000 for float32 training.

4.4.4 Discussion: Choosing An Error Threshold In Practice
is Hard

From our experimentation, we have seen that existing attacks are not stealthy when
the error threshold € is chosen to be no larger than benign reproduction errors. When
error thresholds are accurately chosen via thorough experimentation to determine
the magnitude of reproduction errors, we have seen that data forging attacks are
consistently not stealthy. As a result, we contend that such a method for determining
the model’s provenance i.e., its true training data, is adequate. Existing forging

attacks cannot produce forged execution traces that can fool an informed verifier.

However the approach is not perfect. Determining accurate error thresholds
value can be tricky when it is not possible to perform cross hardware recomputation.
Consider the following scenario that highlights the difficulty of correctly setting e
in practice: a verifier intends to verify a LeNet/MNIST (b = 100) execution trace
on a RTX4090 GPU. They set ¢ = 1078 for their error threshold as this is their

observed level of reproduction error on their hardware*. Now suppose that the

4See the corresponding plot in Figure 4.2 for LeNet/MNIST (b = 100).
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Figure 4.6: Data forging approximation errors across stages of training where the
forging fraction is 1/100 for float16 training.

model owner is honest and trained their model using a Tesla V100 GPU. From our
experimentation, we found that the reproduction error of honest traces generated
using a V100 and recomputed on a RTX4080 can be as large as 107¢ (See Table
4.3b). As a result, even the honest trace would not pass verification if € = 1075,
One of the challenges of building robust verification schemes is that, as we have
seen, reproduction errors can vary by several orders of magnitude depending on the
hardware that the checkpoints were generated on, as well as the hardware they are

reproduced on.

Within the data forging literature, there is a difference of opinion on what is an
acceptable choice of €. Baluta et al. [7] consider only the scenario of a strict verifier
that always selects € = 0. They assert that given (i) the initial random seed(s) used
during training, (i) the original software, and (%) the original hardware the com-
putations were performed on, there should be zero error between recomputations of
any given execution trace. They claim that since the entire computation sequence is
deterministic, error at any step of reproduction of the execution trace must therefore

point to foul play. While it is true that reproduction error can be eliminated given
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Figure 4.7: Data forging approximation errors across stages of training where the
forging fraction is 1 for float16 training.

these conditions® and may be necessary in high stakes applications such as medical
machine learning models, we argue that always demanding ¢ = 0 is unrealistic in
practice, particularly when the original hardware is not available.

Due to the existence of reproduction error, prior data forging works [43, 71, 86]
have recognised the practical necessity of a non-zero threshold during verification,
and consider the € > 0 scenario. While their attacks produce non-zero approximation
errors, the question of whether a verifier should accept the levels of approximation
error generated by their attack algorithms is largely overlooked by the prior work.
They provide no analysis of how large reproduction errors can be and whether their
attack algorithms produce approximation errors that are comparable. In this work,
we have conclusively determined that this is not the case; reproduction errors are
orders of magnitude smaller than the approximation errors produced by existing
attacks.

Verifiers are therefore met with a tradeoff when choosing their error threshold.
Seeking to not reject honest traces, and being cognisant of the fact that there may

exist other factors that affect reproduction errors; they set their threshold to be

5See Table 4.3b, where we observed zero reproduction error when the original random seeds,
hardware, and software were used for the recomputation.
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Figure 4.8: Data forging approximation errors across stages of training where the
forging fraction is 1/100 for bfloat16 training.
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Figure 4.9: Data forging approximation errors across stages of training where the
forging fraction is 1 for bfloat16 training.

larger than the reproduction errors which they have observed through experimen-
tation. However, in doing so, they allow for data forging attacks, that would have
not been stealthy under a stricter choice of error threshold, to become stealthy, thus
exploiting the verifier’s pragmatism. A similar situation is seen in the area of Differ-
ential Privacy (DP) [22]. A privacy parameter € is chosen to determine how private®
a given function is. Within DP, ideally € < 1, however, choosing such a small epsilon
can hinder the performance of the model. We have a similar setup here, where ¢ = 0
gives the verifier the most confidence in their reproductions, however this may not
be practical all the time, necessitating the choice of larger error thresholds. Large
error thresholds e, larger batch sizes b, mixed precision training, and smaller forging
fractions allow for more wiggle room, increasing the likelihood of potential foul play
from data forging.

Data Protection, Differential Privacy, and Data Forging. Data protection
legislation such as GDPR aims to limit the potential harm that may befall an in-
dividual from the use of their personal information. Existing methods to do so are

(1) to limit the use of their personal data entirely, or (ii) to provide guarantees that

SPrivacy in DP is quantified by how much the output of a function differs for inputs that differ
by one datapoint. If they do not differ by much, then inferring whether a datapoint was or was
not part of the input is difficult. This difficulty of inference is inversely proportional to the privacy
parameter e.
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Figure 4.10: The correlation between the approximation error when forging a single
example across an execution trace and the loss of that example at a given checkpoint.

any undue harm will not result from the use of their data. Regarding the latter,
the differential privacy framework has emerged as the state of the art for provable
guarantees within machine learning, however it is not without its tradeoffs. Namely,
providing meaningful privacy guarantees means poor model performance, resulting
in concessions in order to acheive better utility, such as relying on “public” pre-
training data [49] to privately fine-tune LLMs;, or the use of empirical defences (e.g.
DPSGD with large values for epsilon) in order to thwart existing attacks [5]. The
former forgoes privacy guarantees for the “public” data LLMs are pre-trained on,
data whose use often was not consented to and is liable for recovery from these mod-
els [17, 18, 12|, and the latter provides no protection against potentially stronger
attacks.

The emergence of Proof of Learning (PoL) [39], i.e., the recomputation of exe-
cution traces, and further zero-knowledge methods of PoL. [4] can be viewed as an
alternate approach to limit harm by providing proof of exactly what a model was
trained on, and more importantly, what data the model was not trained on. How-
ever this is also not without its tradeoffs. In order to thwart data forging, accurately

chosen error thresholds are needed to prevent the forged traces from being accepted
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and valid traces from being rejected. Our work has shown this requires thorough
experimentation to determine accurately. Additionally, closed-source GPU driver
code makes this task harder. Further, proving a model’s training data requires the
recomputation of every step which in some use cases may not be possible e.g., large
transformer models on web-scale datasets. Further research into less computation-
ally intensive schemes is necessary [25, 39] for PoL to become more practical, as well

as the utilisation of open-source, reproducible floating point algorithms.

4.5 On the Difficulty of Exact Data Forging

Existing data forging attacks attempt to find, for a given mini-batch B, a distinct
counterpart B’ such that their gradients are approximately the same. In previous
sections, we have examined how similar the gradients of the original and forged
mini-batches produced by existing “greedy search” style attacks [43, 71, 86] are,
and found that the magnitude of their approximation errors are too large, allowing
us to classify existing data forging attacks as not stealthy. However, little work
has been devoted to ezact data forging i.e., developing data forging attacks that
produce forged mini-batches with the same gradient. The related subject of gradient
inversion [93, 58, 85, 88, 84, 92| asks the reverse question: given the gradient VoL(B),
can the original mini-batch B be recovered? This question is pertinent to the area
of Federated Learning [51], as the gradients of sensitive information are sent among
several parties; and an analysis of the privacy impact of sharing these gradients is
required. Within data forging, we are concerned with a related question: given mini-
batch B and its gradient VoL (B), does there exist another, distinct, mini-batch B’
such that VyL(B) = VoL(B')? Any error when reproducing the gradients of such
a B and B’ can only ever be at most, as large as reproduction error, resulting
in stealthy data forging. Consequently, this question is of great importance to an
adversarial model owner looking to perform stealthy data forging.

A key limitation of prior data forging attacks is the usage of the finite search
space D\U when searching for replacements. Baluta et al. [7] analysed the models
and datasets considered by the prior work. They find that the execution traces
considered by the prior work are unforgeable using existing techniques i.e., these
attacks cannot produce a forged mini-batch with, analytically, the same gradient.
However, there may exist training examples outside D\U that result in zero error.
This section is devoted to answering the question of exact data forging i.e., the
search for mini-batches outside D\U that result in zero error. Our analysis suggests
that while it is possible to construct a distinct mini-batch B’ that produces the same
gradient, analytically, as B, finding a B’ within the allowed input space X and label

space ) is a non trivial task. In particular, exact data forging involves solving a given
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system of linear equations, where each solution corresponds to a forged mini-batch
B’. However, of the infinite, distinct, solutions that may exist, there are currently
no known efficient techniques for finding solutions that correspond to a mini-batch
that falls within the allowed domain X x ).

4.5.1 Exact Data Forging

Within the classification context, we have a model, i.e., parameterised function
fo : X — Y and loss function ¢ : ) x Y — R. Exact data forging may be stated
as the problem of finding two distinct mini-batches B, B’ € Z° where Z := X x J,
such that VoL(B) = VyL(B'), where L(B) = %Z(x,y)GB ((fo(x),y). We define
distinct mini-batches as follows, ensuring that they differ in at least one training

example:

Definition 1 (Distinct mini-batches). Two mini-batches B, B' € Z° are distinct if
Az, y) € B such thatV(«,y) € B, (z,y) # (&, V).

In the unrestricted setting, the training examples (x,y) € B may take any real
numbered value i.e. Z = R% x R" (d and n are the number of input features and
classes respectively). However, depending on the given machine learning application,
the domain may be restricted. Let us consider the image classification context, as
done in the prior work, where inputs consist of pixel values and the labels are one
hot vectors. There exist a finite number of pixel values v and n possible one hot
vectors. Modern image formats have v = 256, so the domain of possible mini-batches
is restricted to the set Z = {5& : ¢ € [0..255]}% x {u € {0,1}" : 3" ju; = 1}. We
see that this domain is finite, and so one potential exact data forging approach is to
enumerate every possible batch and search exhaustively for the one that produces
the required gradient. However, this approach is computationally intractable for
non-trivial values of b, d and n with no additional guarantee that one may be found”
(see Appendix C for how exact data forging via brute-force fails for small values of
b,d,v and n). Next we consider the task of exact data forging fully connected neural

networks first for b = 1, and then consider the case for b > 1.

4.5.2 Caseforb=1

For b = 1 we prove that exact data forging is indeed not possible for fully connected
neural networks. A L-layer fully connected neural network is made up of parameters
that consist of weights and biases § = [W1, by Wy, by, ..., W, b;] where each W, €
R%-1%di H € R%. The output of the neural network is given by fy(x) = softmax(zz),

where z;, = Wla;_, + by, a, = h(z), zs = W'a,_; +b,, and h is the activation

"There exist a total of (256ZX”) possible mini-batches of size b.
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function. Let n = dj denote the number of classes, d = dy the number of input
features, and ag = x € R?%. The per example crossentropy loss £ is given by {(y,y) =
— > yilog g;. Observe in the L = 1 case, the network is equivalent to multi-class

logistic regression.

Proposition 1 (b = 1 Data Forging Fully Connected Neural Networks). Let Z :=
R x {u e {0,1}": >0 w; = 1}. For any two training examples (z,y), (2, y) € Z
if Vol(fo(z),y) = Vol(fo(Z),y), thenx =2 and y=y.

Proposition 1 states that no two distinct training examples with one hot labels
can produce the same gradient, an intuitive result and one that may point towards
the difficulty of exact data forging. Further, proposition 1 proves the stronger result
of impossibility of exact data forging when b = 1 for distinct inputs in the infinite
domain x,x’ € R not just the finite set of valid discrete-valued images (see ap-
pendix A.1 for the full proof). However, models are typically trained with a batch
size b > 1, therefore an investigation of the possibility of exact data forging within

this regime is required.

4.5.3 Caseofb>1

In contrast to the previous setting, we prove that there can exist distinct mini-

batches of size b > 1 that produce the same gradient.

Proposition 2 (b > 1 Data Forging Fully Connected Neural Networks). Given a
fully connected neural network and mini-batch B = {(z®, y®)Yo_ ifdb > dy(d+b),
where dy 1s the size of the first hidden layer, then there exists an infinite number of
perturbation matrices P € R such that for the distinct mini-batch B' = {(x®) +
[PI*, ") oy, VoL(B) = VoL(B').

Proposition 2 proves the existence of perturbations that can be applied to the
original training examples (x,y) € B such that the same gradient is still preserved
(see Fig. 4.11 for an example). For simplicity, we describe the construction of these
perturbations in the case of a L = 1 layer network with no bias (see appendix
A.3 for a full proof of proposition 2 and description of the construction of these
perturbations for arbitrary depth fully connected neural networks with or without
biases).

Consider a L = 1 network (i.e., equivalent to multi-class logistic regression) with
a single parameter matrix W € R?>". Let X € R’ represent the input matrix
for mini-batch B i.e., the k-th column of X is the k-th training example input x*)
from B, let Y € R™ be the corresponding label matrix, and vector v € R® such

that v, = >, yfk). Additionally, let fw(X) = softmax(W?X) be the batched
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softmaxed output® of the model. For crossentropy loss, the gradient is given by
VwL(B) = 1X(fw(X)diag(v) — Y)".

Exact data forging reduces to the problem of finding two matrices X' € R¥>** Y’ €
R™® where X’ # X such that X (fw(X)diag(v)—Y)T = X'(fw(X')diag(v') = Y')T.
Having done so, the forged mini-batch B’ may be constructed from the columns of
X" and Y’, namely the k-th forged example x’ is the k-th column of X', and likewise
for the labels.

The maini-batch perturbation approach to exact data forging produces forged
mini-batches with the same labels as the original i.e., Y’ := Y, however we construct
a distinct input matrix X' # X. In particular, X’ is to set X' := X + P, where
P € R%*? is some non-zero matrix that perturbs X in such a way that maintains the

same gradient. For such a matrix to do so, it must satisfy the following equations

WP =0
(4.1)
P(fw(X)diag(v) - Y)7 = 0.
If P satisfies the first equation W' P = 0, then
fw(X') = softmax(WT (X + P))
= softmax(W'X + W'P)) (12)
= softmax(W'X) '
= fw(X)

. In other words, satisfying the first equation ensures that the original and forged

mini-batch produce the same output. If P satisfies both equations, we then have

bVwL(B') = X'(fw(X)diag(v') — Y')”

= (X + P)(fw(X)diag(v') = Y')"

= (X + P)(fw(X)diag(v) = Y)" (4.3)
= X(fw(
= X(fw(

Thus, satisfying the two equations given in 4.1 ensures that the gradients for the

= Y)" + P(fw(X)diag(v) - Y)"
v) = Y)" = bVwL(B)

diag(v)

X)diag(
X)diag(
original and forged mini-batch match.

In order to construct P, we first observe that we can write the two equations
as ,PD = 0 and WTPI, = 0, where I is the identity matrix of size k, and
D = (fw(X)diag(v) —Y)”. Using the identity AXB = C <= (BT ® A)vec(X) =
vec(C'), we can then rewrite our two equations as their corresponding linear systems

and combine them into the following single system of linear equations:

8Softmax is applied along the columns of W7 X.
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D" ®1,

I o W7 vec(P) =10 (4.4)
b

Let K € R™+dxbd he the above coefficient matrix, then the general solution is

given by:

vee(P) = (I — K'K)F, (4.5)

where F € R¥ is an arbitrary column matrix, and K% is the psuedo-inverse of
K.

For the homogenous linear system Kvec(P) = 0, there are bd — rank(K) linearly
independent solutions. If K is full rank and square, there are no non-trivial solutions.
In order to ensure at least 1 set of linearly dependent solutions (e.g. one free variable)
bd > n(b+ d) must hold. This ensures that bd — rank(K) > 1. This is a worst case
condition on the existence of non-trivial solutions as K may not necessarily be full

rank.

Figure 4.11: Bottom: The original mini-batch B consisting of b = 32 examples from
MNIST. Top:. A forged mini-batch B’ with an approximation error of ~ 10~". In
this setting, the model is an L. = 2 ReLU neural network with 8 hidden units.
Similar mini-batches were constructed by Pan et al. [58] within the context of
gradient inversion.

Exact data forging can be performed using this mini-batch perturbation approach;
see Figure 4.11 for an example. However, while the gradients match, the forged
input examples x'®) are not guaranteed to be members of the set of valid images
{5%,q € [0..255]}%; the applied perturbation may result in a mini-batch that is
outside the allowed input domain. In order to ensure this does not happen, one
needs to find one of the infinitely many possible perturbations i.e., solutions to
equation (4.5), that preserves image validity. This requires choosing the correct
arbitrary column matrix F. Efficiently finding this matrix is a non trivial task, and

is currently the main barrier to successful exact data forging. In fact, the question
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of whether such matrices may exist is also still unresolved, even for relatively simple

linear models.

4.5.4 Exact Data Forging for [ =1 Networks

Recall earlier that for a L = 1 network with single parameter matrix W, the gradient
of crossentropy loss is given by Vw £ (B) = :X(fw(X)diag(v)—Y)”, and that exact
data forging reduces to the problem of finding two matrices X' € R¥? Y’ ¢ R**?
where X’ # X such that X(fw(X)diag(v) — Y)? = X'(fw(X")diag(v') — Y')T.

Proposition 3 (L = 1 Data Forging). If b > rank(V w£L(B)), then there ezists an
infinite number of distinct mini-batches B' C RExR™ of size b such that V wL(B') =
VwL(B).

Proposition 3 (see appendix A.4 for the proof) extends the mini-batch pertur-
bation approach for L = 1 networks, showing that there can exist two distinct
mini-batches with the same gradient that are not necessarily a perturbation of the
other, and do not share the same labels (see Fig. 4.12 for an example). We prove
this with the following steps:

Let matrix D = (fw(X)diag(v) —Y)? be the error matrix of the model on input
X. Our first method of exact data forging exploits a fundamental property of this
matrix (for proof see Appendix A.2).

Lemma 1. Let D = (fw(X)diag(v) — Y)T. For any two matrices X € R™" and
Y € R, we have that > Dij=0,Vi, 1<i<b.

Using this property, we may devise the following error matriz sampling approach
towards exact data forging for L = 1 networks. Given mini-batch B of size b and

gradient Vw/L(B) of rank r:
1. Sample any matrix D € R”" of such that Y " | D;; = 0 and rank(D) > 7.
2. Solve for X' the matrix equation X'D = bVwL(B).
3. Set Y := fw(X)diag(v) — D”.

4. Construct forged mini-batch B’ = {(x'® y'®)}b_ where each x'® y'*) are
the k-th column of X', Y’ respectively.

Figure 4.12 gives two such examples of distinct mini-batches that produce the
same gradient for both the MNIST and CIFAR10 datasets for an L = 1 network.
The above error matrix sampling approach is not restricted to constructing forged
mini-batches with the same labels as the original, proving the existence of dis-

tinct mini-batches with distinct labels can produce the same gradient. The infinite
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number of possible error matrices D as well as the potentially infinite solutions to
equation X'D = bVwL(B) capture all the distinct mini-batches B’ C R? x R" such
that Vw£L(B) = Vw£L(B’). However, analogous to the mini-batch perturbation
approach, choosing the correct error matrix D such that the mini-batch B’ that is
constructed from the resulting X" and Y’ falls within the required domain is a non

trivial, computationally infeasible task.

Our analysis takes the first step towards understanding exact data forging.
Within the unrestricted mini-batch domain, we prove that exact data forging is
indeed possible and provide methods of constructing forged mini-batches with ap-
proximation errors that are indistinguishable from reproduction errors. Further re-
search and analysis are required in order to determine whether data forging within
these restricted domains is possible. Given the difficulty of this task, we conjecture

that it may not be computationally feasible.

Figure 4.12: A mini-batch from MNIST (top) and CIFAR10 (bottom) and distinct
forged counterpart produced by our error matrix sampling approach. Both examples
produce an approximation error on the order of 107, 5 orders of magnitude smaller
than existing attacks.
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4.6 Related Work

4.6.1 Proof of Learning

Jia et al. [39] observed that the production and verification of an execution trace
is tantamount to proving one has trained model 7 on dataset D = U;TF:_Ol B;. They
formalise execution traces as Proof of Learning (PoL) sequences, and verify the
final model 67 is indeed the result of the optimisation captured in the trace by
recomputing the checkpoints using the provided mini-batches and previous check-
point, ensuring that each recomputed checkpoint is within some pre-defined distance
threshold €, e.g. 5 norm, from what is reported in the trace.

Implicit within the definition of PoL is the uniqueness of execution traces for
a given final model f7, and that the construction of a distinct trace for 6; that
passes verification is at least as difficult a task as training. Consequently, Jia et
al. consider PoL as a viable means of proving a third party has indeed expended
the energy to train the model and therefore owns it. Constructing distinct traces
that challenge this assumption is known as Pol. “spoofing”, i.e., producing a trace
that differs from the original by employing a different sequence of mini-batches that
follow a different training trajectory, but ultimately end at the same final model
Or. Given such a spoofed execution trace S’ for original trace S, let D and D’ be
the differing datasets used in S and S’ respectively. One immediate consequence
of successful PoLi spoofing regards the training examples (x,y) ¢ D N D’; namely
the question arises of “which are the real training examples that trained 61”7 Pol
spoofing results in the apparent contradiction that a model was both trained and
not trained on some set of training examples, in effect deleting them from a model’s

training set.

4.6.2 PoL Adversarial Examples

Zhang et al. [87] challenged the underlying assumption of Pol. by constructing
“adversarial examples” to PoL i.e., two distinct execution traces for the same final
model 7. Zhang et al.’s proposed adversarial attack operates by initialising dummy
checkpoints such that the distance between consecutive checkpoints is less than the
chosen verification distance threshold e, and optimise “random” noise to add to mini-
batches consisting of public data such that the gradient is close to zero, ensuring
the next model checkpoint lies within the e-ball of the next dummy checkpoint, and
thus passing verification. However, Fang et al. [25] find that they are fragile to
the hyperparameters of the verification process. Namely, under small checkpointing

intervals, the attacks break down. Additionally, Zhang et al. apply their attack to
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image classification models, and there is no mention nor guarantee of whether the
final synthesized images are still within the problem domain e.g., whether the final
pixel values are within 0 — 255. Any training examples outside the problem domain
in the mini-batches of an execution trace immediately point to a detectable spoof.
Fang et al. provide an “infinitesimal update” attack against PoL that is conceptually
similar to Zhang et al.’s, where a learning rate is chosen to be sufficiently small such
that regardless of the training data, the next model checkpoint lies within the e-
ball of the dummy checkpoint. The success of these attacks that exploit the static
verification threshold and their consequences on the robustness of PoL verification is
discussed in [25]. One limitation of these attacks is that they require foreknowledge
of the chosen € by the verifier, something that may not be realistic in practice, and
the utilisation of infinitesimally small learning rates may also be suspect to a verifier.

Existing Pol. adversarial attacks [87, 25] exploit near zero norm gradients to
produce distinct execution traces that can pass PoL verification. However it remains
an open question whether two distinct execution traces with distinct checkpoints
may be constructed for model 7 with valid, honest gradient updates that do not
require near zero norm gradients. Fang et al. evaluate attempts at doing so via
data ordering attacks [68] i.e., finding a distinct sequence of valid mini-batches that
take random initialisation 0y to the desired 67; however these were also found to be

unlikely to succeed.

4.7 Conclusion

Answers to the question of exact data forging within the restricted problem domain
will have wide reaching ramifications for the machine learning and privacy commu-
nity. Proving its feasibility and the development of methods of performing such a
task allows for stealthy data forging; an attack which fully realises the serious data
privacy and security implications recognised by the prior work [43, 71, 86]. Member-
ship inference attacks are the bread-and-butter of machine learning privacy. They
are used to perform ML auditing and compliance, two tasks that are key in any real
world deployment of an ML model. Additionally, machine unlearning is currently
the only adequate response to GDPR’s right to be forgotten, allowing model owners
to comply with the law without needing to throw away the entire model. Stealthy
data forging has the potential to disrupt these two tools, casting doubt on their
methodology and veracity. These are serious implications for the ML privacy com-
munity, however, they have not been fully realised by current data forging attacks.
Further research is needed on whether stealthy data forging is indeed possible; and
whether more powerful attack algorithms exist. We have begun by first conclusively

determining that current attacks are not stealthy and are detectable, cancelling any
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implications they may have on ML privacy. Additionally, our theoretical analysis
takes a first step towards understanding data forging and analysing the conditions

where different mini-batches can produce the same update.
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Chapter 5
Conclusion

This thesis has been a two part study into methods of privacy preservation in ma-
chine learning systems. The first part, consisting of Chapters 2 and 3, provides a
critical investigation of the privacy afforded by federated learning. In Chapter 2, we
developed an attack against GBoard’s FL system, allowing for the reconstruction of
typed user words and sentences. This presents a real and pressing threat to user pri-
vacy, as participation in Gboard FL system can lead to disclosure of the potentially
highly sensitive information contained in what users type on their phones, from web
searches, text messages, private notes, etc. We have also seen that existing defences
against our attack must choose between the trade-off of training a useful model and
maintaining user privacy. Additionally, In Chapter 3, we address the privacy ben-
efit of federated learning and highlight the inordinate amount of trust required by
participants in potentially malicious third parties in the FL process for it to be truly
private. We identify several key factors such as model architecture and the wider FL
system’s implementation that can affect the privacy of FL. This research motivates
further research into how to reduce the necessary trust required for private learning.

Concluding our study of FL, in Chapter 4, we move on to questions of model
provenance. These are important with respect to privacy because model provenance
techniques attempt to certify that a model is the result of a given sequence of
computations, using a given dataset. We re-affirm the capability of computational
proof based methods of model provenance by scrutinising recent forging attacks that
have been developed that appear to jeopardise model provenance via computational
proofs. We closely analyse their performance and find that they are not strong
enough to realise their threat to governance. We also provide strong theoretical
evidence that developing such strong forging attacks is computationally infeasible.
Future work may look into improving the efficiency of computational proofs as well
as furthering our theoretical analysis of data forging more broadly, not only the
feasibility of forging techniques but also other methods of adversarial attacks against

computational proofs.
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Appendix A

Proofs

A.1 Proof of Proposition 1

We first introduce the background, namely the neural network setup, the definition
of the loss function, and derive expressions for the gradients of the loss function with
respect to the network parameters. Then, we introduce and prove some lemmas that
are needed for the full proof. Finally the full proof is given.

Background. A L-layer fully connected neural network consists of weights
and biases § = [W1,b;Wy, by, ..., W, b;] where each W; € R%-1%4 b ¢ R%. The
output of the neural network is given by fy(x) = softmax(z;), where z, = Wray_;+
by, a; = h(z;), zs = W a;_; +b;, and h is the activation function. Let n = df
denote the number of classes, d = d, the number of input features, and ag = x € R
The per example crossentropy loss ¢ is given by ((y,y) = — > ., y;log ;. Observe
in the L = 1 case, the network is equivalent to multi-class logistic regression. Vy,¢

is given by the outer product of the vectors a;_; and d;:

leﬁ = ai_léiT (Al)

where 6, = % € R%. Additionally, Vy, ¢ = 8;. We have that

52‘ = diag(hi)WiHéiH, (AQ)

where h; = [h’(zy)),...,h’(zé?)]T € R%. Let z; = [zz];, vi = [y]: and g; =
[fo(x)];. We can write the j-th element of §,, as the following:

[ L]] Ozj Yi 82]‘ i1 fgz 82’]‘ ( 3)

=1

We know that the derivative of the softmax function is given by
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0y, Ju(l—g;) ifi=y
8zj N

(A.4)
—Ui - Uj otherwise,

which allows us to rewrite Equation A.3 as

1l = 3 === ) = Y - (i)

=1
i (A5)
[00); = —y; + 3 Z i

From (A.5), we have that d, = vy —y, where v =" [y]:.

Associated Lemmas and Corollaries

Lemma 2. For any two training examples (x,y) and (&,v), if Vwl(Z,y) =
Vw l(z,y) and Vy l(2,y) = Vy, l(z,y), then x = .

Proof. It Vw, ((x,y") = Vw, l(x,y), then x'8,] = x87. It Vp, ((X',y') = Vi, l(x,y),
then 8] = 8y, resulting in the equation x'u” = xu” where u = §} = 8;. Since we
have an outer product, this is only satsified when x = x’.

]

Lemma 3. For any two training examples (z,y) and (&, y), if Vw (¥, y) =
Vw, l(z,y) and Vi, (2, y) = Vi, (2, y) then y = (v—v")ut+y, where v =3, [yl;,
o' =3yl and u € R™.

Proof. 1t Vy, ((X',y') = Vi, l(X,y), then &), = ;. If, Vw, (X, y) = Vw, (X, y),
then a), 87 = a;_;8-. Since 8, = &, we have that a, , = a,_; Therefore,

7z, =Wia;_+b, =Wia, ,+by =1z;. Thereforey =y. Let u=y =y. Then

8, =ér
VY -y =0y -y
T (A.6)
vu—y =vu—y
y=(@v-v)uty
0

Corollary 1. For any two training examples (z,y) and (2, y), if Vw, (2, y) =
Vw, l(z,y) and Vi (2, y) =V, Uz, y) and > [yl; = > ;[Y]; then y=y.

Proof. 1f the first two conditions hold, then, by Lemma 3, y = (v —v)u+y’, where
v =yl v = >2;[y'];- If these two sums are equal, then v — " = 0 which,
substituting into (A.6) gives y =y’ O
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Full Proof. We now prove Proposition 1.

Proof. The proof follows from Lemma 2 and Lemma 3. From Lemma 2, if Vw, ¢(x",y’) =
Vw, l(x,y) and Vi, (X', y') = Vb, l(X,y), then x = X'

From Lemma 3, if Vw, {(X",y") = Vw, {l(x,y) and Vy,, {(X',y') = Vp, l(x,y),
theny = (v—v")u+y’. If y and y’ are one hot labels, then v = v" = 1. Consequently,
from Corollary 1, y =y’.

]
A.2 Proof of Lemma 1
Proof. Lety = [y1, 92, ..., yn|T represent the i-th column of Y, and s = [sy, s, .. ., 8,7
represent the i-th column of fyw (X). We then have that
SIS SRS S o
j=1 j=1 j=1 k=1 (A7)
==D v+ =0
j=1 k=1
[

A.3 Proof of Proposition 2

We present the proof as follows: first we derive expressions for the gradient of the
average loss function VL for fully connected neural networks, as done similarly in
Appendix A.1 for V/. We then go on to give the full proof.

Background. For the mini-batch setting, we can derive matrix expressions for
Vw, L. Writing everything in matrix notation, we have the input matrix X € Rt
where the k-th column denotes x*). We can also write the batched output of the

model Z; € R%*? as the following matrix multiplication:

Z,=WiA, |+ By, (A.8)

where each A; € R%*? is the batched activation after the i-th layer i.e., the k-th

column of A; represents the the activation of the network after the ¢-th layer for the

k-th example in the mini-batch agk) = [agk’i)agk’i) . ag:’i)]T:
A; = hZ;) = h(WIA;_| +By), (A.9)

where Ay = X, and B; € R%*? which is a matrix where each of the columns are

the same bias vector for the i-th layer repeated. Let the scalar z,(f ) represents the
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the m-th logit value at the i-th layer of the k-th training example in the mini-batch,
and let the scalar (¥ be the corresponding activation value.

We can write the (mn)-th element of Vw,L(B) as the following:

Vw LB = 3 [Vw LY

(x,y)eB

(A.10)

b
1 : LA
_ Z (kyi—1)
b k=1 02"

To compute the entire gradient Vw,L(B), not just a single element, we can view
it as the matrix multiplication bVw,L(B) = A;_1D;, where D; € R**% and the
k-th row denotes 51(-’9) i.e., the error at the i-th layer for the k-th example in the
mini-batch. Each D; is given by

D, = (D;;wW/.,) © H;. (A.11)

Equation (A.11) is the matrix version of (A.2). The k-th row of H; € RY*%
denotes hgk), and © gives the hadamard product. Vi, L is given by the average of
all the rows of D; e.g.

[vbi’C]j =

S =

b
> [Dili
k=1
Full Proof. Finally we can prove Proposition 2.

Proof. We prove Proposition 2 by proving that there exists a non-zero perturba-
tion matrix P € R%*? such that for a given mini-batch B = {(x® y®)1b_
a corresponding forged mini-batch B’ can be constructed from B and P, where
B' = {(x® + [P]*,y*)}_ and Vw, L(B) = Vw,L(B') and Vy,,L(B) = Vy,,L(B)
holds Vi € {1,2, ..., L}. The operator [-]* returns the k-th column of the input ma-

trix. The perturbation matrix P itself must satisfy the following 2 matrix equations:

PD1:0

(A.12)
WIP=0

Let X' := X + P, where X’ € R%*? represents the input matrix of the forged
mini-batch B’ and X is the input matrix of mini-batch B, where the k-th column
of X and X' denote x*) and x'® := x(® + [P]* respectively. Considering the
first equation PD; = 0, if P satisfies this equation, then bVw,L(B') = X'D; =
XD; + PD; = XD, = bVw, L(B).

Thus satisfying the first equation ensures that the gradient for the first weight

matrix W, will match.
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Let Z) be the batched raw logit output of the first layer, i.e. Z; := W1 X' 4 B;.
If P satisfies the second equation, then Z) = WX+ WI'P+B, = W/ X+B, = Z,.
Therefore, A7 = A;. Since A] = Ay, then A} = A; Vi € {1,2,..., L}. Satisfying
the second equation ensures the activations for the first layer as well as all subsequent
layers will be the same as that of the original mini-batch. If we use the same label
i.e., each y'®) = y(¥) then, for the k-th training example in the forged mini-batch,
we have that by y’<’“> = y(’“, and consequently 5/L(k) = 5(Lk). Therefore D}, = Dy, and
by (A.11) we can show inductively that D} = D;, Vi € {1,2,..., L}. We have shown
the base case i = L. To show for i = L—1, we first recognise that if Vi, A, = A;, then
H! = H;, Vi. By (A.11) we then have D; = (D}, , W/, )0 H! = (D;, W}, ) © H; =
D;. As aresult, Vy,,L(B') = Vy, L(B), Vi € {1,2,..., L}. Regarding the gradients
for the weight matrices W; we then have that bVw,L(B') = A, D, = A, 1D, =
bVw,L(B). As a result Vw,L(B') = Vw,L(B), Vi € {1,2,...,L}. Therefore, if
the perturbation matrix P satifies the 2 matrix equations given in (A.12), then B
and B’ will produce the same gradient.

In order to construct P, we first observe that we can write the equations in
(A.12) as IPD; = 0 and WF{PI = 0, where I is the identity matrix of appropriate
shape. We also have, by the “vec trick”, that for any matrices A, X, B and C,
AXB =C <= (BT®A)vec(X) = vec(C), where ® is the Kronecker product, and
vec(-) returns the vector after stacking all the columns of the input matrix vertically.

We can rewrite our two equations as the following two linear systems:

(DT ® I)vec(P) = vec(0)
(I" @ WT)vec(P) = vec(0)
The first coefficient matrix (D] ® I) € R%doxdob - and the second coefficient

matrix (I” ® WT) € Rabxdb 55 we can combine them into the single linear system

by stacking them vertically:

D] ®1

I o WT vec(P) = vec(0) (A.13)

Let K € R(ddotdib)xdob 1o the above coefficient matrix, then the general solution

is given by:

vec(P) = (I — K*K)F, (A.14)

where F € R%’ is an arbitrary matrix, and K™ is the psuedo-inverse of K.
For the homogenous linear system Kvec(P) = vec(0), there are dob — rank(K)
linearly independent solutions. If K is full rank and square, there are no non-trivial

solutions. In order to ensure at least 1 set of linearly dependent solutions (e.g. one
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free variable) dob > dydy + dib must hold. This ensures that dyb —rank(K) > 1. O

A.4 Proof of Proposition 3

Proof. Let G = Vw£L(B; W). Finding a batch B’ = {(x'V), y1)), (x'® y'@) .. (x'® y' ")}
with b > rank(G), such that Vw£L(B'; W) = G requires that for every (i,j) €
[d] x [n],

oW 9D o o
— W P4
82';(1) 82;(2) 8z;(b)

where each £/F) = ¢(x'®) y'*)) and z'®) = WTx'®) We can restate the problem
as finding matrices X’ € R¥? and D € R**" such that

X'D =G, (A.16)
The k-th column of X’ represents x’*), and the k-th row of D represents %.

From Lemma 1, the elements of every row of D must sum to zero. Construct a
matrix D such that rank(D) = rank(G), and the elements of every row of D sum

to zero. Finding the corresponding X' amounts to solving the linear system

D'x] = bg; (A.17)

where x; and g, are the transposed i-th row of X’ and G respectively. For each
i, we know that rank(D”) = rank(D”|bg;), therefore we can be certain that at least
one solution exists.

Finally, the batch of examples B’ whose gradient Vw£L(B’; W) = G can con-
structed from the matrices X’ and D. For every k € [b], x'®) is the given by the
k-th column of X', and as shown in Lemma 1, each y'®*) = v(k)y(k) — [D]F, for any
constant v*) € R, and [D] returns the k-th row of D. O
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Appendix B

Accuracy Measurements

Table B.1 provides the observed accuracy measurements for the models and datasets

considered.
Model/Dataset b=50 b =100 b =500 b = 1000 b = 2000
LeNet/MNIST 094+24e—4]1094+16e—4|095+4.T7e—5 0.95+0 0.95+81le—5
VGGmini/CIFAR10 | 0.63+3.3¢—4 | 0.62+24e—4 | 064+14e—4| 064+19¢e—4 | 0.55+4.5¢e —4
FCN/Adult 0.75+0 0.75+0 0.75+0 0.75+0 0.754+0
Transformer/IMDB | 0.87+1.3e —3 | 0.85+1.9e—3 | 0.83+9.5¢—3 | 0.84 £2.4e — 03 | 0.84 £1.9¢e — 3

Table B.1: Observed variance in accuracy from GPU auto-tuning non determinism
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Appendix C

Brute Force Forging

Real images consist of 256 possible pixel values. Given an image consisting of just

2 pixels (with a single channel), 3 possible classes, and a batch size of 2, this would

2562 %3
2

paring that many mini-batches is not practical; so an evaluation of the brute force

result in ( ) ~ 1.9 x 10 mini-batches. Computing the gradient of and com-
approach is not possible when we allow 256 possible values. However, when we con-
sider much smaller values for v, the number of allowed values, namely just 2 and 3,
the task becomes much more feasible. In other words, when v = 2, pixels may have
only the values 0 or 255 i.e., on or off. For v = 3, pixels may take the values, 0,127,
or 255 i.e., 3 possible values. This drastically reduces the number of mini-batches
that we need to search through.

For a given setup i.e., values of d, b, v, and n, we run the following experiment:

1. Sample a true minibatch B from the possible (”dbxn) number of mini-batches.

2. Calculate it’s gradient VoL (B).

3. Search through all (”d:") — 1 other mini-batches for a distinct mini-batch that

produces the same gradient.

We run this experiment on a logistic regression model, as well as a L = 2 fully
connected neural network with 10 hidden units and ReLLU activation function We

additionally fix d = 4 and n = 3. Table C.1 summarises our results.
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b=1 b=2 b=3 b=4 b=5
v=2] X(48) X(1128) X(17,296) X(194,530) X(1,712,304)
v=31 X(243) | X(29,403) | X(2,362,041) | P(141,722,460) | P(6.77 x 10°)
v=4| X(768) | X(294,528) | P(75,202,816) | P(1.43 x 10°) | P(2.2 x 10'2)
v=>5| X(1,875) | X(1,756,875) | P(1.1 x 109) | (5.13 x 10') | P(1.92 x 10%)
v =06 | X(3,888) | X(7,556,328) | P(9.79 x 109) | P(9.51 x 10'2) | P(7.38 x 10'%)

Table C.1: For increasingly large values of v and b (d and n are fixed to d = 4 and
n = 3), we report, after searching through all the possible mini-batches, whose total
number is given in brackets, whether a forged mini-batch that produced the same
gradient was found. In every case, we did not find one after an exhaustive search.
We give a 2 in those setting where we did not conduct a search, due to the large
number of possible mini-batches.
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Appendix D

Comparison of Data Forging
Attacks

In Figure D.1, we plot the performance of both Thudi et al. [71] and Zhang et
al. [86]’s data forging attacks, for both LeNet/MNIST and VGGmini/CIFAR10

execution traces.

lenet mnist checkpoint 600

lenet mnist checkpoint 600
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Figure D.1: We plot the average approximation error of both Thudi et al.’s [71] and
Zhang et al.’s [86] attack (over several runs), as well as the min and max observed
approximation error for different batch sizes and increasing forging fractions. We
see both produce similar performance.
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