	[image: image4.jpg]



	[image: image2.emf]


	[image: image3.png]





Cyberbullying

- The situation in Ireland -

Country Report
September 2009

Conor Mc Guckin, Mona O’Moore & Niall Crowley

(With thanks to Mr Murray Smith and Ms Lian Maguire)

Anti Bullying Research and Resource Centre, 
Trinity College, Dublin, Ireland
	[image: image1.png]



	Project N° 142237-LLP-1-2008-1-DE-LEONARDO-LMP 

The CyberTraining project and its outcomes has been founded with support form the European Commission. This report reflects the views only of the authors, and the Commission cannot be held responsible for any use which may be made of the information contained therein.


Ireland: Population, ICT uptake and usage
At the date of the last census in Ireland (2006: Central Statistics Office [2006a]), the population was 4,239,848 (males: 50.03%, n = 2,121,171; females: 49.97%, n = 2,118,677).  Of this, 20.39% (n = 864,449) of the citizens were aged 0-14 (males: 10.45%, n = 443,044; females: 9.94%, n = 421,405) and 14.92% (n = 632,732) were aged 15-24 (males: 7.57%, n = 321,007; females: 7.35%, n = 311,725).
In 2006, of the total number of private households in Ireland (N = 1,462,296: Central Statistics Office [2006b]), whilst 828,356 had ownership of a personal computer, 599,417 did not own a personal computer, and information on a further 34,523 was unknown.  In terms of access to the internet, 292,110 households had broadband connection, 390,535 had ‘other connection’, 703,907 had no access to the internet, and information on a further 75,744 was unknown.
Overall household internet connection (e.g., ISDN, modem) levels in Ireland rose significantly between 2005 and 2008, from 45% to 62% (Central Statistics Office, 2008).  Rapid growth has been experienced in the uptake of broadband, with the number of households with a broadband connection (as a percentage of households with internet access), being more than four times higher in 2008 than 2005, up from 16% to 68%.  Despite such a significant rise, the state still lags behind, with the EU27 average for 2008 being 80% (Central Statistics Office, 2008).  Mobile phone users in Ireland were amongst the highest users of Short Message Service (SMS) messages in the EU in 2006, with almost 1,365 SMS messages sent per head of population (Central Statistics Office, 2008).  In 2008, Irish users sent in excess of 10.1 billion SMS messages (Central Statistics Office, 2008).   Nearly half of nine year old children in Ireland (45%) have a mobile phone (Economic and Social Research Institute, 2009).
Across Ireland, the ‘always on’ (Belsey, 2004) generation of children and adolescents are heavily engaged with ICT for both educational and entertainment purposes.  For example, the National Centre for Technology in Education (2009), report that 94% of children aged between 9 and 16 years in Ireland have used a computer, representative of a year-by-year increase in both access to the internet and personal ownership of computer hardware.  In terms of usage, 44% of those who used the internet at home used it every day or almost every day, an increase of 20% since 2006.  The most popular activities on the internet were recorded as being: game playing (60%), music downloading (51%), using social websites (48%), homework related (43%), sourcing non-school related information (38%).  Almost three-quarters of the teenagers reported that they had chatted on the Internet, compared to 44% of those aged between 9 and 12 years.  Teenagers were also significantly more likely to use chat services targeted specifically at their own age group rather than ones related to common interests such as music or sport.
Education System: Structure and Attention to Bully/Victim Problems.
In relation to compulsory education in Ireland, the number of students enrolled in First Level schools in 2007/2008 was 486,444 (student:teacher ratio = 16).  In Second Level, the number was 335,929 (student:teacher ratio = 12.3).  The non-compulsory third level sector had 964,013 enrolments (Department of Education and Science, 2009).

Within Irish schools, there is no specific anti-bullying curriculum.  Rather, two subject areas within the school curriculum are useful vehicles for exploring issues regarding bully/victim problems.  Though not formally examined, Social and Personal Health Education (SPHE) is a subject area within both the primary and post-primary school curricula.  Within SPHE there exists a series of modules that touch upon the issues of bullying and aggression.  Aimed at preparing pupils for active participatory citizenship, the Civil, Social and Political Education (CSP) subject area is a compulsory and examinable subject during the junior cycle of post-primary level education.  Whilst the issue of bullying and aggression is also touched upon within CSP, there is no assessment of the topic.  There are no anti-bullying co-ordinators within the Irish educational system.

Bully/Victim Problems: Prevalence.
Ireland is one of only three countries worldwide that can boast full-scale and representative nationwide data on bully/victim problems among school students.  O’Moore, Kirkham, and Smith (1997) report upon a study among a 1993/1994 nationally representative sample of 20,422 students (primary: n = 9,599, age = 8-12 years, boys = 5,114, girls = 4,485; second level: n = 10,843, age = 11-18 years, boys = 4,210, girls = 6,633 girls).  Minton and O’Moore (2008) report upon their large scale 2004/2005, though not nationally representative, ‘ABC’ study among a sample of 5,569 students (primary: n = 2,312, age = age 8-12 years, boys = 925, girls = 1,327 girls; second level: n = 3,257, age = 11-16 years, boys = 1,568, girls = 1,689 girls) in attendance at schools spread over the geographical area of the country.  In each of the studies, whilst the majority of students were not involved in bully/victim problems at all, some were involved in such problems as either a bully, a victim, or as a bully/victim.  
Compared with data accrued from the 1993 nationwide survey, the primary school students in the ‘ABC’ survey were significantly less likely to report having been involved in bully/victim problems overall, less likely to report having bullied others, but significantly more likely to report having been involved as a ‘pure’ victim.  Conversely, the post-primary school students in the ‘ABC’ survey were significantly more likely to report having been involved in bully/victim problems overall, and in the ‘pure bully’, ‘pure victim’ and the ‘bully/victim’ categories than their counterparts in the 1993 nationwide survey had been (Minton & O’Moore, 2008).  
Cyberbullying: Emergence of the Problem.
When asked about their experiences with the internet and related technologies, most young people rate their experiences positively (Kowlaski, Limber, & Agatston, 2008).  However, the undisputed benefits of the internet and modern communication technologies cannot be experienced by young people if the technological environment is unwelcoming or inhospitable.  Unfortunately, cyberbullying is “... the by-product of the union of adolescent aggression and electronic communication.” (Hinduja & Patchin, 2008, p. 131).  Importantly, such is the importance of these new communication channels that cybervictims are often loathe to report incidents for fear, not of the cyberbully’s retaliation, but of the fear that their access to the technology will be withdrawn as a safety measure (Shariff, 2009).

Cyberbullying: Media Reports.
Over the last few years, the development of the cyberbullying phenomenon has had a growing impact on the country’s media.  The first report of cyberbullying in the Irish print media appeared in 2001 (The Irish Examiner: http://www.irishexaminer.ie).  In her article, Ring (2001) referred to recent shifts in behaviour in which school children were rapidly moving away from paper based notes and were beginning to use mobile phones to send threatening messages to victims, with two out of every three children between the ages of 14 and 16 years having mobile phones.  In an article published by the Irish Independent newspaper in 2002, Mr Murray Smith of the Anti-Bullying Research and Resource Centre at Trinity College was asked to comment on the growing issue of ‘flaming mail’, also known as electronic hate mail.  Smith asserted that whilst e-mail was been used as a platform to target victims, “... obviously, technology is open to abuse, and people are taking advantage of that.” (Power, 2002).  Downes (2006) reported that 14 second level students were suspended from a ‘private’ school in Dublin for posting ‘offensive, anonymous comments and suggestions’ about other students on a website.
Recognising the importance of cyberbullying among the country’s youth, the national broadcaster’s ‘Prime Time’ programme (a popular peak-time extended news / investigative documentary programme: Radio Telefis Éireann: www.rte.ie/news/primetime), in consultation with the personnel of Trinity College Dublin’s Anti-Bullying Research and Resource Centre, conducted the first major piece of research into the cyberbullying phenomenon among Irelands young people.  As part of this project, PrimeTime aired a special programme on the issue to coincide with the release of the study results.
Cyberbullying: The Political Perspective.
In the political arena, an increasing number of politicians were approaching the topic of cyberbullying in 2006.  In the Irish House of Parliament (Dáil Éireann), a question was posed by Bernard J. Durkan (Member of Parliament) to the Minister for Justice, Equality, and Law Reform, Minister Michael McDowell, with a view to introducing legislative regulations to deter cyberbullying or the use of the internet for other abusive purposes.  In 2008 a Communications Committee, with representatives of parliament and the telecommunications industry, was formed with the remit of exploring technological solutions which could prevent bullying via mobile phones.  The Irish Cellular Industry Association (ICIA), an alliance which represented mobile operators (e.g., Vodafone, O2, Meteor, 3 Ireland) appeared at the committee on 17th June 2009 to present a progress update to the Committee.  Whilst being criticised for their delay in introducing measures to combat mobile phone bullying of children, the ICIA members told the Committee that while they do not yet have full services that allow users to block text messages from any mobile number, these will be available shortly.  Ms Majella Fitzpatrick, Head of Corporate Affairs for O2, described the new ‘Block IT’ service offered by O2.  The ‘Block IT’ product would allow O2 customers to block the unwanted receipt of text, picture, and video content from other mobile phone numbers: “It is a free service which can block messages sent from any Irish mobile network and works on any mobile handset.” (Irish Business and Employers Confederation, 2009, p. 1).  Ms Catriona Costell, the Regulatory Affairs Manager for 3 Ireland, reported that the company had brought Europe’s first voice and text anti-bullying product to Ireland. “The ‘Kidsafe’ product enables parents to know with whom, when and how their children are using their mobile phones.” (Irish Business and Employers Confederation, 2009, p. 1).   Mr Gareth Davies, Chair of the ICIA and Compliance Manager for Meteor reported that “Mobile operators are continuing to investigate the best means to address some of the issues concerning bullying.  For example, Meteor is involved in a range of consultations with bullying experts and continues to sponsor the Rehab (non-governmental organization) ‘Heads up campaign’” (Irish Business and Employers Confederation, 2009, p. 1, parentheses added).  Ms Cara Twohig, representing Vodafone, reported that they would launch a simple, configurable blocking tool (for children and parents) early in the school year.
Thus, whilst it is welcome that much focus in Ireland to date has been on designing technological solutions in relation to mobile text and call services, there is still a dearth of attention regarding the development of similar strategies by Internet Service Providers.  
In acknowledging the need for a knowledge-base on cyberbullying in Ireland, the Office for Internet Safety was set up in 2008 by the Department of Justice, Equality, and Law Reform.  One example of the output supported by the Office for Internet Safety has been the ‘Get with It’ program, which has developed manuals for parents offering information on best practice regarding tackling cyberbullying (see http://www.internetsafety.ie).
Cyberbullying: Prevalence.
From a child-centred perspective, Collins, Nixon, and Guerin (2007) explored adolescent students’ perception of the nature of cyberbullying.  Thirty-three students from two second level schools in South County Dublin (14 boys, 19 girls, mean age = 15.78 years, SD = 0.47) participated in four focus group discussions about cyberbullying.  Five major themes emerged: (i) the range of cyberbullying techniques used, such as leaving nasty comments on networking sites, (ii) issues concerned with reporting cyberbullying, (iii) issues which can lead young people to behave differently in an online environment (e.g., anonymity), (iv) cyberbullying via mobile phone and the relationship between cyberbullying, and (v) cyberbullying versus ‘traditional’ bullying.
Corcoran, Connolly, and O’Moore (2008) examined the prevalence and impact of cyberbullying among a sample of 946 second level students (12-16 years; male = 62%, n = 587, female = 38%, n = 359) using an adapted version of Smith, Mahdavi, Carvalho, and Tippett’s (2006) Cyberbullying Questionnaire.  The study found that whilst 8.7% of the students reported that they had been the target of ‘traditional’ bullying in the past couple of months, 6.7% admitted that they had been involved in the bullying of others by ‘traditional’ means in this time period.  In relation to cyberbullying, 10.9% of the students reported being the victim of cyberbullying in the previous couple of months and 6.5% admitted that they had cyberbullied others in this time period.  In terms of personality (as assessed by the Junior Eysenck Personality Questionnaire: Eysenck & Eysenck, 1975), the ‘traditional’ bullies had significantly higher Psychoticism levels compared to cybervictims, ‘traditional’ victims group, and controls.  Cybervictims and ‘traditional’ victims showed significantly higher Neuroticism scores compared to controls.
Utilising a 38-item questionnaire styled on Olweus’ Bully/Victim Questionnaire (Olweus, 1989), with categories of cyberbullying from Smith, Mahdavi, Carvalho, and Tippett’s (2006) Cyberbullying Questionnaire, O’Moore, Minton, and Mc Guckin (under review) explored ‘traditional’ (i.e., non cyber-) bullying, cyberbullying, and personality correlates among a representative sample of 3,004 students in attendance at nine post-primary schools (12-16 years; male = 66.3%, n = 1,988, female = 33.7%, n = 1,010).  O’Moore, Minton, and Mc Guckin (under review) found that, over the past couple of months, 41.8% (45.1% boys, 35.3% girls) of the sample had been involved in ‘traditional’ bully/victim problems, and 18.3% (15.7 % boys, 23.6% girls) had been involved in cyberbullying problems.  In relation to sex differences, it was noted that boys’ greater involvement in general bully/victim problems, and girls’ greater involvement as (especially) targets of cyber-bullying pose particular areas of concern.  In relation to personality dimensions (JEPQR-A: Francis, 1996), comparison of significant trends in patterns of student involvement in both ‘traditional’ bullying and cyberbullying indicated that Neuroticism was highest amongst those involved as victims only; Psychoticism was highest amongst those involved as bullies only; Extraversion was highest amongst those involved as bullies only for general bullying, but not cyber-bullying.  O’Moore, Minton, and Mc Guckin (under review) concluded that general bully/victim problems were persistent in Irish schools at the post-primary level, and that the awareness of cyberbullying as an additional problem within school communities should be raised.  Whilst methodologically not directly comparable, the findings regarding bullying behaviour and personality were broadly consistent with, or understandable within the context of, the outcomes of earlier research.
Published to mark Safer Internet Day 2009, Microsoft (2009a) report upon data collected as part of the ‘European Online Safety Survey’.  The survey, which examined the rise in social media and the habits and attitudes of European teenagers, was posted on Microsoft's MSN websites across Europe during January 2009, and polled a total of 21,765 people in the UK, Denmark, Austria, Finland, Italy, Norway, Spain, Switzerland, Portugal, and Ireland (MSN attracts more than 465 million unique users worldwide per month).

At the European level, key findings record that: 53% believe the internet makes it easier to bully; 29% have been bullied by a group or individual; 45% spend most of their time on the internet on social networking sites while 23% spend most of their time on instant messaging services; 51% use the internet without any form of supervision from parents; 69% believe that they are aware of the risks associated with using the internet, yet 38% believe young people do not respect each other’s privacy online; and 51% regularly use privacy settings to restrict access to personal information.

In relation to the data collected from Irish teenagers, the survey found that 22% had experienced bullying online, with 40% reporting that they experienced it frequently.  Just over half (52%) of the teenagers surveyed felt the internet made it easier to bully.  Instant messaging was the most common form of cyberbullying, with 70% of those who were victims of cyberbullying experiencing it while using the chat programmes.  Almost half of the teenagers (48%) reported that they were targeted on social networking sites.  However, 76% said they had not reported the behaviour.  In terms of privacy, 55% reported that they had access to the internet without any restrictions from their parents.  Also, 38% believed young people do not respect each other’s privacy online.  Although 69% reported that they had been warned of the risks of being online, 51% admitted that they did not always use privacy settings to restrict access to personal information.  When feeling threatened online, whilst 38% of European teenagers said parents would be their first port of call for advice; with friends (30%) a close second, in Ireland 33% turned to their parents while 41% said that they would approach friends first.
Actions Against Cyberbullying 
Technological Response.
At a direct level, ICIA member organizations have released two industrial products in the Irish market which facilitate the suppression of unwanted mobile phone communication.  For example, O2 Ireland have released the ‘Block IT’ service (www.o2.ie/blockit), a free service which allows their customers to block the unwanted receipt of text, picture, and video content on their handset from mobile phone numbers from any Irish mobile network (Irish Business and Employers Confederation, 2009, p. 1).   3 Ireland has released Europe’s first voice and text anti-bullying product to Ireland.  Their ‘Kidsafe’ product enables parents to know with whom, when, and how their children are using their mobile phones.” (Irish Business and Employers Confederation, 2009, p. 1).  Ms Cara Twohig, representing Vodafone, reported that they would launch a simple, configurable blocking tool (for children and parents) early in the school year.  At a more indirect level, the Chairperson of ICIA, Mr Gareth Davies, reported that “Mobile operators are continuing to investigate the best means to address some of the issues concerning bullying.  For example, Meteor is involved in a range of consultations with bullying experts and continues to sponsor the Rehab [non-governmental organization) ‘Heads up campaign’” (Irish Business and Employers Confederation, 2009, p. 1).  
The Educational Response
There is no specific anti-bullying curriculum within Irish schools.  In September 1993, the Department of Education released ‘Guidelines on Countering Bullying Behaviours in Primary and Post-Primary Schools’ (Department of Education and Science, 1993).  Nearly twenty years later, these Guidelines have not been superseded to take cognisance of the modern technological expression of cyberbullying within Irish Schools.  However, although not explicitly mentioned, the Guidelines make clear the obligation on schools to deal with bully/victim problems, which would include this new category of cyberbullying (the Department has stated that it will be looking at revising these guidelines).  In the absence of national guidance on the topic, many teachers adopt and adapt their teaching strategies to address the phenomenon of cyberbullying itself (e.g., within SPHE, CSP, or other modules of study).  Whilst O’Moore (2000) highlighted critical issues in relation to teacher training regarding countering bully/victim problems in the country, O’Moore and Minton (2004) have provided a training manual for teachers, parents, and other professionals to deal with bully/victim problems.
Aimed at children and young people, and their teachers and parents, Webwise (www.webwise.ie), the National Council of Technology in Education’s Internet Safety initiative, centralises a vast amount of knowledge and research on cyberbullying. In collaboration with the Department of Education and Science’s SPHE Support Service, Webwise has created an Internet Safety teaching and learning programme for post-primary schools (http://www.webwise.ie/article.aspx?id=8664).
Launched by the Minister of Education and Science, Mary Hanafin, T.D., the programme is the first educational programme of its kind in Europe designed to address the personal safety needs of our young people when online and to help them become safe and responsible Internet users for life.  Each of the 13 lessons in the programme has been mapped to the SPHE Junior Certificate curriculum (in the context of the SPHE unit on Personal Safety) and the internet safety concepts and lessons have become part of the SPHE ‘in-service’ (i.e., post qualification) training programme for teachers since January 2008.  The programme consists of a Teachers’ Internet Safety Lesson and Resource Pack for 1st , 2nd, and 3rd Year Junior Certificate SPHE classes.  The resources enable students to explore their attitudes and safety when using the internet.  The module contains teacher notes, glossary of key terminology, lesson plans, activity sheets, and downloadable resources.

The lesson plans and workshop materials enable the discussion and exploration of: (i) students’ personal safety issues when using the internet, (ii) the opportunities and benefits of being on-line, (iii) the responsible use of social networking sites, (iv) procedures for protecting personal safety and security when online, (v) students’ awareness of the potential risks in disclosing personal information online and posting inappropriate photos.  The 5 topics address the issues of: (i) cyberbullying, (ii) rights and responsibilities online, (iii) personal information and the internet, (iv) internet literacy and decisions, (v) finding help and support.

The National Centre for Technology in Education, working with the National Parents Council (for Primary Schools) has developed a seminar to take the mystery out of the internet for parents and to give them the skills to engage with their children’s online lives.  Since September 2007, over 100 seminars have been delivered in both primary and post-primary schools around the country.
In terms of violence in schools, the Department of Education and Science (1999) issued guidelines (Circular letter M18/99) to second level schools in May 1999; and, while they refer to the now repealed Health, Safety and Welfare at Work Act, 1989, are useful in this context as violence is taken as including ‘verbal abuse, threats, assaults or other forms of intimidation’.  Part 4 of the circular also includes a provision that schools should have a system of regular review of the effectiveness of school policies in attention of the school community on matters which may be giving rise to fear, frustration, tension, and communication difficulties within the school. 
The Legal Response.
While there is no specific law dealing with school-related cyberbullying, there are a number of criminal law and education law provisions, and guidelines given to schools, which implicitly include this behaviour.  A number of publications issued by the Office of Internet Safety explicitly include this behaviour.   For example, under Criminal Law, remedy may be pursued under the Criminal Damages Act 1991 (e.g., Section 5(1) deals with the unauthorised accessing of data).  Also, Section 10(1) of the Non-Fatal Offences Against the Person Act 1997 states that any person who, without lawful authority or reasonable excuse, by any means including by use of the telephone, harasses another by persistently following, watching, pestering, besetting or communicating with him or her, shall be guilty of an offence (italics added).  Dealing specifically with telephones, Section 13(1) of The Post Office Amendment Act 1951 has been amended a number of times, including by the Communications Regulation (Amendment) Act 2007, Part 2.  It now says that any person who sends (by telephone) any message that is knowingly false, grossly offensive, indecent, obscene or menacing, for the purpose of causing annoyance, inconvenience, or needless anxiety to another person, persistently without reasonable cause, commits an offence.  A case was prosecuted under this Act, in the Dundalk District Court (large conurbation north of Dublin city).  On 31 January, 2008, a man of 27 posted offensive and obscene messages on a page of the social networking website Bebo belonging to a 16 years old girl.  He was prosecuted, pleaded guilty, and agreed to pay the girl €3,000.  Judge Conal Gibbons placed the defendant under the supervision of the Probation Service and the case was adjourned for the compensation to be paid (reported in the Irish Independent newspaper, Friday, 6 June 2008).
Under Educational Law, Section 9 of the Education Act 1998 says that any school recognised by the Minister of Education shall ‘use its available resources’ to, among other things, ensure that the educational needs of all students are identified and provided for, and that the school promote the moral, spiritual, social and personal development of students, having regard to the characteristic spirit of the school.  Section 23 of The Education Welfare Act 2000 provides for the need for a code of behaviour regarding the students registered at the school, in accordance with any guidelines issued by the National Educational Welfare Board (e.g., National Educational Welfare Board, 2008).
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Table One: Comparison of percentages of students reporting involvement in bully / victim problems during the last three months in the 2004-2005 ‘ABC’ survey and in the 1993 – 1994 nationwide survey.

	

	
	Primary students (%)
	Second level students (%)

	
	Nationwide study (1993-1994)
	‘ABC’ survey (2004-2005)
	Nationwide study (1993-1994)
	‘ABC’ survey (2004-2005)

	Victim
	17.1
	21.2
	11.5
	15.2

	Bully
	12.3
	6.8
	10.8
	13.5

	Bully/victim
	14.1
	7.3
	4.1
	7.7

	Total
	43.5
	35.3
	26.5
	36.4
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