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Abstract

There was a time, not so long ago, when our physical world would have seemed
unfathomably large. But thanks, in part, to the meteoric rise of technology and
its ability to connect far reaching parts of the universe, it has since diminished
in size. The space and silence that was once infinite is now fast filling up with a
noisy clamour borne of the virtual world, which is quickly expanding and, unless
tempered, threatens to reduce the size of our physical world further, until it exists

solely behind a softly glowing screen.

Mobile devices are ubiquitous in the modern world and rarely leave our side.
Subsequently, interruptions are more frequent and attention increasingly difficult to
protect. Push-notifications are an extremely valuable tool for disseminating useful
and timely information, but their current use lacks the intelligence to tactfully
adapt to the transient physical and cognitive contextual needs of subscribers,
to whom they are delivered. Those pushing notifications resort to increasingly
persuasive strategies to entice engagement and, at times, do so without empathy
for the human to whom they are pushing. Therefore, subscribers of this technology
require tools for protection, awareness and empowerment to retain ownership of

their attention and make informed engagement decisions.

This thesis presents ETHOS-Push, an approach for creating, delivering and pre-
senting notifications which are empathetic to subscribers and promote scrutability.
The requirements of the ETHOS-Push approach were informed through a rigorous
review of literature and observational studies of push-notification engagements
in-the-wild. A sustainable, data-driven approach toward intelligent delivery was
evaluated; well-defined principles of persuasion were used to engineer features
for scrutability; and finally, overtly enticing text was moderated at the point of
creation to reduce the exploitative influence of notifications employing information-

gap strategies.
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Chapter 1

Introduction

1.1 Overview

The world has, over the past 12 months, undergone a significant societal, cultural
and digital shift. The COVID-19 pandemic has challenged and transformed many
aspects of our lives. Due to the very nature of the virus and the necessity for the
population at large to distance themselves socially from one another to reduce its
transmission and destructive influence, adoption and use of technology has not
only flourished but become indispensable to daily life. Whilst the events of the
last 12 months have certainly accelerated adoption of digital media across many
lagging domains, the ubiquity of technology has been prevalent for some time
already - a key example: the mobile phone. In developed countries, 91% claim
ownership of a mobile device, followed by 90% in developing countries [Dell7].
The number of unique mobile users grew from 4.53 billion in 2015 to 5.22 billion
in 2020 [Kem21]. The opportunities and access to digital media provided by
the mobile device means, as a society, we are more connected and capable of
consuming vast amounts of content now, more than ever before.

This ubiquitous connectivity proved a lifeline during the numerous "lock-downs"
that tested the reserve of many during the global pandemic. The technology
facilitated the continuation of education [Dha20|, work [Leo20], healthcare [WC]
and social interaction [MM20b] with minimal disruption whilst the world adapted
to a new socially distanced and remote way of life - elements of which may remain

for years to come, particularly as we adapt and reap the benefits of technological



2 Introduction

enhancements. A key feature in the early fight against the virus were mobile
push-notifications. Ezposure Notifications [Goo20b| were used to quickly and
privately alert those who came into contact with a positive COVID case so they
could act early in breaking the chain of transmission. This was a prime and
powerful example of how contextual mobile data, BLE proximity sensors, could
be harnessed and paired with push-notification technology to provide a timely
intervention for the safety and well-being of the mobile user.

Push technology has itself become increasingly ubiquitous in recent years and
can now be implemented not just in mobile devices, but in any web browser,
through a smart watch, Internet of Things (IoT) enabled device, even in plants.
An MIT team, using plant nanobionics, programmed spinach plants to transmit
an email notification when certain chemicals were detected [Won+17]. The proof-
of-concept design demonstrated that plants enabled with push technology could
alert us to early signs of pollution or explosives and support early interventions,
but it also indicates how we could soon be inundated with notifications pushed
by organisms other than humans. Similarly, with the increased ubiquity of
push-notification capabilities, the opportunities for businesses, brands and app
owners to reach users with new information, offers and media rich experiences has
also expanded. 66.7% of mobile users opt in to receive push-notifications from
apps installed on their device [Par2la|, although this differs wildly depending
on the OS (Android opt-in rate: 91%; iOS opt-in rate: 44%) [Bon20|. Use of
notifications increase engagement for brands and apps, but also satisfy the needs
of the subscribers interacting with media online who, when surveyed, expressed
reasons for engagement such as: stay up-to-date with news and current events;
find funny or entertaining content; fill up spare time; stay in touch with what my
friends are doing; and make sure I don’t miss out on anything ("FOMO’).

The engagements users have with their mobile device and their incoming
push-notifications have the potential to tell a rich story of the transient needs,
priorities and aspirations of the user in varying context and cognitive states.
Applications, in the past, had the ability to harness this information and throttle
the influential impact of push-notifications to drive behaviour, such as in the case
of Exposure Notifications. However, mobile users in recent years, thanks in part
to the introduction of new privacy laws and campaigns against harvesting data
for exploitative purposes, have become more cognizant of the value of their data
which they impart to devices and the subsequent apps and services which utilise

it. As such, the landscape for data-driven approaches for intelligent technologies
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is changing, with focus turning toward consent, privacy, trust, transparency,

explainability and data minimisation.

1.2 Problem Definition and Objectives

According to the Digital 2021: Global Overview Report [Kem21|, the number
of unique smartphone, internet and social media users rose by 1.8, 7.3 and 13.2
percent, respectively, from January 2020 to January 2021. 96% of internet users
aged 16 to 64 own a smartphone, 64.4% a laptop or desktop computer, 34.3% a
tablet and 23.3% a smart watch - devices all capable of pushing notifications. This
also coincided with growth in the number of app downloads during 2020: 142.9
billion, an increase of 23.7% over 2019. Subsequently, time spent interacting with
mobile apps also increased, with users spending on average over 4 hours a day on
their mobile device - 10 to 19 hours a month on social media platforms such as
Facebook, WhatsApp or Instagram and an average of 7 to 23 hours a month on
streaming platforms such as YouTube and Netfliz. Despite the expanding audience
and increased appetite for digital media, the massive influx of apps available
and smart devices capable of jostling for engagement has meant attention has
never been a scarcer commodity. Unfortunately, a consequence of this is a war for
attention, in which empathy for the human - to which attention belongs - is often

disregarded in favour of metrics such as impressions, likes, subscribes and follows.

When there is contention for attention, those who seek it turn to
the most reliable attention getters: sex, hierarchy, calamity, and so
forth. [DBO1]

Perhaps chief, in the arsenal of tools for grabbing attention, is the push-
notification. Now ubiquitous across technologies (mobile, web, IoT), a push has
the power to interrupt and grab attention at every moment of our life, due in
part to the penetration of mobile technology and our attachment to it. Left
unchecked, this has the potential to wreak havoc on our productivity [KPD16],
relationships, mind and overall health and well-being [PH18|. Notifications pushed
at opportune moments have the ability to inform, engage and provide real value
to the subscriber. However, that value must be weighed against the cost of
interruption. The context in which a push-notification is delivered is important

when weighing its value versus its cost.
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Research has shown that incoming notifications distract the user severely from
their current tasks, regardless of whether the notification is given immediate
attention [Tho+14; Lee+14b; Mar+15; War+17|. A significantly high influx of
notifications has also been shown to resonate negatively with those receiving them
[Sah+14]. Push notifications from various social media sites, email accounts and
other mobile apps, compete continuously for precedence. The problem with this
scenario is that it occurs in real-time, with no awareness or empathy for the
consumer of the information [Oul+12; Smi+14]. Extreme or aggressive tactics are
therefore resorted to by those pushing notifications to "win" the attention of the
user [Liu+19]. Research pertaining to notification management and interruptibility
attempts to explore end-user interactions with notifications pushed at users through
various devices and attempts to identify receptive moments for messages to be
delivered [CDM15; MHM17; HK; KS; Oko+15; Qin+14; HI05].

Many of these approaches for managing notifications are data-driven which can
be difficult to sustain in the current climate where consent and regulation, both
positive progressions for end-users of technology, are difficult waters to navigate
when gathering granular, sensitive and big data to be used for autonomous decision
making, such as during Notification Management. Many research studies invest
time developing ad-hoc mobile applications for gathering mobile notification data
due to the limited number of open source data sets available which contain the
unique features required to test hypotheses [Meh+15b; KS; Oko+15; Qin+14].
There is also a lack of standard features, methods of collection, units of measure-
ment and benchmark data sets with which to consistently build upon [Chu+15|. In
particular, with respect to data minimisation, awareness of the contexts in which
certain methods or features are significant and others not would aid researchers
and app developers process only what is necessary, thus reducing the amount of
data harvested from notification subscribers, protecting their sensitive information
from potential exposure.

Consequently, the work proposed in this thesis seeks to find approaches to
intelligent push-notification orchestration which is imbued with empathy for
the subscriber such that: they are empowered to understand how notifications
persuade; their data enhances more sustainable data-driven systems; and the
data-driven systems are conditioned to better protect their best interests with
regard to push-notifications. In light of this, the research objectives of this work

are:
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e RO1: Perform a state-of-the-art review of push-notification, interruption

management and context-aware computing literature

e RO2: Understand influence and engagement with respect to push-notification

arrival in varying contexts

e RO3: Design, implement and evaluate an approach toward sustainable

production of push-notification engagement data

e RO4: Design, implement and evaluate an empathetic approach to creation,

delivery, presentation and scrutability of push-notifications

1.3 Motivation

The first key motivation behind this work was to contribute an approach to push-
notification management which adopts greater intelligence and empathy for the
notification subscriber and harnesses the tools and techniques usually leveraged
by those pushing notifications to better empower subscribers to understand and
manage interruptions caused by their incoming notifications. Recent revelations
by key industry leaders in the field of Human Computer Interaction, such as Jeff
Seibert (Twitter) and Bailey Richardson (Instagram), have shone light upon the
exploitative nature of technology which we use on a daily basis. Tristan Harris, an
ex-Google product manager, pioneered the Time Well Spent movement after his
internal presentation at Google regarding the destructive implications of nudging
users to spend more time on their platform failed to incite real change in how
technology, such as push notifications, were being used - exploitatively. The
movement challenged the big tech conglomerates to adapt to a changing culture in
which users would no longer be satisfied with being constantly steered or nudged
(via notification) toward actions regardless of subsequent negative impacts on
their health and well-being. Similarly, a recent Netflix documentary "The Social
Dilemma" received critical acclaim for its examination and narrative around the
influential depth and control exhibited by technology such as push-notifications
and the role they play in addiction, anxiety and the spread of disinformation.
Therefore this work aimed to contribute toward Humane Technology by inserting
empathy at key points of the push-notification life-cycle: creation, presentation,

delivery and reflection.
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Another key motivator for this work was to contribute toward methods which
could help sustain data-driven approaches to Notification Management whilst
minimising the risks associated with exposing sensitive information, such as notifi-
cation engagements, to intelligent NMSs systems, whose computational resources
generally reside outside of subscriber control (in the cloud). Technology users,
for good reason, have become increasingly wary of granting consent to intelligent
systems which harvest data to support autonomous decisions. Additionally, due
to the new General Data Protection Rules, there are also tighter restrictions
around the processing of data which must be minimally fit for purpose. The
new regulations also add further barriers for freely sharing data sets, such as
notification-context pairs, which could be used for standardisation, collaboration,

transfer learning and, of particular relevance to academia, comparative evaluation.

1.4 Research Questions

As the availability of user attention decreases and numbers of those seeking it
grow progressively, increasingly persuasive and exploitative methods are leveraged
to try and seize it, sometimes unbeknownst to end-users, using the medium of
push-notifications. In order to facilitate empathy-driven approaches to protect
subscribers, sustainable methods which utilise minimal user data need to be

implemented.

Therefore, the primary thesis of this dissertation is that attributes describ-
ing notification engagement behaviour, derived and generated using mini-
mal/synthetic data, can be used to autonomously orchestrate the tasks of
empathetic push-notification creation, delivery and presentation whilst facili-

tating scrutability.

In support of this thesis, the following 4 research questions were proposed to
investigate, through empirical studies, the design, implementation and evaluation
of the ETHOS-Push approach:

e RQ1: How do subscribers act toward, perceive and become influenced by

push-notifications in-the-wild?

e RQ2: Can a generative approach to push-notifications help facilitate intelli-

gent notification management?
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e RQ3: Do persuasive principles applied to push-notifications enhance scrutabil-

ity?

¢ RQ4: Can autonomous moderation, at the point of notification creation,

reduce overtly influential notifications?

1.5 Thesis Contributions

The work outlined in this thesis strives to contribute toward the body of research
which is challenging modern technology, and specifically push-notification technol-
ogy, to be and do better by the global population of users with which it engages.
A mixed methods research methodology was adopted to inform a data-driven
approach toward the sustainable, empathetic and scrutable orchestration of push-
notifications. As such, one major contribution and two minor contributions are
borne from this work.

The major contribution of this work is ETHOS-Push, an innovative approach
toward EmpaTHetic Orchestration of Scrutable Push-notifications. The approach
focuses on four significant points within the life-cycle of a push-notification (cre-
ation, delivery, presentation and reflection) and applies intelligence at these points
to facilitate an empathetic experience for subscribers receiving push-notifications.
An empathetic experience, in the context of this work, is one which satisfies the

following requirements:

e R1: the notification content does not overtly entice engagement (intervention

at creation)

e R2: past subscriber engagement data is used minimally to inform intelligent

systems e.g. for optimal delivery (intervention at delivery)

e R3: notification presentation is personalised and adaptive to varying contexts

(intervention at presentation)

e R4: notification influence is scrutable and understandable facilitating aware-

ness (intervention at reflection)

The ETHOS-Push approach advances the state-of-the-art through the development,

implementation and evaluation of each requirement described above.
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Moreover, the experiments discussed in this thesis showed that overtly influ-
ential notification content had an impact on notification engagement and that,
through identification and moderation at the point of notification creation, that
same influence could be placated, protecting subscribers from being constantly
enticed to engage. Experiments also dFemonstrated that NMSs, which are nor-
mally dependent on large amounts of subscriber data, could be assuaged with
synthetic data generated to imitate real notification engagements, albeit with
a slight performance loss for the sake of increased privacy. An application of a
conditional generative model was also shown to identify preferred moments for
contextual delivery of notifications which improved engagement whilst facilitating
greater control. Experiments which examined persuasive principles with respect
to push-notification engagement identified new features which contributed to the
lure of certain nudges, and a tool developed to facilitate greater awareness of such
persuasion, the SCRutable Push LEdger (SCRUPLE), was shown to alleviate the
associated pressure to engage whilst empowering awareness.

The two minor contributions of this work are: the approach toward generating
synthetic push-notification engagement data and the approach of extracting
persuasive principles from push-notification engagements to facilitate scrutability
through SCRUPLE.

In addition to advancing the state-of-the-art, the generative method for creating
push-notification engagements was also deployed within the research community
to facilitate comparative evaluation of NMSs and User Modeling. An open-
source OpenAl Gym environment gym-push was developed and seeded with
synthetic push-notification engagement data to enable Reinforcement Learning
agents, tasked with managing push-notifications for subscribers, to be trained and
evaluated through standardised means. The methods proposed within ETHOS-
Push are also currently being evaluated within industry via a new start-up borne of
this research, named EmPushy, which hopes to provide improved push-notification

experiences to larger audiences.

1.6 Research Methodology

A mixed methods research methodology was adopted for the work described in this
thesis. A rigorous literature review, described in Chapter 2, of the push-notification

and broader HCI domain, identified a number of limitations and gaps within



1.6 Research Methodology 9

the space which could be further investigated to advance the field. The review
directed the focus of the work toward an observational study of push-notification
behaviour in-the-wild in which qualitative and quantitative data was gathered from
participants through ESM questionnaires and mobile sensors to enable further
investigation of notification behaviour and support the design and evaluation of
generative models applied to synthetic generation of push-notifications.

The in-the-wild method was selected as it facilitated the collection of data
in its natural environment whilst also supporting querying participants. Thus
mixing both unobtrusive participant observation and just-in-time questionnaire
methods which have shown to be effective in the domain of push-notification
research [Meh+17b].

Quantitative methods were subsequently used on the collected data to extract
insights regarding the persuasiveness of the pushed content, its impact on sub-
scribers and the role of contextual features on notification actions. The data was
also used to design and evaluate a novel NMS and generative models in lab-based
experiments. The lab-based simulation experiments facilitated evaluation in a
low-risk environment and provided empirical evidence for the proposed methods
contributing to an empathetic NMS. This in turn informed the requirements of
an intervention experiment which could ultimately validate the efficacy of the
proposed empathetic NMS in a real-world environment.

Once the NMS was validated offline, both qualitative and quantitative methods
were then once again deployed in an in-the-wild intervention with a large number
of participants to ascertain whether the proposed components of the empathetic
NMS had a statistically significant impact on the behaviour of push-notification
subscribers. Qualitative questionnaires were deployed to participants and push-
notification engagement metrics were tracked unobtrusively in real-time. This
method, found to be lacking in the domain of push-notification research to date,
was explicitly called for in a recent survey of push-notification technology [MM17|
and enabled the lab-based results to be validated in-the-wild as well as providing
additional data to be shared within the research community. Quantitative analyses
were subsequently carried out to identify the statistical significance of the results
as well as extract insights on the behavior of participants with respect to push-
notifications and validate the efficacy of the proposed approach toward empathetic

orchestration of scrutable push-notifications.
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1.7 Thesis Structure

Chapter 2 explores the state of the art literature with respect to push-notifications.
Existing implementations of push-notifications are reviewed and a variety of
challenges associated with the technology are identified. Following this, recent
solutions applied within the domain of notification management are evaluated.
Subsequent obstacles prominent in the literature, such as data availability and

ethical constraints, are further discussed.

Chapter 3 introduces two studies exploring push-notification engagement be-
haviour in-the-wild. In the first, an Android app was developed and deployed on
participant devices to unobtrusively monitor notification engagement patterns as
participants went about their daily lives. A method of abstraction was introduced
and applied to sensitive notification features for the preservation of privacy. An
Experience Sampling Method was implemented to extract participant perspectives
of engagement behaviour etiquette. In the second study, intelligent systems and
agents were developed to orchestrate the creation, presentation and delivery of
web push-notifications. Through analyses of the data collected, a number of
significant insights were identified between participants, notifications and the

transient contexts in which notifications are received.

Chapter 4 shifts the focus towards the evaluation of intelligent solutions for
improved notification engagement. A variety of algorithms for predicting notifica-
tion engagement actions are explored and evaluated offline using the in-the-wild
data presented in Chapter 3. Following this, a number of generative models
are introduced for generating synthetic notification engagement data which can
be freely shared, scaled and conditioned for a wide variety of scenarios. The
synthetic data generated is evaluated with respect to its quality and preservation
of privacy as well as its utility when leveraged by NMS algorithms predicting op-
portune moments. The value of the generative approach is demonstrated through

implementation during in-the-wild study of web push notifications.

Chapter 5 describes an approach for extracting persuasive features from notifica-
tion engagements to further inform and improve the performance of intelligent
NMSs whilst additionally empowering subscriber awareness through a tool for
scrutable reflection of past notification engagements. The impact of the persuasive
principles and scrutable tool are assessed through an in-the-wild study of web

push-notifications.
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Chapter 6 explores the text content of push-notifications, the influence of enticing
text with respect to engagement and the autonomous generation of notification
text content. A proposed method of autonomous moderation of overtly influential

text is then evaluated in-the-wild and the impact on engagement discussed.

Chapter 7 reports the conclusions of this thesis by describing the research
objectives and achievements, the contributions made to the state of the art and

identifies future work and directions for this research.

1.8 Publications

The research presented in this thesis has contributed to the following published

workshop and conference papers to date:

1.8.1 Conference Papers

e K. Fraser, B. Yousuf, O. Conlan, "A Context-Aware, Info-Bead and Fuzzy In-
ference Approach to Notification Management", IEEE 7¢* Annual Ubiquitous
Computing, Electronics & Mobile Communication Conference (UEMCON
2016) |[Best Paper Award| [FYC16]

e K. Fraser, B. Yousuf, O. Conlan, "An in-the-wild and synthetic mobile
notification dataset evaluation", Intelligent Systems Conference (IntelliSys
2017) [FYC17al

e K. Fraser, B. Yousuf, O. Conlan, "Scrutable & Persuasive Push-Notifications",
14" International Conference on Persuasive Technology (PERSUASIVE
2019) [FYC19b)]

e O. Conlan, K. Fraser, L. Kelly, B. Yousuf, "A User Modeling Shared Chal-
lenge Proposal", 10" Conference and Labs of the Evaluation Forum (CLEF
2019) [Con+19]

e R. Sutton, K. Fraser, O. Conlan, "A Reinforcement Learning and Synthetic
Data Approach to Mobile Notification Management", 17" International
Conference on Advances in Mobile Computing & Multimedia (MoMM 2019)
[SFC19]
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1.8.2 Workshop Papers

e K. Fraser, B. Yousuf, O. Conlan, "Synthesis & Evaluation of a Mobile
Notification Dataset", EvalUMAP Workshop, 25" Conference on User
Modeling, Adaptation and Personalization (UMAP 2017) [FYC17b|

e K. Fraser, B. Yousuf, O. Conlan, "Generation and Evaluation of Person-
alised Push-Notifications", EvalUMAP Workshop, 27" Conference on User
Modeling, Adaptation and Personalization (UMAP 2019) [FYC19a)

e K. Fraser & O. Conlan, "Enticing Notification Text & the Impact on
Engagement", UbiTtention Workshop, UbiComp 2020 [FC20]

e A. Madhusoodanan, A. Kumar M, K. Fraser, B. Yousuf, "Machine Learning
Approach to Manage Adaptive Push Notifications for Improving User Ex-
perience", Workshop on Artificial Intelligence for Mobile and Ubiquitous
Communication System, MobiQuitous 2020 [accepted|



Chapter 2

Background

2.1 Overview

This chapter describes a review of literature relating to push-notification technology
and related fields. There were a number of objectives related to this review. The
first objective was to identify where push-notification technology sits in the
landscape of computer science literature. The second objective was to provide a
systematic review of push-notification technology to capture past, current and
potential future trends expressed in the state-of-the-art. The final objective was to
identify gaps within push-notification literature which deserved further exploration,
thus lending support and credence to the work subsequently undertaken and
described in this thesis.

2.2 Methodology

The PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-
Analyses) scheme [Moh+09] was used for carrying out a systematic review of
push-notification technology presented in this chapter. The ACM Guide to
Computing Literature was selected as the source for the review as it is one of the
primary and most comprehensive literature databases in the field of Computer

Science, containing just over 2.9 million publications [ACM].
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The publications included in this review were sourced at three time points.
The first was January 2017, which included a filter criteria, Years, ranging from
2014-2016. The second time point was January 2020, which included a filter
criteria, Years, ranging from 2017-2019. The final time point was January 2021
in which a single year criteria, 2020, was selected. As the three reviews were
identical in all but year, the results have been combined and are presented as
one all-inclusive review, ranging in Year from 2014-2020. This time frame was

selected as:

e Other researchers in the domain of push-notifications and mobile HCI have
carried out rigorous surveys on the evolution of push technology and context
computing. Kunzler et al. [KKK17] completed an extensive survey ranging
from years 1994 to 2017 in which they traced the origins and growth of
Context-aware Notification Management Systems (CNMSs). Mehrotra et al.
published, an extensive survey of push-notification technology in their book
Intelligent Notification Systems: A Survey of the State of the Art [MM17] -
dates were not explicitly stated for the review, but the work was published
in 2017. Furthermore, Church et al. completed a survey of smartphone
usage studies between years ranging from 2007 to 2014 [Chu+15|. Therefore,
it was decided for this review to concentrate on years 2014-2020, as it would
facilitate a small overlap with previous reviews (2014-2017) whilst also
facilitating inclusion of new state-of-the art studies (2017-2020).

e Whilst push technology first became tangible in 2001 when Blackberry’s
Research in Motion (RIM) team implemented the first push service for alert-
ing users to new email [MCO06|, mobile push technology was only adopted
in 2009 (Apple) and 2010 (Google). Rich notifications, those which permit
multimodal content, were just created in 2013/2014. Therefore, this tech-
nology is still in its infancy and, as such, studies examining the behaviour

of users interacting with push-notifications fall to more recent years.

It should also be noted that, whilst the years 2014-2020 were selected for review,
the snowball method [Woh14] was used to also include papers of significance that
fell outside of this range. Table 2.1 demonstrates the selection criteria used during
the review.

The purpose of this literature review was to identify relevant work in the
field of computer science in which push-notification technology was a significant

factor i.e. the focal point of a study, a supportive technology (e.g. behavioural
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Table 2.1 Selection criteria and method for systematic review of push-notification
technology

Review How 1is notification technology applied, assessed and improved

Question | across computer science literature?

Literature | Source | The ACM Guide to Computing Literature

Search Title:("notification” OR "push-notification” OR
Query | "push notification"”) OR Keyword:("notification” OR
"push-notification” OR "push notification")

Filter

Years | 2014-2020 | Type | Research Article
Criteria

Titles and abstracts were examined to determine the theme,
Exclusions | scope and contributions of each work. Those found not to include

notification applications, assessments or impact were excluded.

. The full-text assessment included only articles which used,
Evaluation

assessed or improved notification or related push technology.

interventions) or a confounding factor (e.g. smartphone/app engagement). The
review question aimed to capture a holistic view of push-notification technology
spanning multiple technology embedded domains including, but not limited to:
Human-Computer Interaction; Mobile Computing; User Modeling; Artificial
Intelligence; Personalisation; Persuasive Technology; and Digital Health. As such,
the question which this review provides evidence toward is: How is notification
technology applied, assessed and improved across computer science literature?
Minimal search terms were chosen to target notification literature explicitly in
order to maintain a broad scope. A notification is defined in Merriam-Webster as
a written or printed matter which gives notice [Meral. With regard to technology,
a notification is an alert used by devices to draw user attention to, generally new,
information. The term "push-notification" is mostly used synonymously with
"notification", however it can also be considered a sub-category, as the "push"
distinguishes it as a piece of information that has been sent by a remote server, as
opposed to being spawned locally on a device. For this reason, both "notification"
and "push-notification" variants were used to define the parameters of the search
query. Additionally, it was required that either term be present in the Title or as
an Author Keyword to be applicable for review to ensure relevant publications

were selected. The publications were filtered by year and content type. The total
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Table 2.2 Result of systematic review of push-notification literature

Year 7 Publications # Research Articles # Post-screening

2020 65 31 25
2019 62 44 39
2018 325 133 35
2017 410 127 32
2016 239 178 38
2015 610 151 26
2014 289 375 28
Total 2600 1039 223

number of publications each year matching the selection query and the subsequent
portion which were identified as Research Articles are shown in Table 2.2.

A total of 2,600 publications were identified, of which, 1,039 were research
articles. Screening of the title and abstract of each record yielded the further
exclusion of 816 records due to irrelevance with respect to push-notifications or a
determination that no significant push-notification contributions were present (e.g.
notifications were not the focus of the work and subsequently were not measured
or adequately described or reported). Where applicable, when a determination
could not be sufficiently made from the title or abstract, the full-text content was

used to provide further evidence. Examples of titles which were excluded are:

e "Protecting Data on Smartphones and Tablets from Memory Attacks"
[Col+15]

e "Annulus: A Dual Congestion Control Loop for Datacenter and WAN Traffic
Aggregates" [Sae+20]

e "Dualdb: An Efficient LSM-based Publish/Subscribe Storage System
[QH17)

The resultant corpus after screening comprised 223 research papers. Figure 2.1
visualises the co-authorship and keyword co-occurrence discovered in the screened
corpus of publications. Of the 703 authors present in the corpus, 73 co-authored
(i.e. with another author present in the corpus) at least 2 publications (Figure 2.1a).
From the visualisation, a core group of authors can be identified as having made
significant contributions to push-notification technology since 2014. The largest

set of connected co-author items discovered was 36 (Figure 2.1b).
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Fig. 2.1 Analysis of co-authorship and keyword co-occurrence within the post-
screened corpus of literature referencing push-notification research 2014-2020.

Of the 702 keywords identified in the corpus, 109 met a co-occurrence threshold
value of 2 (Figure 2.1c¢). A large core group of connected keywords was also
identified in the literature, indicating a consistent narrative. The largest set of
connected keyword items found was 98 (Figure 2.1d). Most prominent occurrences
were references to "notifications" or "mobile devices" which was unsurprising
given the domain of study, however the visualisations also highlight that the
literature has focused on "virtual reality", "ambient notifications", "gdpr" and
"reinforcement learning" in recent years. Other notable themes identified include
"privacy", "consent", "receptivity", "mobile sensing" and "attention management".

The eligibility of each record was assessed for inclusion in the final review
by evaluating the full-text of each article with respect to its significance toward

application, assessment or improvement of push-notification technology:

e Application - notifications were applied to assist the research discussed
in the article, but were not necessarily the main focal point e.g. used to

deliver questionnaires in ecological momentary assessments, used as part
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Fig. 2.2 Review method for identifying push-notification literature.

of behaviour interventions or applied as supportive technology in fields

otherwise unrelated to technology.

e Assessment - notifications were a primary (or secondary) research focus of
the article and their effect and/or behaviour was studied (no intervention)

e.g. observational study of notifications in-the-wild.

e Improvement - notifications were a primary research focus of the article
and improvements for the creation, delivery, presentation, interaction or

measurement of notifications were presented.
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Subsequently, 93 articles were selected for qualitative synthesis. The diagram
in Figure 2.2 illustrates the method undertaken for identifying relevant literature
for inclusion in the qualitative synthesis following PRISMA guidelines [Moh+09]
and identifies the number of articles which fell into the respective category of
application, assessment and improvement (Note: some records were found to
belong to two categories e.g. notifications were applied as assistive technology
and their effects were studied; notifications without interventions were assessed in

addition to presentation of an improvement to the technology).

2.3 How Are Notifications Used?

Notifications are ubiquitous. They originated as a method of prompting users
to check their email for new deliveries and have since been adopted by mobile,
wearable and IoT technology for enabling apps, businesses and other users push
information to other connected devices for a myriad of reasons.

Paulk et al. [PKA14] discuss a study in which they apply push-notifications
to enable users be alerted when their favorite restaurant meals are being served in
nearby locations. TigerBites autonomously scraped menus of the dining locations
relevant to the Princeton University community and compared the results to a
user’s preferred meal options, subsequently sending email notifications to the
students with location details of the restaurants serving their preferred breakfast,
lunch and dinner dishes.

Consel et al. [CDS15] applied a Unifying Notification System to assistive
services for the elderly as part of an assisted living platform. The notifications

were used for such things as:
e Pill prompts - ensuring users remembered to consume medication
e Bill management - alerting users to upcoming bills
e Stove monitor - alerting user if the stove is unintentionally left unattended
e Social events - alerting user to senior social events

A six-month study of the platform deployed with 15 older adults interacting with
the notifications showed high satisfaction scores (reported using the Quebec User
Evaluation of Satisfaction with Assistive Technology questionnaire), particularly

for those with poorer cognitive function.
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Chen et al. [Che+16] proposed a Content-oriented Notification Service for
use by different emergency service responders during disasters. Communication
difficulties were identified when the services were communicating through their
individual administrative methods. Therefore, a centralised notification system
was proposed to simplify the communication by exposing a framework with which
the responders could be assigned roles within the context of the disaster and push
and receive notifications based on their dynamically assigned teams and roles.

Li et al. [Li+16] launched a large-scale study (760,935 incidents) regarding web
server vulnerabilities to evaluate whether push-notifications could aid webmasters,
and the public at large, by reducing the duration a site remains compromised.
Direct communication, using push-notifications, significantly improved remediation
when a compromise was detected and actually decreases the time attackers retain
access to a site. The type of notification was significant in this context, with
informative email notifications from an authority, WHOIS, resulting in a greater
likelihood of remediation (54.6%) and direct alerts, via the Google Search console,
improving the likelihood even further (+75%). As a result, authors called for
greater coverage of highly concise and informative notifications to scale and
improve remediation of hijacking incidents on the web.

Bashirieh et al. [Bas+17| applied notifications in the workplace to entice
engagement with crowdsourcing campaigns advertising tasks such as collaborative
design or knowledge creation. The notifications pushed from the E-Crowd applica-
tion were designed to be contextually relevant with respect to employee break time
and activity (e.g. walking) in order to maximise the likelihood of crowdsource
task completion. When deployed over a 2 month period with 83 employees it
was found that timely notifications improved retention and participation in the
tasks advertised. Significantly, the authors also acknowledged that 30% of task
executions were completed outside office hours, which raised ethical concerns over
the "right to disconnect". This in particular has become increasingly prominent
over the past year as a large portion of the global workforce has been forced to
work from home due to the COVID-19 pandemic, causing distinguishing lines
between work and home life to become increasingly blurred.

Yaman et al. [Yam+17| discuss the ethical implications regarding the timing
of notifications sent to users by software companies who wish to notify of intended
use of data for experimentation purposes. 130 surveys were distributed to 4
different companies and between employees of differing roles. Results indicated
there was a consensus that a notification should denote if and when Personally

Identifiable Information (PII) was being used in experiments but other scenarios
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not including PII caused division of opinion with regard to when a user would
receive a notification, before or after the experiment had taken place. In particular,
participants in management roles were cautious and tended toward always sending
a notification to a user regarding inclusion in experimentation, whereas UX
designers were found to favour sometimes misleading users during the experiment
iof the validity of the results depend on it. This work was particularly interesting
as it highlights the ethical culture from wherein notifications are being pushed at
scale. In this context, the notification was regarding inclusion in experimentation
(e.g. A/B tests), but this begs the question whether the same ethical culture can
be found in other such businesses pushing promotional notifications or notifications
designed to entice use of an application and whether similar tactics of misdirection
are considered for the sole purpose of achieving valid results, potentially at the
expense of the end-user.

Samonte et al. [Sam-+18| applied notification technology to ease administrative
burdens in hospitals when disseminating information, such as test results, to
patients. SMS notifications were used in conjunction with an online portal to
notify patients when test results were available for online viewing - accessible via a
patient ID and PIN number which were also pushed to them via SMS in order to
reduce patient travel costs and registration times. Contextual rules were built into
the Online Hospital Document Management System so that test-result notifications
would only be pushed to outpatients, as the doctors of in-patients would already
have access to the information and would share the information when necessary.
The authors also evaluated the systems tangible benefits, such increased revenue
and man-hours saved, as well as intangible benefits of an enhanced user experience
and overall better healthcare provided.

Silvis et al. [SSL18| administered a notification system for alerting students-in-
need when leftover food was available in order to prevent food waste. The proposed
design would selectively prioritise students who may be facing food insecurity with
outlets located at the University of Pittsburgh that had a food surplus destined for
landfill sites. Of particular importance was the fairness of prioritizing notifications
such that the students most in need were given the opportunity to attend events
with surplus food first (i.e. they were first to receive a push-notification), as well as
ensuring there was enough surplus food for those students who did receive a push
(invite). The Fair (food) Insecure Probability Score value model was proposed to
selectively determine which users received a push-notification and in what order.
This use-case highlights the temporal relevancy of a push-notification. In this

case, the "pusher" took responsibility to ensure that relevant notifications were
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delivered in a fair and empathetic manner. However, this is not always the case
in-the-wild. For instance, an airline pushing a seat sale promotion via notification
to its massive audience of mobile subscribers is unlikely to apply similar empathy,
but would instead either: send to all subscribers; or send to subscribers most likely
to avail of the sale, whether or not purchasing the flight is in their best interest.

A common widespread application of push-notification technology is within
mobile and web applications for the purpose of increasing user engagement with
a platform and improving Key Performance Indicators (KPIs), such as page
impressions (e.g. number of users viewing content) or conversion rates (e.g.
number of users signing up to a newsletter or making a purchase). Airship, a
Customer Engagement Platform, published recent statistics which showed that
average notification direct open rates increased 29% since the beginning of the
COVID-19 pandemic |[Par21b]. Their analysis also illustrated that the context
of delivery influenced the preferred communication channel (e.g. email vs SMS
vs app notifications) of customers when they were being pushed information,
with 32% deciding to unsubscribe if a poor push experience occurred (e.g. an
out-of-context, disruptive or overly aggressive/enticing notification pushed).

Parker and Wang [PW16] explored what motivating factors influenced cus-
tomers to engage with an app deployed within the domain of fashion retail. Their
study, including qualitative interviews with 18 participants regarding their retail
app engagements, found that personalized services, convenience and efficiency
were the leading motivational factors for use. In particular, 9 participants indicated
notifications regarding discounts were a motivating factor. However the channel
in which notifications were received differed, with 6 choosing push-notification
and 9 choosing email as their preferred channel of communication. Context and
noisy/annoying notifications were factors which prevented participants from being
willing to subscribe to notifications. The authors concluded that analysis tools
such as Google Analytics should be used to identify preferred contexts in which
to deliver notifications as placing a targeted trigger in the path of a motivated
person at the time of day they are most likely to be willing and able to engage
would improve the receptivity and use of retail apps and subsequently improve
conversions.

As illustrated in these studies, notifications have been applied across many
fields of interest: restaurant & dining; assisted living; emergency services; cyber-
security; workplaces; research; healthcare; food waste; and e-commerce, to name
but a few. The benefits of this technology are clear, but they also draw further

questions into light - such as those around privacy, consent and ethics. Many more
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applications of push-notification technology exist in-the-wild resulting in a myriad
of alerts ringing out, devices vibrating, lights flashing and other modalities set
alight all to attract the fickle and fleeting attention of subscribers. The following
section explores the wide-ranging impact these push-notifications have on wider

society.

2.4 What Impact Do Notifications Have?

The examples of push-notification applications discussed in the previous section
illustrate clearly that push-technology provides real value and is a benefit across
multiple domains. But what are some of the tangible and intangible costs to using
push-notifications? Do they outweigh the benefits? This section explores the
impact of pushed notifications in greater detail and from multiple perspectives
through the discussion of literature which observed and assessed the creation,

delivery, presentation and measurement of notifications and associated behaviours.

2.4.1 Interruptions

Since the creation and evolution of the smartphone, and additional wearable
technology soon thereafter, we now find ourselves physically, if not also emotionally,
tethered to technology at almost every moment of the day. A consequence of
this: technology has the opportunity and capability, through push-notifications,
to interrupt us at any juncture. Most significantly, the "pusher" generally holds
the discretion at which we are interrupted.

Cialdini, in his book Influence: The Psychology of Persuasion |[CCO7|, rumi-
nates over how a phone call ringing out whilst mid-conversation with a friend
is not only a distraction, but also overwhelmingly enticing to answer, as with
each ring, the opportunity to learn the new piece of information which it hides,
becomes smaller and smaller.

Bohmer et al. [Boh-+14] designed a mobile application, CallHeads, in 2013
which tracked interruptions made by incoming phone calls to evaluate the effects
of using a non-obtrusive contact bubble Ul in place of a full-screen notification
for answering calls. The app was released in-the-wild and subsequent data was
collected on 525 users for ~30 days, during which time 88,516 incoming calls

were identified. This translated to 3.3 calls, or interruptions, on average per user
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per day. Considering that each interruption negatively impacts productivity and
task completion [SB10; MN86; GMO04|, this highlights a growing concern and an
argument for reducing our attachment to our smartphones, at least during hours
in which we wish to be productive. The CallHeads app enabled the researchers
to identify calls of users which, most significantly, interrupted them during use
of their smartphone e.g. whilst typing a message or playing a game. It was
found that 33.66% of incoming calls were interruptive in this context and 55.77%
were answered, demonstrating the persuasive power discussed by Cialdini. The
authors also identified another interesting behaviour - only 7.99% of the calls were
explicitly dismissed (i.e. the user declined to answer before the call rang out),
whilst 36.24% were allowed to ring out. This suggested a reluctance to explicitly
snub the caller despite not wishing to take the call. The authors define this new
behaviour as passive decline.

This attendance behaviour, or lack thereof, has also been identified with
incoming notifications. Weber et al. [Web-+ 18| undertook a large-scale, in-the-
wild, observational study of the push-notification drawer of 3,953 mobile devices
to explore how users interacted with alerts posted to the notification tray of their
device. Their investigation showed that 3.4 notifications, on average, remained
pending explicit attendance on user devices and that the type of notification
category influenced the duration of nonattendance. Further work by Weber et al.
uncovered reasons why notification attendance might be deferred. The Snooze
app was deployed in-the-wild on 295 user devices enabling deferral of notifications
for a user-defined set period of time. The study identified the main types of
notifications deferred were SMS/Instant-message and Calendar/Reminders and
that they were mainly deferred for attendance later that same day. A further
smaller (n=16), but deeper, study with the same application yielded reasons
for deferral as participants were interviewed after 7 days interacting with the
app. Reasons for deferring a notification, as opposed attending it or explicitly

dismissing it, included:

e not wanting to attend to a notification during work, but wishing to attend
to it later (e.g. before and after work were found to be popular deferral

periods)

e not wanting to switch current context to that of the notification, but wishing

to attend later
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e wanting to be reminded of a notification so an associated task would not be

forgotten

e wanting to attend to the notification on a different device (e.g. arrived on

smartphone, but wishing to attend to it on a desktop device)
e needing to complete other tasks before the notification could be attended

During interviews, 6 participants also stated they perceived being never or rarely
interrupted by notifications, 7 felt they were sometimes interrupted and 3 felt they
were often interrupted whilst all also admitting their responsiveness to notifications
was generally immediate, particularly for communication-related notifications.
Similarly, Pielot et al. [PCD14] identified in their In-Situ Study of Mobile
Phone Notifications involving 15 users over a one-week period, that users tended to
receive 65.3 notifications on average per day and that instant messenger and email
apps were reported to be the main source of perceived interruptions. The authors
found that larger numbers of incoming notifications from messenger applications
correlated with stronger feelings of having to deal with a lot of messages and being
overwhelmed. In addition, qualitative reports from users indicated that social

pressure was an influencing factor of notification attendance:

WhatsApp was distracting a bit in the evening when I was out at the
opera and then for birthday drinks with friends. It was not important to
answer, but still a matter of politeness I had to answer in a reasonable

time span. ||

Pielot interestingly, in an additional study [PR15], also explored the inverse
effect of push-notification interruptions i.e. what happens when they are subse-
quently removed. Their study, which included 30 users who were asked to disable
notifications for a period of 24 hours, showed that although levels of distraction fell,
productivity increased and participants reported feeling less stressed, other less
desirable behaviours and emotions emerged, such as increased anxiety over missing
important information and increased self-interruption due to more frequently
checking devices for missed notifications.

Exler et al. [EGB19] investigated, through a survey of 68 participants, differing
physical contexts in which notifications would interrupt and disturb smartphone
users. Understandably, locations such as Movie Theatres, Libraries, Restaurants
and Gyms were amongst the physical contexts in which notifications would be

perceived as interruptive, whilst notifications received in Bus/Subway stations,
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Parking lots, Gas Stations and Meal Takeaways were perceived to be least inter-
ruptive.

Mehrotra et al. [Meh+15b| examine context with respect to interruption and
notification receptivity in even greater detail. The authors designed an Android
app, NotifyMe, to better understand the influence of context and content on
user response to incoming notifications and deployed it on the device of 35 users
over a period of 3 weeks which generated a dataset of ~70,000 notifications and
~4,000 questionnaire responses. The study showed that participants received, on
average, 100 notifications (interruptions) per day, arriving without any knowledge
about recipients’ willingness to get interrupted. The user’s activity at the time
of notification delivery was identified as an influential factor for the subsequent
response time (i.e. willingness to accept an interruption) of notifications. 80%
of notifications were attended in under 10 minutes when traveling in a vehicle;
60% in under 10 minutes when still, walking or running; and least attended,
understandable, whilst riding a bike. Additionally the context of the content
was indicative of the receptivity to the notification interruption, with family and
work related notifications having highest acceptance rates and notifications with
categories of system, tools or media having lowest acceptance rates.

Anderson et al. [And+19| examined interruptibility between differing contexts
of work and private use of smartphones by exploring the social roles assumed by
users in both contexts and the accompanying associated behaviours. Sequences
of app use were used to differentiate work and private smartphone activity and
subsequent results showed a significant statistical dependency between social roles
and interruptibility preferences. This suggests that users tend to follow specific
interruptibility strategies while enacting private and work roles. For example, one
participant was identified as a "combinator", as they were happy to be interrupted
for either private or work related reasons whilst assuming their work role, but
they implemented segmentation in their private role, being only receptive to
private-related interruptions and not work-related interruptions during this time
period.

It is clear from the literature that notification interruptions are a cause for
concern. Both by the receiver, whose cognitive, emotional and productive state
can be negatively influenced, but also by the pusher, whose inopportune attempts
at communication can result in frustration, annoyance and subsequent notification

un-subscribes or app un-installs.
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2.4.2 Attention

Michael Goldhaber described attention as an intrinsically scarce resource when
introducing his theory of an Attention Economy |Gol97|. In 1997 he predicted: a
continuing rapid rise in the number of people attached to the Web and trying to
get attention through it; and that individual attention getters of all sorts will find
it ever easier to get attention directly through the Web; and finally, that attention
transactions, which already are far more numerous than monetary transactions,
will come to dominate even further.

Push-notifications have indeed made it easier for all "attention getters" to
directly communicate with smartphone users and, with the number of apps and
devices capable of nudging users growing rapidly, attention has become an ever
more rare and valuable commodity. "Attention transactions" are increasingly
indistinguishable from "monetary transactions" as the revenue streams which
prop up a vast proportion of digital businesses depend on the active engagement
of a global audience. As a consequence, the influx of notifications and information
pushed at users results in reduced available attention and increased cognitive
overload.

Research has shown that incoming notifications distract the user severely from
their current tasks, regardless of whether the notification is given immediate
attention |[Tho+14; Lee+14b; Mar+15; War+417]. A significantly high influx in
notifications has also been shown to resonate negatively with those receiving
the notifications [Sah+14|. Push notifications from various social media sites,
email accounts and other mobile apps, compete continuously for precedence. The
problem with this scenario is that it occurs in real-time, with no awareness or
empathy for the consumer of the information [Oul+12; Smi+14]

The UbiTtention Workshop, inaugurated in 2016 [Voi+16], focuses on explor-
ing how the flood of notifications on different computing devices and in smart
environments can be better managed to reduce cognitive overload due to pushed
notifications. In their 2016 paper accepted at the workshop, Czerwinski et al.
|Cze+16] discussed the competition for attention and the increasing concern that
IoT devices may exacerbate the growing problem. The authors suggest improved
timing and presentation mechanisms to balance the costs and benefits of disruption
vs the potential health tmprovements when notifications are implemented as part of
behavioural health interventions. In their 2018 workshop paper |[GLP18|, Gjoreski
et al. discussed methods of utilising wearable technologies, such as a smartwatch,

to infer the context of cognitive load for the purpose of ensuring attention would
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remain unbroken during intense tasks. In their 2017 workshop paper, Mark et al.
[MIC17] investigated attention in the workplace and the impact of disruptions
caused by social media and other non-work related interruptions. During the study,
32 workers were observed over two weeks under two conditions: the first week was
the control condition in which they worked as normal and the second week was
the treatment condition in which they used an app restricting non-work-related
website access e.g. Facebook and YouTube. The workers were measured for
cognitive absorption, susceptibility to distraction and stress at the end of both
weeks. Results indicated that with fewer distractions, participants were more
focused and had increased productivity, but also felt more stressed due to their
inability to indulge the impulse of checking in on social media. This demonstrates
the difficulty of the attention management task. The challenge is to not only
remove or reduce distractions, but in such a way that when they are removed or
reduced, that the users are not negatively impacted by the sudden absence.

Exploring this point further, Kushlev et al. studied what happened when users,
who had been exposed to push-notifications for extended periods, suddenly had
those interruptions removed [KPD16]. For their study, 221 student participants
were instructed to keep all notifications enabled and their smartphone nearby for a
week. In the subsequent week, participants were instructed the opposite: to disable
notifications and put their devices out of sight. Understandably, participants
were found to be less productive and more distracted during the week of enabled
notifications. Participants felt higher levels of inattention and hyperactivity during
this period and results also showed that interruptions due to notifications were
associated with self-reported symptoms of ADHD (Attention Deficit Hyperactive
Disorder). The authors concluded that, whilst their study did not suggest that
push-notifications were in any way a cause for ADHD, they do drive subscribers
to feel more inattentive and hyperactive.

A scenario in which attention is vital and must be maintained is while driving.
Giang et al. |Gia+15] studied how drivers engaged with smart devices (smartwatch
and smartphone) whilst operating a vehicle and discovered that the smartwatch
incited more glances per notification, on average, than smartphones. The authors
hypothesised that, as the smartwatch was closer in proximity, it could be associated
with greater opportunity for glancing at the screen to check for notifications but, as
the screen is also smaller than a smartphone, it would also require more interaction
to extract the same amount of information (e.g. to read the full notification). The
study also discovered that brake response times were longer when a notification

was just received via smartwatch, thus increasing the risk of an accident. Rajan
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et al. [RSL16] also explored the effect of receiving notifications whilst driving by
presenting notifications to participants in visual and aural form during the task.
Results indicated that both auditory and visual notifications impeded driving
performance and that notifications delivered during low workloads were attended
best.

Attention is fiercely sought by devices, apps and the entities behind them
pushing notifications. Although the information pushed provides value, it also
bears costs on the subscriber who may not wish their finite resource of attention
wasted on irrelevant distractions. Particularly during moments in which their

cognitive load is already taxed or their psychological well-being is deteriorating.

2.5 How Is Notification Technology Evolving?

Since the conception and widespread adoption of the smartphone, there have
been numerous studies examining its use in-the-wild and the relationship between
the subsequent interruptions and distractions it incites as well as the ensuing
behaviours and attitudes of users. In 2015, Church et al. [Chu+15] summarised
state-of-the-art methods used within a number of smartphone usage studies
in order to understand how experiments, both observational and interventions,
in this domain varied depending on the parameters of the study. Mehrotra
[IMM17; MM20a| and Kunzler [KKK17| also undertook systematic reviews of
push-notification technology and examined how different studies provided different
perspectives on the features, contexts and factors of users relevant and most
important to push-notification engagement outcomes.

Building upon this work, this section extends the review of Kunzler (which
examined years 1994-2017), by summarising a selection of interruption and push-
notification engagement studies executed in-the-wild and reported between the
years 2017 and 2020 (inclusive). To also extend the work of Church, Table 2.3 illus-
trates the parameters of the in-the-wild studies, including details of participation,
duration, recruitment, deployment, incentives offered, methods of experimentation
used and the type of data collected. The aim of this was to provide an updated
snapshot of push-notification in-the-wild studies present in literature over the
past 4 years and compare both the study parameters and features pivotal for the

continuous improvement of push-notification technology.
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Table 2.3 Literature describing in-the-wild studies of mobile notifications, context-

aware computing and interruptibility 2017-2020.
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Pearson et al. [Pea+17] investigated a chameleon approach toward mobile
phone interaction which was hypothesised to improve the privacy and safety of
engaging with a mobile device in public while also reducing the risk of being
perceived as rude or inattentive when checking in on a device amongst company.
The long term objective of the study was that technology would eventually "vanish
into the background". The authors describe the applicability of subtle notifications
which, in contrast with current methods in which a device rings out or vibrates
loudly to grab attention, would provide the user with a subtle cue indicating a
notification arrived to minimise social disruption. One such cue applied, was the
use of abstract colours to signify different incoming notifications, thus alluding to
the content when seen by the user but yet kept private in case of prying eyes.

Qualitative results extracted during studies of the prototype deployed with
participants illustrated keen acceptance of subtle notifications: "it is really cool
- much more private”; "it’s very discreet, only you know what it’s doing - your
friends don’t"; and "if the phone flashes I can smile about it because only I know
I have a message”. Users also wanted control over how the notifications would be
visually presented to them: "I would mostly use the yellow colour for incoming
SMS messages. I could set different colours for different close friends”. The
authors found participants were attracted to the discreet notification method
because of the improved privacy and control it provided over social disruption: "its
selling point is that I can decide when I get the notifications easily with my hand so
there’s no social interruption or being rude”. Further investigation uncovered users
need for more context and information when receiving the subtle notifications
e.g. the flash of colour on screen indicated which app the notification was from,
but did not allude to the sender or subject of the message - the Chameleon app
addressed this by providing a further summary of the apps most recent messages
when the colour was tapped.

Similarly, Chang et al. [CCS19] investigated how users speculate about notifi-
cations when initially alerted to their presence and the impact it has on subsequent
engagement. The authors hypothesised that users, on sensing the arrival of a
new notification via one of the alert modalities - vibration, ring tone or flashing
LED lights, would begin to speculate about the app or sender which caused
the notification to be delivered and why. Through a study implementing an
Experience Sampling Method in-the-wild, the authors found that in 71% of cases,
users speculated about the app and sender when alerted and that the sender of
the notification was much more challenging to correctly identify. Phone events

associated with notification speculation were also examined, with recent app use
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found to be highly associated with speculating about a notification. In addi-
tion, speculation about a notification was also linked to greater attendance of
notifications, in particular it was found the app which posted the notification
played a significant role, as well as being linked to higher importance being placed
on the notification if speculated about. The qualitative data gathered during
the study further informed the basis of why and how users speculated about
notifications. The authors found that the context, alert modality and temporal
factors of notifications helped users form their speculations about the source app
and sender.

Lee et al. [Lee+19] further explored the impact of sender relationships on the
receptivity to notifications, as well as the interruption context. The authors used
an Experience Sampling Method during an in-the-wild study with 34 participants
in which measures of relationship, context and receptivity were calculated. For
relationship measures, existing instruments were used such as the Unidimensional
Relationship Closeness Inventory (to measure contact closeness) and the Mobile
Maintenance Expectation (MME) scale (to measure user expectations with regard
Instant Messaging (IM) responses). The results of the study found that context
was considered more important than sender relationship for predicting receptivity
measures such as Interruptibility (a measure of how interruptive notifications
were) and Opportuneness (a measure of how good the notification delivery timing
was). The authors also found that higher MME scores were associated with
lower receptivity to notifications, illustrating that participants were less likely to
engage with notifications when higher expectations of continued engagement were
placed upon them and participants perceived notifications associated with higher
response expectations to be "more interruptive and ill-timed".

In their in-situ study of 26 students, Mechrotra et al. [Meh+17b| investigated
the contextual effects of location and activity on notification engagement behaviour.
The authors found multiple notable findings. The first being that receptivity
increased when users were engaged in activities such as chores or exercise, although
there was some variability between users indicating individual preferences were a
factor with regard to notification engagement during these times. Attentiveness
to notifications was also found to be highest at "productive places compared to
lazy places". The authors theorised that this was due to participants being more
cognitively aware of incoming notifications related to their tasks at these places,
such as work notifications from colleagues. The study also found that receptivity
was lower when users were out in nature compared with urban environments

and overall mobile device usage dropped when in places associated with nature,
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distress or lazy activities. The results of the study illustrated that daily activity
routines and place characteristics were indicative of subsequent attentiveness and
receptivity to push-notification attendance.

Visuri et al. [Vis+19] also conducted an in-the-wild study of push-notification
engagement on smartphone devices. The authors explored how the content of
notifications influenced the perceived importance for users and proposed a method
of intelligently mediating the presentation of delivered notifications accordingly.
The study indicated, when observing user engagement without intervention,
that "interaction fatigue" surfaced within users when overrun with incoming
notifications and that, amidst the overload of information, the content considered
important would get lost. This would also happen if "users neglect to interact"
with incoming notifications i.e. if users let them build up in the notification
drawer without tending to them on a regular basis. The authors also highlight the
complexity of distinguishing what constitutes an important or valuable notification,
noting that the dismissal of a notification is not substantive evidence for deeming
it unimportant. During the study, once users had labeled a sufficient amount
of notification data, an intervention was enabled, with consent, which mediated
the delivery of notifications to participants i.e. did not present notifications to
the user if they were predicted as "unwanted" based on context and notification
content. A C4.5 classifier was trained, using the clicked and dismissed annotated
notifications of participants, to predict classes "show" or "hide". The mean
accuracy achieved by the deployed classifiers of 33 users during the study was
91.1%. The authors subsequently identified increases in CTR when the intervention
was active, although they concluded further investigations of such interventions,
and their effects on notification interactions, should be studied.

Okoshi et al. |[OTT19| implemented an "adaptive notification scheduler" to
identify opportune moments to push personalised and generic notifications. In
their study, which deployed the system in-the-wild to 382,518 subscribers of the
Yahoo! Japan Android app, they noted a 60.7% gain in click rate over a previous
baseline system [Oko+17|. Their proposed method composed training a linear
regression model on 474 context features, extracted from smartphone sensors, for
interruption estimation to identify optimal breakpoints for delivering notifications
to subscribers. Results of their study indicated that the approach was not only an
improvement over their previous baseline, but also that it performed best when
notifications were personalised to subscribers (e.g. the content aligned with their

interests) or when notifications were classified as "breaking news".
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Whilst Visuri et al. investigated the deployment of a Notification Manage-
ment System on end-user devices for mediating notifications received, Okoshi
et al. evaluated an adaptive notification scheduler for improving the push (and
subsequent delivery) of notifications. The distinction between both methods is
important. Visuri et al. solely optimise for the subscriber of notifications intending
to reduce disruption, cognitive overload and improve the notification experience
for smartphone users. Okokshi et al. in their study, optimise for the pusher (i.e.
the app, business or marketing agency), to also improve the notification experience
for subscribers, but as a by-product of improved KPIs, such as Click-through
Rate. It is important to note this distinction as the goals of both NMSs may
conflict in the future e.g. if the importance of KPIs, such as CTR, outweighs
the importance of protecting subscriber attention and long term well-being. If
such a scenario were to occur, an adversarial environment would be created in
which an agent optimised to push notifications at a subscriber would be constantly
trying to outmaneuver an agent optimised for mediating notifications on behalf
of the end-user. One such example of this already occurring today is clickbait:
notifications created with the promise of revealing certain information if opened,
only shown to be misleading when the content studied within was not as promised.
This problem was recently acknowledged in the domain of web push-notifications
as Google issued an update [Goo20a| to the way in which the Chrome web browser
handles notifications identified as manipulative and websites which users report
(implicitly through behaviour, or explicitly) as sources of poor push-notification
experiences.

The work by Okoshi et al. highlights a significant common factor prevalent
within the push-notification literature analysed: the definition, extraction, im-
plementation and scale of user, context and push-notification features harvested
for data-driven notification management approaches. The majority of studies
discussed capture features of context or content derived from smartphone users
and their notification engagements. To supplement the analysis of in-the-wild
push-notification engagement studies, Tables 2.4, 2.5 and 2.6 illustrate the most
frequent features used within notification, attention and interruption management
literature to date. It should be noted that whilst many studies use identical
features, the methods of procurement are not always consistent. For example,
the representation of time, such as when a notifications arrived to a device, were

found to vary:

e timestamp recorded explicitly e.g. [CDM15|
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e converted to bins (with differing times selected to represent morning, after-
noon etc.) e.g. [OTT19] [TAW17]

e recorded as time elapsed since the start of the day e.g. [Kan+20]

Similar nuances were identified in other features, such as location (semantic
categories, explicit latitudes and longitudes, or proximity to network towers),
notification category (researcher defined or use of external source, such as the
Google Play Store) and activity (self-reported, inferred using sensors or inferred
using Android APIs). This makes it difficult to compare the performance of
differing NMS approaches as they are trained upon inconsistent feature sets.

Despite this, these in-the-wild studies are crucial for understanding how users
interact and engage with technology. However, the time and effort spent developing
mobile software, recruiting participants and collecting data is a substantial part
of all the studies outlined above. In addition, the subsequent data collected is
rarely publicly released and shared with the research community, thus a major
potential contribution of the work, and highly useful asset for the community, lies
unutilized.

Reflecting on the above analysis, a pattern was identified within the literature

relevant to improved push-notification delivery, interruptibility and receptivity:

1. The authors first developed an application with which to collect user data

in-the-wild, both quantitative and qualitative.

2. On collection of this data, an analyses of the features indicated a select
number with which target behaviours could be inferred (such as using the

notification context to infer opportune delivery time).

3. Once identified, these features were then used to create an intelligent system
which improved the data collected (e.g. the delivery time or method of

notification delivery).

4. Finally, the intelligent system was validated offline, on a sample of the
collected data saved for testing, or online, by introducing the system to a

set of real users.

Depending on the type of study and procedures in place, additional factors

which had an impact on the process above included:

e Seeking ethical approval to carry out the data collection process
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Table 2.4 Summary of Notification features referenced in literature.
Notification Features
Name Description Associated Reference
[Meh-+15b] [Ho-+18] [MHM16a]
send time, arrival time, [MHM19] [Kan+20] [YGL17]
seen time, removal time, [SSL19] [OTT19] [YS20]
times of interest with  time of day, day of week, [Web+18] [CCS19] [PVP1§]
time respect to notification reaction time, starred time, [Sah-+14] [Meh+16] [And+19]
events snoozed time, attended time,  [Pie+15] [TAW17] [Mor+17]
checked time, consumed time, [CDM15| [APT19] [MHM16b]
weekend indicator [Meh+17b] [Meh+17a]
[PM14] [RD20] [CDM19]
the person/contact contact, sender relationship,
contact  sending/receiving sender importance, recipient,  [SSL19] [CDM15] [CDM18§]
the notification recipient relationship
o hich spawned [MHM19| [Meh+15b] [Web+18§]
a tlIl)eI)) I‘lz‘cii‘icautli)or‘;V and name, category, significance [CCS19] [Sab-14] [Meh 16]
PP NP ) CALCEOLY; S1E [And-+19] [Vis+19] [Meh+17b|
[RD20]
content  notification content Zﬁ‘iigililr?;slﬂgctsrl;bsgi‘? [Meh 15b] [Meh-+ 16] [Vis19)
’ ’ [CDM15| [CDM19]
message
category of the [CDM18] [CDM15] [Pie+15]
category notifgica}t,ion type, ongoing, clearable [And+19] [CCS19] [Meh+15D]
[MHM16a)
. the priority level
priority of the notification [CDMIS]
. the alert modality sound, vibration,
modality of the notification LED colour, device [Meh-+17a] [Meh-+16] [CCS19)]
template visual ff)rma.t of jcext folrmat, emojis, [YS20] [APT19] [CDM19)]
the notification icons, images
[Ho-+18] [MHM16a] [Meh-15b|
action taken on response, outcome [Zha18] [Lee +19] [CCS19]
action the notification clicked, engagement [Sah-+14] [Meh +16] [Pie-f 15|

by the subscriber

acceptance

[Vis+19] [TAW17] [Mor +17]
[CDM15] [APT19] [MHM16b]
[Meh+17a]
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Table 2.5 Summary of Context features referenced in literature.

Context Features

Name Description Associated Reference
[Ho+18] [MHM16a| [Pea+17]
[Kan+20] [SG16] [YGL17]
location of the device latitude, longitude, [Meh+15b] [Cho+16] [Lee+19]
location and. by extension, user cell towers, Places API, [CCS19] [Meh+16] [And+19]
’ ’ location popularity [Pie+15] [Vis+19] [CDM15]
[Meh+17b] [PM14] [UP16]
[RD20] [CDM18]
[CDM18] [RD20] [PM14]
[Meh-+17b| [CDM15]
activity of the user holding Activity Recognition API,  [And+19] [Meh+16] [CCS19|
activity  device as inferred, sensed activity accessibility, [Lee+19] [Pie+17] [SBV1S]
or self-reported physical activity, task [Meh+15b] [OTT19] [YGL17]
[SG16] [MHM19] [MHM16a]
[Ho+18] [Vis+19]
screen on/off, unlocked,
e, wibration patter,  [Fea+17] DMAMIO] [OTT1S)
’ Datterl,  [Meh+15b] [Pie+17] [Cho+16]
. the contextual state network connectivity,
device of the device at various battery level, airplane [Lee £19] [CCS19] [PVPLS]
state time boints mode ya d'o"ackpm sic [And+19] [Pie+15] [Vis+19]
Hme pot Dloying ‘;;ie Iftati;m st [TAW17] [MHM16b| [UP16]
bluetooth, device type, [CDM18] [CDM19]
device features
. a.mblent noise, ambient [SG16] [OTT19] [Meh15b]
. sensor readings recorded light, accelerometer, .
device . . . . [SBV18] [Pie+17] [Cho+16]
with the device at various  gyroscope, distance .
semsors . Dt travelod. Laumidit [Meh+16] [Pie+15] [TAW17]
1he potnts raveled, AudiLy, [PM14] [UP16] [CDM19]
microphone, proximity
information regarding
onlu-le physical or cogmtlv.e calendar events, chat room [UP16] [SSL19] [SG16]
media state of the user using
online profiles
company, emotion, stress,
other ~ Other context features, mood, social priority, [PM14] [CDM18]

tending to be self-reported

obtrusiveness
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Table 2.6 Summary of Usage features referenced in literature.

Usage Features

Name Description Associated Reference

notification  Continuous engagement  ctr, notification drawer, [MHM19] [Pie+17]

sage behaviour with notification center events, [Pie+15] [PVP1§]
g notifications time since last engagement [WVHI19]

duration foreground, duration
background, app launch count, [Cho+16] [Zha+18]
blacklisted apps, app category, [And-+19] [Pie+15]

application  continuous usage app events, app use sequence, [MHM16b] [Meh+17b]
usage behaviour with apps screen change event, [Meh+17a] [RD20]
significant app launch, non- [Mor+17] [PVP18]
significant app launch, time [Vis+19] [MD19]
app last used
num unlocks, time last used, [MD19] [RD20]
device continuous device num taps, long clicks, scroll, [Meh+17b] [MHM16b]
usage usage behaviour num apps installed, duration [Pie+17] [MHM19]
phone interactions [Pie+15] [Meh+17a)

e Recruitment of participants, including obtaining informed consent and

ensuring GDPR or other regulatory compliance
e A manual analysis and removal of potentially sensitive or confidential data

As the data sets collected were rarely publicly available to the research commu-
nity, it is difficult to compare the different types of intelligent systems, reproduce
results of the proposed algorithms and/or replicate the experiments introduced.
As such, it cannot be assumed that the results obtained within the studies hold
outside of the strict experimental constraints expressed (such as sample size, user
demographics, location etc.). Mehrotra et al. [MM17] also identified a need for
further large scale studies in their review of push-notification literature, however
to address the issue of freely sharing benchmark data sets, with which intelligent
systems can be trained and evaluated, the domain of generative modeling must

be considered.

2.6 Generative Methods

From the previous section it can be seen that gathering information through
mobile devices is a trend that continues to grow in the research community. Due

to a myriad of sensors available to researchers through mobile devices, and the
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rare rate of separation from their owners, they are an invaluable resource of
rich user data [Rac+10]. One such research application for data sets harvested
in this manner is the training of intelligent systems for management of mobile
notifications [Meh+15b; KS; Oko+15; Qin+14; HI05]. However, obtaining rich
data sets, such as those containing mobile notifications and contextual user data,
from mobile devices does pose a problem as there are a number of factors which
impede the ease of acquisition. Some such factors include development, ethics,
security, transparency and scale. These issues also extend to other domains
in which sensitive information is gathered, such as in healthcare, educational
institutions, government agencies and private enterprises.

A potential alternative to using the sensitive data collected, through such
mediums as ad-hoc mobile applications, is to generate synthetic data sets which
imitate real world activity. Raab et al. [RND16| define synthetic data as the
reproduction of the essential features of the actual data with some or all of the
values replaced by simulations from probability distributions. Advantages include
being able to share and reuse synthetic data freely without the same ethical
implications associated with using real user data. Depending on the algorithm
chosen, synthetic data can also be modified and scaled according to the needs
of the user. While the flexibility and freedom of use are advantageous, some
disadvantages also materialize with synthetic data, such as the possibility of weak
representation of the true population from which real data is sampled and thus
reduced utility of the data. Sections 2.6.1, 2.6.2 and 2.6.3 detail different examples
of synthetic data being utilised and identify some of the current techniques for
generation and evaluation.

It was chosen to focus on the generation of synthetic push-notifications for a

number of reasons:

e Risk - deploying a Notification Management System (NMS), a system
which decides to withhold or show a notification at a given moment, in-the-
wild could be considered a risk. From the perspective of the app pushing
notifications, a poor performing NMS which frequently alerts users could
result in a lost customer or user audience. A NMS which withholds important
notifications may also irritate the subscriber to the point of uninstalling the
application. In addition to a lost audience, which may result in lost revenue
for an app deployed in industry, the risk associated with a live deployment
of a NMS could also be extreme - for instance a a poor NMS delivering a

notification to a user while they are driving, resulting in a crash. Synthetic
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data facilitates simulations which can be run "offline", and as such, poses

less risks when training and evaluating NMSs.

e Speed - creating, deploying and gathering a user base for a NMS can be
a time-consuming task. There are many examples of mobile usage studies
within HCI literature [Chu+15] whereby it is difficult to maintain high
levels of participant engagement, within both short (initial onboarding) and
longitudinal studies. Creation and use of synthetic data through developing
generative models enables researchers to avail of data easily and without
having to dedicate time and resources to developing and deploying their own
mechanisms/apps for gathering data. In particular, conditional generative

models also empower the user to select the type of data they wish to generate.

e Comparative Evaluation - comparing results within the HCI and User
Modeling domains is a well known challenge [Con+19; Chu+15|. Differing
participants, sample methods, data features and units of measurement
between studies make it difficult for researchers to objectively compare
results obtained from separate studies. Synthetic data, and the development
of generative models powering simulation toolsets, such as OpenAl Gym,
can allow benchmarks to be easily drawn between algorithms applied to the

same data set and under similar conditions.

2.6.1 Synthea

Synthea [Wal+17] is an open source software packaged created by Walonoski et al.
for generation and sharing of synthetic electronic health records. Particularly in the
health care domain it is difficult to find open and readily available data with which
to use for such purposes as developing clinical decision support systems. Ethical
issues arise over the disclosure of potentially sensitive patient data. Therefore,
researchers and developers wishing to extract useful insights from data such as
electronic health records, must first address the issue of procuring such sensitive
information. Less than satisfactory solutions include leveraging public health
records, which are anonymized, but still pose a potential risk of breaching consent
agreements pertaining to the use of data on collection. The granularity of this
data is also limiting a limiting factor. The generation of realistic synthetic
Electronic Health Records (RS-EHRs) is therefore favorable as it permits the

data to be shared for educational, research and industrial purposes without
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the aforementioned associated risks and constraints due to consent and privacy
concerns.

With Synthea, Walonoski et al. introduce a method of generating EHR using
only readily available public data and health statistics as a seed, in contrast with
other such systems which are dependent on private EHR data. Additionally, the
synthetic data is generated based on transparent models which can be continuously
improved upon by facilitating experts, all of diverse clinical backgrounds, who
collaborate on the system. Through the implementation of a temporal model,
the generated data can represent a lifetime of EHR'’s for a patient as opposed to
focusing on a single problem /disease.

The synthetic data generated by the Synthea system was validated by com-
paring the aggregated statistics from the generated patient records with publicly
available health statistics. As an example, the progression and resultant care given
to patients with type 2 diabetes was analysed resulting in the discovery of small
discrepancies between the generated and real data (such as no diabetes onset in
patients over 52 in the synthetic data set). However, as the system supports tuning
via expert input, the model transition probabilities could be manipulated to reflect
increasingly realistic results, though the authors acknowledge it as challenging
due to the inherent variability of simulation runs. This highlights an additional
challenge when generating synthetic data via this method: how can the results be

reproduced and/or replicated?

2.6.2 Synthetic Data Vault

The Synthetic Data Vault (SDV) [PWV16] is a system proposed by Patki et
al. to automatically create synthetic data using generative models of relational
databases. The motivation of the SVD is to enable enterprises to freely share their
internal data and be able to seek external aid with regard data analysis without
needing to be concerned of privacy issues. For example, if an enterprise wished
to release data on Kaggle to allow data scientists compete to solve a problem
for them they may encounter issues with sharing the relevant data in a public
domain, hence the only option would be to consult internal aid. The goal of the
system, therefore, was to generate synthetic data which preserves the statistical
distribution of the real data and also structurally adheres to the format of the
original data such that software built on top would not break if the synthetic data

was swapped in. Uniquely, the SVD applies generative modeling techniques to
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the database itself, before any transformation or aggregations take place to fully
empower the data scientists to utilise the raw features for there own purposes.
This method was chosen to ensure the synthetic data generated would not be
dependent on the problem/domain it was produced for and thus limiting the data
scientists’ exploratory impact.

To create a generative model, the SDV calculates both the probability distribu-
tion for values over each column of the relational database and also the covariance
in order to describe the distribution shape and joint variability of every feature.
A Gaussian distribution is assumed in most cases, but the Kolmogorov-Smirnov
test is also implemented to adapt if necessary (e.g. switch to a uniform distribu-
tion). The multivariate Gaussian Copula is used to convert column distributions
to standard normal before calculating covariances. The SDV is also extensible
to multiple tables in a database using a method called Conditional Parameter
Aggretation (CPA) which identifies tables which are dependent on others in the
database and conditions their generation with respect to the parent table. This is
useful if prior knowledge is known and subsequent values wish to be generated. For
example, a user wishes to generate synthetic Airbnb transactions for a specific user
segment classified by gender and location. The SDV also incorporates a method
of synthetically generating categorical and datetime data types in addition to
purely numeric. To achieve this the categorical values are converted to numerical
values using the cumulative probability of the category value as an interval and a
truncated Gaussian distribution, while the timestamp epoch of the datetime is
used as the numeric value.

In order to evaluate that the synthetic data being generated remained realistic
and of similar structure to that of the original data, Patki et al. used a number of
publicly available relational data sets (e.g. From Kaggle: Airbnb and Rossman
Store Sales) with which to use as seed for generating synthetic data. They
then hired a number of data scientists to engage with both the original and
synthetic data, evaluating the performance of features they created and predictive
models they built using both data sets. On completion, statistical tests were
then implemented to search for any statistical significance between those working
on original (control) data sets and those working on synthetic. This method of
validation, in contrast with Synthea, places emphasis on the utility of the data
after synthesis as opposed to simply identifying whether statistical correlations
remain between original and generated data. Patki et al. collected qualitative
data from the data scientists partaking in their experiments in order to ascertain

if any problems or adaptations occurred when working with the synthetic data as



2.6 Generative Methods 43

opposed to the real data. Quantitative data, such as the number of new features
created, was also collected for the purposes of determining the utility of the
synthetic data sets.

Interestingly, Patki et al. also propose to address, as future work, whether
there is a statistically significant drop in the accuracy of predictive models created
from synthetic data with the insertion of noise. They suggest that, through the
insertion of noise the underlying distributions of original data could be protected,
thus increasing the privacy of the original data. Identifying the threshold at which
the utility of the data is comprised due to noise would therefore be useful and
could aid in generating synthetic data with improved privacy.

While SDV does provide an outlet with which synthetic data can be generated,
there are limitations with regard to the type and structure of the generated data.
For example, data types such as images, video and audio have not yet been
explored. Additionally, there is no mechanism for the generation of text in the
form of sentences or paragraphs. Including these types of data poses additional
privacy concerns as they are not easily synthesized and would require additional
steps to ensure that which is synthesized does not breach the privacy of the user.
Key features of notifications are expressed in text, image and audio form, hence
the SDV may not be expressive enough to generate synthetic notification entities

with the necessary granularity for coaching intelligent systems.

2.6.3 Synthpop

Nowok developed an R package, Synthpop [Now15], to address the confidentiality
constraints restricting free access and use of microdata. In particular, the authors
indicate that national statistical agencies go to considerable lengths to collect
valuable information on individuals and organisations, but can then only share the
data internally due to the terms under which the data was collected. They state
that their underlying aim for synthetic generation is to provide publicly available
data sets enabling accurate inferences to be made without dependence on real
data. The authors acknowledge that making inferences from synthetic data is
challenging, hence, they focus on generating only synthetic test data derived from
confidential data sets. The goal of synthpop is therefore to enable analyses and
inference models to be created and tested on synthetic data, before then finally

being applied to the real data for actual reporting. The authors highlight that
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the method of validating results acquired from synthetic test data on real data is
already being used in statistical agencies and is therefore a valid approach.
Synthpop creates a generative model by calculating conditional distributions
over all features in a data set. Classification and regression trees (CART) are
implemented to create models which are are fitted feature by feature, with the
next feature being conditioned on all previous features. Missing data is also not
imputed before the synthesis process is executed so that the pattern of missing
values is also represented in the synthetic data generated. Synthpop evaluates
the synthetic data generated by comparing it with characteristics from the real
data, such as calculating the frequency distributions of each variable in the data
set. The package also uses models fitted to the synthetic data to evaluate quality.
Comparisons are made between estimates made by models fitted on synthetic

data and the original data.

2.7 Limitations within Literature

The previous sections have analysed, within push-notification and interruption
management literature: how notifications are currently being applied across a
diverse range of technologies and domains; the subsequent impact they have on
notification subscribers; and the state-of-the-art methods currently proposed for
managing the influx of notifications to offset adverse effects, such as distraction
and anxiety. This section discusses insights from this analysis and identifies
potential areas of limitation used to formulate the Research Questions, which the
work in this thesis aims to address. The four main threads within literature in

which limitations were identified were:

e Despite the value of timely and useful notifications, studies have shown
that, when pushed without intelligence, notifications negatively impact
productivity and task completion [SB10; MN86; GM04; Mar+15; Tho+14;
Lee+14b; War+17|, with contextual irrelevancy being a significant factor
for notification dismissal or deferred attendance [Web+18|. Large influxes
of notifications also tend to overwhelm, whilst their complete removal cause
anxiety and an increased tendency to self-interrupt [PCD14; PR15; KPD16|.
Studies also show that the relationship between the subscriber and those
responsible for pushing the notification also fuels the perceived social pressure
to respond [Lee+19; Meh+15b; CCS19]. Contexts, such as location [EGB19],
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activity [And+19] and notification content [Meh+15b], play a significant
role in subscriber receptivity to push-notifications. Chapter 3 of this work
validates the significance of static context features identified in literature
with respect to their impact on notification engagement but also further
evaluates the contribution of transient contexts, the intricacies of which may
have not been fully explored in literature to-date. In addition, Chapter 3
also examines the etiquette associated with attending to push-notifications
and mobile devices by querying subscribers about their perception of good-
behaviour in varying contexts. The work also adds to the body of research
aimed at understanding notification subscriber behaviours by identifying the
relationships between hope (goal-oriented thinking/planning), notification

attendance and smartphone usage.

e Notification text content has been used in a number of key studies [Meh+15b;
Meh+16; CDM15|, however few examine the explicit text content within
notifications to better understand the impact on engagement [Vis+19|.
Equally, few have also investigated the explicit notification content with
respect to its level of influence, intention for enticement and its potential
to steer both subscriber and NMS actions. Indeed, this gap within push-
notification literature was also recently identified by Liu et al. [Liu+19| as
they noted aggressively influential push-notification content was found to
be prevalent throughout all market verticals in which push-notifications are
utilised. Concerns of technological implementations of dark patterns |Bri]
within the field of interaction design, applied to manipulate, exploit and
persuade users, have arisen in recent years [Rog+20|. A recent comprehensive
review of HCT literature by Caraban et al. [Car+19] in particular highlighted
the many overt and covert methods used to nudge users toward particular
goals and evaluated the mechanisms used with respect to their level of
transparency, autonomy and ethical use. The influence of dark patterns
have yet to be explored from the perspective of push-notification text and,
additionally, the subsequent impact persuasion has on NMSs deployed to
protect subscribers. To address this, Chapters 5 and 6 discuss work which
explored the influence of persuasion and enticement of push-notifications

and describes an approach for mediating their impact.

e In addition, few push-notification studies have facilitated transparency for
the subscriber with respect to the subsequent notifications which they

receive, why they receive them and the influence entailed. Mehrotra et al.,
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in one of the few studies which did address this gap in literature, proposed
a mechanism in which notification engagements could be extracted, via
association rule mining, and later studied and modified by subscribers
[MHM17]. To add to this approach of transparent, human-in-the-loop,
management of notifications, an approach for scrutinising notifications

through an end-user tool was also discussed in Chapter 5.

A primary reason few studies examine push-notification text content ex-
plicitly is due to the sensitive information it holds about subscribers. Even
without including text content, push-notification engagement data have
the potential to describe a lot about a subscriber - such as the apps they
have installed on their device, contacts they received messages from and the
times/durations in which they engaged with digital media. For this reason,
few push-notification data sets are freely available within either academic or
commercial domains. The NMSs discussed in this chapter have implemented
data-driven approaches toward managing incoming notifications, which can
be difficult to sustain as consent becomes difficult to extract from end-users,
and provisions prevent, for good reason, the free transfer of data. To ad-
dress these limitations and facilitate sustainable data-driven approaches,
Chapter 4 explores the use a generative approach for creating synthetic
push-notification engagement data which can be shared or used in place
of real data to provide an additional layer of privacy for the subscriber or

facilitate minimal use of real data.

2.8 Summary

This chapter presented a review, satisfying RO1, of the intersecting fields of

push-notification, interruption management and context-computing literature and

identified limitations which were deemed to provide an opportunity for further

research and exploration which could positively contribute to the body of HCI, and

in particular, push-notification, literature. This work also subsequently informed

the consideration of the four Research Questions outlined in Chapter 1, RQ1-

RQ4, aimed at advancing the state-of-the-art and provided evidence of a need for
requirements, R1-R4, within the proposed ETHOS-Push approach.



Chapter 3

Understanding Notification
Engagement In-the-wild

3.1 Overview

The original intention of a pushed notification was to provide updated information,
initially regarding email [MCO06], to a subscribed user. However, as push technology
became increasingly ubiquitous, subscribers found themselves overloaded with
notifications pushed from many devices and applications. Now, With user attention
divided and spread so thin, performance and the ability to focus on simple tasks
has declined dramatically [War+17; Mar-+15; Lee+14b; Tho+14]. Research has
shown that large numbers of incoming notifications resonate negatively with push
recipients, but also, that switching off notification functionality increases levels of
anxiety and invokes a Fear of Missing Out (FOMO) [PR16].

Push notifications, while a nuisance when delivered badly, are of great value
to subscribers when used correctly. When push notifications are delivered at
the right time, through the right device and with the right information, they
can be a valuable resource for consuming time-sensitive information. Examples
include changes to public transport schedules when commuting, sporting event
highlights or even, within the present climate, public health advice due to potential
exposure to a reported Covid-19 case [App20|. In addition, notifications can
also remove the necessity of subscribers manually trawling through irrelevant

information themselves to find pertinent or new information. In the medical
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domain, notifications have been used to prompt reflection, engagement, reinforce
better habits and quash feelings of anxiety [Bid+18; Doh+18|.

Subscribers receive push-notifications from many sources, on many topics
and in many contexts, but not all of them are useful or healthy to engage
with at moments of delivery. This chapter discusses two in-situ studies which
explored push-notification engagement behaviour in-the-wild with the purpose
of understanding the different roles notifications, contexts and emotions play on
notification engagement behaviour.

The key contributions of this chapter are:

1. An analysis of participant demographics and associations with smartphone

usage and notification engagements

2. A method of representing the transient significance of a relationship between
a notification subscriber and a known contact associated with a pushed

notification

3. The identification of significant associations between contact /app significance

and notification/context features

4. An analysis exploring the influence of environments and changing contexts

on notification engagement behaviour

5. An exploration of perceived smartphone engagement etiquette in different

contexts

6. The identification of significant associations between notification /smartphone

engagement and goal-directed thinking

3.2 Native Mobile Push

This section discusses push-notifications in their native environment: the smart-

phone.

3.2.1 Data Collection

An Android application was developed as part of this in-situ study to analyse

incoming push-notifications and the general smartphone usage of push-notification
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subscribers. The WeAreUs app monitored push-notifications received by par-
ticipants as they went about their daily lives and recorded their engagement
behaviour, such as opening or dismissing a notification. The app also observed
contextual states and general smartphone usage of participants at moments of
interest and at regular intervals. The Ecological Momentary Assessment (EMA)
methodology [SSHO8| was used in this instance to sample participant notification
behaviours and record their smartphone experiences for the purpose of identifying
contextual associations and temporal sequences. The app generated questionnaires
as part of an Experience Sampling Method (ESM) [CL14; VFK17|, at moments
when participants unlocked their device and received or acted on a notification.

Other methods of sampling participant perceptions of usage and engagement
were considered, such as Stimulated Recall |Blo53]. With this method, notifications
and engagements could have been observed unobtrusively in the background as
participants went about their day. Participants could then have been later shown
the notifications they received, actions taken on them and the context in which the
actions occurred (e.g. using a map or other visualisations for aiding recall). Use
of this method however, would have restricted the collection of certain contextual
data recorded by the WeAreUs app in moments of interest, such as a participant’s
level of Hope as measured by the State Hope Scale. Responses using this method
would also have been limited by a participant’s autobiographical memory and
could be vulnerable to recall bias. As such, the Experience Sampling Method was
chosen for this study.

To entice use, the WeAreUs app enabled users to identify the contacts from
which they received and accepted most notifications, encouraging them to reflect
on the people they engaged with most via notifications throughout their day.
Images reflecting the topics of notifications were also presented to the user to
act as a brief snapshot of the trending stories happening in their lives at a given
moment. Screenshots of the application are illustrated in Figure B.11 in Appendix

B. The app collected data using two methods:

1. Background sensing - utilising Android’s Notification Listener Service [And20g|
and polling device sensors periodically using unobtrusive background ser-

vices.

2. Experience Sampling Method - presenting questionnaires to the participant

via notification for collecting both qualitative and quantitative feedback.
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3.2.1.1 Background-Sensing

Two long running Android background services were created to unobtrusively

monitor participant notification and smartphone usage engagement respectively:

1. Notification Bar - the Notification Listener Service provided by the Android
SDK was used to identify moments when notifications were posted, updated

or removed.

2. Usage Logging - at hourly intervals (once an internet connection was estab-
lished), the state of the smartphone and its sensors, as well as other relevant

aggregations of smartphone usage, were logged.

Table B.8 contains descriptions of each notification feature logged by the
Notification Listener Service at moments of notification delivery and action. In
order to calculate the action feature, a number of assumptions were necessary
as the Android SDK did not, at the time of this study, provide methods for
identifying whether the event triggered when a notification was removed from
the device notification bar was subsequent to a participant opening or dismissing
a notification. Therefore, to identify if a notification was opened, a background
service polled the participant’s app usage history to determine if the app associated
with the notification was opened after the notification was removed. If so, the
notification was classified as opened, otherwise, dismissed. Other studies have
used identical techniques for detecting notification actions [Vis+19; Meh+16]. It
was also necessary to cache notifications that were posted to the notification bar
and not yet acted upon by the user. This was due to the habit of apps updating
the information of active notifications in the notification bar. To prevent duplicate
notifications being logged, these updates were added to the existing notification
recorded at the time it was first posted to the notification bar, thus preserving
the original feature values, such as delivery time, which disrupted the participant.

The WeAreUs app measured the elapsed time between different notification
engagement points of interest, defined by Mehrotra et al. [Meh+16]: seen time,
decision time and response time. The seen time was measured as the time it took
for a participant to notice a notification after it had arrived on their (locked)
device. The Notification Listener Service logged the time the notification arrived
to the locked device and measured the time elapsed until the device was next
unlocked. If a notification arrived when the device was unlocked, the notification
was assumed to be noticed immediately and the seen time was recorded as 0. In

reality, this may not always hold true, as a participant could leave their device
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Fig. 3.1 Example of a geofence implemented using the Android SDK (image from
Android’s Documentation [And20c|)

unlocked and unattended, thus not noticing a notification for a period of time.
Similarly a participant might unlock their device and not noticed a newly delivered
notification. However, without further querying participants or using additional
invasive sensors (e.g. eye-tracking), it was not possible to improve the accuracy of
this feature. The decision time was measured as the time it took for a participant
to act upon (open/dismiss) a notification once they had noticed it. The response
time was measured as the total time taken to act on a notification after it arrived
on the participant’s device (the sum of seen and decision times).

The isClearable and 1sOngoing features were used to identify notifications
appearing in the notification bar which were not created for engagement, but used
by apps for functional purposes such as running a background task or downloading
updates. For example, the Spotify app uses a notification to show audio controls
and playback stats. This notification is set to "ongoing" and is updated multiple
times as tracks and playback position change. Similarly, the Google Play Store
and other apps make use of a notification to display download progress. The
Android system updates are also displayed as a notification which can’t be swiped
away (dismissed). These notifications, while of some interest, are not particularly
useful for identifying notification engagement behaviours as they appear silently
and do not engage users.

Google’s Natural Language API [Clo20b| was used to extract keywords from
the explicit notification text content and to infer the topic of the notification.
Additional pre and post-processing steps were performed on the text to ensure
phone numbers, email addresses, person names and other Personally Identifiable
Information were not present. The full list of possible topic categories extracted
from text content is available in the Natural Language Documentation [Clo20a].
Google’s Places API [Clo20d| was used to convert participant geolocation data
to place type categories, such as cafe or university. Geofences (see Figure 3.1)

of radius 50 meters were also constructed around places in which participants
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received or acted on notifications to enable engagements, spanning different
regularly visited locations, to be consolidated and allowing further inferences
regarding context to be made. The latitude and longitude features were used
only for registering geofences and identifying the placeType feature. They were
stored only for the duration of the study on the device of the participant. The
full list of possible place types inferred using geolocation coordinates is available
in the Places Documentation [Clo20c|. The activity feature was created using
Android’s Activity Recognition API [And20a; And20f] which would infer one of
seven possible activities associated with the participant using the device sensors,
such as running, on a bicycle or still. The numUpdates, isContactSig and isAppSig
features are discussed fully in Sections 3.2.5.4, 3.2.5.1 and 3.2.5.2 respectively.
Table B.9 illustrates the usage statistics collected at hourly intervals by a
background service. In recent updates to the Android SDK, apps were restricted
from running background services for long periods [And20b]. Additionally, changes
were implemented to optimise battery usage such that app services which received
infrequent engagement from users were killed. Therefore an app was deployed in the
cloud which would ping devices with the WeAreUs app installed at hourly intervals
and launch a background service to query the UsageStatsManager [And20h] for
aggregated usage metrics from the past hour. The reference to significant apps in
features such as totalSignificantAppsLaunchCount refers to the number of launches
of apps inferred by the WeAreUs app as significant based on past usage. A full

description of the inference process is described in Section 3.2.5.2.

3.2.1.2 Experience Sampling Method

Two different ESM questionnaires were used to collect both qualitative and
quantitative insights from participants regarding their actions and cognitive state

in particular moments of interest:

1. Notification Action - at moments when a notification was acted upon (opened
or dismissed), participants were prompted to answer questions pertaining to

the notification and their current context.

2. Screen Unlock - at moments when they unlocked their smartphones, partici-
pants were prompted to answer questions regarding their current state-of-

mind and their immediate context.

Table B.10 lists the descriptions of features collected using the questionnaire

presented to participants immediately after acting on a notification. The goal of
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this questionnaire was to gather participant thoughts regarding their perception of
behaviour toward responding to a notification recently removed. Not all features
listed in the table were presented in each generated questionnaire. The WeAreUs
app randomly included either the behaviour, relevance or mode features so that
the questionnaire was brief and focused on one particular facet of notification
engagement at a time. A limit was also placed on the number of questionnaires that
could be presented to participants on a single day. A maximum of 8 questionnaires,
spaced at least 2 hours apart, was chosen as a limit to reduce the potential
annoyance they might cause participants and to ensure they remained engaged
with the study. A 5-point Likert scale was used for gathering quantitative feedback
from participants and additional free-text fields were provided for explaining the
responses if a participant felt it was necessary.

Table B.11 lists the features extracted from the second ESM questionnaire
type presented to participants at moments they unlocked their smartphone. The
Hope feature was calculated using the State Hope Scale questionnaire [Sny-+96].
Section 3.2.6.3 describes the feature in full detail. On initial sign-up to the app,
participants were also asked a number of demographic questions and given the
option to sync their device contact lists to further inform the research. Table B.12

illustrates the relevant information gathered.

3.2.2 Participant Recruitment

Participants were recruited for the study by advertising the Android application
throughout our research center and university. The app was made freely available
on the Google Play Store, therefore it was accessible for download by the general
public also - the benefit being participants would get a visual representation of
their notifications through the application. No limit was placed on the number
of participants wishing to join, although participants under the age of 18 were
prohibited from opting-in to the study due to the difficulty involved in obtaining

additional parental consent.

3.2.3 Privacy & Ethics

Before release, the project underwent rigorous analysis by the School’s Research
Ethics Committee due to the sensitive nature of the data being logged and use of

participant questionnaires. The study was granted approval. Within the released
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app, participants were given the option to opt-in for research on sign-up and
also from the settings menu. On electing to opt-in participants were shown
Participant Information and Consent documents (which outlined the project in
detail, including processes regarding data gathering, security and life-time of use)
and were asked to grant consent before proceeding. Only those who granted
consent and were at least 18 years of age were given the option to opt-in and be
included in the study. The participants could also choose to leave the study at
any point with no penalty.

A number of considerations were given toward preserving participant privacy.
Sensitive notification features such as contact names, notification text and locations
were abstracted. For example, Google’s Natural Language API was used to classify
the topic of the notification text and store in place of the full notification text.
It was also used to extract people’s names. If a person’s name was found, it was
compared with the participant’s phone contact list and a binary value indicating a
matched contact was stored in place of the actual contact name. GPS coordinates
were sent to Google’s Places API to identify the place a participant received,
opened or dismissed a notification. The category of place was stored in place of
the location coordinates.

Participants were also given the option to blacklist applications from which
notifications would not be logged, in order to preserve privacy. 4 participants
availed of this functionality, blocking a total of 6 apps between them. 5 participants
also chose not to sync their phone or social contact lists, the remaining did, with

their contact lists ranging from 58 to 1544 contacts.

3.2.4 Dataset

The app was available to download on the Google Play Store for a period of 3
months. 18 participants (2 female, 13 male, 3 unknown) ranging in ages from
21 to 64 downloaded the WeAreUs app and granted consent to be included in
the research study. However, notification data was missing or incomplete for
5 participants (1 female, 3 male and 1 unknown) due possibly to the battery
optimisation schemes of certain devices preventing long running background tasks,
such as the Notification Listener Service, to continue running indefinitely on
a device. These 5 participants were excluded from analysis. The final dataset
comprised of the remaining 13 participants includes 35,314 in-the-wild notifications

and 7,123 smartphone usage logs. 309 ESM questionnaire responses were recorded
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Fig. 3.2 Notifications recorded per day across all participants during the WeAreUs
study period

of 2,242 sent, representing a response rate of ~14%, between the months of March
and August 2018.

Figure 3.2 illustrates notifications recorded per day for all participants over
the study period. The number of notifications per day peaks mid-study, with
over 350 notifications recorded. The number of notifications fall toward August
as participants leave the study and the level of engagement with the WeAreUs
application drop. The number of notifications tend to peak during weekends and
fall back toward median values during the week. The month of May is illustrated
as an example in Figure 3.2b. Notification numbers peak at over 350 on May 6th,
possibly due to May 7th being a Bank Holiday in Ireland. Similarly, notification
numbers peak again the following weekend (12th/13th) and again during the last
weekend of the month (26th/27th). The weekend of the 19th/20th doesn’t exhibit
a spike in the number of notifications. This could be for any number of reasons,
but lends evidence toward the need to move away from fixed rules governing

notifications and credence for adaptive notification systems.

3.2.5 Context and Notification Engagement

An analysis of participant characteristics, smartphone usage and their propen-
sity toward push-notification engagement can be found in section B.1. In this
section, the relationship between participant context and notification engagement
behaviour is explored. Notifications collected in-the-wild and corresponding ESM

questionnaire responses were further assessed to provide insight into actions taken
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Fig. 3.3 Method used to identify a significant contact at moments of notification
delivery

toward notifications by participants in different cognitive and physical states. The

contributions of this section are summarised in Section 3.2.5.6.

3.2.5.1 The Role of Sender Relationship on Notification Engagement

Eight of the top ten apps generating the majority of notifications during the study
were communication apps, such as WhatsApp, Gmail and Snapchat. Notifica-
tions from these apps are generally not pushed by brands or marketing teams
attempting to re-engage customers, but by colleagues, friends and family members.
This section explores the relationships between the personal contacts associated
with notifications and the subsequent engagements that followed across different

contexts and scenarios.

Identifying a Significant Contact

Other studies [PCD14; Meh+-16] have highlighted the subtle changes in notification
engagement when pushed by different sources with varying types of relationship
to the receiver, such as friend, machine or colleague. In contrast, this study went
a step further and assumed that a participant’s relationship with a contact is not
fixed to a particular category, but instead varies depending on their current context,
such as physical place. Therefore, the WeAreUs app used the following method,
illustrated in Figure 3.3, to determine whether or not a delivered notification

contained a significant contact:
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1. Retrieve all contacts of the participant (Phone, Facebook and Gmail contact

lists synced on sign-up)

2. Identify the current place and all previous notification engagements (open/dismiss)
which occurred in that place, (achieved using the geofence data stored with

archived participant engagements)

3. Filter the list of contacts by keeping only those associated with a notification

previously delivered to the participant in the context of the current place

4. Sort the remaining list of contacts based on the number of associated
notifications the participant previously opened from them in the context
of the current place (contacts from which the participant opened most

notifications in the current place now appear first in the sorted list)

5. Apply Named Entity Recognition to the text content of notifications, when

delivered, to extract names of potential contacts

6. Compare the extracted names with contact names of the sorted list using the
Jaro-Winkler Similarity algorithm implemented using the Apache Commons
Library [Com?20]

7. If a match occurs in the top 15% of the sorted list, the contact is considered

significant to the participant in that context

A limitation of this method included the difficulty in distinguishing contacts
stored under similar names and participant contacts using different names across
different platforms (e.g. a Facebook username differing from a Snapchat handle
for the same contact). Although, it could be argued that this adds a layer of
context, as the same contact might be considered significant to the participant on
one platform but not as much on another (e.g. a notification from a colleague on
Snapchat may not be as significant during work hours as a Gmail notification from
that same colleague). Moreover, the context used to filter relevant contacts was
restricted only to physical place. Additional contextual data points could have
been used to further determine if a contact was relevant at moments of notification

delivery, thus improving the accuracy of inferring a significant contact.

Findings
The WeAreUs app was able to calculate contact significance at moments of

notification delivery for 12,494 push-notifications. There were 2,076 cases where
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Fig. 3.4 Engagement behaviour of notifications associated with significant and
insignificant contacts inferred at moments of notification delivery

the contact was significant and 10,418 cases where the contact was not significant
with respect to participant context. 72.4% of notifications were opened when a
significant contact was found compared to 47.1% when the contact was found not
significant to the participant in their current context, a statistically significant
difference in proportions of .25, p<.001. This illustrates the importance of both
contact and context with respect to subsequent actions taken on notifications by
participants in the study (Figure 3.4a).

A Mann-Whitney U test was run to determine if there were differences in
the time taken by participants to notice notifications (seen time) from signifi-
cant contacts. The median seen time was statistically significantly lower (11.95
minutes) for notifications with significant contacts associated than for those with-
out a significant contact associated (17.28 minutes), as detailed in Table 3.1.
Figure 3.4b illustrates that participants noticed notifications which included signif-
icant contacts quicker. An explanation for such a result might include participants
anticipating, due to habits or communicative norms, an incoming notification
from a significant contact and thus they check (unlock) their device regularly for
updates. Alternatively, a significant contact may have been associated with a
particular alert modality such as vibration pattern, ringtone, or flashing LED
color, enabling a participant to distinguish between insignificant and significant

contacts without directly interacting with their device.
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Table 3.1 Engagement times for notifications with differing associated contact
significance

isContactSignificant

Foature False True Mann-Whitney .
(Mdn mins) (Mdn mins) U p
seen time 17.28 11.95 1252952 -4.820 <.001
decision time 2.02 2.32 11103695 1.931 0.053
response time 8.93 6.20 9882629 -6.206 <.001

To further analyse engagement times, a Mann-Whitney U test was run to
determine if there were differences in the overall time taken by participants
to respond to notifications (response time) between those with and without a
significant contact associated. Distributions of response time for notifications with
and without significant contacts associated were similar. The median response
time was statistically significantly lower for notifications with significant contacts
associated (6.20 minutes) than for those without a significant contact associated
(8.93 minutes).

An important feature used when calculating the significance of a contact present
in a notification was a participant’s context at times of delivery. But participants
often received notifications in one context and acted upon them in another. For
example, an email notification could be delivered when the participant is at home
but acted on (opened/dismissed) when at university. The context in which the user
received and acted upon the notification were quite different. As such, analysing
the relationship between places of notification action and whether the notification
included a significant contact, calculated at the moment of delivery, sheds light
upon places in which participants respond to significant and insignificant contacts
with respect to their original contexts.

Within 11,215 notifications, the WeAreUs app succeeded in identifying both
the place category and the significance of a contact at the moment of action
(open/dismissal). A chi-square test of homogeneity was run, with an adequate
sample size established according to Cochran [Cocb4]. The two multinomial

probability distributions were not equal in the population, y*(14) = 78.218p < .001.
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Observed frequencies and percentages of the types of places a participant acted
upon a notification, and whether the notification was from a significant contact,
are presented in Table B.13. Post-hoc analysis involved pairwise comparisons
using multiple z-tests of two proportions with a Bonferroni correction. Statistical
significance was accepted at p < .003. There were statistically significant differences
in the proportion of notifications acted upon in cafes with and without a significant
contact associated (n = 26, 1.3% versus n = 40, 0.4%). Similarly, the proportion of
notifications acted upon at points of interest with a significant contact associated
had statistically significant differences to those acted on without (n = 439, 21.1%
versus n = 1563, 17.1%). There were no other statistically significant differences
in the proportions of significant contacts present in notifications across place types
where engagement actions occurred.

Analysing the time of day and day of week in which participants received noti-
fications from significant contacts also yielded insight into notification engagement
behaviour. From 12,494 notifications, the WeAreUs app identified the time of day,
day of week and the significance of a contact. A chi-square test of homogeneity
was run which indicated the two multinomial probability distributions were not
equal in the population, x?(4) = 57.134 p < .001. Observed frequencies and per-
centages of the time of day participants acted upon a notification, and whether the
notification was from a significant contact, are presented in Table B.1. Post-hoc
analysis involved pairwise comparisons using multiple z-tests of two proportions
with a Bonferroni correction. Statistical significance was accepted at p < .01.
There were statistically significant differences in the proportion of notifications
received from significant and insignificant contacts during early-morning, morning
and evening categories. In particular, participants received the highest proportion
of notifications from significant contacts in the evening, 32% and from insignificant
contacts during the mornings and afternoon, 31.6%.

A second chi-square test of homogeneity was run for days of the week. Again,
the two multinomial probability distributions were not equal in the population,
x%(6) = 75.180 p < .001. Observed frequencies and percentages of days of
the week participants acted upon a notification, and whether the notification
was from a significant contact, are presented in Table 3.2. Post-hoc analysis
involved pairwise comparisons using multiple z-tests of two proportions with a
Bonferroni correction. Statistical significance was accepted at p < .007. There
were statistically significant differences in the proportion of notifications received
from significant and insignificant contacts on Mondays, Tuesdays and Saturdays.

In particular, participants received the highest proportion of notifications from
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Table 3.2 Observed frequencies and percentages of notifications responded to on
different days with respect to contact significance

isContactSignificant

Day  False True P
Mon 1965 290 <.001*
(18.9%) (14.0%)
Tues 1520 250 0.002*
(14.6%)  (12.0%)
Wed 1305 266 0.719
(12.5%) (12.8%)
Thur 1301 296 0.027
(12.5%) (14.3%)
Fri 1374 261 0.447
(13.2%) (12.6%)
Sat 1568 438 <.001*
(15.1%) (21.1%)
Sun 1385 275 0.953

(13.3%)  (13.2%)

significant contacts on Saturdays, 32%, and from insignificant contacts on Mondays,
31.6%. These results are interesting as they lend credence to preconceptions
of social Saturday evenings spent communicating with significant contacts and

Monday mornings spent dealing with communications from less significant contacts.

3.2.5.2 The Importance of Pushing with the Right App

Following the findings of the previous section in which many key associations
were found between participants, their contacts and notification engagements, this
section shifts attention toward the relationship between participants and the apps
interrupting their lives with push-notifications. A large part of modern mobile
marketing involves developing push-campaigns. Teams create these campaigns
using reports and data to direct them toward an optimal set of notification feature
values, such as the category, vibration pattern or time for delivery, that will result
in maximising the CTR of notifications sent to their subscribers. Choosing the
correct platform or app to send a push is pivotal. The app largely dictates the type
of audience the notification is received by and under what terms. For example,
consider a brand that has followers on Facebook, newsletter subscriptions on
email and the ability to send direct messages via WhatsApp’s Business API. All

three are very different channels of communication and subscriber expectations
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of notifications might be very different for each (e.g. WhatsApp used only for
personal updates, emails for general updates). Each app will generate a push-
notification for any post/message sent on their platform. But which app reflects
the persona the marketing team wishes to target with their push? Which app is
most relevant to the tone of the message? Which app will subscribers be most
forgiving to if the notification annoys them? Questions such as these ravage
marketing teams to a point where fear of getting it wrong, prevents any push from

being sent.

Identifying a Significant App

A method for identifying a significant app was put forth by Pielot et al. in their
in-situ study of push-notifications [Pie+15|. The WeAreUs app uses this same
method for calculating the importance of an app to a participant at moments of

notification delivery.

1. Log the package names of all apps installed on a participant’s device at first

sign-up

2. During the background task run at hourly intervals, calculate the average
app launch count i.e. the average number of times an app moved to the

foreground of the participant’s screen

3. During the same background task, categorise an app as significant if it has

been launched more times than the average launch count

4. When a notification is delivered, extract the app package name and check

the log indicating whether it is currently a significant app of the participant

As the background service which calculated app significance was run at hourly
intervals, the set of significant apps at any one time reflected the most recent
smartphone usage behaviours of participants. A limitation however, was the
absence of other contextual features in determining app significance. In particular,
the method of using places and Geo-Fences for context and using the CTR of
notifications, delivered by apps identified as relevant, in those contexts. The

method implemented in the WeAreUs app is illustrated in Figure 3.5.

Findings
The WeAreUs app was able to calculate app significance at moments of notification
delivery for 13,933 push-notifications. There were 7,464 cases where an app was

significant and 6,469 cases in which an app was inferred as not significant. 69.3%
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of notifications inferred as being pushed from a significant app were opened
compared to 31.1% of apps pushed by insignificant apps. A chi-square test for
association was conducted between app significance and actions (open/dismiss)
taken toward notifications. All expected cell frequencies were greater than five.
There was a statistically significant association between app significance and action,
2(1) = 2029.506, p < .001. The association was moderately strong, Cramer’s V =
.328. Figure 3.6a illustrates many more notifications were opened by participants
when an app was inferred as significant as opposed to insignificant at moments
of delivery. Following findings from the previous section, a chi-square test for
association was also conducted between app significance and contact significance.
A small to moderate, statistically significant, association was identified between
both features, x?(1) = 588.876,p < .001, Cramer’s V = .217. Of the 10,418
notifications found to not have a significant contact associated, 47% were inferred
to be from significant apps. Of the 2,076 notifications found to have a significant
contact associated, 76.2% were inferred to be from a significant app. These results
illustrate that app significance could be used as another factor of determining
whether a contact is significant to the context.

A Mann-Whitney U test was run to determine if there were differences in
elapsed time between a notification delivery and the time an app was last used,
between apps inferred as significant and insignificant. Distributions of the elapsed
time were similar for both groups. The median elapsed time was statistically
significantly lower for significant apps than insignificant apps, see results in
Table 3.3. Additionally, seen and response times were also statistically significantly
lower for apps inferred as significant, illustrated in Figure 3.6c. Again, the alert
modality with which notifications were delivered could be a contributing factor
to reduced seen time. For example, Figure B.9 in Appendix B illustrates that
Snapchat uses yellow predominantly for the LED colour flashing when notifications
are delivered, thus participants would be able to distinguish the app, and its
relative significance, quicker. In contrast, decision times for notifications pushed
by significant apps were statistically significantly longer than insignificant apps,
indicating that participants took more time deliberating over notifications sent by
significant apps before acting on them. The number of times a notification was
updated to reflect new information was also statistically significantly larger for
apps inferred as significant perhaps suggesting these apps contained information
that changed or was supplemented to regularly, e.g. notifications of a WhatsApp

group chat or updates on football match scores.
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Table 3.3 Results of Mann-Whitney U tests run to determine if there were
differences between significant and insignificant apps on a number of continuous
notification features.

isAppSignificant

False True
Feature (Mdn) (Mdn) U z p

app last used (mins) 122.11 24.42  3358236.5 -21.838462 <.001*

number of updates 2 3 3291867.5  7.788007 <.001*
relevance (likert scale) 2 3 7 0.655186  0.727273
seen time (mins)  19.23 13 2955624.5 -8.393946  <.001*
decision time (mins)  1.68 2.51 26853136 11.448545  <.001*

response time (mins)  11.70 6.74 20745365 -14.346190  <.001*

Table 3.4 Results of chi-square tests of homogeneity run to determine if there were
differences in probabilities between apps inferred as significant and insignificant.

Feature x> af p

topic  938.145 10 <.001

category 2120.56 3 <.001

LED colour 1024.473 5 <.001
vibration pattern 256.834 5  <.001
priority level 934.523 4 <.001

A number of chi-square tests of homogeneity were run to determine if there
were statistically significant differences in probabilities between apps inferred as
significant and insignificant on multiple multinomial notification features: topic,
category, LED colour, vibration pattern and priority level. The test results can
be found in Table 3.4.

Observed frequencies and percentages of notification topic, and whether the
notification was pushed by a significant app, are presented in Table B.14. Post-hoc
analysis involved pairwise comparisons using multiple z-tests of two proportions
with a Bonferroni correction. Statistical significance was accepted at p < .005.
There were statistically significant differences in the proportions of many topics of
notification received from significant and insignificant apps. Of particular interest
were the difference of proportions found in notifications with business € industry,
online communities and people & society topics. The proportion of notifications
with these topics was higher across apps inferred as significant as opposed to
proportions found across insignificant apps.

Observed frequencies and percentages of notification categories, and whether

the notification was pushed by a significant app, are presented in Table 3.5.
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Table 3.5 Crosstabulation of app significance and notification category (significance
accepted at p<.001).

isAppSignificant
Category  False True p
email 1895 161 <.001*
(52.8%) (5%)
msg 1019 2546 <.001*
(28.4%)  (78.3%)
other 656 537 <.001*
(18.3%) (16.5%)
recommend 16 7 0.026

(0.4%)  (0.2%)
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Fig. 3.7 Distribution of notification category and priority level across significant
and insignificant apps

Post-hoc analysis involved pairwise comparisons using multiple z-tests of two
proportions with a Bonferroni correction. Statistical significance was accepted
at p < .001. There were statistically significant differences in the proportions of
all but one categories of notification received from significant and insignificant
apps: recommendations. Of particular interest were the difference of proportions
found in notifications with the msg category as the proportion of notifications
with this category were higher across apps inferred as significant as opposed to
proportions found across insignificant apps. The result illustrates that a large
share of notifications received from significant apps were categorised as messages.
This is illustrated also in Figure 3.7a as notifications with a msg category far
outnumbered all others. Also of interest is that notifications with email set as

category were more frequently attributed to insignificant apps.
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3.2.5.3 Environmental factors

The WeAreUs app recorded a number of features using device sensors which
further described the environments in which participants resided at moments of
notification delivery and action. The features include: place, ambient noise and

ambient light.

Places

The place type was recorded using the device GPS coordinates at moments of
notification delivery and action. The coordinates were sent to Google’s Places
API, which returned a place type for the participant’s physical location. GPS
coordinates for places were stored securely on a participant’s device for the purpose
of constructing a geofence around the places they frequented such that notification
engagement metrics for particular places could be stored.

The WeAreUs app successfully identified a place type at the moment of delivery
for 4,491 notifications. 2,790 (62.1%) of these notifications were subsequently
dismissed and 1,701 (37.9%) were later opened. It is important to note that
notification actions may have taken places other than the delivery location (see
Figure B.4 and Section 3.2.5.5 concerning changes of context between moments of
notification delivery and action). The purpose of this analysis is to identify the
place types in which participants received notifications and the subsequent action
taken on them. Table 3.6 illustrates which action was later taken on notifica-
tions delivered at differing place types. In particular, proportions of notifications
accepted in the lodging and natural feature place types were statistically signifi-
cantly different to other place types, p < .001. Post-hoc analysis involved pairwise
comparisons using the z-test of two proportions with a Bonferroni correction. The
results showed that proportions of notification actions made in the university,
street address and lodging place types were all statistically significantly different.
Notifications delivered at the lodging place type had the highest subsequent CTR,
76%, and notifications delivered at the park place type had the lowest, 20%.

The WeAreUs app also successfully identified a place type at the moment of
action for 11,485 notifications. 6,009 (52.3%) of these notifications were dismissed
and 5,476 (47.7%) were opened. Table 3.7 illustrates which action was taken on
notifications at differing place types. In particular, proportions of notifications
acted on in bar, cafe, lodging and university place types were statistically signifi-
cantly different, p < .001, as identified by a post-hoc analysis involving pairwise
comparisons using the z-test of two proportions with a Bonferroni correction.
The cafe place type had the highest notification CTR, 78.8%, closely followed by
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Table 3.6 Place types in which notifications were received and the subsequent

action taken

Action
Dismissed | Opened
Place Delivered N % N %
art gallery 15 63 9 38
bar 29 60 19 40
cafe 2 50 2 50
lodging 4 24 13 76
natural feature 4 36 7 64
neighborhood 158 63 93 37
other 469 57 356 43
park 16 80 4 20
point of interest 459 56 368 45
restaurant 75 68 35 32
stadium 20 65 11 36
street address 1264 64 704 36
university 275 78 80 23
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Fig. 3.8 Place types at moments of notification delivery and action

lodging, bar and natural feature. The lowest notification CTRs were in university,

28.8%, park and street address place types.

A chi-square test of independence was conducted between place types, the

time of day and the day of the week a notification was acted upon. There was a

statistically significant association between both the time of day and day of week for
different place types, x?(56) = 1311.689, p < .001 and x?(84) = 3007.076, p < .001,

respectively. The association was small to moderately strong between the day of

the week and place type, Cramer’s V = .209, and small between the time of day

and place type, Cramer’s V = .169.
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Table 3.7 Place types in which notifications were acted on (opened/dismissed)

Action
Dismissed | Opened
Place Action N % N %

art gallery 35 46.1 41 539
bar 39 305 89 69.5
cafe 14 212 52 788

lodging 22 244 68 T75.6

natural feature 14 326 29 674
neighborhood 330 51.5 311 485
other 293 52.8 262 47.2

park 36 692 16 308
point of interest 826 41.2 1178 58.8
restaurant 137 46.6 157 53.4

shop 363 38.1 589 61.9
stadium 39 40.2 58 59.8
street address 2874 582 2064 41.8
transit 198 449 243 55.1

university 789 T71.2 319 288

Ambient Noise
The ambient noise feature was recorded using open source sensor libraries [Lat+13b|
of the EmotionSense (ES) platform [Rac+10]. The microphone of a participant’s
device was used to record 500 millisecond clips of audio at delivery and action
moments. The average amplitude was recorded, converted to decibel and the audio
file was then discarded. The decibel values were further assigned to categories for
greater understanding of ambient noise levels, similar to Mehta et al. [MZC12].

Goodman and Kruskal’s A was run to determine whether the action taken
toward a notification by the participant could be better predicted by knowledge
of the ambient noise present in the participant’s environment at the moment of
action. Goodman and Kruskal’s A\ was .056. This was a statistically significant
reduction in the proportion of errors due to using ambient noise as a predictor
of participant actions toward a notification, p < .001. Figure 3.9a illustrates
actions taken on notifications in differing noise environments. The majority of
notifications were dismissed in environments with noise levels similar to quiet
rooms and washing machines, while the majority were opened in environments
with noise levels similar to normal talking, city traffic and lawnmowers.

A Kruskal-Wallis H test was also run to determine if there were differences in

the ambient noise levels between the 15 (most frequent) place types at moments
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when notifications were acted upon by participants. Distributions of ambient
noise levels were not similar for all groups. The distributions of ambient noise was
statistically significantly different between place types, x*(14) = 3250.437, p < .001.
Figures 3.9d and 3.9¢ depict ambient noise levels at places of notification delivery
and action. The bar and stadium place types understandably had the highest
ambient noise levels, ~85dB, and the natural feature place type had the lowest
ambient noise level, ~41dB. The majority of place types had ambient noise levels
similar to talking or city traffic.

Additionally, Kendall’s tau-b correlation was run to determine the relationship
between ambient noise levels and notification engagement times (seen, decision
and response). There were no statistically significant associations between ambient
noise and response time, however there were weak, negative associations between
ambient noise, seen and decision times which were statistically significant. The
strongest of these associations was between ambient noise levels at moments
notifications were delivered and the amount of time elapsed before the notification
was seen, 7, = —.111,p < .001, weakly illustrating that in higher ambient noise
environments, notifications were noticed quicker. This could suggest that par-
ticipants were cognitively aware they may not hear notification alerts on arrival
and subsequently check for notifications more frequently than in lower ambient
noise environments. Figure 3.9b shows average seen, decision and response times
recorded for each ambient noise category. Ambient noise levels similar to a quiet
room resulted in longer seen, decision and response times while levels similar to

city traffic resulted in shortest times.

Ambient Light
Similarly, the ES libraries were also used to record ambient light intensity levels
at moments of notification delivery and action. Light intensity (luminance)
values were also further labeled into categories for better understanding of device
environments at moments of interest. Elazhary et al. [Ela+17] identify two sources,
defined by Microsoft and Android [Bri20; And20e|, for discretising continuous
luminance values collected through a mobile device. Figure 3.10a illustrates
notification engagements in differing ambient light environments.

Goodman and Kruskal’s A was run to determine whether the action taken
toward a notification by the participant could be better predicted by knowledge
of the ambient light intensity of the participant’s environment at the moment of

action. Goodman and Kruskal’s A was .057. This was a statistically significant



3.2 Native Mobile Push

71

Notification Engagement at Ambient Noise Levels

normal talking Notifiation Engagement across Ambient Noise Levels
3
© city fraffic (inside car)
© washing machine = . . city traffic {inside car)
@ £ lawnmower / majer traffic
2 quiet room E 2 nightclubs
= ) e === normal talking
© lawnmower / major traffic S . quiet room
=] 5 === washing machine
E nightclubs - Ed 1o
mmm Dismissed 5
quiet rustling leaves Opened
°
0 250 50 750 1000 1250 1500 1750 2000 seenTime decisionTime responseTime
# Notifications Engagement Time
(a) (b)
Ambient Noise recorded at Place Types Ambient Noise recorded at Place Types
bar 86 stadium a6
stadium 85 bar 84
restaurant 80 restaurant ]
shop 78 shop 7
park 76 cafe 76
& point_of_interest 73 8 ~ park 74
= cafe 69 2 point_of_interest 72
@ lodging &7 @ lodging 72
8 other 65 8 other &8
o fransit B4 o fransit 85
art_gallery &0 university 58
university 58 art_gallery 58
street_address 57 street_address %
neighborhood 54 neighborhood 53
natural_feature 41 natural_feature 4
quiet talking traffic nightciub quiet talking traffic nightclub
Noise Level (db) Noise Level (db)

(c) (d)

Fig. 3.9 Ambient noise at moments of notification delivery and action

Table 3.8 Results of Kendall’s tau-b correlation for determining relationships
between ambient light and notification engagement features

moment of moment of

delivery action
Feature Th p Tb p
seen time -.145 <.001* -0.033 .001*
decision time (.02 0.03*  -0.006 0.334
response time -0.087 <.001* -0.01 0.081

relevance -0.503 0.042%*

reduction in the proportion of errors due to using ambient light as a predictor of
participant actions toward a notification, p < .001.

A Kruskal-Wallis H test was run to determine if there were differences in
the ambient light intensity levels between the 15 (most frequent) place types at
moments when notifications were acted upon by participants. Distributions of
ambient light intensity levels were not similar for all groups. The distributions of
ambient light intensity was statistically significantly different between place types,
x2(14) = 1417.013, p < .001.

A Kendall’s tau-b correlation was run to determine the relationship between
ambient light intensity levels, notification engagement times (seen, decision and

response) and the relevance of a notification as noted by participants at moments
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Fig. 3.10 Ambient light at moments of notification delivery and action

of action. Decision and response times had negligible statistically significant
associations with ambient light intensity at moments of notification delivery and
action. The time elapsed before a notification was noticed (seen time) had a
statistically significant weak negative association with ambient light intensity.
Interestingly, there was a statistically significant, moderate negative association
of -0.503 between ambient light intensity and the relevance of a notification. This
illustrates that participants, during this study and in lower light environments
received more relevant notifications, or in higher light environments received
less relevant notifications. Figure 3.10b highlights that notifications engaged
with in environments with ambient light levels similar to shade or bright indoors,
had longer engagement times compared to other ambient light environments.
Environments with ambient light levels similar to dim indoor lighting had the
shortest engagement times. Additionally, Figures 3.10c and 3.10d illustrate the

ambient light intensity levels at moments of notification delivery and action in

different places.

3.2.5.4 Updated Notifications

When notifications were delivered to participant device’s, the WeAreUs app stored

it in an active notification cache, until such time as the participant made an action
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Fig. 3.11 Method of tracking updated notification content implemented in WeAreUs
app

(open/dismiss) on it. Between the moments of delivery and action, apps had the
opportunity to update the existing notification. Such updates have the ability to
alert users multiple times to the same notification but with updated content. An
example of this are instant messaging apps updating the notification to reflect the
most recent message posted (which is sometimes accompanied by a counter which
identifies the number of unread messages). When updates occurred during the
WeAreUs study, a search of the active cache was triggered for existing notifications
using the app package name and unique notification identifiers, such as the id tag.
The app name could not be used alone, as some apps deliver different types of
notification for different events. For example, Twitter uses separate notification
types for tweets and direct messages sent via their platform. If a notification
is found in the active cache, the numberOfUpdates feature was incremented
and the additional information contained within the new notification was added
to the existing stored content. For example, any text contained within the new
notification that was not in the original, was appended. The original time and date
the notification was delivered was retained and used as the notification delivery
time. In this manner, the number of times an app updated (alerted/distracted)
participants, before an action occurred, was recorded. Figure 3.11 illustrates this
method using a simple example.

A Mann-Whitney U test was run to determine if there were differences in
the number of times a notification was updated and the action (open/dismiss).

Distributions of the number of updates for open and dismiss actions were not
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similar. The number of updates for opened (mean rank = 7017.49) and dismissed
(mean rank = 6919.63) notifications were not statistically significantly different,
U = 23901004.5, z = 1.684, p = 0.092. Regardless of the subsequent action
taken on the notification, constant updates of notifications are a source of dis-
traction for notification subscribers. Analysing the apps, topics and behaviours
toward notifications which produce the most number of updates, and therefore
distractions, can provide further insight of the types of notifications creating the
majority of smartphone interruptions. Figure 3.13a illustrates the actions taken
on notifications which had no, one or multiple updates during the period of time
they were in the active notification cache. Note that the majority of notifications
were opened when the number of updates were equal to or less than one and that
the largest proportion of notifications delivered were not updated.

A Kruskal-Wallis H test was conducted to determine if there were differences
in the number of updates between different apps. Distributions of notification
updates were not similar for all apps. Higher update values were found in Chrome,
Messenger and WhatsApp apps, as reflected in their mean ranks of 12201, 8407
and 7302 respectively. The mean ranks of the number of updates were found to
be statistically significantly different between groups, x?(9) = 2405.413, p < .001.
A Kruskal-Wallis H test was also conducted to determine if there were differences
in the number of updates between different notification topics. Distributions
of notification updates were not similar for all topics. Higher update values
were found in the Internet € Telecoms, Online Communities and People &
Society topics, which was reflected in the largest 3 mean ranks of 3332, 3344 and
2919 respectively. The mean ranks of the number of updates were found to be
statistically significantly different between groups, x*(10) = 587.342, p < .001.
Figures 3.13c and 3.13b illustrate the average number of updates occurring in
notifications generated by apps and associated with distinct topics, respectively.
The Online Communities topic is, understandably, associated with the most
notification updates. Surprisingly, the news topic generates the least number
of updates. An explanation could be that the content of news articles changes
infrequently compared to instant messaging conversations. Once published and a
notification sent, a news app may not send an additional notification to notify
subscribers of the event of modifying an article for instance. Of course, multiple
exceptions might occur, such as breaking news, or sports updates. Gmail was
found to be the app updating the majority of notifications delivered, followed by
other social network and communication apps. Twitter and Sky Sports were two

of the apps generating the least number of notification updates on average.
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Fig. 3.12 Notification behaviour perception (1:VeryPoor; 2:Poor; 3:Neutral; 4:Good,
5:VeryGood) over notifications with differing levels of updates

The WeAreUs app sent participants questionnaires at moments of notification
engagement, such as when opening or dismissing a notification. As part of the
questionnaire, participants were asked to indicated on a 5-point Likert scale ranging
from 1 (very poor behaviour) to 5 (very good behaviour), whether they perceived
their action toward the notification, just opened or dismissed in their current
context, to be good or bad behaviour. The number of responses to the behaviour
question was low (21 responses), thus no test was run to determine if there were
statistically significant differences in the perceived behaviour between notifications
which were updated and those which were not. However, Figure 3.12 indicates
that the perceived behaviour for updated notifications was lower than that of
notifications without updates. Thus illustrating that participants, on reflection,
seemed to think their behaviour was better when confronted with notifications that
had not been updated (sounding additional visual or audible alerts) by the app
which delivered them, and slightly worse by comparison when updates occurred.
This might be an indication that constant updates/interruptions of a notification
could lead subscribers to yield when abstaining from checking a notification, e.g.

while occupied with another task.

3.2.5.5 Changing Contexts

The WeAreUs app recorded features relating to participant context at moments
in which notifications were delivered to their device. The app logged the same
set of context features at moments participants acted on a delivered notification.
By comparing the context features at both time points, changes in participant
context between moments of delivery and action were identified.

The set of context features recorded at both time points which were analysed
are:

{ activity, airplaneMode, noise, batteryLevel, bluetoothHeadphones, bluetoothOn,
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Fig. 3.13 The relationship between multiple notification updates and notification
behaviours

charging, connectionType, headphonesIn, luminance, microphoneMute, musicAc-
tive, numberBluetoothDevices, placeCategory, prozimity, ringerMode, roamingSta-
tus, stepCount, volumneAlarm, volumeMusic, volumeNotification, volumeRinger,
timeOfDay, dayOfWeek }

A dichotomous variable was created for each feature in the set above indicating
whether or not the value had changed between delivery and a participant acting
on the particular notification. An additional anyContextChanged variable was
also created to indicate if any feature in the set had changed between the two time
points. A test of two proportions was carried out between each individual context
feature and the action (open/dismiss) taken on the notification to identify potential
associations between differing contextual states and notification engagements. The
results are recorded in Table 3.9.

The test of two proportions used was the chi-square test of homogeneity.
Fisher’s exact test was used in cases where there was not a sufficient sample
size, denoted by (F') in the Table. There was a statistically significant difference
between the proportions of notifications opened and dismissed for 13 notification
features, including the anyContextChanged feature, highlighted by an asterisk in
the table. N indicates the number of notifications which were used in the test for

each feature. Not all notifications could be used for each test as the WeAreUs
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Table 3.9 Identifying differences between opened and dismissed notification context
states using test of two proportions (* denotes significant results; (F') indicates
Fisher’s Exact Test was used due to insufficient sample size)

Notifications
Opened (%)
Did Not Did Majority

Feature Change Change Direction N p

activity 49.472  No change - 6539 NA
airplaneMode 49.838 0 - 11442 1 (F)
noise 56.25 38.120 - 4848 0.136
batteryLevel 40 36.559 decreases 4848 0.014*
bluHeadphones  52.018 38.950 not->active 13933  <.001*
bluetoothOn 51.608 51.525 - 13933 0.935
charging 52.675 42.225 not->charging 13933 <.001*
connectionType 38.344 35.271 - 4848 0.323
headphonesIn 52.832 31.164 out->in 13933  <.001*
lightIntensity 30.281 40.507 decreases 4848 <.001*

micMute 51.59 No change - 13933 NA
musicActive 53.377 39.130 not->active 13933 <.001*
numBluDevices  36.635 30.017 decreases 4389 0.002*
placeCategory 37.944 38.009 - 4469 0.979
proximity 37.409 40.705 decreases 4848 0.045*
ringerMode 38.161 40 - 4848 0.790

roamingStatus 38.507 62.5 - 4776 0.274 (F)
stepCount 37.753 35.035 - 4702 0.169
voluAlarm 38.104 100 decreases 4848  0.003* (F)

voluMusic 38.542 35.305 - 4848 0.144
voluNoti 37.997 50 decreases 4848 0.035%*
voluRinger 37.984 50.667 decreases 4848 0.025*
timeOfDay 51.311 53.783 - 13933 0.065

dayOfWeek 51.376 59.162 Sun->Mon 13933 0.003*
anyChange 68.706 44.540 - 13957  <.001*
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app didn’t successfully capture values for all features at both delivery and action
time points. In particular, on delivery of notifications, if the device was locked,
background services were limited and identifying some features, such as place type,
consistently was found to be difficult. The majority direction column attempts
to indicate the average direction in which the value changed, when a change was
detected. In the case of discrete features, such as dayOfWeek, the frequency at
which a value changed to another was used to indicate majority direction. For
example, the most frequent change identified in the dayOfWeek feature was a
notification delivered during Sunday and acted on (opened/dismissed) during

Monday.

Change in context detected

The anyContextChanged feature identifies notifications which were delivered in
one context and acted on in another. Of 4,103 notifications which did not have
any change in context, 68.7% were opened in contrast with 44.5% of the 9,854
notifications which were acted on after a change. This demonstrates that changing
contexts could be a contributing factor of notification dismissal. Apps have the
opportunity to remove notifications that have been delivered, if they feel they are
no longer relevant. An improved notification experience could be to remove a
notification when a change in context occurs and re-deliver once a stable context
has been inferred. Additionally, the direction of the context change could also be
used to improve the relevancy of notifications such that if a change in context
occurred and the change direction was favorable to the notification, it would still
be delivered. For example, headphones switched from in to out or music switched

from on to off.

Battery Level

CTR of 2,285 notifications with no change of battery level was 40%. When a
change in battery level was detected, in 2,563 notifications, the CTR was 37%
and the direction was found to be, on average, decreasing. Notifications with
no changes in battery level between delivery and action times suggest they were
either dealt with quickly on arrival or there was little smartphone activity between
both time points. A drain of battery might be indicative of a participant engaged
with other activities on their device, thus the interruption may not have been an
opportune moment. Figures 3.14a and 3.14b illustrate small changes of battery
level (<5%) which occurred between notification delivery and action. The colour
and strength of edges indicate the number of notifications in which the change

occurred and whether the resulting notifications were opened or dismissed. A
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Fig. 3.15 Changes in day between moments of notification delivery and action

large portion of notifications were opened when devices were charging (increasing)
at ~80%. Figures 3.14c and 3.14d illustrate larger changes of battery level (>5%)
which occurred between notification delivery and action. Notifications which
arrived at lower battery levels and were acted on after the device was fully charged
can easily be deciphered as the edges increase to 100%, although no significant
action stands out. When decreasing, battery levels moving from ~90% to ~80%
tended towards dismissal. Figure 3.14d also demonstrates that few notifications

actions coincide with very large decreases in battery level.

Day of Week

There was no change of day between delivery and action in 13,551 notifications
and the CTR was 51%. A change was detected in the remaining 382 notifications,
of which, 59.2% were opened. The most frequent direction of change was a
notification delivered during Sunday and acted on during Monday. The slight
increase in the open rate could suggest notifications left unattended during leisurely
Sunday routines, irrelevant to weekend activities, but nonetheless important. The
build up of notifications would then be attended to on Monday mornings once
a new week began. Figure 3.15 illustrates changes of day between notification
delivery and action. The strongest edges suggest the majority of notifications are
left unattended for a max of one day change, however some notifications were
not acted upon for longer periods, such as Sunday to Thursday. Notifications
delivered during Thursday and acted on during Friday are shown to be the most
favourable change with Monday to Tuesday been the least favourable, perhaps

due to the approaching weekend.
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Fig. 3.16 Changes in ambient light category between moments of notification
delivery and action

Light Intensity

No change in ambient light intensity level was detected in 1,103 notifications,
of which 30% were opened. In contrast, 3,745 notifications were delivered and
acted on in differing ambient light intensity environments, 41% of which were
opened. Figure 3.16 illustrates the changes which occurred in ambient light
between delivery and action (discrete categories used for ease of understanding).
The majority direction of changes were decreasing. The strong green edge between
bright indoors and dark indoors indicates a large portion of notifications were
opened when this change of ambient light was detected. Similarly, notifications
delivered in very dark environments were mostly dismissed when subsequently
acted on in bright indoor environments. Apps could utilise the detected change
of ambient light to further personalise the delivery of notifications such that

participant preferences are met.

3.2.5.6 Key Findings

e 72.4% of notifications with a significant associated contact were opened

compared to 47.2% without.

e Notifications with a significant contact associated were seen and responded

to quicker, on average, than those without a significant contact associated
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e 69.3% of notifications pushed from a significant app were opened compared

with 31.3% pushed from insignificant apps

e 76.2% of notifications with a significant contact were were found to be

pushed from a significant app

e Although seen and response times were shorter for notifications pushed from
significant apps, participants took 50 seconds longer, on average, to decide

how to act on a notification sent from a significant app

e Participants opened most notifications in cafes, lodgings and bars and

dismissed most notifications in universities, parks and street addresses

e The CTR of notifications was lowest in environments with noise levels similar
to quiet rooms and washing machines, while environments with noise levels

similar to normal talking and city traffic had higher CTRs

e Environments with dark indoor or dim indoor ambient light levels had higher

CTRs than normal indoor, very dark and bright indoor levels

e Chrome, Messenger and WhatsApp apps updated notifications more fre-
quently than any other app

e Of the notifications in which a change in context was detected between
delivery and action time points, 44.5% were opened compared with 68.7%

opened when no change in context was detected

3.2.6 Smartphone Engagement Etiquette

In this section we investigate participant perceptions toward good notification
engagement behaviour. We also analyse participant levels of hope at moments
of smartphone interaction and study the relationship between hope, context and

engagement. The contributions of this section are summarised in Section 3.2.6.4.

3.2.6.1 Perceived Behaviour

In section 3.2.5.4, the relationship between participant behaviour in moments
of acting on a notification and the number of times a notification was updated
(re-alerting the participant to its presence) was discussed. The behaviour feature

collected was an indicator of how well a participant thought they acted in a
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Fig. 3.17 Scores of participant behaviour when acting on notifications of differing
types (1:VeryPoor; 2:Poor; 3:Neutral; 4:Good; 5:VeryGood)

moment of opening or dismissing a notification. The purpose was to ascertain
what behaviours toward different notification types and in different contexts, were
deemed good or poor behaviour from the perspective of participants. Behaviour
was measured using a 5-point Likert scale ranging from 1, very poor behaviour, to
5, very good behaviour. Unfortunately, it was noted that the number of responses
collected via the ESM questionnaire on perceived behaviour was low (21 responses).
Therefore, this section will only briefly discuss the responses received with respect
to notification engagements during the study, with the aim of informing future
work in this area.

Of the 21 responses recorded, 20 were associated with a notification being
opened and 1 with a notification being dismissed. The maximum behaviour
reported, which was also found to be the most frequent (11), was 5 (very good)
and the minimum reported was 3 (neutral). Figures 3.17a, 3.17b and 3.17c
illustrate average behaviour responses for notifications delivered with differing
apps, topics and times of day. The calendar app received the lowest average
behaviour score and participants identified their actions toward messaging apps
to be strongest. Actions toward notifications with Food & Drink and online
communities topics were perceived as neither good or bad behaviour and topics
such as health or finance scored strongest. Behaviour in the mornings and evening
were highest on average over afternoon.

Behaviour with respect to a selection of contexts in which notifications were
received are visualised in Figures 3.18a, 3.18b and 3.18c. Notifications with an

associated machine sender (i.e. notification which was not sent directly by a
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Fig. 3.18 Scores of participant behaviour when acting on notifications in differing
contexts (1:VeryPoor; 2:Poor; 3:Neutral; 4:Good; 5:VeryGood)

human) had the lowest behaviour score of neutral, while notifications associated
with a friend or acquaintance sender were acted on with best behaviour. Average
behaviour in environments with ambient noise levels similar to nightclubs was
perceived better compared to environments with noise levels similar to washing
machine or lawnmowers. Finally, notifications delivered in environments with very
dark ambient light levels were associated with poor notification actions compared
with normal indoor lighting which had notification engagements associated with

better perceived behaviours.

3.2.6.2 Smartphone Use in Company

In the previous section, we discussed participant perceptions of behaviour at
moments of push-notification engagement in order to identify contextual differences
between positive and negative behaviours with regard push-notifications. The
WeAreUs app also spawned questionnaires in moments participants unlocked their
device and included questions regarding the company present in their immediate
environment as well as recording levels of necessity for using their device in their
given context. The goal of collecting this information was to identify trends
in etiquette of smartphone use. Five options for company were presented to
participants: strangers, friends, family, colleagues and alone. The WeAreUs app
collected 122 responses indicating the type of company present at moments of

unlocking a device. Alone was the most frequent response (48) followed by family
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(47), colleagues (19), friends (6) and strangers (2). Necessity for using a device
in the given context was measured using a 5-point Likert scale ranging from 1,
very unnecessary, to 5, very necessary. The WeAreUs app recorded 120 responses
for necessity. Necessary was the most frequent response (35) followed by wvery
unnecessary (30), very necessary (21), neutral (18) and unnecessary (16).

A Kruskal-Wallis H test was conducted to determine if there were differences
in necessity levels between different types of company present when devices were
unlocked. Necessity levels were statistically significantly different between the
different categories of company present, x?(3) = 3.326, p = .017. Figure 3.19b
illustrates the average levels recorded for necessity of device use when in different
company. Participants deemed their smartphone use, when in the company of
friends, as least necessary. Smartphone use in the presence of colleagues was
also less than neutrally necessary. Interestingly, smartphone use in the company
of family was, on average, slightly more necessary than neutral. Figure 3.19a
illustrates the average necessity of smartphone use at different times of the day.
Night use was the only time period which had an average necessity level less than
neutral, perhaps indicating that participants were aware that smartphone use at
night could be an unhealthy habit. Figure 3.19¢ demonstrates the different places
in which necessity of smartphone use was recorded. Stadium, night club and cafe
place types had the minimum average necessity scores, perhaps indicating that
smartphone use in these social settings was unnecessary.

The average necessity was also analysed over other aggregated notification
engagement statistics. A Spearman’s rank-order correlation found the relationship
between average necessity levels and average ambient noise levels at moments of
notification delivery, to have a, statistically significant, strong negative correlation,
ry = -.812, p =.05. This illustrates that participants of the study who, on average,
used their device only when necessary also tended to receive notifications in
environments with lower levels of ambient noise. Conversely, participants of the
study who, on average, used their device unnecessarily, also tended to receive
notifications in environments with higher levels of ambient noise. A statistically
significant strong positive correlation, r, = .899, p =.015, was also identified
between average necessity level and average notification response time, such that
participants who reported higher average necessity scores for smartphone use
also had higher notification response times. This could indicate behaviour of
intermittent smartphone use resulting in times to notice, and subsequently respond

to notifications going up.
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Fig. 3.19 Scores for necessity of smartphone use in different contexts (1:VeryUn-
necessary; 2:Unnecessary; 3:Neutral; 4:Necessary; 5:VeryNecessary)

3.2.6.3 Hope, Smartphone Usage & Notifications

Snyder et al. developed the State Hope Scale as a "brief, internally consistent, and
valid self-report measure of ongoing goal-directed thinking" [Sny-+96|. In their
work, hope is defined "as a cognitive set compromising agency (belief in one’s
capacity to initiate and sustain actions) and pathways (belief in one’s capacity
to generate routes) to reach goals". The WeAreUs app presented the 6-item
State Hope Scale to participants at moments in which they unlocked their device
in order to identify their levels of goal-directed thinking in moments of direct
interaction with their smartphone. An 8-point Likert Scale was used for each item
ranging from 1, Definitely Fulse, to 8, Definitely True. Table 3.10 records the
instructions and questions proffered to participants at these moments. The score
for Pathways could range from 3 to 24 and was calculated by summing items 1, 3
and 5. The score for Agency could also range from 3 to 24 and was calculated
by summing items 2, 4 and 6. Total Hope was the summation of Pathways and
Agency scores, ranging from 6 to 48. Higher scores represented higher levels of
Pathways, Agency and goal-directed thinking, respectively. This section analyses
the responses of the State Hope Scale collected throughout the study with respect

to smartphone usage and notification behaviour metrics.
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Table 3.10 The State Hope Scale presented to participants at moments they
unlocked their smartphone

Using the scale provided, please select the number which best describes
how you think about yourself right now
(in the moment of unlocking your smartphone for use).

Please take a few moments to focus on yourself and what is going on in
your life at this moment.

Once you have this "here and now" set, go ahead and answer the 6 questions

1 2 3 4 5 6 7 8
Definite Mostly Somewhat Slightly Slightly Somewhat Mostly Definite
False False False False True True True True

If T should find myself in a jam, I could think of many ways to get out of it
At the present time, I am energetically pursuing my goals

There are lots of ways around any problem that I am facing now

Right now, I see myself as being pretty successful

I can think of many ways to reach my current goals

At this time, I am meeting the goals that I have set for myself

STk Wi

Findings

Of the 122 ESM questionnaires responses collected at moments participants
unlocked their device, the State Hope Scale was sufficiently completed in 110
instances (4 responses were incomplete and dropped from the analysis) by 7
different participants. Figure 3.20 illustrates the average Pathways, Agency and
Hope scores collected over a number of days of the study. The majority of scores are
high, although a number of days in which participants reported less goal-directed
thinking at moments of device interaction could be easily identified. Agency,
"which taps the individual’s perceived capacity for initiating and maintaining the
actions necessary to teach a goal" [Sny+96|, was found to score, on average, 21
(min=3, max=24, Mdn=21) throughout the study indicating that participants were
mostly confident their actions were goal-oriented during moments of smartphone
use. Pathways, "which taps the perceived ability to generate routes to one’s
goals", was also found to be 21 on average (min=3, max=24, Mdn=21) indicating
that participants were confident of navigating toward their goals at moments of
smartphone use. Responses spanned the full range possible for both subscales,
with some participants not confident their actions or plans contributed toward

their goals during some moments of unlocking their device, indicated by the lowest
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Fig. 3.21 Average State Hope scores per participant during the WeAreUs Study

possible Agency and Pathways scores collected. Figure 3.21 illustrates the average
state Agency, Pathways and Hope scores for each participant. Two of the seven
participants responding to the State Hope Scale questionnaires had relatively
low scores compared to other participants, ranging between 20 and 25 out of a
possible score of 50 on the Hope scale. Agency and Pathways scores were mostly
similar in all participants but for p9, in which their Agency scored much lower
than their Pathways, perhaps indicating that their actions did not quite reflect
their goal-directed plans.

Using aggregated statistics of participant responses over the course of the
study, relationships could be analysed between average scores for Hope and other
notification engagement and smartphone usage metrics. Table 3.11 illustrates
the significant relationships between state Agency, Pathways, Hope and other

aggregated metrics. There was a statistically significant, strong negative associa-
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tion between average battery level, sampled at moments of notification delivery,
and Agency. Therefore participants who had lower levels of battery also scored
themselves higher in Agency thinking, or "goal directed determination" [Sny+96].
One contributing factor could be attributed to participants frequently using their
smartphone for executing actions toward goals, thus their smartphone battery
remains consistently drained. However, alternative explanations could include
participants infrequently charging their device due to initiating and maintaining
goal-directed actions without using their smartphone. Conversely, participants
with higher levels of battery on average, had lower reported levels of goal directed
determination, which, depending on the perspective, could indicate infrequent
smartphone use and therefore less actions taken toward goals. Alternatively, fre-
quent charging due to excessive smartphone use could have distracted participants
from taking actions toward their goals. In order to accurately identify the true
meaning, future work would need to explore the causation for the significant
associations identified. Average battery levels sampled at moments of notification
action also had a statistically significant strong negative association with Agency.
In addition, a statistically significant strong negative association was also identified
with state Hope indicating that participants with lower average battery levels, at
moments of notification action, also had higher levels of goal-directed thinking.
Or alternatively, participants with higher average battery levels, at moments of
notification action, also had lower reported levels of goal-directed thinking.

There was a statistically significant, strong positive association between the
number of apps installed on participant devices and average state Pathways
reported throughout the study. Participants with a higher number of apps
installed also reported higher scores for Pathways thinking (planning to meet
goals). The presence of more apps would give a smartphone user more functionality
and, potentially, more opportunity to complete goal-directed tasks. The action
of having installed many apps would therefore indicate a plan toward achieving
goals using the apps installed and may therefore be a factor contributing to this
association.

There were statistically significant, strong positive associations found between
all state Hope measures reported by participants and the average elapsed time
between an app being used and it sending a notification. Participants interrupted
more often by a notification from an app shortly after using it reported lower
average scores for Agency, Pathways and Hope. Conversely, participants with
longer average periods of elapsed time between use and a notification had higher

reported scores. The notification interruptions so soon after spending time within



90 Understanding Notification Engagement In-the-wild

Table 3.11 Results of Spearman’s rank-order correlation for identifying relationships
between average State Hope and notification engagement behaviours. ( del. =

moment of delivery; act. = moment of action
Agency Pathways Total Hope
Feature T P T p Ts p

avg. battery del.  -0.757 0.049* | 0.072 0.878 |-0.571 0.180
avg. battery act. -0.847 0.016* | -0.018 0.969 | -0.786 0.036*
4 apps installed 0518 0233 | 0.827 0.022% | 0.450 0.310
avg. app last used 0.775 0.041*% | 0.775 0.041* | 0.821 0.023*

avg. seen time 0.937 0.002* | 0.577 0.175 1 <.01
avg. notif. volume 0.844 0.017* | 0.302 0.511 0.657 0.109

an app may have negatively impacted a participants ability to reflect, act and
plan toward their goals and could be a contributing factor. Alternatively, the
notifications may have prompted participants to return to an app and re-motivate
and remind them of their goals after a prolonged absence or period of procrastina-
tion. Once again, the causation should be explored in future work to identify the
true factors contributing to this correlation.

A statistically significant, strong positive correlation was found between the
seen time (time elapsed between the moment of notification delivery and the
moment a participant unlocked their device) and average state Agency, indicating
that participants in the study with higher reported average levels of goal-directed
determination also took less time to unlock their device, on average, once a
notification was delivered. This could suggest participants who were more active in
initiating and maintaining actions toward their goals were also enabled by incoming
notifications via their smartphone, although a number of confounding factors
could also exist. Finally, a statistically significant, strong positive association was
also identified between the average notification volume of participant devices and
average state Agency. Participants who had a higher average notification volume
set also reported higher average levels of Agency, perhaps also indicative of the
previous suggestion that notifications were enabling goal-directed determination
as participants wished to be sure of being alerted to incoming notifications. The
causation study involving these features is left as future work.

Following the previous section in which smartphone necessity was analysed with
different present company, Figure 3.22 illustrates how the State Hope Scale features
varied when company presence differed. A Kruskal-Wallis H test was conducted
to determine if there were significant differences in state Agency, Pathways and

Hope scores between differing types of company. All scores were statistically
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Fig. 3.22 Average State Hope scores recorded with different company present

significantly different between the different company categories, p = 0.019, 0.011

and 0.022 respectively. As illustrated, levels of reported state Hope were lowest

when alone and highest when in the company of family. Agency thinking was

slightly stronger than Pathways thinking when with family members and slightly

lower than Pathways thinking when in the company of strangers.

3.2.6.4 Key Findings

On average, participants perceived smartphone use while in the company of

family as necessary and in the company of friends as unnecessary

Smartphone use at night was, on average, least necessary compared to other

times of day

Smartphone use in cafes, night clubs and stadiums was perceived as least

necessary

On average, at moments of unlocking their device, participants scored highest
for ongoing goal-directed thinking while in the company of family and lowest

when alone

A strong positive correlation was found between the number of apps installed

and Pathways thinking (planning to meet goals)

A strong positive correlation was found between seen time and Agency

thinking (goal-directed determination)
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Cognitive

3.3 Web Push

Web push-notifications are an example of the expansion and ubiquity of push
technology. These are push-notifications subscribed and delivered through internet
browsers. They are increasingly device agnostic compared to their native mobile
relatives as browsers are found in many other technologies in addition to the
mobile device, such as desktop computers, televisions, game consoles, smartwatches
and many others. In some ways, this creates a much more direct route to the
subscriber, as web push notifications do not require a specific app, just simply a
browser, for push capability to be possible - although there are some caveats (such
as 108 incompatibility). The following sections introduce a study of web push-
notifications in-the-wild which was conducted to evaluate individual components
of the ETHOS-Push framework, but also provides insight on sentiment toward

web push, its effectiveness and the behaviours which it instills in its subscribers.

3.3.1 Data Collection

The Pushd study was designed to study web push-notification engagement in-
the-wild, observe and assess the shortcomings of push technology in-the-wild and
inform the design of components which satisfy requirements of the ETHOS-Push
approach outlined in Chapter 1. A high-level diagram of the push-notification
service created for this study is illustrated in Figure 3.23.

Participants were asked to subscribe to notifications on the Pushd website.
The website acted as an interface between the participants and the the Pushd
API which controlled a number of tasks:
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Fig. 3.24 The 3 distinct phases of the Pushd study evaluating different components
of the ETHOS-Push framework

1. Procurement - this component scheduled tasks to curate a number of push-
notification data sets on a daily basis. Each type of notification data set was
procured via a different method, which will be discussed in the following

sections.

2. Administration - this component managed the distribution of question-
naires to participants at particular moments of the study, tracking their
progress through different phases of the study and ensuring participants

were subscribed / unsubscribed at their discretion.

3. Cognition - this component managed the continuous update of user models,
scheduled tasks for push-notification inference and distributed the study’s

push-notifications in real-time.

The Pushd web service worker, running in the background of a participant’s device
and managed by their browser (e.g. Google Chrome in the case of this study),
enabled push-notifications to be presented to participants once delivered to their
device from the Pushd API. The service worker also identified engagement actions
such as open (explicit click on the notification) or dismiss (an explicit dismiss or
swipe away of the notification).

The Pushd study was divided into 3 phases in order to evaluate individual
components of the ETHOS-Push framework: creation (curation), presentation
and delivery. Each participant was randomly assigned to a distinct group for
each phase of the study and would receive push-notifications relevant to their
grouping. Figure 3.24 illustrates the available groups in each phase. The first
phase of the study was evaluating push-notification creation or source. During this

phase, participants would receive push-notifications generated from three distinct
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source data sets. The first source, the control, was the Alerts data set. This was
comprised of push-notifications from Google Alerts, a content change detection
and notification service. The second source data set was created by a generative
model, GPT-2, which was fine-tuned on the Google Alert data set and conditioned
to generate enticing or unenticing notifications relevant to a given topic. The
third source was a custom web crawler which identified text on a predefined
set of websites and adapted it for consumption through push-notification. The
methodology and implementation of curation for each group will be explored in
greater depth in Chapter 6. Figure 3.25a illustrates the groups of phase 1. Note
that the presentation and delivery variables remain fixed throughout this phase of
the study.

The second phase of the study was designed to evaluate push-notification
presentation. During this phase of the study, participants would receive push-
notifications in 1 of 4 distinct formats. The source of the push-notifications for this
phase was the control of phase 1, the Alerts data set. The first format group, the
control, had no modifications to the push-notification presentation. The second
group, emojis-key, had keywords replaced with contextually relevant emoji’s.
The third group, emojis-all, used a line of emojis representing the entire push-
notification message as the first line of content. The final group, impression, used
a combination of keywords, emojis, topics and icons to create an impression of the
push-notification content such that it could be quickly consumed by participants.
The methodology and implementation of inference for each presentation format
will be discussed in detail in Chapter 5. Figure 3.25b illustrates the groups of
phase 2. Note that creation and delivery variables remain fixed throughout this
phase of the study.

The third phase of the study was designed to evaluate push-notification delivery.
During this phase of the study, participants would receive push-notifications at
different times and in different presentation formats depending on inferences made
by 1 of 4 distinct agents. The notifications were once again drawn from the
same source, the Alerts data set, for all groups. The first agent, the control,
implemented a random delivery method. This was consistent with phase 1 and
2, where push-notifications were also delivered at random intervals. The second
agent, AgentReal, implemented a Decision Tree algorithm and was trained using
real notification engagements of each participant. The third agent, GenReal,
implemented a generative model, was trained using real notification engagements
of participants and was conditioned to generate delivery times and presentation

formats of notifications thought to be positively received for a participant on a
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Fig. 3.25 The creation, presentation and delivery combinations for each phase of
the Pushd study.

given day. The fourth and final agent, AgentSynth, also implemented a Decision
Tree algorithm but, in contrast to AgentReal, it was trained using synthetic
notification engagements created by a generative model. The methodology and
implementation of agents for each group will be discussed at greater depth in
Chapter 4. Figure 3.25¢ illustrates the groups of phase 3. Note that the creation
variable remains fixed throughout this phase of the study.

Once allocated to their groups, participants received push-notifications through
their Google Chrome web browser on their mobile device as they went about their
normal activities and their engagement actions were recorded. In addition to
the engagement actions, 3 questionnaires were also presented to participants at
significant stages of the study, as managed by the Administration component of
the Pushd API scheduler:

1. Pre-study questionnaire
2. Mid-study questionnaire

3. Post-study questionnaire

3.3.1.1 Pre-study questionnaire

This questionnaire was presented to participants prior to receiving any web
push-notifications. The purpose of this questionnaire was to record participant de-

mographic data and understand their current preferences toward push-notifications,
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such as their preferred topics or sources for information. It also contained compe-
tency questions regarding identification of emoji’s and enticing clickbait-like text.

Two additional questionnaire items were also included:

1. The Mindful Attention Awareness Scale (MAAS) - this questionnaire was
used to measure the dispositional mindfulness and receptive awareness of
participants and their ability to be attentive to the present moment. This
measure was added to assess whether dispositional mindfulness could be
an influencing factor for receptivity to push-notifications and subsequent

engagement behaviours.

2. The Curiosity and Exploration Inventory (CEI-II) - this questionnaire was
used to measure trait curiosity, or, the motivation to seek out knowledge
and new experiences and willingness to embrace the novel, uncertain and
unpredictable nature of everyday life. This measure was added to assess
the relationship between curiosity and receptivity to notifications, and in
particular, those notifications enticing engagement through exploitation of

the curiosity gap (e.g. use of clickbait-like notification titles).

The full list of questions included in the pre-study, MAAS and CEI-II ques-
tionnaires are found in Tables B.15, B.16 and B.17 respectively.

3.3.1.2 Mid-study Questionnaire

The mid-study questionnaire was presented to participants during all 3 phases
of the study. This questionnaire was used to assess what influence various push-
notification features had on participants and record their perceptions toward
certain aspects of the notification content, presentation and delivery methods. In
particular, the credibility feature was used to assess the ability of a generative
model to create realistic push-notification text content. The credibility measure
included was first used by Solaiman et al. during their investigation of the social
impact of large language models [Sol+419]. Also included were questions regarding
participant engagement which could be used to assess whether participant’s prior
convictions toward web push-notification would hold true and whether their
perceptions of engagement differed greatly from reality. The full list of questions
included in the mid-study questionnaire and their intended purpose are listed in
Table B.19.
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3.3.1.3 Post-study Questionnaire

The post-study questionnaire was presented to participants on completion of
phase 3 of the Pushd study. This questionnaire was used to extract concluding
impressions of the web push-notifications received throughout the study. The
ability of the generative models to create synthetic notification engagement data
was also qualitatively assessed in this questionnaire by asking participants to
identify synthetic engagements amidst real engagements which occurred during the
study. In addition, further qualitative perceptions of the notification presentation
formats was also requested as was participants own sense of time spent interacting
with the notifications delivered. The full list of questions included in the post-study

questionnaire and their intended purpose are listed in Table B.20.

3.3.2 Participant Recruitment

Participants for the Pushd study were crowdsourced through the Prolific Academic
platform and received £3 in remuneration for their efforts. The sample from which
participants were drawn was restricted based on the following requirements for
the study:

e English speakers - this was a requirement as the push-notification content
curated was in English only. Future work could explore translation and

support for multiple languages.

e Android phone operating system - this was a requirement as the push-
notification presentation formats were likely to differ based on the operating
system running the browser. Thus, for consistency of assessing the effects
of notification format, a single operating system was chosen to ensure each

participant of a group would see the same presentation format.

e Mobile device - this was a requirement as, while web push-notifications are
ubiquitous across mobile and desktop, this study wished to address mobile

push-notification engagement alone.
e Over 18 years of age

In addition to these limitations placed on the participant sample, a pre-screen
test was also created to ensure participants could receive push-notifications after

subscribing to the service. The Web Push APIs are relatively new and issues
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with delivery are common, even among industry leaders in the space. A host of
reasons can prevent a push-notification from being successfully delivered after
initial subscription to the push-notification service, such as: too little memory
left on the subscribed device; accidental deletion of the cached memory for the
subscribed website; native device notification settings; or even past notification
engagement behaviour. Google Chrome in particular has focused on removing
malicious push-notifications by studying user engagement with the subscription
interface and deciding whether a user is likely to respond positively to a request for
subscription. Therefore, the pre-screen test asked participants to subscribe to the
service and, once subscribed, a test push-notification was sent. Each participant
was required to explicitly open the push-notification to signify they had received it
and were able to engage with it. Only after successful completion of the pre-screen

test, were participants able to proceed to the pre-study questionnaire.

3.3.3 Privacy & Ethics

Similar to the WeAreUs study, this study also underwent a rigorous analysis
by the School’s Research Ethics Committee prior to launch due to the sensitive
nature of the demographic data requested of participants and observation of their
push-notification engagement habits. The study was granted approval.

On sign-up to the study, participants were required to read Participant In-
formation and Informed Consent documents which outlined the study in detail,
including processes regarding collection, security and the intended life-span of data
collected. Only those who granted consent were given the option to be included
in the study.

Participants were given the option to opt-out of the study at any point
by clicking a button on the Pushd website. On clicking the button the push-
notification token, used to deliver push-notifications to the participants browser,
would be destroyed. Participants were not asked for any identifier (e.g. email,
username etc.) on initial sign-up to the study. Instead, a randomly generated key
was used to identify and link a participant to their push-notification engagements.
This random key was stored as a cookie in the participants web browser. On
opting-out of the study, the key would be used to delete any and all previously
collected data relating to the participant during the study, before being destroyed
itself.
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3.3.4 Dataset

The Pushd study was launched in November 2020 and had a duration of two
weeks. 226 participants signed up to the pre-screen test through the Prolific
Academic platform. Of the 226 participants, 166 successfully completed the
task of engaging with a test push-notification signifying they could receive and
action push-notifications of the study. These 166 participants were then invited
to complete the pre-study questionnaire, of which 131 participants submitted
successfully. Subsequently 105 of these participants proceeded to the engage with
the study and 24,682 notifications were then sent over the following two weeks.
797 mid-study questionnaires were submitted during this period. On conclusion
of the study, all participants received the post-study questionnaire, which all 105
participants proceeded to answer and submit.

Due to incomplete data associated with a small number of participants, the

final data set was restricted to participants who had:
e answered a pre-study, post-study and at least 1 mid-study questionnaire
e engaged with at least 5 delivered push-notifications

Therefore, the final data set of the Pushd study was made up of 91 partici-
pants, 19,852 pushed notifications, 725 mid-study questionnaire responses and 91
questionnaires submitted pre & post-study.

The final allocation of participants to phase groups (illustrated in Figure 3.24)
are stated in Table 3.12. There was a minimum participation target of 69 par-
ticipants engaging with the study for the full period. This was calculated using
Cochran’s Formula [Coc07]|, assuming a sample size with 90% confidence level and
10% precision. Participant numbers between 50 and 100 are in line with similar
studies in the field of push-notifications which have proven to be statistically
effective [MHM16a; Meh+17a]. The final sample size of 91 participants has an
associated confidence level of 95% and 10% Margin of Error.

3.3.5 Understanding Participant Characteristics & Atti-
tudes toward Web Push

This section explores the pre-study questionnaire completed by participants by
analysing their demographics, personal characteristics, push-notification prefer-

ences and competency at identifying certain features of push-notifications.



100 Understanding Notification Engagement In-the-wild

Table 3.12 Final participant group allocations during each phase of Pushd study.

Phase Group # Participants
Alerts (ctrl) 32
1 GPT-2 32
Web-Sum 27
Origional (ctrl) 23
2 EmojiKey 20
EmojiAll 26
Impression 22
Random (ctrl) 26
3 AgentReal 23
GenReal 22
AgentSynth 20

The opening two questions of the questionnaire recorded participant gender
and age-group: 57% of respondents were Female and 43% were Male; 39% were
aged between 18-29, 37% between 30-39, 17% between 40-49 and 7% between
50-59. Two additional questionnaires were included as part of the pre-study
questionnaire. These were the Mindful and Attention Awareness Scale (MAAS)
and the Curiosity & Exploration Inventory (CEI-II). The results obtained from
both are illustrated in Figures 3.26a and 3.26b respectively. These two measures,
mindfulness and curiosity, along with gender and age group, were used to provide
further insight into the notification engagement preferences and behaviours of
participants.

Of the 91 participants, when asked if they had altered their notification settings
on their device, 56% had not, 10% did not know and 34% confessed they had.
This was an important feature to record, as the resulting engagements may have
been effected due to interventions by on-device notification settings (e.g. Android
introduced Android Adaptive Notifications in their release of Android 10).

When asked to identify an emoji between two texts, one of which contained
a smiley faced emoji, the other without any emoji, all respondents correctly
identified the text containing an emoji. This competency was important to track
as certain notification formats presented in phase 2 and questions asked in the
post-study questionnaire, depended on the understanding of an emoji. This is

further discussed in Chapter 5.
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Fig. 3.26 Results from Mindful and Attention Awareness Scale (MAAS) and the
Curiosity & Exploration Inventory (CEI-II) responses.

Figures 3.27a and 3.27b illustrate the 5-point likert scale responses to the
questions How likely are you to subscribe to push-notifications on the web? and
To what degree are you comfortable with your data being used for automated
decision making? respectively. Participants were less likely to subscribe to web
push-notifications and they were marginally less comfortable with their data being
used for automated decision making.

Participants were shown two titles and asked to identify which one was delib-
erately enticing. The titles presented were extracted from a corpus of annotated
clickbait and non-clickbait titles. The results, illustrated in Figure 3.27¢c, show that
not all participants were able to identify clickbait-like enticing text when it was
presented. This is by no means a comprehensive test of participant competency
in identifying enticing text, but is broadly indicative. Further exploration with
respect to the age of participants and their response showed that, of the partici-
pants that correctly identified enticing text, the majority were in the youngest
age-bracket.

Participants were asked to select topics and websites from which they would
and would not like to receive push-notifications. The average number of preferred
topics chosen per participant was 3, with some participants subscribing to as
many as 20 and as few as 2. 27 unique topics were selected in total. The

most popular topics chosen were comedy, entertainment and food € drink. The
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least popular were impact, weddings and college. Participants subscribed to 4
websites on average, with some subscribing to as many as 15 and as few as
2. The most popular websites chosen to receive push-notifications from were
bbc.co.uk, theguardian.com and amazon.com. Some of the least popular websites
were weightwatchers.com, ticketmaster.com and runnersworld.com. As well as
subscribing to websites, participants were also given the option to select websites
which they would not like to receive push-notifications from. Participants chose
to "unsubscribe" from 12 websites on average, with some participants selecting
as many as 15 and as few as 2. This, in contrast to the subscribed websites,
shows that participants were much more concerned with ensuring they did not
receive unwanted push-notifications. Figure 3.28 illustrates the most popular
subscriptions.

Finally, the pre-study questionnaire also tasked participants with engaging
positively (opening) or negatively (dismissing) with a small set (10) of web push-
notifications to record an initial Click-through Rate (CTR) benchmark before
the study began. The average CTR was 30%, with some participants opening as
many as 70% and others indicating they would not have opened any.

During the two weeks of the study, 19,852 push-notifications were sent to
participants. Not all notifications pushed were subsequently delivered. There are a
myriad of reasons for this, including: device turned off at the time of the push; poor

internet connectivity; device power saving settings; do-not-disturbed turned on;
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Fig. 3.28 Most popular a) topic and b) website subscriptions

and many others. 14,368 (72.4%) were successfully delivered to participant devices.
In addition, not all push-notifications delivered were engaged with by participants.
There are also a number of reasons for this, such as: notifications left unattended
in the notification bar; device turned off before an engagement occurred; browser
application terminated (process killed) before an engagement occurred; and many
others. 12,082 (60.9%) were explicitly engaged with (opened or dismissed) by
participants. Therefore, in the subsequent analyses in the following Chapters,
where not otherwise stated, only those notifications which were explicitly acted

on by the participants were considered.

3.4 Limitations

This chapter discussed an in-situ study of notification engagement behaviour
through a mobile app designed to track notification and smartphone usage while
participants went about their daily lives. The study also implemented an Ex-
perience Sampling Method to collect direct responses from participants. On
reflection of this work, a number of limitations were identified and categorized as:

technological; experimental design; or experimental execution.

3.4.1 Technological Limitations

Perhaps the most significant technological limitation of this WeAreUs study was
that Android was the only platform supported by the WeAreUs app and the Google
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Play Store was the sole distribution point. It was chosen not to create an identical
iOS app as the push-notification functionality of the platform didn’t support
the same omniscient capabilities, required for holistic logging of notification and
app behaviours, that Android did, which was pivotal to the study. Therefore,
the profile of potential participants was first limited to those who owned and
used an Android device. Another limitation, briefly mentioned previously in the
chapter, were the protocols implemented in the Oreo version of the Android OS
tasked with optimising battery usage by regulating app background services. This
resulted in restricted functionality of the WeAreUs app’s background tasks at key
moments, such as notification delivery or the device being unlocked. Partial data
was collected at these time points if the OS was currently restricting the app from
querying sensors, such as GPS, or sending API requests, such as to Google’s Places
API. A limitation also arose due to the relative infancy of notification technology
and the minimal functionality offered to developers for effective implementation.
The Android SDK did not give developers a method of identifying the action
taken on notifications delivered to devices, such as opened or dismissed. Therefore,
a custom method was implemented (discussed in Section 3.2.1) which may have

resulted in false positive or negative actions being recorded.

3.4.2 Experimental Design Limitations

The number of questionnaires delivered to participants on a single day was limited
to 8, regardless of whether they were answered or not. This design choice was made
to limit the number of interruptions and annoyances participants experienced a
day due to the WeAreUs app, such that engagement over longer periods would
be tolerated. However, the limited number of responses to questionnaires in the
study could indicate that participants should have been queried more aggressively
to ensure a greater amount of data was extracted. Conversely, a large amount
of detailed usage data and context data was collected, using sensors such as the
microphone to record ambient noise. This increased the number of permission
dialogues presented to potential participants on sign-up to the app which may
have contributed to the relatively low engagement numbers. Another limitation
arising from experimental design was the use of notifications for delivering the
ESM questionnaires. Delivering the questionnaires via notification may have
unintentionally caused or invoked irregular smartphone or notification engagement

behaviour in participants. For example, a participant may have unlocked their
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device or attended to all types of notifications more frequently simply because
they wished to complete questionnaires for the study quickly. Another limitation,
related closely to privacy and ethics, was that the full notification text content
was not saved for analysis. This decision was made to protect the privacy of
participants, however it does reduce the granularity of the resulting data set
collected and its usefulness, particularly for NLP research and applications. For
the same reason, participant contacts, and individual social relationships with
those contacts, were not saved. On reflection, pre and post-study questionnaires
could have also provided additional demographic and qualitative data regarding
notification behaviour and participant perceptions toward the WeAreUs app’s
functionality, such as the visual representations of stories created using their

notification behaviours and the inferred significant contacts in differing places.

3.4.3 Experimental Execution Limitations

The number of participants that engaged with the WeAreUs study is a limiting
factor of this work. However, the number is similar to other state-of-the-art
in-situ studies in the domain of notification engagement [MHM16a; Meh+15b;
Meh+16], in which final analyses included 16, 17 and 20 participants, respectively.
A mitigating factor is the granularity of data collected, which, as mentioned,
may have been a reason for the low participation in the study. Following this,
gender diversity is also a limitation of this work. While the study was advertised
across many channels within and also outside the university, the number of female
participants who signed up and engaged with notifications was low. On reflection,
this study could also have been extended to run for much longer than the original
6 months in which it was active. A longitudinal study design might have been
better suited and could have reduced or eradicated the low participation and

gender diversity limitations.






Chapter 4

(zeneration & Simulation of
Push-Notifications

We have the algorithms to save
millions of lives, but only if we

dismantle data silos.

Jeremy Howard

4.1 Overview

The previous chapter identified, through studying the engagement action taken
by notification subscribers, inefficiencies in the delivery of push-notifications. The
high dismissal rates indicate valuable time and energy was invested by subscribers
attempting to manage the influx of notifications which they received. In a
digital age, when our attention is divided and spread thin, performance and
focus on simple tasks has declined dramatically [Tho+14; Lee+14b; Mar+15;
War+17|. Addictive tendencies due to interactions with technology have become
widespread, spawning new terms such as NoMoPhobia [Kin+13|, FOMO [Prz+13]
and Phantom Vibration Syndrome [Lin+14|. Particularly in younger generations,
the social pressure to respond to messages and alerts immediately is immense
|[Elh+16; Lee+14a]. The designers of technology are partly to blame as subtle

features are embedded in applications with the sole purpose to hook users, increase
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engagement and form new, potentially unhealthy, habits [Oul+12]. Smartphone
notifications are a prime example of a design hook used to attract users back on
to, and engage with, a platform. When used in an ethical and empathetic manner,
notifications can be a powerful tool for improving end-user experiences. However,
when implemented in an exploitative or unintelligent manner, intended or not,
notifications tend to do more harm than good [Smi+14].

This chapter explores and evaluates solutions for improving the push-notification
experience for both subscribers and creators. This was achieved by first assessing
the ability of algorithms to predict engagement (open/dismiss) actions toward
notifications. A NMS with the ability to identify whether a notification would be
opened or dismissed by a subscriber, in a given context, could throttle deliveries
to favourable moments. Training such a NMS would require large amounts of
historical notification engagement data, which as discussed in previous chapters,
is difficult to obtain, particularly at scale and in balance (i.e. both positive
and negative engagement action scenarios represented equally in the data set).
Therefore, an approach toward generating synthetic notification-context pairs was
explored through implementation of a number of generative models. The models
were evaluated with respect to their utility for training NMSs as well as their
ability to maintain real-world associations, albeit with enough deviation to offset
privacy concerns and facilitate exploration of previously unforeseen notification
engagement scenarios.

The contributions of this chapter are as follows:

1. An analysis of algorithmic performance when predicting future subscriber

engagement actions toward notifications
2. An approach for generating synthetic notification and context data

3. An evaluation of synthetic notification data with respect to statistical

consistency and agent utility

4.2 Predicting Notification Engagement Actions

Measuring the value of a notification to a subscriber is not a straightforward
task. The most logical, and perhaps simplistic, approach is to use the binary
feature action, which indicates whether a subscriber opened or dismissed a noti-
fication. From this feature, the Click-Through-Rate (CTR) of notifications can
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be determined and used as a measure of success or failure for notifications which
have been pushed to a subscriber. The CTR is the total number of notifications
opened divided by the total number of notifications delivered. However, there are
a number of scenarios, both positive and negative, not captured by this metric.
For example, a notification may provide adequate information in the title and
ticker text that subsequently does not require further subscriber engagement.
Therefore, a notification may have been positively received by a subscriber yet also
dismissed. Conversely, a notification opened by a subscriber may also not result
in a positive user experience. For example, in scenarios where a notification could
be classified as clickbait (which is discussed further in the following chapters).
For these reasons, notification marketing campaigns tend to use other metrics for
measuring the success or failure of notifications pushed at subscribers, such as
subsequent time spent on a platform or purchases made after a push. In contrast,
it could be argued that the metrics used by NMSs working on behalf of those
receiving notifications should be derived from physical, cognitive and emotional
health features of the subscribers to ensure notifications presented are positively
contributing toward their well-being.

This section evaluates the simpler approach of predicting notification engage-
ment actions, open and dismiss, which could be leveraged by a NMS for identifying
favourable moments for notification delivery. Predicting the engagement action
of a notification is a common task repeated and reported in push-notification
literature, albeit without a standard set of open data sets or features on which
replicable benchmarks can be derived, thus perhaps weakening comparative evalu-
ations. The following sections will address this through the creation of a synthetic
notification data set as well as report the performance achieved by a number of

algorithms, to be used as a benchmark for future work.

4.2.1 Notification Data & Features

The WeAreUs notification data, analysed in the previous chapter, was used
to evaluate the performance of a selection of machine learning algorithms at
predicting notification engagement actions. The data set was comprised of 13,933
notifications spanning a wide range of notification categories, topics and apps.
A subset of features (n = 46), informed by those referenced in push-notification

literature ( Tables 2.4 2.5 and 2.6), and comprised of subscriber context (at
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moments of delivery) and notification content/settings (selected by notification

creators) were chosen as input to the models. The features were:

Context: { activity, airplane mode, bluetooth headphones, bluetooth on,
charging, connection type, headphone jack, music active, place, proximity, ringer
mode, roaming status, app significance, contact significance, screen state, average
noise, battery level, light intensity, bluetooth devices nearby, step count, device
volume levels (alarm, music, notification, ringer), time app last used, number of
updates, time from first update to last update, day of week, hour of day, minute

of hour, holiday }

Notification: { app, category, topic, LED colour, priority, show when, sound,

vibrate pattern, visibility, number of alerts }

The notification features set by notification creators included the app, category,
topic, LED colour, priority and wvisibility. The app developer or marketing team
pushing a notification decides how to populate these features of a notification,
albeit with some limitations as, for example, there are a finite number of priority
levels available to choose from. Additional features which notification creators
also have control over are: time of day and day of week. However, the time and
day a pushed notification is delivered can sometimes be outside of their control.
For example, if a subscriber’s device is turned off, without internet connectivity
or their device model is restricting background tasks (e.g. in power saver mode),
the delivery of a notification may be delayed. Thus these two features can also
be categorised as contextual. The remaining features in the subset are features
relating to the context of the subscriber at moments of notification delivery. Using
both context and notification features enables a machine learning model to learn
scenarios in which subscribers are receptive to certain types of notification and

predict whether a notification will be opened in a given context.

4.2.2 Predicting Notification Engagement Action

A number of standard machine learning models, identified within literature and
industry, were selected for predicting the action of opening or dismissing a delivered
notification. The act alone of opening or dismissing a notification does not
necessarily imply a positive or negative engagement. However, if opened, it does
demonstrate a subscriber’s willingness to divert their attention to and engage

with the app delivering the notification in a given moment - which is useful for a
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Fig. 4.1 Algorithm performance predicting notification engagement actions

NMS to model as it could help identify similar moments in which subscribers are
most receptive to investing time on a platform if nudged by a notification. The
algorithms evaluated for learning notification engagements were: Decision Tree
[Bre+84], Random Forest [Bre01], AdaBoost [FS97|, XGBboost [CG16|, Support
Vector Machine [Sch+-00]|, K-Nearest Neighbors [Gol+04]|, Neural Net [MP43|
and Naive Bayes |[Zha04]. These algorithms in particular were identified within
recent research as potential, or part, solutions applied to various push-notification
inference tasks, including interruption and action prediction [Meh+15b; Pie+14;
KFG18; OTT19; Oko+17; TAW17|. Therefore, the evaluation of this work further
builds upon the state-of-the-art within the push-notification management space by
offering a comparative evaluation (albeit with a known caveat that the sample of
data is quite different). However, as will be discussed, the results of the algorithms
applied to synthetic notification data can and will facilitate standard evaluation
benchmarks to be drawn on a data set that can be freely shared with the research
community for future work. The performance metrics chosen for evaluating each

algorithm were accuracy, precision, recall and f1 score. Stratified 10-fold cross
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validation was used for evaluating the performance of each algorithm on the
WeAreUs notification engagement data. The results are illustrated in Figure 4.1.

The Random Forest algorithm performed best across accuracy (84%), precision
(85%) and F1 score (85%) metrics, followed closely by the Decision Tree and
XGBoost. However, the Naive Bayes algorithm was superior with respect to
recall, achieving 90% compared to Random Forest at 86%. Recall is a particularly
important metric with respect to real-world deployment of a NMS as the cost of a
False Negative is quite high. For example, a notification which is important to
the subscriber, perhaps containing emergency or time-sensitive information, but
subsequently withheld by the NMS, due to incorrectly classifying the notification
as irrelevant to the subscriber in a given moment, could breed mistrust in the
relationship between machine and end-user as the subscriber might feel important
information is being withheld from them. A high recall value indicates fewer
False Negative occurrences. The precision metric is important with regard to
the utility of a NMS as higher values indicate lower False Positives occurring. A
False Positive, in this case, being a NMS delivering an irrelevant or badly timed
notification to a subscriber who subsequently dismisses it. Thus not improving
the notification engagement experience. Whilst lower precision values are not (as
much) a cause for concern as lower recall values, a NMS which is not effectively
delivering notifications at improved moments cannot expect to be used by a
subscriber. The Naive Bayes algorithm achieved worst results for precision (66%),
thus indicating it is a relatively weak NMS compared to other algorithms. As
such, fl-score, which represents a balance between recall and precision, was used
as an indicative measure of a well balanced NMS. Random Forest, Decision
Tree and XGBoost were identified as the top performing algorithms predicting
notification engagement action. Whilst far from perfect, the results illustrate
that push-notification actions can be predicted to a useful degree of accuracy by
observing a combination of key context and content features, which when deployed
in-the-wild, can improve the receptivity and acceptance of notifications which are
pushed only at moments of predicted positive action.

Further examination of the features used for predicting notification engagement
action and their relative importance within the task was carried out using scikit-
learn’s implementation of Permutation Importance |Ped+11; BreOl|: permutation
feature importance is defined to be the decrease in a model score when a single
feature value is randomly shuffled. A Random Forest classifier was fit on 80%
of the notification engagement data and permutation importance values of each

feature were calculated using the remaining 20% held-out set of engagements.
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Fig. 4.2 Permutation feature importance when predicting notification engagement
actions

Figure 4.2 illustrates the importance ranking of features for the task. The most
important features identified were related to the app sending the notification. The
time between using an app and receiving a subsequent notification was ranked
most important followed by app significance (a boolean indicating if an app was
frequently over time) and the app package name. Other contextual features also
were also ranked highest, such as the day of the week, contact significance and
whether or not the notification arrived when the subscriber’s device was unlocked.
Other notification attributes set by the notification pusher were also found to
impact the model performance, such as the category of notification, the topic and
priority value set.

Due to a large number of features having a relatively similar low ranking score,
indicating their contribution to the performance of the model was low, a reduced
subset of features (n = 17) was selected for exploring generative modeling. This
subsequently reduced the dimension of the encoded notification vector from 314
(full feature) to 196 (feature subset), optimising both compute resources and time.
The reduced subset of features was evaluated with the same models outlined above

and results indicated a negligible drop in performance between the full feature set
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and the reduced subset (MAE of accuracy, precision, recall and f1 scores between
feature sets were 0.007, 0.01, 0.01 and 0.006 respectively).

Feature subset: { activity, app, app significance, category, contact signifi-
cance, LED colour, priority, topic, holiday, screen state, day of week, time app
last used, weekend, hour of day, minute of hour, time from first update to last

update, number of updates }

4.3 Generating Synthetic Notification-Context Pairs

Procuring notification engagement data in-the-wild is difficult and time consuming,
as discussed in previous chapters. Few open-source push-notification data sets
could be found referenced in literature due to the sensitivity of the content present
in the notification and the context in which it is delivered. This section presents
an approach toward applying generative models to push-notifications for the
purpose of creating synthetic notification engagement data imitating real-world re-
lationships and distributions found between notifications, contexts and subscriber
engagements. A number of model variations were chosen for implementation
(WGAN, WGAN-GP, CWGAN, GPT-2, SynthPop) and were evaluated with re-
spect to their ability to generate realistic data, preserve associations and maximise

utility for training NMSs, such as those presented in the previous section.

4.3.1 Generative Adversarial Networks

Generative Adversarial Networks (GAN) [Goo+14] are a type of unsupervised-
learning algorithm comprised of two models, e.g. two multilayer perceptrons
(MLPs), competing against each other (Figure 4.3). The first MLP, the generator
(G), takes random noise (prior distribution) as input and attempts to generate
realistic data samples. The second MLP, the discriminator (D), takes a data
sample as input and attempts to identify whether it is real or fake, the output being
a scalar value of probability of the sample being real data, [0, 1]. During training,
D is given alternating real and generated values. Ideally, the loss associated with
both networks converges as G learns to generate better data samples and D learns
to better discriminate between real and synthetic samples. At the optimum point,

D can no longer discriminate between the real and generated data, hence G can
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be used to generate data which imitates the distribution of real values. It can be

formulated as a two-player minimax game with value function V(G,D) [Goo+14]:

minmax V (D, G) = By 109D ()] + Eavppllog(l = DG(2)] (4.1

In which:
X = real data variable
z = latent variable randomly sampled from prior p,

G(z) = maps latent variable z to the data space

D(z) = outputs a probability of input being sampled from real distribution pgat,
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Fig. 4.3 Training a Generative Adversarial Network

Since its conception and subsequent publication by Goodfellow et al. in 2014, many
variations of GANs have been developed [Hinl8; Luc+17]. One such variation
is the Wasserstein GAN (WGAN) proposed by Arjovsky et al. [ACB17|. This
variation comprised a number of differences to the original GAN which improved
the stability of training, key of which was the application of Wasserstein Loss
which facilitated greater distinction between real and synthetic samples. When
minimized, this reduced the distance between the distributions of real data used
for training and synthetic data created by the generator. The discriminator (D)
was renamed a critic (C) as it no longer produced a probability in the range [0, 1]
which classified samples as real or synthetic, but instead it produced a scaler score
prediction in the range [—o0, oo] representing how real a sample was. This helped
approximate the Wasserstein distance between real and generated samples, which

when minimised, indicated the generator was close to the real data distribution.
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In order to ensure stability when training, Arjovsky et al. also introduced weight-
clipping to force the critic to operate as a 1-Lipschitz continuous function, thus
limiting the rate at which the predictions of the critic can change between two
samples [Fos19]. A further GAN variation proposed by Gulrajani et al. [Gul+17]
in 2017, the WGAN-GP, introduced a gradient penalty as an alternative to weight

clipping to ensure the critic conformed to a 1-Lipschitz continuity function.
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Fig. 4.4 Training a Conditional Generative Adversarial Network
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Goodfellow et al. also briefly introduced the concept of a conditional GAN
as future work, positing that p(z|c) could be learned by adding conditional
input to the generator and discriminator networks (Figure 4.4). Conditional
Generative Adversarial Nets (CGAN) were later defined by Mirza et al. [MO14] to
facilitate and direct the data generation process. This enabled synthetic samples
to be generated conditionally and thus suit a situational need. Applied to push-
notifications, this could mean generating a notification conditioned on the action
being opened, or generating notifications conditioned to suit a certain context,

such as place or time. This was formalised as:

min masx V(D, G) = Eqry (109D (2]y)] + Eorpe oy log(1 — DG(=1y))] (42)
where:

y = additional information input to condition networks G and D

For the purpose of generating synthetic notifications, comprised of both continuous

and discrete notification-context features, implementations of the WGAN and
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WGAN-GP were applied to learn the distributions of push-notification engage-
ment features. These models were state-of-the-art at the time of experimentation,
showed improved training stability to generate realistic data samples, and sup-
ported synthesis of both continuous and discrete variables which was essential for
this work as notifications comprise both types of feature (e.g. topic of notifica-
tion = discrete; number of notification updates = continuous). A Conditional
WGAN-GP was also tasked with generating synthetic push-notification data
sets to evaluate the potential for controlling the notifications generated. This
type of model could be used to automate the task of marketing teams creating
push-notifications personalised to particular subscribers whilst conditioning on
contexts or outcomes, such as positive engagements. In addition to these three,
two alternate models were also implemented to facilitate comparative evaluation

of the generative models performance:

e SynthPop - a well-established R package created by Nowok et al. [NRD+16],
SynthPop creates a generative model by calculating conditional distributions
over all features in the data set. Classification and regression trees (CART)
[CGMIS]| are implemented to create models which are are fitted feature by

feature, with the next feature being conditioned on all previous features.

e Random Sampling - this generative method represents the baseline. For
every feature of the data set, a random value was sampled from real data
to create multiple instances of randomly assembled notification-context-
engagement pairings. To generate continuous variables, values were sampled
from within the min/max range identified in the real data. Discrete variables
were randomly sampled from the unique set of categories present within the

real data.

4.3.2 Evaluation Metrics

The WeAreUs data described in the previous chapter was used for training the
generative models selected and it was additionally used for evaluating the utility
of the subsequent synthetic data generated. The subset of features, identified
in subsection 4.2.2; were selected for generation due to their significance when
predicting subsequent notification engagements.

The main focus of this work was to ensure that realistic synthetic notification

data was created and that it would provide utility to intelligent models trained for
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Table 4.1 Evaluation metrics, identified in literature and implemented in industry,
which quantify Quality, Utility and Privacy of synthetic data.

Measure Features Metric Origin and/or Use
continuous  Pearson Correlation [Bea+19; How+17; Kall9]
Quality  all Propensity Score [Woo-+09; Sno—+16]
discrete Mutual Information [Cov99; GT09; Vie2l; PSH17; MN1§]
all Synthetic Ranking Agreement [JYV18; JYS18; Ros+20]
Utility all Feature Importance Similarity [Bea+19; Vie2l; WMZ10; JYS18]
all Train on Real, Test on Synth  [FGG20; JYS18; MN1§|
Privac all Hitting Rate [LWY19]
Yool Distance to Closest Record [Par+18; LWY19]

intelligent notification management tasks. In addition to the utility and quality,
and to facilitate comparative evaluation and sharing, this work also evaluated the
synthetic data with respect to its potential for exposing the privacy of individuals
from which the real data was gathered. Table 4.1 illustrates a consolidated list of
applicable metrics related to measuring the quality, utility and privacy of synthetic
data. The metrics are being actively used in both research and industry domains.
The following sections detail the construction and interpretation of the metrics

selected with respect to evaluating synthetic push-notifications.

Pearson Correlation

Pairwise Pearson correlations were used to evaluate whether or not the genera-
tive models were capable of preserving the statistical properties of continuous
notification features [Bea+19; How+17; Kall9]. This was achieved by extracting
correlations between all continuous features, n, within the real and synthetic data
sets respectively and subsequently calculating the Mean Absolute Error (MAE)
between the pairwise correlations of both data sets to consolidate results into a
single score for utility. Smaller values indicate continuous synthetic data generated

closely matches real distributions.

n

1
TMAE = E E |Tsynth — Treal (43)
i=1
where:
Treal = pairwise pearson correlations of real data

Tsynth = Pairwise pearson correlations of synthetic data

n = number of pairwise comparisons
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Propensity Score

Propensity score Mean-Squared Error (pysp) [Woo+09; Sno+16] was used as
a metric for assessing synthetic data quality as it measures the probability of a
treatment being assigned given observed covariates [Ausl1]. In this instance, the
covariates are the features of notification-context engagements and the treatment
is an assignment to one of two classes, real or synthetic. The score obtained, as
discussed by Snoke et al., then represents an estimate of distinguishability. Smaller
propensity scores indicate that the synthetic data can not be easily distinguished
from real data, thus suggesting greater similarity between both sets and higher

quality synthetic data.

N
1
Puse = ;_1 (pi —¢) (4.4)

where:

A

p = propensity score i.e. probability of sample ¢ belonging to real or synth class

N = total samples in combined data set i.e. Nyeqs + Noynen

Nsynth

¢ = the proportion of synth samples in combined data set i.e. =%

Mutual Information

Mutual Information, the reduction in uncertainty about one random variable given
knowledge of another [LR09|, was used to evaluate the pairwise co-dependence
of the discrete notification features in both the real and synthetic data sets
respectively. The MAE between the real and synthetic data sets was calculated
for a singular score representing discrete data quality i.e. the capability of the
generative model to preserve relationships between discrete elements. Smaller
values indicate that the discrete synthetic data generated closely matches the
distributions and relationships found in the real data [Cov99; GT09; Vie2l,
PSH17|.

ZZp X,y log ?}L’z;) (4.5)

zeX yeY

1 n
Mg =~ > |MIynn, — MI

(4.6)

where:
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XY = a pair of discrete variables
p(z), p(y) = probability of observing z, y
p(z|ly) = probability of observing z given y

n = number of pairwise comparisons

Synthetic Ranking Agreement

Synthetic Ranking Agreement (SRA), proposed by [JYV18; JYS18|, measures the
degree to which the generated data preserves the relative performance of algo-
rithms trained upon it compared with performance achieved using real data. The
hypothesis is that differing algorithm performance should be consistent between
the real and synthetic data sets if utility is to be maximised i.e. different algorithms
trained to predict push-notification engagement should have identical performance
rankings when both synthetic or real data is used. For the implementation of SRA
in this work, formalised in Equation 4.7, five algorithms were chosen for predicting
notification engagement action (open/dismissed): Random Forest; AdaBoost;
XGBoost; Naive Bayes; and K-Nearest Neighbors. The indicator function resolves
to 1 when the ordering of algorithms is identical between real and synthetic data
and resolves to 0 when the ordering differs. Higher values indicate that algorithm
rankings are preserved between both data sets and that use of the synthetic data
set provides a level of utility for intelligent agents consistent with that of real
data.

SRA{AYE, {CYE,) = ﬁ SO TI((4; = AW x (G = ) > 0) (47)

=1 k#j
where:

L = number of predictive models (five used in this work)
A; = performance of model 7 when trained and tested on real data
C; = performance of model 7 when trained and tested on synthetic data

I = indicator function

Feature Importance Similarity

Similar to the previous metric, the Feature Importance Similarity (FIS) utility
score represents the degree to which the generative model is capable of preserving
rankings, in this case: the rankings of important features extracted when training

for a prediction task [Bea+19; Vie21|. The task chosen was the prediction of
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push-notification actions (open/dismiss) given notification and context features.

The model chosen for prediction was Random Forest, as it both demonstrated
the best performance at predicting engagement action and supports extraction
of feature importances. Two methods of ranked list comparison were considered
for evaluating the ranked feature importance lists created when the classifier was
trained and tested upon real and synthetic data respectively: Kendall’s Tau [Sen68§]
and Rank-Biased Overlap (RBO) [WMZ10|. RBO was selected in this instance as
it facilitates placing greater weight for certain ranking positions whilst Kendall’s
Tau does not. As illustrated in Figure 4.2, there is a clear distinction between
the importance of the top 3 features and the remaining features when training
to predict notification engagement action. Whilst the correct positioning of all
features in the ranked list is the goal to ensure consistency across real and synthetic
data, using RBO and providing higher weight to the top 3 importance positions

ensures greater penalty is given to the generative model’s feature importance

similarity score if it fails to explicitly correctly rank the most important features.

It can be argued that minor shifts in ranking between the less important features
is not as relevant, particularly as there is little distinguishing distance between
those feature importance scores. Higher RBO values indicate greater similarity
between the ranked importance of features extracted using synthetic and real data

and subsequently suggests greater consistency and utility of the synthetic data.

k d

1

X 1—p X
FIS = RBOpx1(S, T,p, k) = =5 . pb + Tp ST 2 )
d=

where:

S, T = ranked lists of feature importances extracted from real and synth sets

d = depth of top positions to be weighted
p = tunable parameter determines the contribution of top d ranks, range (0,
k= evaluation depth i.e. length of lists

X = size of overlap between S and T up to depth

Train on Synthetic, Test on Real Esteban et al. [EHR17| proposed the
Train on Synthetic, Test on Real (TSTR) approach to measure the utility of
synthetic data applied to a prediction task. The approach requires training an
agent on real and synthetic data respectively and testing both trained agents on
a held-back set of real data. A comparison of the performance of both agents

then describes the utility of using synthetic data for the task. The approach has
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also been implemented by Hazy [Vie21; FGG20| who have additionally proposed
the Predictive Capability (PC) metric which consolidates the result into a single
utility score. F1 score was chosen as the metric for performance comparison in
this work. Values at or above 1 indicate identical or improved utility when using

synthetic data.

F1 — scoresynn

PC = (4.9)

F1 — score ey

Hitting Rate

The hitting rate in this instance, is a metric which can allude to potential exposure
of real data within synthetic data created by the generative model. Lu et al.
[LWY 19| define it in their work as the ratio of the number of identical records
between the original data and synthetic data and the total number of records. As
the generative model attempts to maximise the similarity between the real data
it is trained upon and the synthetic data it generates, there exists a possibility
that the generative model simply learns to regurgitate explicit samples from the
real data set. The hitting rate therefore identifies the percentage of exact real
sample matches found in the synthetic data. This metric is relevant in this work
as push-notification data describes end-user attributes (such as apps installed),
preferences (receptivity to certain topics, apps and contacts) and contexts (times
of day or places using a smartphone), which could be leveraged by attackers to
re-identify them if combined with other sources of information. Higher hitting
rates indicate greater similarity between the real and synthetic data generated
but also a greater exposure risk. Therefore, a balance must be obtained between
quality and minimising exposure risk, which is an active research topic in the
domain of generative modeling [EN14; MS04; NS0§].

Distance to Closest Record

The Distance to Closest Record (DCR) privacy metric describes how close the
synthetic data resembles the real data from which it was generated. Once again,
there is a trade off between maximising the quality and utility of the synthetic
data generated and maximising the privacy of individuals from which the data
came. Park et al [Par+18] and Lu et al. [LWY19| use Euclidean Distance to
measure the distance between records of synthetic and real samples. In this work,
as both continuous and discrete features are present in the notification engagement
data sets, Gower distance [Gow71| was used to represent the similarity between

samples. Pairwise comparisons were made between each sample of the real and
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Table 4.2 Differing model implementation hyperparameters used when generating
synthetic push-notifications

Model Hyperparameter WGAN WGAN-GP CWGAN-GP
Neural Net Feed-forward Feed-forward Feed-forward
Hidden Layer 1 fully connected 1 fully connected 1 fully connected
Activation Hidden ReLLU ReLLU ReLLU
Gen Activation Output Softmax, Sigmoid Softmax, Sigmoid Softmax, Sigmoid
Loss function Wasserstein Loss Wasserstein Loss Wasserstein Loss
Optimizer RMSProp Adam Adam
Learning rate 0.0001 0.0002 0.0002
Neural Net Feed-forward Feed-forward Feed-forward
Hidden Layer 1 fully connected 1 fully connected 1 fully connected
Activation Hidden ReLLU ReLLU ReLLU
Critic  Activation Output Linear Linear Linear

Wasserstein Distance
+ Gradient Penalty
Adam
0.0002

Wasserstein Distance
+ Gradient Penalty
Adam
0.0002

Wasserstein Distance
+ weight clipping
RMSProp
0.0001

Loss function

Optimizer
Learning rate

synthetic data sets and the mean and standard deviation of the minimum distance
was recorded. A mean value of 0 would indicate that a real record was copied
directly to the synthetic data set, thus potentially indicating a potential privacy
risk. In the case of mean values larger than 0, if standard deviation values are
also high it would also indicate samples exist which could closely resemble real

data, thus also potentially reducing the privacy held by the synthetic data.

4.3.3 Implementation, Synthesis Results & Discussion

The settings and hyperparameters used in the implementations of the WGAN,
WGAN-GP and CWGAN-GP developed for this work are illustrated in Table 4.2.
As a preprocessing step, the discrete notification and context features were trans-
formed to one-hot encoded vectors and combined with continuous notification and
context features scaled within the range of |0, 1|. The dimension of the encoded
vector was 198. The CWGAN-GP had a slight variation for the preprocessing step
as the model required an additional conditional input parameter, y. For this work,
the notifications generated were conditioned on the app name. Therefore the
dimensions of the condition vector, y, and notification-context vector, x, were 105
and 93 respectively. The WGAN-GP, highlighted in literature as the best model
suited to the task of generating tabular data such as the notification-context pairs,

was additionally examined with respect to varying:
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Table 4.3 WGAN-GP model utility, quality and privacy scores for varying batch
size (b) and latent dimension (¢) (Top 10 at maximising utility of synth data).

Best values achieved emboldened (max or min depending on metric).

Y4 b FIS PC SRA PMSE TMAE MIMAE HR DCRAVG DCRSTD
‘64 128} 07079 0.8711 1.0 0.0096 0.0363 0.0323 0  0.0861  0.0138
128 7128 08727 0.8832 0.8  0.0120 0.0575 00330 0  0.0826 0.0168

16 128 0.8730 0.8469 0.8  0.0108 0.0815 0.0303 0  0.0920 0.0163
128 16 07165 0.8505 0.9  0.0496 0.1025 0.0278 0 00855  0.0138

32 16 0.8251 0.8991 0.7  0.0967 0.0976 0.0252 0  0.0974  0.0186
128 64 08516 0.8687 0.7  0.0832 0.0426 0.0259 0  0.0892 0.0178

16 64 08530 0.8464 0.7  0.0474 0.0390 0.028 0  0.0910 0.0162

64 64 07690 0.8577 0.7 0.0173  0.0521  0.0299 0 0.0948 0.0183

16 32 08322 08772 0.6 00961 00518 00274 0  0.0938 0.0179

32 128 0.828%8 0.8705 0.6 0.0231 0.0474 0.0321 0  0.0895 0.0183

latent dimension - the size of the latent space i.e. the input noise vector

batch-size - the number of training samples used per iteration (weight

update)

e training epochs - the number of passes of the entire training data set

seed data - the amount of real data used to train the model

Subsequently, the most suitable latent dimension, batch-size and training epoch
were selected based on the performance of the WGAN-GP and applied to the
WGAN and CWGAN-GP models for comparison of quality, utility and preservation
of privacy. As discussed in the previous section, models that perform well are those
that maximise utility: Predictive Capability (PC'); Synthetic Ranking Agreement
(SRA); and Feature Importance Similarity (F'1S), whilst minimizing the difference
in quality between real and synthetic data sets: Propensity Mean Squared Error
(pymse); Pearson Mean Absolute Error (pyar); and Mutual Information Mean
Absolute Error (M Iy ag). The models should also minimize Hitting Rate (HR)
and strike an acceptable balance between quality and Distance to Closest Record
(DCR).

Tables 4.3 and 4.4 contain the quality, utility and privacy scores obtained for
the WGAN-GP using different combinations for latent dimension and batch size,
sorted by maximum utility (Table 4.3) and minimum loss of quality (Table 4.4)
respectively (top 10 combinations selected). The number of training samples used
for all variations was 10,000 and comprised engagements from all users. The
WGAN-GP model implementation with a latent dimension of 64 and batch size of
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Table 4.4 WGAN-GP model utility, quality and privacy scores for varying batch
size (b) and latent dimension (¢) (Top 10 at minimising quality loss between real
and synth). Best values achieved emboldened (max or min depending on metric).

Y4 b FIS PC SRA PMSE TMAE MIMAE HR DCRAVG DCRSTD
‘64 128) 0.7079  0.8711 1.0 0.0096 0.0363  0.0323 0  0.0861 0.0138

64 64 0.7690 0.8577 0.7 0.0173  0.0521 0.0299 0 0.0948 0.0183
128 128 0.8727 0.8832 0.8 0.0120  0.0575 0.0330 0 0.0826 0.0168

32 128 0.8288  0.8705 0.6 0.0231  0.0474 0.0321 0 0.0895 0.0183

64 32 0.7301  0.8466 0.7 0.0434 0.0336 0.0331 0 0.0818 0.0174

16 64 0.8530 0.8464 0.7 0.0474  0.0390 0.0286 0 0.0910 0.0162

16 128 0.8730 0.8469 0.8 0.0108  0.0815 0.0303 0 0.0920 0.0163

32 64 0.6343 0.8782 0.7 0.0404  0.0512 0.0313 0 0.0841 0.0167

32 32 0.6645  0.7433 0.5 0.0442  0.0540 0.0302 0 0.0952 0.0175
128 32 0.8103  0.7499 0.5 0.0753  0.0487  0.0274 0 0.0915 0.0175

WGAN-GP Training Loss [500 epochs] WGAN-GP Training Loss [2000 epochs]
5 T e YV N
0 e \M\"/W\MMWM\W\JW/‘

Fig. 4.5 WGAN-GP generator and critic loss convergence whilst training.

Table 4.5 WGAN-GP model utility, quality and privacy scores for varying number
of training epochs. Best values achieved emboldened (max or min depending on
metric).

epochs FIS PC SRA PMSE TMAE MIMAE HR DCRAVG DCRSTD
100 0.4953  0.7587 0.4 0.0812  0.1748 0.1084 0.1344 0.0289

128 showed overall best performance when minimising quality loss and maximising
utility. Although it did not achieve the highest DCR, this was to be expected as it
achieves better quality (i.e. closer imitation of real data). Nonetheless, the mean
distance and HR suggest it did not replicate any notification-context pairings in
the data set and therefore did, to an extent, preserve privacy (this is also shown

in the following sections when compared to the random baseline).
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Table 4.6 Utility, quality and privacy scores of WGAN-GP model trained using
varying amount of real samples as seed. Best values achieved emboldened (max
or min depending on metric).

N FIS PC SRA PMSE TMAE MIMAE HR DCRAVG DCRSTD

100 0.5452  0.7556 0.6 1.0000  0.1213 0.1456 0 0.1320 0.0232
1000  0.7069  0.8073 0.6 0.0247 0.0837 0.0542 0 0.0929 0.0186
5000  0.7073  0.8735 0.9 0.0274  0.0739 0.0382 0 0.0887 0.0172
10000 0.7394 0.8839 0.8 0.0250 0.0375 0.0325 0 0.0860 0.0136

Figure 4.5 depicts the loss of the generator and critic of the WGAN-GP as
they are trained adversarially over 500 and 2000 epochs respectively. The loss
of both networks converge indicating the generator creates increasingly better
samples as the critic learns to improve approximating the Wasserstein distance
between real and generated samples. After convergence, the loss of both networks
remains relatively stable suggesting both networks have reached an impasse in
their minimax game. Table 4.5 illustrates the scores achieved by the synthetic
data generated by the WGAN-GP model for varying numbers of training epochs.
The FIS, PC and DC R4y scores peak after just 500 epochs, followed by SRA
and ryap after 1000. M Iy ag is the only metric that constantly decreases as
the number of training epochs increase, suggesting that it benefits most from
the extended training time, whilst the other metrics do not improve consistently.
SRA for instance, fluctuates after 1000 epochs and pyssg is significantly worse
when trained using 20,000 epochs compared to 1000. Taking this analysis into
consideration, the synthetic data generated by the WGAN-GP was subsequently
compared with notifications and contexts generated by the WGAN and CWGAN-
GP models with a fixed number of training epochs, latent dimension and batch
size of 1000, 64, 128 respectively.

The available sample size was also an important factor for consideration in
this work. Identifying a minimal threshold of real seed data with which synthetic
data can be generated to an adequate standard of quality, utility and privacy for
the task of managing notification engagement is important for ensuring minimal
intrusion and exploitation of subscriber data. It is particularly relevant to Article
5, 1c of the General Data Protection Regulation [Regl6] which states: Personal
data shall be adequate, relevant and limited to what is necessary in relation to the
purposes for which they are processed (‘data minimisation’). Subsequently, the
WGAN-GP was trained using varying amounts of real notification engagement data

and evaluation metrics were extracted from the ensuing synthetic data generated.
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Table 4.6 illustrates the scores attributed to synthetic data generated by the model
when trained with 100 (1%), 1000 (10%), 5000 (50%) and 10,000 (100%) samples
respectively and compared with 10,000 samples of real notification engagement
data. The effect of sample size also informs the deployment of generative models
in-the-wild in scenarios where archived engagement data is not available (i.e.
a cold-start problem) as it describes how quickly the model learns to produce
adequate samples. Assuming a mobile subscriber receives ~ 60 notifications per
day, 100 samples could be collected to seed the model within 2 days and 1000
samples in ~ 2 weeks. The PC metric recorded in Table 4.6 illustrates that the
WGAN-GP was able to achieve & 0.8 Predictive Capability when trained on just
2 weeks of notification engagement data. The FIS, PC, ryjap and M Iy 4E scores
were naturally best when maximal data was provided as seed, but some of the
largest improvements were also identified between cases of 100 and 1000 seed
samples used suggesting that generative models could be called to action after an
initial 2 day - 2 week period of notification engagement observation.

The previous analyses assessed the performance of the WGAN-GP model using
different latent dimension, batch size and training epoch settings as well as under
varying states of data availability. The synthetic data discussed in the following
analysis was generated using fixed latent dimension, batch size, training epoch

and data availability values: 64; 128; 2000; and 100%; respectively, in order to
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Fig. 4.6 Comparison of synthetic data quality scores achieved by a selection of
generative models (lowest scores indicate better synthetic data quality).
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facilitate comparative evaluation between the selection of models introduced in
subsection 4.3.1.

Figure 4.6 illustrates the scores achieved by the selected models for the three
metrics measuring synthetic data quality. As the synthetic notification data gets
closer to resembling its real counterpart, the quality scores approach 0. The
synthpop model was best at generating continuous data (i.e. it had the lowest
pearson correlation MAE score) which closely resembled real distributions. The
WGAN-GP and CWGAN-GP models were slightly less effective but still achieved
an improvement over the random baseline. The WGAN model achieved worst
results, indicating the continuous values it generated were inconsistent with the
real notification-context data e.g. it could not accurately model the number of
times a notification was updated or the amount of time elapsed between app use
and a notification delivery. The WGAN-GP and CWGAN-GP models were best
at preserving the associations present within discrete notification-context features
as suggested by achieving lowest M Iy, 4r scores. Additionally, the synthetic data
generated by both models was very closely indistinguishable from real data by a

classifier as indicated by pyrsg scores approaching 0.
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Fig. 4.7 Comparison of synthetic data utility scores achieved by a selection of
generative models (higher scores indicate better synthetic data quality).

Figure 4.7 illustrates the scores achieved by the selected models for the three
metrics measuring synthetic data utility. Higher utility scores indicate intelligent

agents behave consistently when trained upon synthetic or real notification data
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respectively. The WGAN-GP and CWGAN-GP models score highest in Feature
Importance Similarity, followed closely by synthpop. The highest scores approxi-
mated 0.7 indicating that the agents trained on synthetic data identified features
to be of similar importance to those found by agents trained on real notification
data, albeit with room for improvement. Implications of using synthetic data
with low FIS scores could be that features actually important to notification
engagements are mistakenly discarded due to the inability of the generative model
to replicate their importance in the synthetic data. The WGAN-GP achieved the
highest score for Synthetic Ranking Agreement which indicates the battery of al-
gorithms tasked to predict notification engagement actions were ranked identically,
by performance, when trained on synthetic and real data respectively. The data
generated by the synthpop model fell below the random baseline for this metric
indicating that good replication of the continuous features alone, which the model
excelled at, was not sufficient for the task of predicting notification engagement
action which places equally high importance on discrete features, such as the
app producing the notification. The WGAN-GP and CWGAN-GP models were
also strongest for Predictive Capability, with scores of over 0.8 indicating that,
when trained on synthetic data alone and tasked with predicting real engagement
actions, intelligent agents could achieve performance up to 80% achieved when
trained on real data. Tables 4.3 and 4.5 illustrate that this value can approach
0.9 with different batch size, latent dimension and training epoch parameters.
Figure 4.8 illustrates the scores achieved by the selected models for privacy
metrics measuring the degree to which real samples were exposed within the
synthetic data. The synthpop model had a slightly elevated Hit Rate compared to
the GAN models and random baseline, however the number of explicitly exposed
samples was relatively small (14 of 10,000 notifications exposed). The Distance to

Closest Record metric illustrates a much richer state of potential exposure as it

Hit Rate Distance (Gower) to Closest Record
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Fig. 4.8 Comparison of synthetic data privacy scores achieved by a selection of
generative models.
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describes how similar the synthetic notifications are to the real notifications, even
if not explicitly duplicated - this is significant as notifications which may have
a slightly different continuous feature value (£1 update for instance) would not
be represented in the HR metric but still pose a risk of exposure). The random
baseline, in this scenario, provides a benchmark for data which does not expose any
(or very few) real notification engagement associations and relationships, thus the
synthetic data generated by this model can be considered least at risk of exposure.
Despite wishing to reduce the risk of exposure, as synthetic samples with a high
DCR are less similar to real samples, they have a negative impact on quality and
subsequent utility. Therefore optimal DCR values are suggested to be between
the random baseline and 0. The WGAN-GP and CWGAN-GP strike the best
balance of reducing exposure risk whilst maintaining quality and utility as their
DCR scores lie midway between the random baseline and 0. The synthpop and
WGAN models lie closer to the random baseline, suggesting less risk of exposure,
but also decreased quality and utility which could be seen in Figures 4.6 and
4.7 respectively. Models implementing Differential Privacy facilitate throttling
privacy and utility to achieve desired levels of both [DR-+14].

Based on the analysis of the quality, utility and privacy metric results discussed
in this section, the WGAN-GP stands out as the strongest model for generat-
ing synthetic notification-context engagements compared with a state-of-the-art
alternative (synthpop) and a random baseline. The CWGAN-GP, whilst not
generating synthetic data as consistently as the WGAN-GP (e.g. lower SRA and
higher rj;4p scores), is highlighted as the next best alternative with the added
incentive of facilitating conditional generation.

Whilst this section has discussed the performance of the selected generative
models when creating synthetic push-notifications, the proposed metrics, method
of evaluation and implementations of the selected generative models could also
be applied within other domains to create other synthetic data sets. Therefore
the proposed process could be defined as domain agnostic. Indeed, GANs have
been applied in many domains for generating structured, time-series, image and
video data ganzoo. The metrics proposed in this work facilitate evaluating the
synthetic data generated under three key components equally: quality, utility
and privacy. However, depending on the domain, additional metrics or methods
of weighting could be used to evaluate whether the data is fit-for-purpose (e.g.
domains which are not concerned with privacy might weight the utility and quality
metrics higher than privacy). In addition, the use of the CWGAN could be

of particular use in domains which require specific types of data points to be
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generated on request. With respect to the notification domain, an example would
be generating a notification fit for a given context. An example within the domain
of finance could be generating a sequence of banking events that are classified
as fraud, thus facilitating the balancing of a highly skewed data set (assuming

fraudulent events occur less frequently than legitimate banking events).

4.3.4 Gym-push

An example use case for the generative approach discussed in this chapter was
leveraging it for the creation of synthetic data sets to facilitate the sharing of
push-notification data with the wider research community. There are a number
of benefits associated with this, such as enabling comparative evaluation and a
standard set of features and benchmarks with which NMSs can be trained. But it
also facilitates transfer learning in which agents applied to the problems associated
with push-notifications may aid other domains associated with interruptibility
management and context computing. An open-source, custom, OpenAl Gym
[Bro+16] environment, gym-push®, was created and seeded with synthetic no-
tification data to facilitate comparative evaluations of User Models during the
EvalUMAP Workshop series [Con+19]. The generative models and data sets were

also released? to support further research in the area of NM.

4.4 Evaluating Synthetic Notifications In-the-wild

The previous sections introduced and evaluated an approach for generating syn-
thetic push-notification data which could facilitate the training of intelligent agents
without exposing subscribers to the same risks associated with fully disclosing
their real data. This section further evaluates the utility of the generative ap-
proach by describing the deployment of the WGAN-GP and CWGAN-GP models,
introduced and evaluated in the previous section, in-the-wild to enhance the
delivery of web push-notifications. During this experiment, requirements, R3 and
R4, of the ETHOS-Push approach were implemented and evaluated providing
empirical evidence to inform RQ2 and satisfy objectives, RO3 and RO4.

Thttps://github.com /kieranfraser /gym-push
https://ethos-push.github.io/
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4.4.1 Experiment Approach

Chapter 3 briefly introduced the Pushd study in which subscribers were pushed a
variety of web push-notifications over a period of two weeks. During the first 10
days of the study, notifications were pushed from a variety of sources, presented
in different formats and delivered at random times of the day. This facilitated an
initial explorative search of subscriber preferences toward web push-notifications
in differing contexts and provided an accumulation of seed data with which to
train intelligent agents to optimise notification management tasks. During the
final 4 days of the study, 4 agents were tasked with deciding, for a given day, the
time (hour) and presentation template with which to deliver and present web-push
notifications to subscribers. The presentation templates, in this context, are the
differing formats in which notifications were displayed to participants (e.g. plain
text, with contextual emojis or summarised content). The presentation templates
will be discussed further in Chapter 5. The four agents, illustrated in Figure 4.9,
were defined as follows:
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@ o s
Pushd API o 0 Pushd API ] Cu ™ 28
AN andom For
O | s S :
o3 elive SR > Template etrics 13 H , T al, x1..] Qg LT, al, x1..]
& ime FI o3 ::.:: , T, al, X
odel ngagemen & .
ores

e
5
2
2
]
E
]
=
@ Engagements

K
1(4

Fig. 4.9 Intelligent agents tasked with managing notification delivery.

e Random - this agent randomly selected an hour of the day and presentation

format to delivery the notification.

e AgentReal - this agent was created using two Random Forest multi-class
classifiers (one each for time and presentation template), trained on the
previous 10 days notification engagements and tasked with predicting an
optimal time and template to deliver and present notifications such that
they would be opened. The inputs (x) to the first model, predicting the

time of day, were the features:



4.4 Evaluating Synthetic Notifications In-the-wild 133

{ category, website domain, enticement, sentiment, topic, day of week, action

}

The inferred preferred delivery time was appended to x and used as input
to the second classifier for predicting the template with which notifications

would be presented.

e AgentSynth - this agent was identical to AgentReal but for the data used to
train the classifiers which was synthetic and generated using a WGAN-GP
trained upon the previous 10 days of notification engagements. The WGAN-
GP took a vector comprised of notification time (¢), template (7), action
(a) and notification features (z) and generated 2000 synthetic notifications

to be used for training the classifiers instead of using real engagement data.

e GenReal - this agent was created using a conditional generative model,
CWGAN-GP, and was trained upon the previous 10 days of notification
engagements. At inference, it was fed a conditional value for action (a),
opened, thus ensuring the data generated would be associated with a posi-
tive engagement. The output of the generative model included times and
presentation templates inferred to be associated with positive engagements.
These times and templates were randomly sampled to provide an inferred

preferred delivery time and template for presentation.

4.4.2 Results

13,718 notifications and their associated engagements in varying contexts were
accumulated during the 10 days preceding the deployment of the intelligent agents.
During the four days in which the agents were deployed, they were responsible
for delivering 5,939 notifications to 83 participants. 4,013 notifications were
successfully delivered to the participant devices and 3,276 were explicitly engaged
with (opened/dismissed). The number of participants assigned to the Random,
AgentReal, AgentSynth and GenReal agents respectively were: 25, 22, 15, 21.
Although 91 participants were engaged with the study (as referenced in Table 3.12),
it was found that 5 did not engage during the final 4 days when the delivery
agents were deployed and thus were removed from the analysis. Additionally, it
was found that 3 further participants had response times under 10 seconds for

all notifications, which suggested potential autonomous interaction, thus were
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also removed. The following sections discuss quantitative and qualitative results
regarding the quality of the synthetic data generated in-the-wild, the impact of
differing delivery approaches and the perceptions of subscribers toward both the

synthetic data and delivery approach.

4.4.2.1 Synthetic Data In-the-wild

Table 4.7 displays the quality, utility and privacy metrics of synthetic data gener-
ated for each participant of the AgentSynth group. As each feature generated was
discrete, Pearson’s correlation (ry;4p) metric evaluating the quality of continuous
feature generation, was excluded. Additionally, a number of scores could not be
calculated for some participants with low engagements due to class imbalance,
which highlights a limitation of the metrics and their application in environ-
ments with rare occurrences of target features, in this case: positive notification
engagements.

Over the course of the initial 10 days of the study, each participant had
engaged with, on average, 106 notifications. The Predicitive Capability average
score indicates that the synthetic data being generated at that point, was 87%
as useful for the classification agents as the real data. The Feature Importance
Similarity and Synthetic Ranking Agreement average scores, approximating 0.6,
suggest that some features relevant to the agents trained on the real data were
not as well represented in the synthetic version, thus potentially reducing its
utility. Additionally, the Propensity Mean Squared Error score indicates that the
synthetic data was distinguishable when a classifier was applied. The following
section will expand on this point further. The Mutual Information score suggests
that, although lower scores were achieved when trained on larger amounts of data
(see Figure 4.6), the model was nevertheless capable of replicating associations
from the smaller web push-notification engagement data sets, as demonstrated in
Figure 4.10. The Hitting Rate flagged that 22 engagement samples extracted from
participant 2 also appeared in their 2000 sample synthetic data set, which was a
relatively small exposure and could be attributed to the low number of subscribed
topics and websites which would increase the potential for repeated permutations of
feature values. The Distance from Closest Record average and standard deviation
values also indicate that the synthetic data generated is not close enough to that
of the real data to suggest high risk to the privacy of participant data.

In addition to calculating the quality, utility and privacy metrics for evaluating
the synthetic data generated by the WGAN-GP in-the-wild, participants were
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Table 4.7 Quality, Utility and Privacy metrics of synthetic data generated during

experiment.

user FIS PC SRA PMSE MIMAE HR DCRAVG DCRSTD
1 n/a n/a n/a 1 0.175  0.000 0.127 0.031
2 n/a n/a  n/a 1 0.223 0.011 0.109 0.034
3 n/a n/a n/a 1 0.234 0.000 0.113 0.034
4 0.553 0.726 04 1 0.224 0.000 0.175 0.034
5 0.598 0.885 0.8 1 0.220 0.000 0.128 0.034
6 0.652 0.732 0.8 1 0.203 0.000 0.118 0.033
7 0.742 0.726 0.9 1 0.186 0.000 0.149 0.039
8 0.584 0.821 0.7 1 0.340 0.000 0.127 0.037
9 n/a n/a n/a 1 0.197  0.000 0.133 0.040
10 0.711 0.812 09 1 0.205 0.000 0.120 0.030
11 0.652 0.634 0.1 1 0.269 0.000 0.122 0.038
12 0.602 1.065 0.4 1 0.229 0.000 0.120 0.033
13 n/a n/a n/a 1 0.232 0.000 0.093 0.034
14 0.621 1.489 04 1 0.267  0.000 0.134 0.045
15 0.648 0.819 0.7 1 0.228 0.000 0.108 0.034

AVG  0.63 087 0.61 1 0.229 0 0.125 0.035

STD 005 025 0.27 0 0.04 0.002 0.02 0.004
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Fig. 4.10 Mutual information between real notification engagement features (left)

and synthetic notification engagement features (right)

also tasked with distinguishing between their real engagement data and synthetic

engagement data generated by the model. Visualisations of real data and synthetic

data were placed side by side and participants were asked to select which one

they thought most resembled their own notification engagement actions. Eight

visualisations were shown in total, two each (A and B) for four notification features:

topic, website, day and time. Each visualisation was a sorted bar graph showing

the top topics and websites associated with notifications they opened or the top
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Fig. 4.11 Visualisations shown to participants when discerning real from synthetic
data

days and times they opened them (Figure 4.11 illustrates visualisations presented
for discerning real from synthetic data using the notification topic feature). The
hypothesis of this experiment was that if participants themselves could not discern
their own engagement behaviour from the synthetic data generated, then the
generative model was successfully creating realistic samples. It would also indicate
that, if a participant could not discern a difference, any discrepancies between
the real and synthetic data were actually behaviours the participant perceived as
feasible, thus suggesting the synthetic data provided additional useful information
not necessarily captured within the real data. Synthetic data was only generated for
participants of the AgentSynth group, therefore, participants from the remaining
three groups were shown two visualisations which were both created using their
real engagement data, with the expected result being participants would select
visualisation A over visualisation B, approximately 50% of the time. Table
4.9 displays the results from a chi squared goodness-of-fit test evaluating the
proportion of correct guesses for each feature over the differing scenarios. The
first two tests assumed the proportion of participants correctly distinguishing
real data would be 50% i.e. the synthetic data was indistinguishable from real
data. The final test assumed an unequal proportion, which instead of assuming a
proportion of 50% for both correct and incorrect guesses, assumed a proportion
equal to that found when participants of the Real vs Real group were guessing
between their two samples of real data. This test was included to evaluate the
synthetic data proportions in cases where responses from the Real vs Real group
deviated from equal proportions. Significant values (taken as p < 0.05) indicate
that the number of correct responses deviated from the assumed proportions,
which in turn suggests that participants tended to perceive one visualisation

as more representative of their notification engagement data than the other, or
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the inverse. The topic and time features did not inspire statistically significant
deviations from the assumed proportions, suggesting that participants in both
groups could not distinguish which visualisation was more representative of their
notification engagements. Participant answers did deviate from the assumed equal
proportions when distinguishing between website engagements for both the Real
vs Real and Synth vs Real groups. Table 4.8 confirms that participants were
better able to distinguish the correct answer more frequently in both cases. As the
p value for the Synth vs Real (unequal proportions) does not suggest a statistically
significant difference between the responses in the Synth vs Real group and the
Real vs Real group, this suggests that it may not have been the quality of the
synthetic data that caused this result, but rather some confounding factor within
the website feature.

The absence of significant differences in proportions does not necessarily imply
that the synthetic data was indistinguishable from the real data. Therefore,
the odds ratio was also used to measure whether the presentation of Synth
vs Real engagement data increased the probability of correctly identifying real
engagements as opposed to the scenario in which Real vs Real engagement data
presented. If the synthetic data is indistinguishable from real data, the odds
ratio should approximate 1. Values greater than 1 suggest that participants were
more likely to distinguish real from synthetic data than the participants of the
Real vs Real group suggesting that quality of the synthetic data for that feature
was not as representative of the real data on which the WGAN-GP model was
trained. Values less than 1 indicate that participants were less likely to distinguish
between synthetic and real data than the Real vs Real group. The odds ratio for
both the day and time features approximated 1, suggesting quality synthetic data
generated. The odds ratio for the topic feature was less than one, also suggesting
quality synthetic data. The odds ratio for the website feature was 3.86 however,
suggesting that for this feature, participants of the Synth vs Real group were more
likely to correctly distinguish between real and synthetic data, which correlates

with the chi squared goodness-of-fit analysis.

4.4.2.2 Delivery Agents In-the-wild

Table 4.10 illustrates how participants of the study engaged with notifications
when delivery times and presentation templates were selected by the intelligent
agents deployed in-the-wild. Notifications delivered by the GenReal agent, which
comprised the WGAN-GP trained on real notification engagement data of the par-
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Table 4.8 The odds ratio of correctly distinguishing real notification engagement
data.

Feature (ffigfiii) Data shown Odds Ratio  95% CI
- Synth vs Real Real vs Real

topic A 13 31 0417 0.149 - 1.171

B 7 40
*

website A 19 »9 3864 0471 - 31.699
B 1 12

day A 12 4 1.086 0.394 - 2.997
B 8 27

fime A 1 39 0.997  0.368 - 2.703
B 9 32

Table 4.9 Chi squared goodness-of-fit test evaluating proportion of participants
correctly distinguishing real from synthetic data.

Real vs Real =~ Synth vs Real Synth vs Real
(equal prop.)  (equal prop.) (real prop.)

Feature x2(1) P x2(1) D X*(1) D

topic 1.14  0.285 1.8 0.18 3.58 0.058
website 31.11 <.001 16.2 <.001 2.04 0.153
day 4.070 0.044 0.8 0.371  4.109  0.043
time 0.69  0.406 0.2 0.655  0.81 0.369

ticipants, had the highest average (10%) and maximum (87%) engagement values
across all agents. This was followed closely by the Random and AgentSynth, which
showed little differentiation in CTR (7-8%). The agent trained on real notification
engagement data was the least effective agent (4%). The engagement results could
be further dissected by evaluating engagements based on whether participants
had modified any notification settings on their device (a question asked during
the pre-study questionnaire). This is an important aspect to study, as intelligent
delivery agents or NMSs will generally have to contend with modifications and
custom device-side rules set by users or external interventions by other agents with
differing agendas i.e. a multi-agent system. Therefore, delivery agents tasked with
finding optimal and empathetic delivery moments will need to consider both the
subscriber’s preferences and the potential impact of external agents. The GenReal
agent incited the highest CTR (15%) of notifications pushed at participants with
default settings enabled. This was followed by AgentSynth (11%), a result which

contributes positively toward the case for using using synthetic data to train NMS
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agents deployed in-the-wild. Little differentiation was found between the Random
and AgentReal agents. In contrast, engagement levels were much reduced when
custom notification settings were set by participants. AgentSynth delivered the
highest number of notifications which were subsequently opened (3%) followed by
the Random and GenReal agents, however, there was little to distinguish between
agents.

The relatively high standard deviation across all scenarios also indicates a high
level of C'TR variability between participants of the 4 agent groups, suggesting
that the delivery agents do not perform equally well for all participants thus
indicating that other influencing factors could be at play. This demonstrates
the challenge of evaluating notifications in-the-wild as highlighted by [MM20a;
Chu+15]. Additionally, whilst CTR can be a good indicator of a successful push, it
does not necessarily indicate an agent was successful at delivering notifications at
optimal or empathetic moments. Successfully extracting a metric to track this is
difficult without constantly querying participants after each push. The WeAreUs
study, described in Chapter 3, implemented an ESM approach to understand
user perceptions toward a notification at the moment of delivery - however this
approach can be taxing on participants [Meh+15a| and result in few engagements.
In this study, a Technology Assisted Recall (TAR) [Kar20| approach was taken

Table 4.10 Web push-notification engagement during deployment of intelligent
delivery agents.

All
Group (n=3751)
Num. CTR (%)
Users | mean min max std
Random 25 8 0 65 15
AgentReal 21 4 0 38 9
AgentSynth 15 7 0 55 15
GenReal 21 10 0 87 21
Default Settings Custom Settings
Group (n=2607) (n=1144)
Num. CTR (%) Num. CTR (%)
Users | mean min max std | Users | mean min max std
Random 21 9 0 65 17 4 2 0 9.1 7
AgentReal 11 8 0 38 12 10 0 0 154 1
AgentSynth 8 11 0 55 20 7 3 0 14.3 13
GenReal 13 15 0 87 25 8 2 0 201 9
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Table 4.11 Change in Net Promoter Score when intelligent agents deployed.

A NPS

All Default  Custom
Settings Settings Settings

Group

Random  +0.29 +0.25 +0.29
AgentReal  +0.25 -0.19 +0.69
AgentSynth  +1.46 +1.43 +1.5
GenReal -0.28 -1.27 -0.28

Table 4.12 Evaluating agents trained on synthetic vs real notification engagement
data.

Group Model users Avg. Fl-score Mean Rank U z P
AgentReal presentation 21 0.974 25.48
AgentSynth  presentation 15 0.873 8.73 1 -7l <001
AgentReal deliveryTime 21 0.194 13.9
AgentSynth  deliveryTime 15 0.362 95.93 269 3578 <.001

aimed to minimise the number of times a participant was interrupted and queried
for feedback. A nightly questionnaire was delivered to participants in which they
could submit a Net Promoter Score (NPS) representing how likely they were
to recommend the notification subscription service to a friend based on their
experience of notifications received that particular day. To offset recall bias, the
notifications a participant received during the day were displayed along with the
action they chose to take (open/dismiss) and the time taken. Table 4.11 illustrates
the change in NPS from the initial 10 day period with random delivery time
selection, to the 4 day period in which the intelligent delivery agents were deployed.
The slight increase of NPS elicited by the Random agent can be considered the
baseline, as participants within the group did not benefit from any change in
delivery method. Thus AgentReal, despite the small increase in NPS, is considered
to have had little impact on improving the notification experience for participants.
In contrast, AgentSynth significantly increased the NPS, thus demonstrating that,
paired with increased CTR, the agent was successful in delivering an improved
notification experience to participants. Surprisingly, the GenReal agent had the
opposite effect, despite achieving the highest CTR engagement - perhaps once
again demonstrating that CTR alone is not completely sufficient for capturing
positive notification experiences.

With respect to evaluating the approach of training a NMS with synthetic

notification engagement data as opposed to real data, Table 4.12 demonstrates
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that AgentSynth was, on average, ~ 10% less effective than AgentReal in the task
of inferring the optimal presentation template, as demonstrated by the Fl-score
achieved by both models, but was significantly more effective when tasked with
identifying the optimal delivery time. Figures 4.12a and 4.12b show a comparison
between moments a participant decided to open notifications (during the 10 day
period preceding agent deployment) and moments which AgentSynth decided
to push notifications to the participant, respectively. Wednesday in particular,
demonstrates how the agent learned the participants delivery preferences, albeit

with room for improvement if given more days to learn.
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(a) Moments participant opened notifications (preceding agent
deployment)
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(b) Moments AgentSynth pushed notifications (during agent
deployment)
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4.5 Limitations

Limitations of the work described in this chapter include a deeper evaluation of
notification features, and in particular text features, which could be utilised for
improved management of notifications as well as a broader evaluation of applicable
agents for NM tasks. The following two chapters attempt to address this by
exploring and deriving additional features for improved inference of notification
actions. A limitation also exists in the approach toward generating and evaluating
synthetic notification data sets, as explicit text content was excluded from the
analysis. Chapter 6 attempts to address this by implementing and evaluating a

generative model capable of creating synthetic notification text content. Finally,
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the relatively short period of time in which notification delivery agents were
deployed and evaluated is also a limitation of this work, however, engaging
participants over longer periods of time, within which they are regularly interrupted
(as with push-notification studies), is recognised as an ongoing challenge in this
research domain [Meh+15a.

4.6 Summary

This chapter introduced a generative approach which could create synthetic
notification data of adequate quality, utility and privacy for subsequent use in
training intelligent agents tasked with finding empathetic moments for notification
delivery and optimal methods of notification presentation. The identification of
notification features significant for predicting future action contributed to fulfilling
RO2, and provided evidence for RQ1, as it facilitated further understanding of
notification engagement behaviour. The proposed generative approach contributed
to RO3 by promoting sustainable methods for empathetic, data-driven notification
management. The ensuing evaluation of the generative approach also provided
empirical evidence for RQ2 as did the deployment of the generative models
in-the-wild. The deployment of intelligent agents orchestrating the delivery of web
push-notifications in-the-wild also contributed to RO4. The methods outlined in
this chapter heeded R2 and R3 of the ETHOS-Push approach, demonstrating in

part, the value of an empathetic approach toward push-notification management.



Chapter 5

Scrutable Push-notifications

There is no expedient to which a
man will not resort to avoid the

real labor of thinking.

Sir Joshua Reynolds

5.1 Overview

In today’s attention economy, an abundance of information is pushed from every
direction and device, seeking to constantly engage regardless of the emotional state
or health of those targeted. Push-notifications are an example of a powerful design
tool used to persuade engagement [Oul4-12|. The intent of a push-notification is
to add timely value, however due to their inherent design and unintelligent man-
agement, notifications contribute toward adverse smartphone use and behaviours
resulting in poor digital health (e.g. NoMoPhobia [Kin+13] and FOMO [Elh+16]).
There is a natural conflict between the apps pushing and subscribers receiving
notifications. Those behind the notification push are usually seeking to increase
and improve engagement on their platforms by nudging subscribers. Subscribers
have their own goals and aspirations in life which may not align with spending
additional time, money or effort on a particular platform or service. When no-
tification creation, presentation and delivery is done right, both the pusher and

receiver of notifications benefit in some way e.g. the subscriber receives a push
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they find serendipitous and spends time engaging with the pushing app, perhaps
resulting in a purchase, thus both the app and subscriber extract value from the
push event. However, more frequently when the push goes wrong, it leads to
annoyance, unsubscribes or poorer relationships with technology e.g. the push is
dismissed by the subscriber leading the pusher to resort to increasingly persuasive
methods to entice engagement, particularly when competing within a crowded
space i.e. with other app notifications (enter the attention economy).

This chapter explores an approach of extracting well-defined persuasive princi-
ples from push-notifications to facilitate the enlightenment of subscribers, promote
awareness of notification engagement behaviour and contribute toward improving
the prediction capability of NMSs. This work was motivated by RO2 and RO4
as it facilitates greater understanding of the influence of push-notifications and
evaluates empathetic mechanisms/tools for the subscriber, thus also informing
RQ3 and RQ4. The methods proposed and evaluated in this chapter also help
satisfy R3 and R4 of the ETHOS-Push approach. As such, the key contributions

of this chapter are:

1. a method of feature engineering scrutable, persuasive push-notification

features, based on well defined principles of persuasion

2. an evaluation of the scrutable features in a simulated environment demon-
strating predictive power and potential (albeit with caveats) for autonomous

notification creation

3. an evaluation of scrutable features in-the-wild and their utility for aiding
subscriber understanding of push-notification engagement and potential

exploitation

4. a method and evaluation of autonomous formation of push-notification

content

5.2 Engineering Persuasive & Scrutable Features
of Push-notifications

In a recent survey |[OM18] of Persuasive Technology (PT), health and wellness
was identified as a domain in which emerging trends of PT were particularly

apparent. The study found smartphone and push-notification technology were
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used in many of the documented studies for behavioural change intervention, 92%
of which reported positive outcomes. One such applicable study, Morrison et
al. [Mor+17|, explored the impact of timing and frequency of notifications on
user responses and subsequent use of a health-intervention app. They concluded
that frequent notifications encouraged greater exposure to the content beneficial
for subscribers to consume within the app. Smith et al. [SDM16]| studied the
impact of personality on choosing a persuasion type for personalised reminders in
melanoma patients. Cialidini’s 6 principle’s of behaviour [Cia87| were used for
identifying the suitability of a reminder in a given situation. Comparably, Thomas
et al. [JMO17], also used Cialdini’s principles to craft personalised messages for
encouraging healthy eating. This section discusses the use of Cialdini’s principle’s
in a similar manner. Persuasive features were extracted from push-notifications
and used to autonomously generate personalised persuasive notifications which,
when used for empathetic purposes such as in behavioural health interventions,
could improve the livelihood of subscribers e.g. personalised and persuasive
notifications encouraging exercise. In addition the principles and subsequent
features were also leveraged to create a method of scrutinising the potentially
influential aspects of notification engagement, thus enabling transparency and a
means of explaining persuasive push-notifications. The following sections discuss
the data used for this study, the process of extracting scrutable persuasive features
and an offline evaluation in which the application of the features for intelligent

notification management was assessed.

5.2.1 Dataset

Chapter 3 presented an in-the-wild study in which a smartphone application was
created to capture push-notifications for the purposes of understanding positive and
negative push-notification engagement patterns and aiding informed development
of intelligent systems which could improve the engagement experience of push-
notifications. 11 participants with notifications totalling 8,586 engagement-context
pairs were selected from the WeAreUs data set for this study. The selection process

was as follows:

e Reduce the WeAreUs data set to notifications with no missing values for the
subset of features chosen to inform the engineering of persuasive notification

features
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e Select participants who had engaged with at least 100 notifications from the

reduced pool of notifications

5.2.2 Feature Engineering

Chapter 3 analysed and identified notification features which had statistically sig-
nificant contributions toward subsequent notification engagement by participants.
The features included:
{ app, category, priority, subject, time, day, numUpdates, contactSignificant }
On further inspection, these features did not readily reveal the persuasiveness
of a notification i.e. why and how a subscriber might be influenced or enticed
to open it. For example, the time and day of a notification delivery might seem
inconsequential to a subscriber not consciously keeping track of their engagement,
but in actual fact, it may have been intentionally pushed at that time due to
previous positive engagement associated with the time or due to recently browsing
the source application. An objective of this study was to create a mechanism which
would enable subscribers to identify persuasive facets of the notifications they
receive in order to promote self-awareness of notification-engagement behaviour
and prevent destructive habits (e.g. engaging with a notification just because it
was pushed and not because it was relevant or useful) forming when designers
seek to exploit users through persuasive hooks.

Consequently, 6 features of persuasiveness (P1-P6) were derived with respect
to push-notifications using Cialidini’s 6 principle’s [CC07| as a guide and the raw
notification features as seed. Cialidini’s principles and the interpretations for

push-notifications are defined as follows:

5.2.2.1 Authority

People follow and respect requests made by an authority. With this principle,
Cialidini was referencing our inclination to accept the word of an authority figure,
regardless of its merit, even if that authority is only symbolic. For example, an
actor, who previously played the role of a doctor on TV (Marcus Welby, M.D.)
for several years, boosted the sale of a coffee brand when he was hired to describe

it as a healthier alternative in an advert. Cialdini states:

Because we typically misperceive the profound impact of authority

(and its symbols) on our actions, we are at the disadvantage of being
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msufficiently cautious about its presence in compliance situations. A
fundamental form of defense against this problem, therefore, is a
heightened awareness of authority power. When this awareness is
coupled with a recognition of how easily authority symbols can be faked,
the benefit will be a properly gquarded approach to situations involving
authority-influence attempts. [CCOT|

Notification Features: A combined measure of notification priority, number
of updates and contact significance were selected to express the authority of a
notification.

Assumptions: The priority level of a notification is a variable set by the app
which should indicate the importance of a notification. The app therefore in this
case is taken to be the authority on whether the content contained within the
notification is important. The Android OS is also an authority in this respect, as
it is responsible for alerting the subscriber with a specific modality dependent on
the priority level chosen. The number of times a notification is updated and used
to re-alert the subscriber is at the joint discretion of the Android OS and source
application, both of which are considered an authority. In addition, the contact
significance feature, described in 3.2.5.1, determines if a contact is significant to
the context of delivery. This is an example of an intelligent algorithm being in a
position of authority, a scenario which is already becoming frequently ubiquitous.
Procedure: The authority feature, P;, was calculated as an equal weighted sum
of the chosen three authoritative notification components (Equation 5.4). P was
calculated for each notification, 7, of each user, u. The priority feature comprised
a number of levels which differed across Android versions. Therefore, the priority
of a notification (priority;), was expressed as a fraction of the maximum priority
(priority,ax) level possible (Equation 5.1). Notifications with higher priority
assigned would be associated with higher levels of authority. Notifications updated
more than once would indicate multiple alerts by the Android/App authority,
thus increasing urgency and perceived importance of the notification, similar to
receiving second or third notices for an unpaid bill. If the notification was updated
more than once, the influence of authority would be raised (Equation 5.2). This
was subsequently true when a contact was identified as significant in the context
of the delivered notification (Equation 5.3).
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ority; 1, if updates > 1
m= P sy = ! (52)
pTZOTZtymax 07 otherwise
1, if contact = T'rue
as = (53 PA=T+T+T (54
0, otherwise 3 3

5.2.2.2 Scarcity

People will place higher value on something that is rare. With this principle,
Cialdini references how something of limited availability is desirable. But he also
references how loss, or potential loss, is an influential driver of decision making.
For example, Cialdini describes the scenario of receiving a phone call whilst in a
conversation with a friend. The person receiving the phone call has two options,
continue speaking with their friend, or answering the call. Answering the call is
compelling as its availability is limited (the call will ring out and the potential
information gained is lost) whereas the conversation with the friend present is
readily available.

Notification Features: A combined measure of notification app, category, subject,
delivery time and delivery day were selected to express the scarcity of a notification.
Assumptions: Certain feature values of notifications occur more frequently than
others and, as such, subscribers can develop habits for instantly dismissing or
opening regularly occurring notifications. Notifications which occur rarely don’t
incite the same Click, Whirr |Cia87| response of trigger to action, but instead
relate closer to the loss aversion cognitive bias in which the fear of missing out
(FOMO) on potentially new information entices further exploration. The app,
category and subject features were chosen as they are linked directly to the visual
content of the notification, thus would be less frequently seen, quite literally. The
day and time of delivery were also selected as notifications occurring out of normal
delivery patterns suggest urgency or a unique event, which in itself is a persuasive
prospect.

Procedure: The scarcity feature, P,, was calculated as an equal weighted sum
(Equation 5.6) of the chosen five (n = 5) features (f) which, depending on
the number of occurrences of the feature value found in a notification (Sy),
could indicate the level of persuasiveness due to scarcity. For a sequence, s, of
notifications delivered to a user, n, the sum of occurrences of each feature value,

v (e.g. WhatsApp for app, or Email for category), was calculated and represented
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as a fraction of the sequence length, which was subsequently subtracted from 1
to allocate larger scores to feature values with smallest occurrences, i.e. rarer

notifications.

Sp=1- Z?:l[si = v] (5.5) Py, = Z & (5.6)

n
n f=1

5.2.2.3 Liking

People prefer to say yes to the request of someone/something they like. With
this principle, Cialdini was referencing our inclination to react positively (Click,
Whirr) toward something if it is packaged attractively, is familiar to us, similar to
us or is associated with something we like. For instance, studies have shown that
we are more willing to help another if they are dressed in the same fashion or vote
for a politician simply because their name seems familiar. We are equally likely
to dislike something if it’s associated with a negative experience, misdirected or
not - such as anger at a weatherman for predicting rain.

Notification Features: A combined measure of notification app, category, subject,
delivery time and delivery day were selected to express the likeness of a notification.
Assumptions: Notifications presented in an attractive or eye-catching format
can be persuasive. For example, use of emoji’s in push-notifications has shown to
improve CTRs [Pus19; TK16|, simply because the attractive visual addition has
greater influence on our emotions than a block of text - this will be explored further
in following sections of this chapter. Notifications which are closely aligned to our
interests are also naturally persuasive, partly due to similarity - if the notification
subject is one we ourselves have a particular interest in, we are more likely to
pursue it than if it were generic. As noted by Cialdini, a potential protection
against untoward liking for the sake of exploitation, is a measure of the strength
of liking in a given context. If the liking is significantly higher than normal it
might then suggest unbeknownst persuasive influence. The app, category and
subject notification features were chosen once again to measure likeness as they
describe the source and content of the notification which subscribers had varying
affinity towards depending on the sequence of values selected. In addition, the
day and time were also selected to provide context to the measure.

Procedure: The likeness feature, P;, was calculated using a similar method to
scarcity, but for the set definition, s, in Equation 5.7 which now comprises only

notification feature values (v) which were previously acted on positively by the
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user (notifications which were opened). The sum of identified features was then
divided by the total number of notifications (opened and dismissed), n. Individual
feature likeness values were also not subtracted from 1 as larger values should
indicate larger likeness levels. Simply, it calculates the CTR for each feature value
and the likeness measure, Pj, is then an equally weighted sum of each selected
feature (n = 5) (Equation 5.8).

n f=1

5.2.2.4 Social Proof

People tend to do what they see their peers doing. With this principle, Cialdini
was referencing our inclination to follow the crowd. If a crowd exhibits identical
behaviour, we perceive that behaviour to be more likely correct and follow it on
autopilot. For example, this principle is prominently used in sitcoms when laugh
tracks are used to entice audiences to laugh longer and find content more humorous,
regardless of its actual merit. This principle plays on our thirst for validation in
moments following indecision or hesitancy - even if our decision or behaviour is
incorrect, if it was identical to a crowd at large, it is validated. Implementations
of the social proof principle can be commonly found on e-commerce websites
in which users are sent nudges or notifications highlighting other similar buyers
in their area who have "just recently" made a purchase or benefited from the
product /service for sale!??. Cialdini also describes how similarity plays a role in
social proof. We are more inclined to follow the lead of a similar individual than
a dissimilar one [Cia87|. This theory is prominent today with the rise of social

media influencer marketing:

Influencer marketing can be defined as a process of identifying and
actwating individuals who have an influence over a specific target
audience or medium, in order to be part of a brand’s campaign towards

increased reach, sales, or engagement. [SS17]|

Influencers are targeted by brands and marketing agencies as optimal points of

dissemination for their products or services because of their similarity and affinity

Thttps:/ /wp-social-proof.com/
2https:/ /wpdeveloper.net /plugins /notificationx /
3https://wpfomify.com /ref/161/
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with their followers, which is generally within a particular market vertical or
niche, thus attracting audiences with common similarities. Cialdini identified two
scenarios in which social proof can misdirect: the first, if the data from which
we derive correct behaviour of a crowd is actually false (e.g. the laughing track);
the second, is when pluralistic ignorance occurs i.e. each individual of the crowd
identifies the crowd behaviour as wrong, but conforms to the crowd behaviour as
they assume everyone else believes it is right. In both cases, transparency and

self-reflection of facts are both required for social proof misdirection mediation:

Because automatic pilots can be engaged and disengaged at will, we
can cruise along trusting in the course steered by the principle of social
proof until we recognize that a piece of inaccurate data is being used.
Then we can take the controls, make the necessary correction for the
misinformation, and reset the automatic pilot... With no more cost
than a bit of vigilance for plainly counterfeit social evidence, then, we

can protect ourselves nicely. [Cia87|

Notification Features: A combined measure of notification app, category,
subject, delivery time and delivery day were selected to express the social proof
of a notification. Assumptions: Although actions toward notifications occur
relatively privately, general notification engagement can still be viewed through
the public eye. For instance, receiving a notification during a meeting or eating
dinner with family and choosing to tend to it or not sets a standard of social
norm in that context for those present, particularly if the person receiving the
notification is an influential figure (e.g. manager or parent). Universal social
standards also come into play, particularly for notifications generated due to direct
social interaction e.g. tending to an instant message from WhatsApp immediately
as it might be construed as rude if left unattended [Pie+14|. For the purpose
of this work, the social proof measure assumed a general model of notification
engagement behaviour. On receiving a particular notification, the method would
determine how others, the crowd, acted having also received similar notifications.
In such fashion, a social consensus on how to engage with particular notifications
was used to represent the social proof.

Procedure: The social proof feature, Py, was calculated using an identical method
to liking, but for the set definition, s, in Equation 5.9 which now comprises only
notification feature values (v) which were previously acted on positively (opened)
by all other subscribers. The sum of identified features was then divided by the

total number of notifications (opened and dismissed) by all other subscribers, n.
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Simply, it calculates the CTR of all other subscribers for each feature value and
the social proof measure, Ps, is then an equally weighted sum of each selected
feature (n = 5) (Equation 5.10).

sy Ziil[: = v] (5.9) Py = ; Ps (5.10)

5.2.2.5 Commitment & Consistency

People tend to follow through on their word and uphold behaviours associated with
their own self-image. With this principle, Cialdini was referencing our desire to
keep our belief, words and actions consistent, regardless of whether it is logical
or prudent. One such example offered is a parent committing to purchasing
a particular toy for Christmas, only to find it has been sold out, so instead
purchasing another toy for the occasion. Early in the New Year, the parent will
follow through on their earlier commitment and purchase the additional toy. Toy
stores implement a marketing strategy to incite this behaviour by ensuring select
desirable toys are understocked and therefore sold out come the holiday period.

Cialdini states:

Although consistency is generally good, even wital, there is a foolish,
rigid variety to be shunned. It is this tendency to be automatically
and unthinkingly consistent that Emerson referred to. And it is this
tendency that we must be wary of, for it lays us open to the maneuvers
of those who want to exploit the mechanical commitment — consistency

sequence for profit. [Cia87|

Notification Features:A combined measure of notification app, category, subject,
delivery time and delivery day were selected to express the consistency for a
notification.

Assumptions: Understandably, in the context of notification management, there
is limited data with which to fully gauge preconceived beliefs of subscribers. How-
ever, previous engagements with notifications could give an indication toward the
subscriber’s rigidity of action in certain contexts e.g. always dutifully tending to
emails quickly or engaging positively with a newly installed fitness app. Addi-
tionally, the simple action of installing an app on a device is in itself a conscious
commitment to consume the content of the app. Therefore, these two measures

were used to represent consistency. The first measure identified the CTR of past
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notification engagements identical to the incoming notification (e.g. identical
app, topic, category etc.), giving an indication as to the influence of consistency
for positive engagement with the incoming notification. The second measure
contributing to the consistency feature was calculated by identifying whether
an incoming notification was delivered through an app installed proactively by
the subscriber or an app pre-installed on the device. Simply giving a subscriber
an awareness that they are being completely consistent or never consistent with
certain notification types is in itself, a form of protection against misdirected
use of the consistency principle and, as Cialdini describes, the Click, Whirr of
reacting on autopilot.

Procedure: The consistency feature, P5, was calculated as an equal weighted
sum, Equation 5.13, of two components, ¢; and cy;. The first component, ¢,
identifies the subset, s, of past notifications identical to the incoming notification
and calculates the ratio of positive engagements over total engagements in that set
(the CTR). The second component, ¢, identifies if the incoming notification was
delivered via an app installed by the subscriber or otherwise. Both components

are weighted equally and summed to represent a measure of consistency.

sl 1o — 1, if installed = True
_ Lizalsi = open] (5.11) = (5.12)
|| 0, otherwise

&1
C1 Cy

Pi=—+4+ = 5.13

575 + 5 (5.13)

5.2.2.6 Reciprocity

People feel obliged to return a favour. With this principle, Cialdini was referencing
our inclination to fulfill our debts and repay, in kind, what another person has
provided us. This principle can be easily found in every human society, stemming
perhaps from our tendency to share what resources we have with one another,
for the purposes of survival in early times (e.g. hunter gatherers sharing food)
to current economic growth (exchange of goods and services). Within society,
the rule of reciprocity is considered good manners and those failing to oblige
may be looked upon poorly, by both others and themselves, such is our inherent
disposition toward fairness and obligation - which is a persuasive incentive to abide
by the rule. Interestingly, not only are we inclined to repay favours, we are also

more inclined to repay a concession if one is first offered to us. For example, if an
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initial large request is made of us, which we refuse, and the requester concedes to
offer a smaller request - we are generally persuaded to also concede and accept the
smaller request simply to fulfill the principle of reciprocity, regardless of whether
the smaller request is one which we wish to accept.

Notification Features: A context feature expressing the time elapsed since a
subscriber last used an app was used to represent the reciprocity measure.
Assumptions: In this study, a reciprocity measure for a notification was as-
sociated with the recency of use of an app. An engagement with an app could
be considered a favour to the app owner and therefore is repaid in kind or re-
warded by offering additional valuable information shortly after use through a
push-notification. Alternately, a push-notification may be sent on the assumption
that the user gained value from an app interaction and would therefore be more
receptive to a push-notification as an acknowledgement that the app recently
provided value. A good example of this in-the-wild are in-app notifications nudging
users to give them a rating in the relevant App store. This nudge is generally
programmed to appear just after the app has completed some positive task for
the user and, as such, leverages the principle of reciprocity to facilitate the user to
repay the value imparted in kind. Other features may have also been included to
represent the inferred influence of reciprocity in a notification, such as an analysis
of text content to identify contexts in which reciprocity might be applicable (e.g.
social media messages - following back a user who has followed you), or the
frequency of notifications sent by an application (a subscriber refusing to engage
with the first may concede and engage with a second), however this is left for
future work.

Procedure: The reciprocity feature, Py, was calculated using exponential decay.
It was reasoned that the power of reciprocity would reduce as time elapsed between
engaging with the app and any subsequent push-notification delivery. As such,
Equation 5.14 was used to calculate the measure of reciprocity, with a representing
maximum reciprocity (equal to 1 in this case, as each persuasive principle was
weighted equally), b representing the decay rate and z representing the elapsed
time (in minutes) between app engagement and a subsequent push-notification
from the app. Based on research examining significant response times with respect
to engagement action [MHM16a|, a decay rate of 0.02 was chosen. Table 5.1
illustrates the relationship between elapsed time and reciprocity power. As can
be seen, notifications sent immediately after app engagement are associated with
higher reciprocity scores, which decays over time as value derived from the app

loses relevance.
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Table 5.1 Reciprocity scores for increasing elapsed time between app engagement
and notification delivery using decay rate of 0.02.

a b x P
1 02 1 .98
1 .02 5 .90
1 .02 15 .7
1 .02 30 .5
1 .02 60 .3
1 .02 120 .1
Ps =a(l—-0b)" (5.14)

5.2.3 Total Persuasion

The total persuasion metric, Pr, represents the full persuasive power of a no-
tification pushed at a subscriber and is the sum of each individual persuasive
feature derived from Cialdini’s persuasive principles: P, + P, + P+ Py + Ps + Fg.
The Pr metric ranges from 0 - 6, with higher values indicating stronger levels of

persuasion inherent in a notification.

5.2.4 Offline Evaluation of Persuasive & Scrutable Features

Once extracted, the 6 persuasive principle’s (P, — Fg), derived with respect to
push-notifications, were evaluated using a selection of machine learning algorithms
to ascertain the effectiveness of the features toward predicting whether an incoming
push-notification was opened or dismissed. Additionally the persuasive features
were also evaluated using Mean Decrease Impurity (MDI) [Lou+13]| for identifying
the level of importance of each feature when predicting open or dismiss actions. The
hypothesis was that the derived persuasive features should improve the performance
of predicting notification CTRs, as highly persuasive notifications should indicate a
higher likelihood of positive notification engagement. Subsequently, the persuasive
features should also be identified as of higher importance when attempting to
predict opens/dismissals for this same reason, highlighting their value toward
performance.

The distributions of scores obtained for each persuasive feature, P, — F,

extracted from the WeAreUs notification data set are illustrated in Figure 5.1a.
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Distribution of Persuasion Scores

feature

BBREBRZE

0.0 02 04 0.6 0.8 1.0
Feature Score

(a) Distribution of the 6 persuasive features extracted from
WeAreUs notifications.
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(b) Ranges of low, mid and high persuasion within notifications

of WeAreUs study.

P, — Py vary continuously over the range 0 to 1, whilst P, Ps and Py experience
less diversity, highlighting a potential limitation in the expressiveness of these
features. The combined metric, Pr, was found to range from 0.73 to 4.6, suggesting
that achieving a maximum Pr may be unrealistic. The majority of notifications
had Pr scores between 1.7 and 2.7, indicating this range may be indicative of
average persuasive scores found within push-notifications. Therefore, engagement
actions taken on push-notifications with low, mid, and high persuasive scores
(as defined in Figure 5.1b) by subscribers were examined to investigate the
impact of persuasiveness, as defined in the previous section, on notification
engagement actions. A Friedman test was run to determine if there were differences
in notification CTR between the low, mid, and high persuasive notification
groups. Pairwise comparisons were performed with a Bonferroni correction for
multiple comparisons. Notification CTR was found to be statistically significantly
different when notifications of differing persuasiveness were pushed at subscribers,
x2(2) = 16.55,p < .001. A Post-hoc analysis revealed a statistically significant
difference in CTR between notifications with low (Mdncrg = 24%) and high

(Mdnerr = 84%) persuasiveness (p < .001). However, no significant difference
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F1 Score
o
=

original
01 persuasive
both

SVM1 Svm2 Random Forest Adaboost Naive Bayes Neural Net Nearest Neighbour Decision Tree
Algorithm

Fig. 5.2 F1 scores of selected algorithms when predicting notification action using
differing feature data

in CTR was identified between low and mid (Mdncrg = 48%) or mid and high
suggesting extreme persuasive values to be more indicative of engagement action.

As the analysis demonstrated that the persuasive features were a good indica-
tors of notification engagement, it follows that synthetic notifications generated and
conditioned to have a high Pr, would be opened more frequently by the receiver.
A conditional Wasserstein Generative Adversarial Network with Gradient-Penalty
(WGAN-GP), introduced in the previous chapter, was therefore used to syntheti-
cally generate push-notifications with high Pr values. Subsequently, the synthetic
notifications were then classified as opened or dismissed by the selection of machine
learning algorithms trained on the original notification data (simulating a real
world scenario) and the results were compared against a random benchmark and
a held-back set of original notification data.

Figure 5.2 illustrates the results obtained when a selection of algorithms were
used to predict the open or dismissal of a notification. Three scenarios are shown
for comparison. In the original scenario, each algorithm was trained and tested
using only the raw features of the notification. In the persuasive scenario, only
the extracted persuasive features (P, — Ps) were used for training and testing.
The last scenario, both, is the union of all features used in the first two scenarios.
The F1 score was taken as the metric for measuring performance due to the
necessity for balancing Precision and Recall as the cost of false positives and false
negatives could dissuade use in real-world implementations (e.g. false positives
suggest a notification which wouldn’t be opened by the user is still pushed at
them; false negatives suggest a notification which would have been opened is
withheld). Stratified 10-fold cross validation was used for each scenario. As can
been seen from the results, the scenario in which both the raw and persuasive
features were used together yields best performance across all algorithms but for

Naive Bayes and Random Forrest, in which the persuasive scenario performs best.
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Fig. 5.3 Comparison of CTR of users using differing notification data sets.

Whilst only a marginal increase in most cases over use of raw features alone, this
demonstrates that the persuasive features add value in performing predictions of
open/dismissal of notifications.

Although the combination of raw and persuasive features performed best,
by ascertaining feature importance via MDI implemented through the Scikit-
Learn ExtraTreesClassifier [Ped+11], select persuasive features were identified as
significant in predicting engagement actions. P3 and Py, Liking and Reciprocity
respectively, were ranked highest alongside the app and the day of the week in
which notifications were delivered. An additional benefit of the persuasive features
is the scrutable element they add to engagements, as they were derived based on
well defined principle’s of persuasion. Therefore, a system implementing features
P, — Py could illustrate their values to end-user’s when explaining automated
decisions or facilitating self-reflection and steering behavioural change - this will
be discussed later in this chapter.

For each user, 1000 notifications with high Pr values were generated using the
conditional WGAN-GP generator. The conditionally generated notifications were
then tested using the selected algorithms which were trained on real notification
data for each user. A data set of 1000 randomly generated notifications was
used as a benchmark and the original notifications were also used for comparison.
Figure 5.3 illustrates the CTR of each scenario for all users and illustrates that
the synthetically generated persuasive notifications typically had a much higher
CTR than those randomly generated, or those originally sent to the user. The
implications of this result are that persuasive notifications may be generated on
demand and in such a way, based on Cialidini’s principle’s, that they are primed
for increasing positive subscriber engagement. Notifications generated using this
approach could be used to motivate positive behavioural change at opportune
moments whilst ensuring, through the scrutable persuasive features, that the

subscriber is aware of the type of persuasion they are being subjected to.
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5.3 Evaluating Persuasive & Scrutable Push In-
the-wild

The previous sections have introduced an approach of extracting persuasive prin-
ciples with respect to push-notifications with the aim of better understanding the
influence of incoming interruptions via notification and enhancing the capability
of intelligent agents predicting engagement actions. This section further validates
the utility of the persuasive features defined in this chapter by discussing their
application to an additional study of in-the-wild web push-notifications. Within
this study, the persuasive features contributed to a tool for subscribers which facil-
itated the scrutiny of persuasive facets of incoming notifications. The SCRUPLE
(SCRUtable Push LEdger) tool, which satisfies R4 of the ETHOS-Push approach,
was motivated by RO4 and its evaluation provides empirical evidence for RQ3.
Also discussed in this section, is an approach toward contextual adaptation of
the visual presentation of notifications in-the-wild and its impact on engagement.
The implementation and evaluation of the adaptive engine satisfied R4 of the
ETHOS-Push approach, which was again motivated by RO4, and contributed

toward evidence informing RQ4.

5.3.1 Experiment Approach

Chapter 3 introduced a study of web push-notifications in-the-wild. Prior to
starting the study, participants were randomly allocated to one of two groups.
Participants of the first group, the control, engaged with notifications as they
arrived throughout the study and answered nightly questionnaires regarding
various aspects of the notifications which they received, such as their perceived
level of enticement or diversity. The second group, the scrutable group, were
given access to an additional feature within their nightly questionnaire that
attempted to highlight and explain the persuasive facets of notifications with
respect to their past engagements, in order to enlighten them of particularly
influential notification elements and the subsequent impact on it had on notification
engagement behaviour. The purpose of this experiment was to assess if and
how notification engagement changed when subscribers were made aware of the
persuasive influence of notifications pushed at them. In addition, during this period
participants were also subjected to differing notification presentation formats,

which varied in their ability to adapt to the context. The subsequent engagements
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of users with push-notifications of differing templates were assessed to identify
influencing factors and assess whether enticement or persuasiveness could be
offset through the visual representation of notifications, which would support an

empathetic experience.

5.3.1.1 Persuasive Feature Definition

The persuasive features, P, — Fy, defined in Section 5.2.2 of this chapter were
extracted from each notification at moments of delivery to later inform participants
of the scrutable group. The Authority persuasive feature, P;, was replaced with
an alternative principle defined by Cialdini named: Unity. Unity, as defined by
Cialdini [Cial6], represents shared identity, such as that shared by members of
the same family, members of the same club or people from the same district
or country. The shared unity, sense of identity, belonging or alignment with a
group was found by Cialdini to be a highly powerful persuasive factor. Applied
to push-notifications, unity can be expressed by websites and topics actively
sought and subscribed to, as it indicates a user has an identity with the pushing
entity, in so far as they are willing to receive regular communication from them.
Unity was used in place of Authority in this experiment as, unlike with mobile
push-notifications which had some authoritative entities, such as notifications
generated by the Android system, web push-notifications have no similar central
authority. If the browser company, such as Google in the case of Chrome, were to
push-notifications to users, Authority would be applicable, but this was not in

scope for this experiment.

5.3.1.2 The SCRUPLE

The SCRUtable Push LEdger was a tool proposed to enlighten subscribers of the
persuasive elements within the push-notifications they received and to promote
awareness of their engagements with respect to those notifications. In order to
achieve this, the tool bridges two cognitive modes of thinking: automatic and
reflective. Receiving a notification cues the "click, whirr" automatic response
described by Cialdini [Cia87| which makes it easy for subscribers to be nudged
toward engagement. Implementing a means to reflect on the engagement decisions
however, promotes awareness and empowers subscribers to decide whether their
current course of engagement actions are in their best interest. The Merriam-

Webster dictionary defines scruple as: an ethical consideration or principle that
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inhibits action |Merb]. The SCRUPLE was created with this definition in mind,
with the purpose to empower subscribers to scrutinise the persuasive facets of
incoming notifications, reflect on the behaviour they incite and be more aware
of how they might steer engagement decisions one way or another, ethically or
not. By coaxing subscribers to think reflectively as opposed autonomously and by
facilitating transparency of nudges, the SCRUPLE tool also fits the framework
proposed by Hansen and Jespersen for identifying and classifying manipulative
nudges [HJ13].

The tool was constructed by simply listing each notification a participant
engaged with throughout the day and displaying, when clicked, a visual and textual
representation of the most persuasive elements of that notification with respect
to the participant. Figure 5.4a illustrates the list of reconstructed notifications
from which the participant could open to learn more about how it was specifically
persuasive to them, based on their past engagements. Figure 5.4b illustrates the
most persuasive feature found within a selected notification and its accompanying
textual explanation seeking to enlighten subscribers as to how they may have
been persuaded to engage with the notification. Figure 5.4c illustrates how all
persuasive features inherent in a notification were displayed to participants with
accompanying explanations for further enlightenment. The text displayed for each
persuasive feature and accompanying examples are defined in section C.1 in the
Appendix.

Participants in the scrutable group were asked to evaluate use of the SCRUPLE

tool with respect to four features of interest:

1. Understandable: How understandable were the explanations for each noti-
fication’s influence?
This question aimed to capture how well participants understood the ex-
planations on persuasive features offered by the SCRUPLE tool. This was
measured using a five-point Likert scale ranging from 1, very unclear to 5,

very clear.

2. Trust: After using the tool, how trusting are you of the apps/websites which
sent you notifications?
This question aimed to ascertained if use of the SCRUPLE tool had an
impact on the trust participants had with the websites they subscribed
to. This was measured using a five-point Likert scale ranging from 1, very

untrusting to 5, very trusting.
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Fig. 5.4 Screenshots of the SCRUPLE.

3. Helpful: Did this tool help you identify the reason why these notifications
were delivered to you?
This question aimed to identify if the SCRUPLE tool helped participants
better understand notification behaviour. This was measured using a five-

point Likert scale ranging from 1, very unhelpful to 5, very helpful.

4. Useful: Is knowing the reason why these notifications were delivered to you,
useful to know?
This question aimed to identify the usefulness of the tool and extract
indication of whether it would be used by subscribers in-the-wild. This was
measured using a five-point Likert scale ranging from 1, very useless to 5,

very useful.

5.3.1.3 Adaptive Presentation Templates

During the Pushd study introduced in Chapter 3, participants were, over a period
of 4 days, pushed notifications using different adaptive visual representations. The

default (control) representation of a notification is illustrated in Figures 5.5a and
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Fig. 5.6 Notification presentation examples.

5.5b, which display the notification in collapsed and expanded mode respectively.
The collapsed mode is viewed when participants access the notification bar of
their device. The expanded mode of a notification is viewed when participants
swipe down on the content of a notification with an intention to view more
information. The configurable notification title, content and icon and badge
of web push-notifications are highlighted as A, B, C and D in Figure 5.5b for
reference. During this study, 3 alternate notification representations were defined.

The template definitions are as follows:

e FmojiKey
This notification template was identical to the control template except with

the addition of contextual emojis inserted after keyword entities within the
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notification content. This was achieved by first extracting keywords and
converting them to vector representations [Dev+18|. Cosine similarity was
then applied to find emoji keyword descriptors (also converted to vector
form) [Wij+17] which were similar to the identified keywords. The template

for the EmojiKey visual representation is displayed in Figure 5.6a.

EmojiAll

This notification template was similar to EmojiKey but constructed and
displayed slightly differently. Instead of identifying keywords and converting
to vectors, the approach taken for this template was to convert the whole
text within the notification to a vector representation, this was achieved
using sentence embedding [RG19|, and again apply cosine similarity to
identify emojis which best visually represented the notification as a whole.
The string of emojis was then displayed in the title of the notification to
give subscribers a visual indication of content without needing to expand
the notification and read further. The template for the EmojiAll visual

representation is displayed in Figure 5.6b.

Impression

The final notification template applied the EmojiAll approach to extract
contextually relevant emojis, but placed them on the first line of the no-
tification content instead of in the title. The title of the notification then
adapted to the content of the notification by displaying the topic addressed.
The badge of the notification was used to reflect the sentiment of the text: a
smiling face emoticon represented positive sentiment, a frowning face emoti-
con represented negative sentiment and a neutral face emoticon representing
neutral sentiment. The remainder of the text content was also replaced with
keywords to facilitate an impression of a notifications content as opposed to
a block of text. The template for the collapsed and expanded Impression

visual representation are displayed in Figures 5.6¢ and 5.6d, respectively.

During the period of the experiment in which participants were pushed differing

notification representation templates, the source of notification content and the

method of delivery remained fixed.
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5.3.2 Results

The following sections discuss the results obtained during the Pushd study with
respect to the deployment of the SCRUPLE tool, the use of adaptive presentation

templates and the utility of persuasive features applied to push-notifications.

5.3.2.1 Persuasive Notification Engagement In-the-wild

The total persuasive score, Pr, was calculated for all 19,852 notifications pushed
at participants during the study. Figure 5.7a illustrates the distribution of scores
for participants in the scrutable group (i.e. 24 participants given the SCRUPLE
tool) and those in the control group (i.e. 67 participants not given the SCRUPLE
tool). The plot suggests that Pr was similarly distributed for both groups, which
enables comparative evaluation between those using the tool and those not using
the tool, as both groups dealt with the same proportions of notifications with
differing levels of persuasiveness. The distribution of Pr was positively skewed,
with the majority of notifications having low Pr scores of 0.1-0.25. Assuming the
majority of notifications exhibit normal levels of persuasive influence (i.e. IQR
= mid persuasion), ranges of [0, 0.1), (0.1, 0.25) and [0.25, 1) were selected to
represent low, mid and high persuasion as illustrated in Figure 5.7b.

A Spearman’s rank-order correlation was run to assess the relationship between
notification CTR and the persuasive features. Table 5.2 shows the correlations
identified across participants in both the control and scrutable groups. Statisti-
cally significant, moderate to strong, positive correlations were found between
notification CTR and unity, liking, commitment & consistency and Pr, indicating
that higher scores for the persuasive features were associated with higher posi-
tive notification engagement actions by participants. A statistically significant
moderate association was also identified between CTR and scarcity in the control
group, which interestingly was not replicated in the group using the SCRUPLE
tool. Although the association in the scrutable group between CTR and scarcity is
not statistically significant (<0.05), the sign of Spearman’s rank-order correlation
coefficient indicates that, when presented with a scarce notification whilst using
the SCRUPLE tool, participants may have been less likely to open notifications.
The results illustrated in the table indicate the significance and utility of the
persuasive features, as they both indicate likely engagement actions of notifications

and whilst explaining the type of persuasion that may be of influence.
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Fig. 5.7 Distribution of persuasion within Web Push notifications.

Table 5.2 Results of Spearman’s rank-order correlation between mean feature
scores and mean participant CTR.

Control Scrutable
Feature g P Ts P

unity .973 <.001 | 974 <.001

scarcity .436 .033 | -.208  .091
liking 512 .011 | .830 <.001

social proof n/a  n/a | .026  .837
commitment .548 .006 | .658 <.001

reciprocity .121  .573 138 267
Pr 783 <.001 | .745 <.001

A Friedman test was run for both the control and scrutable groups to determine

if there were differences in CTR between notifications associated with low, mid
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Table 5.3 Results of Friedman test to determine differences in participant CTRs
for differing levels of persuasive notification.

Median CTR (%)

Group Low Pr Mid Pr High Pr  x? p
Control 0 6.15 100 19.158 <.001
Scrutable 0 1.57 42,727 20.857 <.001

and high persuasiveness, Pr. The hypothesis was that, participants using the
SCRUPLE tool would be less easily influenced to engage with persuasive notifi-
cations due to increased awareness and enlightenment ascertained through use
of the visualisations and explanations within the tool. A statistically significant
difference in notification CTR was identified between levels of persuasion for both
groups. The results in Table 5.3 illustrate that participants using the SCRUPLE
tool exhibited much lower median C'TRs when notifications were in the mid to high
Pr range, suggesting that increased awareness toward notification engagements,
facilitated by the SCRUPLE tool, tempered the receptivity of participants to web
push-notifications.

Participant responses to the questions regarding the helpfulness, coherence,
usefulness and the impact on trust toward the notification source, of the SCRUPLE
tool are illustrated in Figure 5.8. The results indicate that the tool, and by

association the persuasive principles applied to push-notifications:
e helped participants identify why they received certain notifications

e was easy for participants to understand (i.e. with regard to the visualisations
and explanations of the persuasive principles applied to push-notifications

which were presented)

e was deemed to have imparted useful information with respect to their

notification engagement behaviour

e did not cause the trust between the notification source (i.e. the pusher of

the notification) to deteriorate or improve

A Spearman’s rank-order correlation was also run to assess the relationship
between participant characteristics (such as age, gender etc.) and responses
given for the utility of the SCRUPLE tool. There was just one statistically
significant correlation identified which was between participants’ propensity to

trust websites after using the SCRUPLE tool and participants initial indication as
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Participant Response to the SCRUPLE

helpful

understanding

useful

trust

1 2 3 4 5
5-point Likert Scale (1 = Very negative; 5 = Very positive)

Fig. 5.8 Participant feedback on use of the SCRUPLE tool for enlightened push-
notification engagement.

to the likelihood of subscribing for web push-notifications, r4(67) = .260, p < .034.
Although the association was weak, it indicated that participants of the study
who were more inclined to subscribe to web push-notifications from the outset,

were also more likely to be trusting of the websites after using the SCRUPLE tool.

5.3.2.2 Impact of Adaptive Presentation of Push-notifications

A Wilcoxon signed-rank test was conducted to determine the effect of the differing
adaptive notification templates on CTRs of participants. Table 5.4 illustrates the
shift in participant CTRs when they were presented with one of the proposed
adaptive templates after 4 days of being presented with the default notification
representation (control). Each template incited statistically significant reduced
median CTRs. Participants who were only shown the control template had a
-2.68 median decrease in CTR, suggesting that participants may have become less
engaged in the study as time went by.

This result is particularly interesting for the EmojiKey and EmojiAll groups
as it conflicts with the sentiment that emoji use increases notification engagement
[Pus19]. Other factors, such as the frequency of use or ratio of emojis to text, could
be other confounding factors in this instance and future work should consider a
wider array of features. The EmojiKey and EmojiAll representations concentrated
on contextualising the emojis to the content of the notifications, however other
such contextual adaptions could be made, such as adaption to the physical context
of the user (their location, current activity).

The response times, defined as the time from notification delivery (arrival of
notification to the participants’ device) to participant action (open/dismissal),

between the differing notification templates were assessed using a Kruskal-Wallis
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test. Median response times were statistically significantly different between
the different notification template groups, x?(3) = 8.491,p = .037. The default
template evoked the longest median response time (108s), followed by the EmojiAll
(51s) and Impression (47s) templates. The EmojiKey had a significantly shorter
response time (11s). As the default representation was made up purely of text
content, it may have taken participants longer to read and decide on a subsequent
action to explore further or dismiss. In contrast, the EmojiAll and Impression
representations contained summary features, minimising the need for participants
to dive further into the notification to get an impression of the content, which
may explain the reduced response time.

Table 5.5 highlights the change in NPS awarded by participants between periods
of receiving notifications with only the default template and receiving notifications
with the adaptive template. The negative change for NPS (-1.6) awarded by
participants who only saw the default representation of notifications throughout
the experiment illustrates participants’ frustration with the lack of intelligence
in notification presentation, and potentially the experience of push-notifications
as a whole - demonstrating, once again, the need for improved empathy within
notification systems. The Impression template garnered a small increase in
NPS, illustrating the participants may be more approving of the abstract, but
informative, information it provided. The EmojiKey template, which was similar
to the default representation, but for keyword emojis inserted, was received worse
by participants and the EmojiAll template had incited no change, which given the
decrease of the control group, could be considered positive. These results of NPS
were found to not be statistically significant, and as such, further studies should
explore the impact of the adaptive representations on subscriber receptivity and

satisfaction.

5.4 Limitations

A limitation of the approach toward extracting persuasion from push-notifications,
proposed in this chapter, was the use of a finite set of notification engagement
features. In particular, the exclusion of the text feature is a limitation of the work
presented in this chapter. Persuasive language present in notification text fields
may be indicative of future engagement action and could be leveraged to inform

and enlighten subscribers to promote awareness of how they are potentially steered.
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Table 5.4 Results of Wilcoxon signed-rank test to determine differences in partici-
pant CTRs when differing notification representations presented.

Median CTR (%)

Group Control Template Mdn diff z P
Control  6.67 2.2 -2.68 -2.464 0.014
EmojiKey  8.13 1.26 -3.88 -2.77  0.005
EmojiAll  10.65 4 -4.56 -2.92  0.004
Impression  11.02 4.63 -4.8 -2.311 0.021

Table 5.5 Results of Kruskal-Wallis H test to determine differences in CTRs or
NPS scores between groups presented with differing notification representations.

Group Control EmojiKey EmojiAll Impression  y? D

A NPS score -1.6 -0.5 0 +0.25 5.845 0.119

The following chapter will address notification with respect to information-gap
theory, however, future work should consider Cialdini’s principles applied to the

text content of notifications.

5.5 Summary

This chapter introduced an approach of extracting scrutable persuasive features
from push-notifications for the purpose of improving predicted action outcomes and
enabling users to reflect on the persuasive characteristics. The results illustrated
that persuasive features could be extracted and visualised and that performance
in predicting notification action outcomes could be improved using the persuasive
features. Recommended persuasive notification could also be generated based on
the persuasive features and were also shown to increase the Click Through Rate
(CTR) of users when simulated.

This section further validates the utility of the persuasive features defined in
this chapter by discussing their application to an additional study of in-the-wild
web push-notifications. Within this study, the persuasive features contributed to a
tool for subscribers which facilitated the scrutiny of persuasive facets of incoming
notifications. The SCRUPLE (SCRUtable Push LEdger) tool, which satisfies R4
of the ETHOS-Push approach, was motivated by RO4 and its evaluation provides

empirical evidence for RQ3. Also discussed in this section, is an approach toward
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contextual adaptation of the visual presentation of notifications in-the-wild and
its impact on engagement. The implementation and evaluation of the adaptive
engine satisfied R4 of the ETHOS-Push approach, which was again motivated by
RO4, and contributed toward evidence informing RQ4.






Chapter 6

Exploring the Effects of Enticing
Notification Text Content

Without knowing the force of
words, it is impossible to know

more

Confucius

6.1 Overview

Push-notifications were originally created to inform users they had received a new
email[MCO06]. However over the past decade, with the number of smartphone
apps and ubiquitous devices capable of pushing notifications rising, the number
of scenarios in which notifications are pushed has expanded. Notifications have
progressed from being pushed via a single channel with a single intended purpose
(updates on email), to spanning multiple channels, each with a different purpose
(e.g. social network interactions, meeting reminders, sensor readings, public trans-
port updates etc.). The motivation behind push-notifications has also advanced.
Push-notifications, once intended as a simple update, are now crafted with an
intention to incite particular behaviours, such as increased platform engagement
or purchasing. As such, notifications are now created with the goal of maximising

positive engagement and, to achieve this, marketing techniques are implemented
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to purposefully influence subscribers to open notifications and improve marketing
campaign metrics, such as Click-Through-Rates (CTRs). One such marketing
technique leveraged for improved notification engagement is the Curiosity Gap.
The Curiosity Gap exploits Loewenstein’s Information-Gap theory [Loe94| which
suggests that curiosity peaks when a small amount of information is revealed, but
key parts are withheld. An example of a notification title exploiting the curiosity
gap might be: Business Schools That Will Dominate In The 21st Century. In
this text title, key information, the names of the business schools, are withheld
to entice subscribers to open the notification and find the answer. Similarly, a
common Facebook notification: You have a new friend suggestion, also exploits
the curiosity gap, as key information, the persons name, is omitted from the notifi-
cation tempting users to open and engage with the Facebook platform to find the
answer. Indeed, Kang et al. [Kan+09| illustrate, through experimentation with
trivia questions, that curiosity due to information-gaps can elicit an inclination to
pay for missing information, such is the power of its influence.

In this chapter, existing data sets comprised of both clickbait and non-clickbait
news article headlines were leveraged to create a classifier for identifying enticing

notification text content. Potthast et al. define Clickbait as:

A certain kind of web content advertisement that is designed to entice
its readers into clicking an accompanying link. Typically it is spread

on social media in the form of short teaser messages. [Pot+16|

Additionally, Chakraborty et al. [Cha+16] further define clickbait headlines
as exploiting the curiosity gap, enabling attention distraction and contributing
to readers cognitive overload. Clickbait implies the teaser message does not
accurately represent the content within, whereas the curiosity gap can be applied
while still accurately representing content, albeit with missing information in the
headline. Therefore, enticing notifications are defined, in the context of this thesis,
to be notifications with text similar to article headlines identified as clickbait,
indicating potential exploitation of the curiosity (info) gap. Subsequently, for the
purposes of identifying enticing notifications, a corpus of clickbait headlines was
used for predicting a level of enticement for notifications with text similar to those
found in clickbait.

The contributions of this chapter, motivated by RO1 /4 which provide support
to RQ1/4, are as follows:

1. An analysis of enticing notification text found in-the-wild and the impact

on engagement
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2. A method of training and evaluating a NMS using notification text

3. An (offline) evaluation of the influence of enticing notifications on NMSs

and a subsequent method of mediation

4. Procurement, analysis and (offline) evaluation of an additional notification

data set containing both enticing and non-enticing text

5. Application and (offline) evaluation of a generative model for autonomous,

conditional, creation of enticing push-notification text

6. An in-the-wild implementation of autonomous notification curation meth-
ods aimed at further exploring the influence of enticement and evaluating

autonomous summarisation as a method of mediation

6.2 Enticing Notification Text In-the-wild

Chapter 3 introduced a study of smartphone push-notifications in-the-wild. Over
35,000 push-notifications were observed and logged over a period of 6 months.
Through studying engagement actions (open/dismissal) of these notifications, it
emerged that participants dismissed almost as many notifications as they received.
The analysis of Chapter 3 uncovered a number of relationships between notification
features and participant contexts which could have contributed to the positive
and negative engagement actions taken toward notifications. The text content
of the notifications delivered was not explored. This section aims to explore the
notification text present in notifications delivered during the WeAreUs study and

measure the influence enticing text may have on engagement actions.

6.2.1 WeAreUs Text Feature

For the purpose of preserving the privacy of participants in the WeAreUs study,
the full title, ticker and content texts of the notification were not recorded, but

were instead used to create a privacy-compliant text feature as follows:
e The title, ticker and content text elements of each notification were combined

e The topic of the notification was inferred and recorded
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e Named Entity Recognition was performed to tag tokens pertaining to places,

people etc.

e Personally Identifiable Information such as people’s names, places, email

addresses and phone numbers were removed

e Key phrases were extracted from the remaining text and duplicate values
were removed (notification title, ticker and content text fields regularly

contain duplicate strings)
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Fig. 6.1 A word cloud illustrating the most commonly featured words found in
the privacy-preserving text field collected during the WeAreUs study

The resultant notification text feature was made up of key phrases representing
the title, ticker and content text elements of the notification. A number of
participants in the WeAreUs study did not have an adequate number of text
features collected via the app, thus restricting the analysis to 11 participants
and 8,440 notifications. The sentiment of notification text was inferred using
the TextBlob [Lor20| python package and Figure 6.2b illustrates the majority of
text found in notifications was neutral, if oriented slightly positive. Figure 6.2a
illustrates the distribution of notifications with differing character lengths. The
vast majority are under 100 characters which is unsurprising as the purpose of
notifications, by design, is to quickly update users with new information e.g. an
event or a task. Character limits for title, ticker and content text elements are
also imposed on notifications depending on the technology (mobile/browser) used.
Using scikit-learn’s [Ped-+11] feature extraction tools, n-grams were extracted
from the notifications text feature to further analyse the types of words found
in the notification data set. The word cloud in Figure 6.1 illustrates a selection
of the most frequent words found in the texts. Terms such as: message, photo

and likes are among the most frequent which alludes to social media messaging
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being a prominent driver of notifications. Other frequent terms such as email,
event and order hint at notifications related to work or administration tasks. The
frequency of traffic demonstrates that notifications related to timely information,
such as commute updates, also made up a large portion of notifications sent to
participants. Figure 6.2c illustrates the most frequent bigrams (two consecutive
words) found in notification text, with terms such as message messages, light
traffic, location cloudy, wi fi and just eat among them, again demonstrating that
a large portion of notification messages pertain to instant messaging, commute
updates as well as other time-dependent information - in this case: food delivery.
Figure 6.2d illustrates the most frequent trigrams (three consecutive words) found
in notification text, again demonstrating commute and travel updates as most
frequent with items such as: price updates flights, hotel montana paris, traffic

delays congestion, thu travel tips.
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Clickbaiting Classifier Accuracy Clickbaiting Classifier Loss

30 35 4.0 45 50 10 15 2.0 25 3.0
Epoch Epoch

Fig. 6.3 Notification enticement classifier accuracy and loss

Table 6.1 Clickbait and Non-clickbait examples

Clickbait Headline

Yes I Was A Weatherman For A Day, And This Is What I Learned

Yes Business Schools That Will Dominate In The 21st Century

Yes 13 Reasons To Be In Love With Your Life

Yes The Struggle Of Adulthood Perfectly Summed Up In Two Images

No Chris Hughton appointed permanent manager of Newcastle United
No James Harden is Our NBA MVP at the All-Star Break

No Royal Wedding delayed as Prince plans for Pope’s funeral

No Intel launches Centrino 2 aiming for performance and mobility

6.2.2 Extracting Notification Enticement

Potthast et al. [Pot+17] hosted the Clickbait Challenge in 2017 to enable the
comparable evaluation of clickbait detectors and released a data set comprised
of annotated clickbait examples as part of their challenge. Chakraborty et al.
|Cha+16] gathered a data set comprised of both clickbait and non-clickbait samples
from sources such as Wikinews and BuzzFeed. For this work, the annotated
clickbait data sets of Potthast et al. and Chakraborty et al. were chosen to train
a classifier for identifying enticing notifications. The combined data set was split
into a training set of 47,538 clickbait /non-clickbait samples and a test set of 4,000
samples. An example of clickbait and non-clickbait samples are illustrated in
Table 6.1. A Multilayer Bidirectional Recurrent Neural Network (RNN) with
two stacked GRU layers was chosen as a model for classifying notification text as
enticing. An embedding layer was also added and initialised with GloVe’s [PSM14]
100 dimension pre-trained word vectors. The model was trained using a batch size
of 128 for 5 epochs, reaching an accuracy of 89.2%. The training and validation

accuracy and loss are illustrated in Figure 6.3.
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Fig. 6.4 WeAreUs notification text classified as neutral (left) or enticing (right)
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Fig. 6.5 Analysis of enticing notification text found in the WeAreUs data set

Subsequently, the enticement classifier was then applied to the notification
texts from the WeAreUs data set to investigate the distribution and impact of
enticing text found in differing types of push-notification. Figure 6.4 illustrates two
word clouds. The first depicts words frequently found in notifications classified as
unenticing or neutral. The second word cloud depicts words which were frequently
found in notifications inferred as enticing. Both word clouds feature common words
such as message and team. This is understandable as notifications generated from
social messaging platforms will commonly feature phrases such as "you have a new
message" or "2 unread messages". Interestingly, the enticing notifications tended
to include a higher number of colloquial language terms such as hahaha and stuff,
whereas the neutral notifications tended to be formal (or machine-like) in nature,
such as update, location, traffic conditions. Figure 6.5 illustrates that notifications
with shorter character lengths were also more enticing than notifications with
larger amounts of text and enticing notifications included more extreme positive

and negative sentiment polarity values than unenticing notifications.

6.2.3 Notification Features Paired with Enticing Text

It was also worth considering other notification features with respect to entice-
ment, such as the apps and topics from which the majority of enticing text was

generated. 8,440 WeAreUs notifications, classified as enticing or unenticing (neu-
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Table 6.2 Observed frequencies of notifications, with and without enticing text,
delivered through differing apps

isEnticing
App False True p
com.android.chrome 100 24 0.019
(1.7%) (1%)
com.facebook.katana 187 30 <.001*
(3.1%)  (1.2%)
com.facebook.orca 141 212 <.001*
(2.3%)  (8.7%)
com.google.android.gm 1233 310 <.001*
(20.5%) (12.7%)
com.snapchat.android 53 14 0.149
(0.9%)  (0.6%)
com.tinder 227 210 <.001*
(3.8%)  (8.6%)
com.twitter.android 272 91 0.104
(4.5%)  (3.7%)
com.whatsapp 2189 1290  <.001*
(36.5%)  (53%)
other 1603 254 <.001*

(26.7%)  (10.4%)

tral), were analysed with respect to the app through which they were delivered
to participants. A chi-square test of homogeneity was run, with an adequate
sample size established according to Cochran [Cocb4]. The two multinomial
probability distributions were not equal in the population, x*(8) = 660.599, p <
.001. Observed frequencies and percentages of notifications delivered per app for
enticing and neutral notifications are presented in Table 6.2. Post-hoc analysis
involved pairwise comparisons using multiple z-tests of two proportions with a
Bonferroni correction. Statistical significance was accepted at p < .006. There
was a number of statistically significant differences in the proportion of enticing
notifications delivered compared to neutral notifications delivered for differing app
types. In particular, WhatsApp delivered a much higher proportion of enticing
notifications than neutral. Conversely, Gmail delivered a much lower proportion
of enticing notifications than neutral.

3,658 notifications, classified as enticing or neutral, were analysed with respect
to the topic extracted from the notification text. A chi-square test of homogeneity

was again run, with an adequate sample size established. The two multinomial
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probability distributions were not equal in the population, x*(10) = 354.948,
p < .001. Observed frequencies and percentages of notifications delivered per
topic for enticing and neutral notifications are presented in Table 6.3. Post-hoc
analysis involved pairwise comparisons using multiple z-tests of two proportions
with a Bonferroni correction. Statistical significance was accepted at p < .005.
There was a number of statistically significant differences in the proportion of
enticing notifications delivered compared to neutral notifications delivered for
differing topics extracted. A much larger proportion of Business & Industry
notifications delivered were enticing (19.4%) as opposed neutral (5.9%). Food &
Drink and Online Communities topics also had higher proportions of enticing
notifications. Perhaps understandably, the proportion of enticing notifications
with an inferred topic of News was less than the proportion of neutral News
notifications, indicating that news sources may not have been generating many
notification titles resembling clickbait. A similar conclusion could be drawn for
Sports notifications.

4,381 notifications, classified as enticing or neutral, were analysed with respect
to the category of notification delivered. A chi-square test of homogeneity was
run, with an adequate sample size. The two multinomial probability distributions
were not equal in the population, y?(3) = 244.394, p < .001. Observed frequencies
and percentages of notifications delivered per category for enticing and neutral
notifications are presented in Table 6.4. Post-hoc analysis involved pairwise
comparisons using multiple z-tests of two proportions with a Bonferroni correction.
Statistical significance was accepted at p < .013. There were statistically significant
differences in the proportion of enticing notifications delivered compared to neutral
notifications delivered for email, msg and other categories. The proportion of
neutral notifications delivered with a category of email was much higher than
enticing notifications of the same category. However, the opposite was true of
notifications with a category of msg. Thus indicating that not all notifications of
the communication type were equally responsible for generating clickbait-like text.

8,440 notifications, classified as enticing or neutral, were analysed with respect
to the LED colour emitted to alert participants to their presence. A chi-square
test of homogeneity was run, with an adequate sample size established. The
two multinomial probability distributions were not equal in the population, y*(6)
= 181.997, p < .001. Observed frequencies and percentages of notifications
delivered per LED colour for enticing and neutral notifications are presented
in Table 6.5. Post-hoc analysis involved pairwise comparisons using multiple

z-tests of two proportions with a Bonferroni correction. Statistical significance
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Table 6.3 Observed frequencies of notifications delivered, with and without enticing
text, and their inferred topic

isEnticing
Topic False True P
arts & entertainment 592 268 0.114
(23.9%) (22.7%)
business & industry 145 229 <.001*
(5.9%) (19.4%)
computers & electronics 126 21 <.001*
(5.1%)  (1.8%)
food & drink 48 48 <.001*
(1.9%)  (41%)
internet & telecoms 259 184 <.001*
(10.5%) (15.6%)
jobs & education 183 63 0.255
(7.4%)  (5.3%)
news 80 23 0.142
(32%) (1.9%)
online communities 215 154 <.001*
(8.7%) (13.1%)
other 391 109 <.001*
(15.8%)  (9.2%)
people & society 70 47 0.006
(2.8%) (4%)
sports 369 34 <.001*

(14.9%)  (2.9%)

Table 6.4 Observed frequencies of delivered notifications, with and without enticing
text, and their assigned categories

isEnticing
Category  False True p
email 1245 310 <.001*
(43.6%) (20.3%)
msg 1375 1016  <.001*
(48.2%  (66.6%)
other 225 199 <.001*
(7.9%) (13%)
recommend 10 1 0.148

(0.4%)  (0.1%)
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Table 6.5 Observed frequencies of delivered notifications, with and without enticing
text, and their assigned LED colours

isEnticing
LED colour False True p
blue 222 42 <.001*
B7%)  (1.7%)
green 348 169 0.047
(5.8%)  (6.9%)
magenta 8 4 0.732
(0.1%)  (0.2%)
other 23 4 0.107

(0.4%)  (0.2%)
transparent 5009 1864  <.001*
(83.4%) (76.6%)

white 346 339 <.001*
(5.8%) (13.9%)
yellow 49 13 0.169

08%  (0.5%)

was accepted at p < .007. There were three statistically significant differences in
the proportion of enticing notifications delivered compared to neutral notifications
delivered using differing LED colours. The proportion of neutral notifications
delivered using blue and transparent LED colours was greater than the proportion
of notifications delivered which were enticing, for both colour categories. In
contrast, the proportion of enticing notifications delivered using a white alert
modality was greater than the proportion of neutral notifications delivered under
the same LED colour. As discussed in Chapter 3, the LED colours of notifications
are generally indicative of the app delivering the notification. In particular,
notifications using a white LED colour tend to be generated from WhatsApp,
which, as the analysis between enticement and app indicated, was the largest
source of enticing notifications.

8,413 WeAreUs notifications, classified as enticing or neutral, were analysed
with respect to the priority level assigned to notifications. The priority level is
generally assigned by the notification creator or app owner, depending on the
type of notification being pushed. There are 5 discrete possible values for priority
level min, low, default, high, max. The priority level influences how the operating
system presents notifications to subscribers. The notification channel importance

supersedes the priority feature in Android 8.0 and above [And20d]. A chi-square
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Table 6.6 Observed frequencies of delivered notifications, with and without enticing
text, and their assigned priority level

isEnticing
Priority Level False True p

default 4247 1321 <.001*
(71%) (54.3%)

high 1374 652 <.001*
(23%) (26.8%)

max 359 300 <.001*
(6%) (12.3%)

min 0 160 <.001*

(0%)  (6.6%)

test of homogeneity was run, with an adequate sample size established. The two
multinomial probability distributions were not equal in the population, x*(3) =
565.223, p < .001. Observed frequencies and percentages of notifications delivered
per app for enticing and neutral notifications are presented in Table 6.6. Post-hoc
analysis involved pairwise comparisons using multiple z-tests of two proportions
with a Bonferroni correction. Statistical significance was accepted at p < .013.
There was a number of statistically significant differences in the proportion of
enticing notifications delivered compared to neutral notifications delivered for
differing priority levels. Interestingly, only the default priority level had a higher
proportion of neutral notifications delivered over enticing notifications. A larger
proportion of notifications delivered, with min, high and max set as the priority
level, were found to be enticing rather than neutral.

Finally, 629 WeAreUs notifications, classified as having enticing or neutral text,
were analysed with respect to the vibration pattern used for alerting participants
to the presence of a notification. As discussed previously in Chapter 3, and
similar to the LED colour, the vibration pattern tends to be unique for differing
applications. The vibration pattern is a sequence of values which indicate the
duration of a pause or vibration executed when a notification is delivered [And20i.
The first value of the sequence denotes the duration of a delay before the first
vibration. Thereafter, values are consecutively vibration/pause durations. For
example, the sequence [0 100] indicates a Oms delay before vibrating for 100ms. A
chi-square test of homogeneity was run, with an adequate sample size established.
The two multinomial probability distributions were not equal in the population,

x2(5) = 46.801, p < .001. Observed frequencies and percentages of notifications
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Table 6.7 Observed frequencies of delivered notifications, with and without enticing
text, and their assigned vibration pattern

isEnticing
Vibration Pattern False True p

[0 100] 37 16 0.829
(7%)  (15.7%)

[0 200 200 200] 90 29 0.277
(17.1%) (28.4%)

[0 250 200 250] 192 32 <.001*
(36.4%) (31.4%)

0] 23 11 0.652
(4.4%)  (10.8%)

[0 500] 139 1 <.001*

(264%)  (1%)
other 46 13 0.246

87%)  (12.7%)

delivered per app for enticing and neutral notifications are presented in Table 6.7.
Post-hoc analysis involved pairwise comparisons using multiple z-tests of two
proportions with a Bonferroni correction. Statistical significance was accepted
at p < .008. There were two statistically significant differences in proportion of
enticing notifications compared to neutral notifications delivered using differing
vibration patterns. A smaller proportion of notifications delivered, with vibration
patterns of [0 500] and [0 250 200 250], were found to be enticing rather than neutral.
This indicates that the vibration modality could help participants distinguish
between notifications which are clickbait-like before even unlocking their device
and reading the message. This is important as it could deter smartphone users from
being manipulated into using their smartphone unnecessarily when a clickbait-like
notification intrudes. A chi-square test for association was also conducted between
enticement and whether or not a notification was updated multiple times, thus
disrupting the participant more than once. All expected cell frequencies were
greater than five. There was a small, statistically significant association between
notification enticement and whether the notification was updated after delivery,
x2(1) = 226.831, p < .001, ¢ = 0.164.
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6.2.4 Notification Engagement Actions Toward Enticing
Text

The actions taken toward notifications by the 11 participants were also analysed.
Notifications with text content classified as enticing had higher CTRs among
participants (67.51%) compared with the CTR of notifications classified as non-
enticing (48.44%). Of the 11 analysed, the enticing notifications elicited an
increased CTR in 10 participants, with 1 outstanding participant having a lower
CTR for enticing notifications. An exact sign test was used to compare the
differences in CTR between enticing and non-enticing notifications. The enticing
notifications elicited a statistically significant median increase in CTR (15.59%)
compared to the non-enticing notifications, p = .012.

The utility of the enticement feature in contributing to predictions of partic-
ipant engagement actions toward notifications was also assessed. Permutation
feature importance was used to identify the contribution made by the enticement
feature compared to other notification features commonly used for predicting no-
tification actions (open/dismiss). The permutation feature importance algorithm
implemented in the Scikit-learn python library [Ped+11] was used to identify
importance values. Feature importance values were extracted for each of the 11
participants and the mean was calculated to create a holistic ranking of features.
The AdaBoost classifier [Has+09], implemented in Scikit-learn, was the estimator
of choice for predicting open/dismiss actions. Figure 6.6 illustrates the final
ranking of notification feature importance, in which the enticement feature ranks
4th. Interestingly, the enticement feature ranks above others which might be
considered more indicative of notification engagement behaviour such as category
and timeOfDay. Understandably, features such as the appPackage and dayOfWeek
rank highest.

6.3 Training a NMS with Notification Text

As discussed in previous chapters, an idealistic Notification Management System
(NMS) would leverage available information, such as notification content, context
and the previous engagement history of subscribers, to intelligently deliver noti-
fications, such that disruptions and distractions would be minimised. Chapter
3 briefly discussed notification engagement and smartphone etiquette currently

adhered to in-the-wild and identified relationships between notification features,
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Permutation Feature Importance
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Fig. 6.6 Feature importance rankings when predicting notification actions

contexts and behaviours with respect to etiquette. Chapter 4 introduced methods
of managing notifications using a variety of ML algorithms as well as extracting
persuasive notification features to be used for informing subscribers of potential
manipulations. Yet to be discussed however, are some of the risks associated with
using a NMS. This section discusses notification delivery with respect to enticing
notifications and the influence they may have on end-users, and subsequently, the
NMSs trained upon their historical notification engagements.

In contrast to previous chapters which explored training a NMS using features
extracted from the text fields of notifications, such as the subject or contact
significance, this chapter describes the creation of a RL agent trained on the
privacy-preserving raw notification text content. The goal of an RL agent acting
as a NMS, in practice, would be to identify notifications which the subscriber is
likely to open and deliver them, whilst caching or removing notifications which
are predicted to be dismissed by the subscriber, thus reducing the cognitive load
caused by an influx of irrelevant notifications. Using the notification text as input
and the notification action as ground-truth, a RL agent was trained to predict
whether a participant would open or dismiss a notification based on its textual
content.

A Deep Q-learning (DQN) agent was chosen as it has shown previously to
be effective at managing push-notifications on behalf of a notification subscriber
[SFC19|. The notification text was transformed into a fixed-length (768 dimension)
vector using the sentence-transformers [RG19| library. The pre-trained BERT-
base model fine-tuned on The Stanford Natural Language Inference Corpus and
The Multi-Genre NLI Corpus was used in this case. The DQN’s performance
at predicting user actions toward notifications was evaluated using the following

metrics: accuracy, precision, recall and F1-score. Recall is of particular interest in
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this context as the cost of false negatives is quite high. For example, consider a
scenario in which the agent dismissed a notification when it was actually important
for the subscriber to see. The agent was then withholding information from the
subscriber, which could foster feelings of mistrust and result in removal of the

NMS.

DQN Agent Average Performance Metrics per Participant

—— Median f1 score
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e recall
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Fig. 6.7 Average performance metrics of DQN agents trained on notification text
feature

The performance of the DQN agent was assessed using WeAreUs notification
data of the 11 participants analysed in the previous section. The data set was split
into train (80%) and test (20%) sets. The median accuracy, precision, recall and
F1 scores obtained were: 83%, 79%, 77% and 76% respectively, demonstrating that
the key phrases extracted from within the notification text fields were indicative of
subsequent user actions and a RL agent showed potential for predicting notification
dismissal and subsequently could be used for alleviating distractions borne of an
influx of notifications.

Whilst the RL agents show potential for replicating participant actions taken
toward notifications, this may not be a desired outcome. The agents could be
learning poor engagement habits inherent in a participant’s previous behaviour
with respect to notifications. For example, a participant may be susceptible
to enticing notification text and therefore, an agent, trained using their past
notification engagements, would also be susceptible, thus reinforcing poorer habits
as opposed to improving and encouraging better notification-engagement behaviour.
To test this hypothesis, the trained agents were evaluated using two subsets of
data from the WeAreUs data set. The first was comprised only of notifications
classified as enticing and the second only of unenticing (neutral) notifications. The
agents predicted actions of open or dismiss and the subsequent CTR for each agent
was recorded. The results, illustrated in Figure 6.8, demonstrate that the median

CTR for enticing notifications was much larger than that of neutral notifications.
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Therefore the intelligent agents, trained on real participant notification data,
were also susceptible to enticing notifications. It is important to note that there
are, most likely, a number of confounding factors at play which contribute to
subsequent notification action, as discussed in Chapter 3. Further work should
explore identifying the notification types in which enticement, positive or neutral,
is the cause of subsequent action as well as the impact the notification action has
on the digital health of subscribers, such as anxiety or stress. Notifications which
are enticing but show to negatively impact a subscriber’s health could be filtered
to protect the subscriber. Conversely, notifications which positively impact a
subscriber’s health, such as fitness reminders for example, but are inferred to be
unenticing could be flagged at moments of creation thus encouraging the creator
to craft a more enticing notification which would have a higher likelihood of being
opened by subscribers (and not filtered by NMSs).

Enticing vs Neutral Notification CTR per User

— Median Enticing CTR.
—— Median Neutral CTR
mmm  Enticing
mmm  Meutral

CTR (%)

p1 p2 p3 pd ps pé p7 pe po p1o - p1t
Participant

Fig. 6.8 Agent CTR for enticing vs neutral notifications

6.4 Emticing vs Summarised Notification Text

In the previous sections, push-notification text was analysed for enticement and its
subsequent impact on notification engagement actions were discussed. However,
due to the privacy-preserving process executed when gathering data during the
WeAreUs study, the quality of the notification text available was a limiting factor.
This section introduces a second notification data set, the Alert data set, which
includes a richer source of text data to evaluate enticement. A summarisation
method was also explored as a potential solution to reduce the influence of enticing

notification text. Evaluations were performed using the RL agents, trained with
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Alerts

Monitor the web for interesting new content

&<  Technology July 15,2020 <

NEWS

Google Maps now using Live View AR to calibrate your location: All you
should know

Almost after a year of rolling out AR walking directions for Android and iOS users, Google
Maps, betting big on augmented reality and now using Live View to calibrate the location
of its users. According to the search engine giant, internet and GPS can fall

The best music hacks for the Amazon Echo

Speakers like the Amazon Echo Plus or the top-tier Echo Studio can unleash your favorite
tunes with room-filling sound. An Echo is great for parties, house-cleaning sessions,
cooking, or just setting some relaxing mood music (add a smart display, and even Digital Trends

What Huawei's 5G UK network ban means for you

As the world slowly builds up its 56 infrastructure, and looks forward to faster mobile
connectivity than ever before, Britain has made a curious decision: it has decided to switch

some of the 56 equipment off again. Why? Because some of what has already

Fig. 6.9 Example of Google Alert notification feed

the WeAreUs notification data, for simulating user actions of opening or dismissing

notifications.

6.4.1 Procuring Notifications & Summarising Text

Google Alerts is a content change detection and notification service [Wik20]
enabling users to subscribe to and receive notifications of new stories published to
the web based on search terms. For this study, a number of generic search terms
were subscribed to and the generated notifications were recorded in real-time. The
set of terms subscribed to were: {breaking, entertainment, health, beauty, style,
science, sport, tech, world} and the subsequent data set generated was comprised
of 35,841 notifications. The Alert notifications were logged between June 27th
and September 26th 2019. Each notification was made up of title and content
components. An example of three notifications generated from the technology
subscription are illustrated in Figure 6.9. The title feature is generally a short
headline such as "The best music hacks for the Amazon Echo" or "What Huawei’s
5G UK network ban means for you". The content feature contains a larger amount
of text pertaining to the actual story within. Notifications also contained a URL
reference to images, as shown in Figure 6.9 however, additional analysis of the

images was out of scope for this work.
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Table 6.8 Enticing and neutral notification examples from the Alert data set

Clickbait Text
Yes Most important 2019 game for every ACC football team
Yes You've Never Seen Skateparks Like This Before
Yes Are You Moisturizing Your Skin Correctly?
No UK must decide next step on Brexit, says France’s Europe minister
No The Killers to headline Glastonbury’s Pyramid Stage on Saturday
No Clare Under 20 Football Team Announced To Face Waterford
et How to . Breaking qp Sport XL today
;qm Breaklngsa one of “Love~Tsland;
Mary:-U -“I 25 s ot Manchester United
I\,.OVE S--';‘Lan 1 pm playerwo Cignecupstar :
-|--|? ';‘ﬁ = p.e":i.jug.l %'“f h :|_l according ‘;gle t “be side
show&a, Aeee. e e, New

ureed the worldt € flrSt

Arsenal

Liverpogl. Eworld Cup C—

Fig. 6.10 Word clouds of Alert data set. Left: Title text; Right: Summary text

An extractive summariser [Mil19], which leverages BERT token embeddings
and implements a clustering algorithm, was used to extract summaries from the
content feature of the notifications. The justification for this being that unbiased
summaries of the content could be used in place of the enticing titles which
were exploiting the curiosity gap, in order to reduce the persuasive nature of
the notifications and provide subscribers with adequate detail to make informed
actions on the notification. Values for enticement and sentiment were inferred
for both notification titles and summaries using the same models described in
the previous section. Table 6.8 illustrates a number of enticing and neutral
notification titles sampled from the Alert data set. A limitation of using the Alert
data set, as opposed to notifications in-the-wild, was a lack of notification category
diversity. Notifications generated from the Google Alert system were generally
news articles, as illustrated in the titles of Figure 6.8. While news notifications do
arrive in-the-wild to subscribers, they are simply one of many notification types
received by smartphone users. Therefore, language specific to smartphone app
notifications may be absent. Nonetheless, the data set provides a training ground
for evaluating agents with differing levels of enticing text. Figure 6.10 depicts
word clouds created using the notification title and notification content summary,

respectively. Note how words from the title text are colloquial and sensational
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Fig. 6.11 Wordclouds of Alert notifications classified as enticing. Left: summari-
sation of the content of enticing notifications. Right: the title of the enticing
notification

compared with words extracted from the summaries. An example of this can
be seen in the representation of a premiere league football team. "Manchester
United" is the formal representation found in the content summaries while the
abbreviated form, "Man Utd", is prominent in the notification titles. This could
also be attributed to efforts toward maximising the use of space in the title as
many platforms, noted in Chapter 3, restrict notification title lengths. The topics
of the Alert data set can also be identified from the word clouds. The television
series "Love Island" was a noticeable source of news during the period of data

collection as was the "Premiere League".

6.4.2 Exploring Enticing vs Summarised Text

Following the inference of enticement made on the text content of titles and sum-
maries, a number of additional discernible differences were identified. Figure 6.11
illustrates the words extracted from enticing Alert notifications. The blue word
cloud depicts words extracted from the summary of the enticing notifications
while the red word cloud depicts words extracted from the title of the enticing
notifications. By comparing both word clouds a distinct difference in tone was
identified. Words such as "you need", "to know", "need to" or "reveal" were
commonly found in clickbait titles and were found to be prominent in the title
of enticing Alert notifications. In contrast, the summary word cloud contained
language which was less sensational and lacked a distinct persuasive tone. To
further investigate, the phrases of both text fields, with respect to enticing notifi-
cations, were analysed. Figure 6.12a illustrates the top 20 bigrams extracted from
titles classified as enticing. Figure 6.12b illustrates the top 20 bigrams extracted
from the summaries of enticing titles. The top bigrams for the titles included

values such as: need know, start day, love island, things need, know start - which
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Fig. 6.12 Top bigrams and trigrams extracted from enticing notification texts of

the Alert data set
correspond to clickbait-like titles such as & Things You Need to Know or Start

Your Day with. In contrast, the top summary bigrams did not include these terms
and were much less sensational in appearance. Similar results were found in the
extracted trigrams illustrated in Figures 6.12c and 6.12d. The enticing notification
titles included sequences such as: things need know, need know today, things tech

need, 10 things tech, which were also similar to clickbait-like text exploiting the

curiosity gap.
language. To investigate further, a Mann-Whitney U test was run to determine if

there were differences in inferred enticement of summaries between notifications
classified as enticing or neutral. Distributions of inferred enticement of summaries
were not similar for notifications with enticing and neutral titles. The enticement

The summaries of enticing titles did not exhibit the same trend of enticing

level of summaries extracted from enticing notifications (mean rank = 23771)

was statistically significantly higher than the enticement found in summaries

extracted from neutral notifications (mean rank = 14872), U = 214050316.5,
z = 77.092, p < .001. Thus illustrating that summarising the content of an

enticing notification would not be a perfect alternative to presenting the enticing
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Table 6.9 A sample of notification titles from topics generating largest proportion
of enticing notifications

Topic Title

Healthy | Should You Keep Taking Zantac for Your Heartburn?

Healthy | Can You Eat Orange Peels, and Should You?

Style | What should you do if your crush is dating someone else

Style | 9 eyeshadow brushes to give you the eye makeup look of your dreams

Parents | How do you tell your Mom you're dating someone

Parents | What You Should Do If Someone "Steals" Your Baby Name

Comedy | We tested CBD dog treats so your hound didn’t have to

Comedy | Before He Spammed You, this Sly Prince Stalked Your Mailbox

notification title. Although summarisation might not generate a fully neutral
notification title, it could still be of benefit in cases where notification titles were
found to be enticing. A sign test with continuity correction was conducted to
determine the effect of summarisation on the enticement level of notifications.
Of the 12,068 enticing notification in the Alert data set, the summarised text
elicited a decrease in the enticement of 8,132 notifications compared to 3,905
notifications which saw an increase in enticement. There was no difference found
in 31 notifications. Therefore, there was a statistically significant median decrease
(7%) in enticement level when summaries of enticing notifications were used as
opposed to their clickbait-like title, z = -38.519, p < .001. A potential solution
could subsequently involve classifying a notification as enticing or neutral and, in
cases where a notification’s text is found to be enticing, a summarised version of
its content could be presented in place of the enticing text title.

In addition to uncovering common phrases appearing in enticing notifications,
topics of the notification text were also used for identifying trends between enticing
and unenticing (neutral) notifications. Figure 6.13 illustrates the distribution
of enticement and sentiment across differing Alert notification topics. Healthy
liing, style, parents and comedy were among the top topics generating entic-
ing notifications. Topics which generated fewest enticing notifications included
worldpost, sports and science. Table 6.9 demonstrates a sample of enticing Alert
notifications from the topics in which enticement was highest. A Kruskal-Wallis
H test was run to determine if there were differences in enticement between the
33 topics extracted from the text fields of the Alert notification data set. Distri-

butions of enticement were not similar for all topics, as illustrated by the boxplot



6.4 Enticing vs Summarised Notification Text 195

Distribution of Enticement in Alert Titles across Top 15 Topics

]
0.8

08

04

Enticement

0.2

o L5

Distribution of Sentiment in Alert Titles across Top 15 Topics
1.00 L] L} L] [ ] L] L]

075
{

)
oso | ¥ | ;
025 T
000 E]E]I:":I%E:l__ = ‘L
025 | 4 ] T
! ‘
} .
+

*
L
!
¢
+

e

Sentiment

[ ]
] L]

- sem

4 +

§ & & S R
& F e o < & 4 & & P @0 & I
S E S I A

&

Topic

Fig. 6.13 Analysis of enticing notification text found in the Alert data set

in Figure 6.13. The distributions of enticement were statistically significantly
different between topics, x?(32) = 8139.750, p < .001. The sentiment across all
topics tended toward positive polarity, but for crime which, understandably, was
negatively oriented. Style, travel and parents had the most positive notification
titles. A Kruskal-Wallis H test was run to determine if there were differences in
sentiment polarity between the 33 topics. Distributions of sentiment were not
similar for all topics, as illustrated by the boxplot in Figure 6.13. The distributions
of sentiment were statistically significantly different between topics, x*(32) =

585.846, p < .001.

6.4.3 Influence of Enticing vs Summarised Notification Ti-
tles using Simulated Users

To ascertain the effects of enticing Alert notifications on user engagement, the
DQN agents trained in the previous section were used to simulate participant
CTRs of notification titles and summaries, respectively. The Alert notification

titles and summaries were converted to vectors using the pre-trained BERT-base
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model of the sentence-transformers library [RG19]. This pre-processing step was
identical to the one used during the training of the agents with the WeAreUs data.
The agents were then given each notification text type (title and summary) in turn
and tasked with predicting user actions (open or dismiss). Figure 6.14 illustrates
the CTR of each participant’s DQN agent when given only enticing notifications.
The median CTR for notifications when the agents were given notification text
summaries was 48%. In contrast, the median CTR was 57% when the agents were
given the notification titles. Therefore, summarising the content of notifications
and using the summaries as a feature for managing notifications could reduce the
influence of highly enticing notifications on both subscribers and agents trained
using their data, thus improving notification management and reinforcing healthier

engagement with notifications.

Title vs Summary CTR for Enticing Motifications

— Median Title CTR
—— Median Summary CTR
m Title

N Summary

CTR

Participant

Fig. 6.14 DQN notification CTRs for enticing titles and summarised enticing
notifications

6.5 Conditional Notification Text Generation

Chapter 4 demonstrated the use of a generative model for creating personalised
and persuasive push-notifications. The features generated included a context,
such as the day of week and time of day in which it was inferred a notification
would be positively received, as well as notification features which were inferred to
perform well in the chosen context. The generated notification features included
alert modalities such as vibration patterns and LED colours, as well as features
describing the content, such as category and topic. A limitation of the work

was the absence of actual notification text content. This section addresses this
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limitation by discussing the application of an additional generative model for
autonomous and conditional creation of notification text titles. The Language
Model (LM) chosen was used to generate enticing and neutral notification titles
of particular topics, similar to those found in the Alert data set, for the purpose

of again evaluating NMSs with respect to enticing text.

6.5.1 Language Model Background

Language modeling is the task of assigning a probability to sentences
i a language. Besides assigning a probability to each sequence of
words, the language models also assigns a probability for the likelihood

of a given word (or a sequence of words) to follow a sequence of

words. [Goll7|

The simplest form of LM learns the probability of individual words (unigram: N=1)
occurring while more complex models integrate larger sequences (bigrams: N=2
trigrams: N=3) or probabilistic context-free grammars [Sak97|. Once trained on a
corpus of text, a LM can be used to generate additional sequences of text, based
on the vocabulary of words found within the corpus and their relative likelihood of
occurring. Language models are also a key component of larger models applied to
standard NLP tasks, such as Question Answering, Summarisation, Topic Modeling,
Machine Translation and Fake News Detection, among others.

On February 14th 2019, the OpenAl group published their paper describing
their GPT-2 Language Model. GPT-2, at the time of release, was shown to
achieve "state of the art results on 7 out of 8 tested language modeling datasets in
a zero-shot setting" [Rad+|. Two main features of the model which contributed

to its superior performance was size and training data quality.

"GPT-2 is a large transformer-based language model with 1.5 billion
parameters, trained on a data set of 8 million web pages. GPT-2 is
trained with a simple objective: predict the next word, given all of the

previous words within some text." [Rad+20]

For the purposes of training GPT-2, a large corpus of text was scraped from the
web. Text quality was a priority, hence the scrape was limited to snippets of text
verified by humans in-the-wild, ascertained using Reddits karma mechanism. The
subsequent data set, WebText, contained 8 million documents and was 40GB in

size. Four GPT-2 models of increasing size were released, illustrated in Table 6.10.
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Table 6.10 The four released model sizes of GPT-2. Table source: [Rad+].

Parameters Layers dodel

117M 12 768

345M 24 1024

762M 36 1280

1542M 48 1600
Fine-tuning

[ENT] Can You Eat Orange Peels, and Should You? |

Alert [ENT] You Are Probably Overconfident. (If you Skip This, Doubly So.) |

Notifications

[NEN] Nadal survives Kyrgios test in Wimbledon thriller |

Generation

(=]

[NEN] Australian government calls for more support for refugees |

GPT-2

Fig. 6.15 Fine-tuning GPT-2 on Alert notifications

OpenAl decided to stage the release of the models due to ethical concerns over
the potential use of GPT-2 [Sol+19].

6.5.2 Language Model Implementation

The HuggingFace implementation of GPT-2 was used in this study for generating
notification titles [Wol+19]. The LM was fine-tuned on the Alert data set and
was used to generate enticing and neutral notification titles on request. The
smaller 12-layer 117M parameter model was configured and conditioned on the
enticement feature of the Alert data set by inserting an enticement token at the
beginning of each notification title. The token |[ENT| was used to distinguish
enticing notification titles and [NEN] for non-enticing (neutral) notifications. Once
fine-tuned, the LM was then seeded with the enticement token indicating whether
enticing or neutral notifications should be generated. Figure 6.15 illustrates the
process. Model parameter values for temperature and top k were set at 0.7 and
40 respectively as they were found to strike the best balance between diverse and

deterministic results.
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Table 6.11 Enticing and neutral notification title examples extracted from the
GPT-2 generated notification data set

Entice Title

Yes 17 Pictures That Will Make You Laugh Out Loud

Yes This Is What It’s Like To Be A Woman And A Dad

Yes 19 Reasons You’ll Love This Photo Of A Man In A Trousers

Yes Which "The Wire’ Character Should You Be Based On Your Personality

No UK must decide next step on Brexit, says France’s Europe minister
No French footballers lose to United in Euro 2016
No Russian hackers attack 'cyberbullying’ forum

No No. 2, Stanford, wins in NCAA Tournament

6.5.3 Enticing Notification Text Analysis

25,000 notification titles were generated by the fine-tuned GPT-2 Language
Model. The data set was comprised of 12,500 notification titles conditioned to be
enticing and 12,500 conditioned to be unenticing (neutral). Table 6.11 illustrates a
sample of enticing and neutral notifications generated by the LM. The enticement
classifier, created and discussed in Section 6.2.2, was used to additionally infer the
enticement of the generated GPT-2 notifications. This was done to evaluate the
conditional property of the LM and verify that enticing and neutral notifications
were generated correctly on request. Visual inspection of the distribution of
inferred enticement suggests that the LM was able to generate enticing and neutral
notifications distinctly, as demonstrated in Figure 6.16 where few notifications can
be found between both extremes. Furthermore, a Mann-Whitney U test was run
to determine if there were differences in inferred enticement between notifications
conditionally generated as neutral or enticing. Inferred enticement values for
notifications conditioned to be enticing (mean rank = 18473.49) were statistically
significantly higher than for notifications conditioned to be neutral (mean rank =
6329.56), U = 152787413, z = 133.381, p < .001.

Figure 6.17 illustrates the most frequent words found in notification titles
generated by GPT-2 which were conditioned to be neutral (left) and enticing
(right). Interestingly, the LM tended toward generating enticing titles which
involved questioning the notification reader. For example, phrases such as "Are
you" (N=1445), "Do you" (N=1062) and "Can you" (N=648) appear prominently.
Phrases associated with titles exploiting the curiosity gap were also discernible:
"How to" (N=489), "Need to" (N=400) and "What Happens" (N=394). The
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Distribution of Enticement in GPT2 Notification Titles
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Fig. 6.16 Inferred enticement distribution of enticing and neutral notifications
generated by GPT-2

neutral notification titles generated tended to be political in nature, which was
unsurprising as the Alert data set assigned low enticement values to titles with
topics of politics and worldpost. In particular, titles referencing "US" (N=2202),
"Russia" (N=1188) and "China" (N=517) were amongst the most prominent
neutral notification titles generated.

Figures 6.18a and 6.18b illustrate frequent trigrams present in the set of
notification titles conditioned to be neutral and enticing, respectively. "To meet
with", "New York City" and "court of appeals" were the most frequent trigrams
found in neutral titles while "and your favorite", "based on your" and "your
zodiac sign" were prominent in enticing titles. Other clickbait-like phrases, which

tend to exploit the curiosity gap, were also noticeable in enticing titles:

e Can You Guess The Best Movie FEver Made
o This Is What Happens When You Try To Break The Silence

e Which "Game of Thrones" Character Are You Based On Your Zodiac
Sign

e We Know What Your Favorite Thing To Do On Instagram Is

With regard to the most frequent topics appearing in neutral and enticing
notification titles generated by GPT-2, trends similar to those found in the Alert
data set, on which the model was trained, were identified. Figure 6.19 illustrates
the distribution of enticement across differing title topics in GPT-2 generated
notification titles. In particular, topics with higher enticement values in the Alert
data set, such as healthy living, style and parents, were extremely enticing in the

generated data set. Titles with topics such as politics and worldpost were created
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less enticing, which was also consistent with the Alert data set. Interestingly, the
titles with a science topic, which exhibited relatively low levels of enticement in
the Alert data set, were quite high in the generated data set. Further exploration
identified a large percentage (63%) of science titles referencing the bigram "zodiac

sign", which appeared frequently in enticing notifications under different phrasing:
e Which Character Are You Based On Your Zodiac Sign
e How Well Do You Know Your Zodiac Sign
e We Know Your Name Based On Your Zodiac Sign

Netural notification titles with a science topic were also generated, but were a

minority:
o A Russian satellite captures images of the Earth in its orbit
o A group of scientists proposes the use of a laser to study how the brain works
o A ’small and light’ asteroid slams into Earth

Thus the distribution of enticement values for the science topic in the generated
data set did not match the Alert data set on which the LM was trained. This
demonstrates that further work must ensue to ensure a balanced data set, with
respect to title topic, can be created created. A Kruskal-Wallis H test was run
to determine if there were differences in levels of enticement between the 30
notification title topics. Distributions of enticement were not similar for all topics,
as illustrated in Figure 6.19. The distributions of enticement were statistically
significantly different between topics, x?(29) = 16542.518, p < .001.

An analysis of sentiment polarity was also carried out on the GPT-2 generated
notification titles. Figure 6.20a illustrates that the notification titles generated
were positively oriented. In particular, enticing notifications were shifted slightly
more positive than notifications conditionally generated as neutral. Additionally,
Figure 6.20b illustrates the distribution of sentiment across titles of differing
topics. Consistent with the Alert data set, the GPT-2 generated title topics of
style, travel and entertainment had high positive sentiment, while topics worldpost
and crime had lower sentiment values. A Mann-Whitney U test was also run
to determine if there were differences in sentiment polarity of titles between
notifications conditionally generated as enticing or neutral. Distributions of
sentiment polarity for enticing and neutral notification titles were not similar, as

illustrated in Figure 6.20a. Title sentiment for enticing notifications (mean rank
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Fig. 6.19 Distribution of enticement over differing title topics generated by GPT-2

= 14155.90) were statistically significantly higher than neutral titles (mean rank
= 10693.59), U = 98817461.5, z = 39.715, p < .001. This illustrates the potential
value of the fine-tuned language model. If leveraged by notification authors
at times notification campaigns are developed, the LM could aid in creating
notification titles which deliberately do not over-entice subscribers. Alternatively,
the LM could also be used to conditionally create notification titles which actively
entice subscribers, assuming opening the notification would be of benefit to them,
such as in behaviour change interventions. Additionally, the scope to further
fine-tune the LM on notification text which the subscriber is most receptive to
or finds agreeable, e.g. colloquial language, could further improve the quality of

personalised notification messages.

6.5.4 Influence of Conditionally Generated Notification Ti-
tles on Simulated Users

Following Section 6.4.3 in which enticing and neutral Alert notification titles
were evaluated using simulated participants, this section discusses an identical
evaluation process but for the notification titles conditionally generated using the
GPT-2 Language Model, thus enabling comparisons to be drawn between both
notification text data sets. Once again the DQN agents were used as proxy for
simulating participant engagement actions. The GPT-2 notification titles were
converted to vector representations using the pre-trained BERT-base model of

the sentence-transformers library. The agents were given, in turn, notifications
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Fig. 6.20 Sentiment analysis of GPT-2 generated notification titles
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conditionally generated as enticing or neutral and tasked with predicting user
actions (open or dismiss). Figure 6.21 illustrates the CTR of each participant’s
DQN agent on enticing and neutral notifications, respectively. The median CTR
of conditionally generated enticing notification titles was 59.90%. In contrast, the

median CTR of conditionally generated neutral notification titles was 27.40%.

Enticing vs Neutral GPT2 Notification CTR per Participant Agent

— Median Enficing CTR.
—— Median Neufral CTR
mmm  Enticing Motifications
mm Neutral Notifications

CTR

p1 p2 p3 pd ps pé p7 po po pio pi1
Participant

Fig. 6.21 DQN notification CTRs for enticing and neutral GPT-2 generated
notification titles

6.6 Evaluation of Autonomous Notification Cura-
tion
In-the-wild

Chapter 3 introduced a study of web push-notifications in-the-wild. Phase 1 of the
Pushd study was designed to assess different methods of push-notification curation
and how it may influence subsequent subscriber engagement. The experiment
had a particular focus on examining the impact of enticing text and how it might
be autonomously mediated at the point of notification creation as opposed to
delivery when, for example, an agent (as described in the previous section) may
be tasked with identifying and removing overly-enticing notification content. This
is particularly relevant to the curation component of the ETHOS-Push framework
which strives to ensure notifications are created with empathy for the subscriber
i.e. in this case, not using clickbait-like language and attempting to entice clicks

for the sake of a higher Click-through Rate. This section discusses an evaluation
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Fig. 6.22 Phase 1 of the Pushd web push-notification study

of various methods related to autonomous creation and empathetic mediation of

web push-notifications in-the-wild.

6.6.1 Experiment Approach

During phase 1 of the Pushd study, participants were divided into three distinct

groups, each with its own method of curating push-notifications, with all other

variables, such as presentation format and delivery, fixed at control values to

ensure consistent evaluation of the notification source. The three curation methods

studied were:

o Alerts

The Google Alerts service, described in Section 6.4.1, was used as the bench-
mark control for this experiment. A number of categories were selected in
the Google Alert console for subscription and the subsequent notifications
generated by the service were recorded in real-time. Features such as entice-
ment, topic and sentiment were extracted from the title of the notification
and the source URL was the subsequent web page opened if a participant
of the study clicked the delivered notification. The steps of curation are

illustrated in Figure 6.23a.

GPT-2
The method of conditional notification text generation described in Sec-
tion 6.5 was implemented as the second method of notification curation. The

GPT-2 language model was trained using the set of notifications collected
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Fig. 6.23 Phase 1 of the Pushd web push-notification study

using the Google Alerts service and it was also conditioned on two features:
enticement and topic. The enticement feature was inferred using the classifier
introduced in Section 6.2.2. The purpose of this was to assess the competency
of the LM at creating notification text content, but also to evaluate whether,
by conditioning the LM, the influence of enticement could be controlled and
subsequent engagement throttled autonomously. The implementation of
this method also facilitated an evaluation of misleading notifications and
the impact they have on quality of experience. As no accompanying true
web page source was attached to the notifications generated by the language
model, a source was randomly assigned from the list of web pages presented
to participants during the pre-study questionnaire. The steps of curation

are illustrated in Figure 6.23c.

e Web Summary (WebSum)

The final alternate method of curation was a simple web crawler tasked
with extracting text from a predefined list of websites and summarizing
into a notification format for consumption. This method follows the hy-
pothesis, presented in section 6.4.3, that summarisation of the source may
help reduce levels of enticement and improve the quality of experience for
subscribers receiving push-notifications. The steps of curation are illustrated
in Figure 6.23b.
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6.6.2 Enticement and Impact on Engagement

A key reason for exploring methods of autonomous notification curation was
to explore the feasibility of suppressing enticing text before it was packaged as
a notification and pushed at subscribers. This section identifies how enticing
notifications influenced subscribers in-the-wild and how by controlling this feature,
engagement of subscribers could also be throttled on command. In addition,
methods of mediating or suppressing the influence of enticing text was also
explored as a key component of empathy within the ETHOS-Push framework.

There were 31, 30 and 25 participants in the Alert, GPT-2 and WebSum groups
respectively. 5,121 notifications were pushed during the experiment of which 1,778
(34.7%) were delivered to participants in the Alert group, 1,892 (36.9%) were
delivered to participants in the GPT-2 group and 1,451 (28.4%) were delivered to
participants in the WebSum group.

A Kruskal-Wallis H test was run to determine if there were differences in
levels of enticement between notifications curated by the GPT-2 method, in
which the langauge model was conditioned to generate enticing text, and the
WebSum and Alert groups. Distributions of enticement scores were not similar
for all groups. The distributions of enticement were statistically significantly
different between groups, x*(2) = 62.285,p =< .001. Pairwise comparisons
were performed using Dunn’s (1964) procedure with a Bonferroni correction for
multiple comparisons. Adjusted p-values are presented. Values are mean ranks
unless otherwise stated. This post hoc analysis revealed statistically significant
differences in enticement levels between: the Alert (mean rank = 1939.74) and
WebSum (mean rank = 2087.29) (p = .002) groups; the Alert and GPT-2 (mean
rank = 2322.98) (p =< .001) groups; and the Web and GPT-2 (p < .001) groups.
This demonstrates that the GPT-2 language model was successful in generating
enticing notification text on command as levels of enticement are significantly
higher than both the control (Alert notifications) and web summary groups.

Running the same analysis, but with notifications generated by GPT-2 condi-
tioned to be non-enticing, illustrates that the language model was also successful
at generating non-enticing or "neutral" notifications on command. The distri-
butions of enticement were statistically significantly different between groups,
x2(2) = 296.318,p =< .001. Pairwise comparisons were once again performed
using Dunn’s (1964) procedure with a Bonferroni correction for multiple com-
parisons. This post hoc analysis revealed statistically significant differences in
enticement levels between: the Alert (mean rank = 2237.87) and GPT-2 (mean
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rank = 1515.35) (p =< .001) groups; and the WebSum (mean rank = 2320.05)
and GPT-2 (p < .001) groups. In both instances the GPT-2 group notifications
had significantly lower levels of enticing text content.

Participants who correctly identified enticing text during the pre-study ques-
tionnaire were also tasked with annotating a number of notifications received as:
"enticing" or "neutral". A chi-square test for association was conducted between
the inferred and annotated enticement levels. All expected cell frequencies were
greater than five. There was a small, statistically significant association between
both enticement features, x*(1) = 7.19,p = .007, indicating that the inferred
enticement feature aligned with participant perceptions of enticing notifications
however, as it was a small effect, further work should be undertaken to improve
identification of enticement and, in particular, the underlying features of text
which may be indicative of enticement.

To determine the effect of enticing notifications on participants receiving push-
notifications from the Alert (control) group, an exact sign test was conducted.
The CTR of 18 participants in the Alert group was calculated for incoming
notifications classified as enticing and neutral. Of the 18 participants, 10 had
increased CTR when the notifications were annotated as enticing, 2 had a decrease
in CTR and 6 had no difference in CTR. There was a statistically significant
median increase in CTR (11.295%) when participants received notifications with
enticing text (33.33%) compared to notifications with neutral text (5%), p = .039.
This indicated that push-notifications containing clickbait-like enticing text were
influencing participant CTRs in the control group. As a potential method of
mediation, the push-notifications of the WebSum group contained autonomously
generated summaries of website text within the push-notification message, instead
of clickbait-like headlines, hoping to reduce the effect of enticement on CTRs of
subscribers. An exact sign test was conducted for assessment. The CTRs of 23
participants of the WebSum group were calculated for notification text classified
as enticing or neutral. Of the 23 participants, 16 had increased CTRs for enticing
notifications, 3 had decreased CTRs and 4 had no change in CTR. There was
a statistically significant median increase in CTR (16.67%) when participants
received notifications with enticing text (25%) compared to notifications with
neutral text (6.67%), p = .004. Although the median increase for the WebSum
group was higher than that of the control group, the median CTR for enticing
notifications was also much lower (25% compared to 33% in the control group),

suggesting that although enticing notifications were created and still influenced
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participant CTR in this group, it was at a lower threshold of enticement. This
correlates with the offline simulation results discussed in the Section 6.4.3.

This was further validated by comparing participant CTRs across all groups
for enticing notifications. A Kruskal-Wallis H test was run to determine if there
were differences in CTR due to enticing notifications pushed from the Alert,
GPT-2 and WebSum groups. The median CTR between groups was statistically
significantly different, y?(2) = 8.021, p = .018. Subsequently, pairwise comparisons
were performed using Dunn’s (1964) procedure with a Bonferroni correction for
multiple comparisons. This post-hoc analysis revealed a statistically significant
difference in median CTR between the GPT-2 (69.05%) and WebSum (25%)
(p = .042) groups but not quite (assuming a 95% confidence level) between the
GPT-2 and Alert (33.3%) (p = .052) groups or WebSum and Alert (p = 1.0)
groups, which will require further exploration.

Unsurprisingly, the competence at identifying enticing clickbait-like text within
notifications also influenced subsequent engagement when such notifications ap-
peared. A Mann-Whitney U test was run to determine if there were differences
in CTRs for enticing notifications between participants who correctly identified
enticing text in the pre-study questionnaire and those who did not. Distribu-
tions of CTRs for both groups were not similar. CTRs for participants who
did not correctly identify clickbait-like text (mean rank = 37.85) were statis-
tically significantly higher than for participants who did (mean rank = 23.52),
U = 6815,z = 2.922,p = .003. Thus illustrating how exploitative enticing
clickbait-like text can be for those who may not be digitally literate with respect
to clickbait, particularly paired with push-notifications. Again, further work
should be done to fully assess subscriber competency at detecting enticing text

within push-notifications.

6.6.3 Participant Assessment of Curation Methods

Participants were presented with a questionnaire for the purposes of assessing
the performance of each curation method in a number of areas. Participants
were asked submit scores rating how well their method of curation (i.e. the
notifications they received) performed in the following areas: diversity, informative

and credibility.
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Fig. 6.24 Likert scores (5-point scale) of participants measuring the diversity of
notifications from each curation method.

6.6.3.1 Diversity

This metric was to assess whether the range of topics and website sources pushed
remained consistent and to identify whether alternate methods adversely dupli-
cated notification content or overly favoured particular topics/sources (e.g. echo
chambers). Diversity of the notifications was scored by participants on a 5-point
Likert scale (1 = very indistinguishable; 5 = very diverse). Figure 6.24 illustrates
the average scores recorded for each curation method. All groups fell between
Neutral and Somewhat diverse on average. This demonstrates that the GPT-2
and WebSum methods were at least as competent as the control at generating
diverse web push-notifications, albeit with no statistically significant difference. A
Kruskal-Wallis H test was run to determine if there were differences in diversity
score between the three different curation methods: Alerts, GPT-2 and Web-
Sum. Median scores were not statistically significantly different between groups,
X%(2) = 3.539,p = .170.

6.6.3.2 Informative

This metric was to assess whether the GPT-2 and WebSum methods were as
informative as the control or if, in the conditioning and mediation of enticing
text, notifications became less informative. The level at which notifications were
informative was also scored on a 5-point Likert scale (1 = very uninformative, 5

= very informative). Figure 6.25 illustrates the scores recorded for each curation
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Fig. 6.25 Likert scores (5-point scale) of participants measuring the informativeness
of notifications from each curation method.

method. A Kruskal-Wallis H test was run to determine if there were differences
in diversity score between the three different curation methods: Alert, GPT-2
and WebSum. Distributions of scores were not similar for all groups. Informative
scores were statistically significantly different between the different notification
curation methods, x%(2) = 9.140, p = .010. Subsequently, pairwise comparisons
were performed using Dunn’s (1964) procedure with a Bonferroni correction for
multiple comparisons. This post-hoc analysis revealed statistically significant
differences in informative scores between the Alert (mean rank = 42.83) and
GPT-2 (mean rank = 27.38) (p = .026) methods, and WebSum (42.50) and
GPT-2 (p = .028) methods, but not between the Alert and WebSum methods.
Figure 6.25 illustrates that informative scores were similar for both Alert and
WebSum indicating little informative power was lost whilst mediating notification
enticement through summarisation. Again, further work should explore this point

attempt to validate with statistically significant results.

6.6.3.3 Credibility

The credibility scores were used to assess the credibility of text generated /summarised
by the GPT-2 and WebSum curation methods compared to the control (Alert)
method. The measurement for this score was taken from evaluations carried out
by Kreps and McCain [Sol+19; KMB20| when investigating the social risks and
benefits of the GPT-2 language model. The credibility index comprises the scaled
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Fig. 6.26 Credibility scores (1-10) of notifications from each curation method.

(between 1-10) sum of three distinct scores: accuracy, clarity and believability
(each score was measured on a scale of 1-4, 4 being the best rating e.g. most
accurate, clear or believable). Figure 6.26 illustrates the average scores recorded
per method. Based on the responses, the GPT-2 method was considered slightly
less credible than the Alert or WebSum methods, but still performed well over
the majority of participants signifying the competency of the language model
at generating realistic notification content. The WebSum method was just as,
if not more, credible than the Alert method in this study, demonstrating that
autonomous summarisation does not adversely reduce the credibility of notifi-
cations. A Kruskal-Wallis H test was run to determine if there were differences
in credibility score between the three different curation methods: Alert, GPT-2
and WebSum. Scores were not found to be statistically significantly different
between the methods, x?(2) = 3.475,p = .176. However, examining the individual
attributes of credibility, using a Kruskal-Wallis H test for each feature, revealed
that believability was statistically significantly different between curation methods
Y2(2) = 6.262, p = .044. Figure 6.27 illustrates that believablity for the GPT-2
method was poorer on average than WebSum or Alert methods. However, a
subsequent post-hoc analysis of pairwise comparisons using Dunn’s (1964) pro-
cedure with a Bonferroni correction did not reveal any statistically significant
differences between pairs. Nonetheless, this study showed that GPT-2 generated
notifications were significantly less believable than notifications curated by control

(Alert) and summarisation (WebSum) methods, and click-through rates for this
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Fig. 6.27 Believability scores (1-4) of notifications from each curation method.

method, when conditioned to be enticing, remained startlingly higher than both

alternate methods which did not fabricate content.

6.7 Limitations

A limitation of the work described in this chapter includes the granularity of noti-
fication text data available. The WeAreUs data set provided textual notification
content, however due to disclosure restrictions the quality of the text was greatly
reduced thus hindering the effectiveness of applying classification methods. The
Alert data set provided a much richer source of text content, however, this data
set did not include end-user notification engagement features indicating how a
person would react (open or dismiss) to a notification. Simulated users, in the

form of DQN agents, were instead used as proxy for evaluation purposes.

6.8 Summary

The goal of this chapter, motivated by RO2 for satisfying RQ1, was to explore the
prevalence of enticing text (exploiting the curiosity gap) in push-notifications and
its impact on notification engagement. Through an analysis of notification data
collected in-the-wild, the CTR was identified to be statistically significantly larger

for notifications with text classified as enticing than for those classified as not
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enticing. Additionally, text enticement was identified as an important feature when
predicting notification engagement actions. A summarisation method was proposed
and evaluated, in simulated and online environments, as a solution for reducing
the influence of enticing notification text on subscribers. Results, providing
empirical evidence for RQ4, showed that the CTR was reduced when enticing
notification text content was summarised. In addition, a Language Model for
conditional generation of enticing and neutral notification titles was implemented
and fine-tuned upon an existing notification data set. The subsequent evaluation
identified that notifications conditioned to be enticing or neutral did elicit accurate
enticement levels for their respective category. The generated notification text
titles were also used to demonstrate the influence of enticement on simulated users
and the potential use of a similar LM for notification creation was presented. The
influence of notifications generated by the LM was subsequently demonstrated
in-the-wild and evaluated with respect to its influence on engagement and user

experience metrics.






Chapter 7

Conclusions

Attention is a finite resource and is in growing demand as many of our daily tasks
and interactions shift from the physical to virtual world. The push-notification
is a prominent tool for capturing attention, therefore, as the number of digital
services clamouring for attention have increased, so too have the number of
interruptions caused by an unintelligent push. Marketing teams, tasked with
creating notification content, implement strategies of persuasion to entice positive
engagement to which subscribers of the technology are unaware, yet remain
regularly nudged to satisfy other agendas. The studies of push-notifications within
literature have observed how subscribers interact when interrupted and provide
data-driven approaches for managing notification delivery in order to provide a

more intelligent push experience.

This thesis contributes to the body of push-notification literature in the same
vein by proposing methods which instill empathy for the subscriber, such that:
(i) their data can be used minimally and sustainably; (ii) notification delivery
and methods of presentation are contextually adaptive; and (iii) overtly enticing
or persuasive elements of notifications are moderated and/or used to facilitate

explanation and subscriber scrutiny.

As such, this chapter presents a conclusion for this thesis by discussing the extent
to which:

e the Research Objectives, RO1-RO4, proposed in Chapter 1 were achieved

e the Research Questions, RQ1-RQ4, defined in Chapter 1 were satisfied
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e the limitations identified within literature, outlined in Chapter 2, were

addressed, thus advancing the state-of-the-art

7.1 Summary of Contributions

7.1.1 Research Question 1

How do subscribers act toward, perceive and become influenced by notifications
in-the-wild?
Through a rigorous analysis of literature pertaining to push-notifications, which
satisfied RO1, it was established notifications provide, through timely interven-
tions, unquestionable value, however it was also shown they also negatively impact
productivity and task completion. Their sudden absence evoke adverse feelings
of anxiety and fear suggesting an unhealthy dependence. External contextual
features of notifications, such as location and activity, have shown to be indicative
of subscriber receptivity, however the internal context, such as the notification
text and its propensity to be persuasive and enticing, and the transient contexts
in which notifications undergo interactions, have not yet been fully explored. Two
studies of push-notification engagement in-the-wild were introduced and discussed
in Chapter 3 to further investigate how subscribers interact with notifications,
perceive their behaviour and manage their relationship with their smartphone.

The contributions of the WeAreUs study, an observational study of Android
push-notifications in-the-wild, included identification of a number of significant
relationships between transient context features and notification engagement
behaviours, such as those between positive engagement, contact relationships and
varying environmental characteristics. The work also identified subscriber etiquette
with respect to their engagement with, and receptivity to, their smartphone and
showed how this changed across contexts. In addition, the work also explored
the relationship between goal-directed thinking and smartphone use, identifying
patterns of engagement and contexts in which it was strong or found to be lacking.
An important contribution of the work was the creation of an abstract text feature
which facilitated the gathering, and later use, of redacted notification text content
for identifying potentially enticing and persuasive push-notifications.

The Pushd study, which evaluated web push-notifications in-the-wild, con-

tributed to the state-of-the-art by providing an alternate perspective to notification
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management, that of the notification pusher, and investigated the performance of
applying empathy to the creation, delivery and presentation components of notifi-
cation orchestration, compared to standard, unintelligent push methods currently
in widespread use. The study identified the propensity of web users to subscribe to
web push-notifications and the preferred parameters of those subscriptions, such
as use of data and receptivity to topics and sources. Significantly, the study, whose
relevant sections are also discussed in Chapters 4, 5 and 6, show that participant
engagements are influenced by both enticing notification text and the contexts
in which notifications are delivered, as later defined by a novel application of

Cialidini’s principle’s with respect to push-notifications.

7.1.2 Research Question 2

Can a generative approach to push-notifications help facilitate intelligent notifica-
tion management?

The NMSs proposed in literature depend on a vast array of rich features pertaining
to: the content of the notification; the context in which it was delivered, seen or
acted on; and the behaviour of subscribers engaging with it and their device. The
data-driven approach exploits sensitive data of the subscriber, albeit to provide
them with a better, more intelligent notification experience. This thesis argues
that a truly empathetic notification service should rely on exploiting only the
minimal amount of data necessary from the subscriber to achieve performance
adequate to their needs. To support this ideal, and move the field toward a means
of achieving it, Chapter 4 discusses work satisfying RO3, in which a generative
approach was proposed for creating synthetic notification engagement data, sim-
ilar by association to the real seed data from which it was generated, but also
differentiable to support privacy and exploration. A comprehensive set of quality,
utility and privacy metrics were defined to evaluate the synthetic notifications
generated and offline evaluations suggested that synthetic notification engage-
ments facilitated a good alternative to constantly harvesting subscriber data,
which, as privacy regulations and consent requirements become more pervasive,
becomes less sustainable. The generative approach was also deployed in-the-wild,
contributing to RO4, which provided evidence of the utility of synthetic notifi-
cations in practice when applied to agents tasked with optimising the delivery
and presentation of web push-notifications. The synthetic data was also used to

seed an open-source, custom OpenAl gym environment, gym-push, which was
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created to facilitate comparative evaluation of User Models and was deployed to
the research community through the EvalUMAP workshop series [Con+19].

7.1.3 Research Question 3

Do persuasive principles applied to push-notifications enhance scrutability?

Few studies have provided subscribers with tools to better understand their
push-notification engagement behaviour. Mehrotra et al. in their seminal work
[MHM16a; MHM17| provided mobile users with a mechanism to view and control
rules which governed their incoming push-notifications, thus keeping the "human-
in-the-loop" and supporting explainable AI, which has become an important topic
of research since the widespread adoption and pervasiveness of Al technology.
To further address the absence of mechanisms by which subscribers can better
understand their engagement behaviour, and additionally, to provide a mechanism
which can enlighten subscribers as to how they may be persuaded or influenced
into certain actions, an approach of extracting scrutable persuasive principles
from push-notifications was defined and evaluated in Chapter 5. The work, which
contributed to satisfying RO4, highlighted that the novel application of persuasive
principles applied to push-notifications were indicative of future engagement
actions, thus aiding NMSs anticipating subscriber preferences, and were also easily
understandable. A tool to promote reflection of notification engagement, the
SCRUPLE, built upon the explanations provided by the persuasive features, was
deployed in-the-wild and shown to measurably reduce CTRs whilst empowering

subscribers to better understand push-notification behaviour.

7.1.4 Research Question 4

Can autonomous moderation, at the point of notification creation, reduce overtly
influential notifications?

Following evidence provided by RO2 for RQ1, it was concluded that enticing
notification text content influences the engagement actions of subscribers. Once
again, relatively few studies have investigated the persuasive influence of text
through notifications. Liu et al. showed in their recent paper how aggressive
notifications are widespread throughout app market verticals [Liu+19|, which
paired with findings from this work, indicates it is a feature of notifications which

needs to be tempered in order to facilitate an empathetic push experience for
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subscribers. To address this gap, a method of autonomous moderation through
summarisation was proposed and shown to reduce the extreme effects of enticing
notification text in both simulated and in-the-wild environments, contributing, in
part, to the fulfillment of RO4.

7.1.5 Public Resources

The following is a list of resource contributions, stemming from the work described
in this thesis, released publicly to the research community to aid future work,
foster collaboration and facilitate comparative evaluation. Unless otherwise stated,

the public resources can be found at: https://ethos-push.github.io/.

e Mobile push-notification data - a data set comprised of both mobile and
push-notification behaviours, created by the generative models described in

this work.

e Mobile push-notification generative models - the fully trained generative
models which can be used for creating new instances of mobile and push-

notification behaviour.

e Web push-notification data - a data set comprised of web push-notification
behaviour and user preferences, created by the generative models described

in this work.

e Web push-notification generative models - the fully trained generative models
which can be used for creating new instances of web push-notification

behaviour and user preferences.

e Gym-push - a custom OpenAl Gym environment for improved push-notification
management. This PyPI library includes synthetic notification data with
which to train, metrics with which to evaluate results and benchmarks
with which to compare performance with other researchers. The Gym-push

repository is located at: https://github.com /kieranfraser/gym-push

7.2 Discussion

The primary thesis of this work is that attributes describing notification engage-

ment behaviour, derived and generated using minimal/synthetic data, can be used
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to autonomously orchestrate the tasks of empathetic push-notification creation,
delivery and presentation whilst facilitating scrutability.

Borne from the evidence provided by RO1 and RO2, four requirements
(R1-R4) which align with this thesis were defined as key pillars of a novel ap-
proach toward implementing empathetic push-notifications, named ETHOS-Push
(EmpaTHetic Orchestration of Scrutable Push-notifications). Each requirement
focused on inserting empathetic intelligence at key moments of the push journey
from pusher to subscriber. The methods proposed to satisfy the requirements for
the ETHOS-Push approach were designed and evaluated throughout the work

completed in this thesis:

e R1: Notification content does not overtly entice engagement
Chapters 5 and 6 both evaluate the persuasive and enticing influence of push-
notifications on subscribers. Chapter 5 proposed an approach of mediating
its effect through increased awareness using the SCRUPLE tool. Chapter 6
proposed an approach of identifying and autonomously moderating enticing
text content. Both approaches were shown to reduce the impact of overtly

persuasive and enticing push-notifications on subscribers.

e R2: Past subscriber engagement data is used minimally to inform intelligent
systems
Chapter 4 evaluates features and algorithms used by intelligent agents to
manage push-notifications on behalf of subscribers. A generative approach
was proposed and evaluated as a means of decoupling the dependency of
intelligent agents on real notification engagement data. The approach was
shown to provide agents with quality data and offer a feasible alternative to

the use of real subscriber data.

e R3: Notification presentation is personalised and adaptive to varying con-
texts
Chapter 5 proposed a method of intelligently adapting notification presenta-
tion templates to the context of the notification content in order to once
again assuage persuasive strategies inherent in notification content. The
approach showed that intelligently summarised content showed promise with
respect to subscriber receptivity and in contexts in which privacy is a key

concern.

e R4: Notification influence is scrutable and understandable facilitating aware-

ness
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Chapter 5 implemented an approach of presenting explainable features to
subscribers to promote greater awareness of the persuasive elements of their
incoming notifications. The SCRUPLE tool was found to be both useful
and understandable to subscribers and had a measurable impact on their

engagement with push-notifications.

7.3 Future Directions

The work presented in this thesis provides a number of interesting avenues and
opportunity for future work. Due to the finite scope in which this work was
undertaken, further exploration and investigation was not possible. Therefore

they are listed here to potentially inform and direct future work in this area:

e Chapter 4 introduced a generative approach capable of producing notification
engagement data for subscribers. Yet to be investigated is the potential for
combining separate subscriber data sets, with differing weighted proportions,
in order to generate push engagement data for a melded persona. This could
also help focus exploration of the notification search space and improve the
generation of realistic notifications. Additionally, with respect to behaviour
intervention, the melded approach could be used to incrementally guide
subscribers exhibiting poor behaviour with notifications toward another

subscriber deemed to have a healthier relationship.

e Chapter 4 also touched on the creation of gym-push, a custom OpenAl gym
environment in which NMSs can train in standard environments, seeded by
the data created through the generative approach proposed in this thesis.
Further work could be done to provide additional environments to this gym
which support a wide range of notification, context and smartphone features
enabling NMSs to train and improve in offline environments and facilitate
comparative evaluation which would improve the progress of the field, both

in academia and the in the wider community of mobile computing.

e This thesis also discussed an approach toward using minimal data from sub-
scribers and Chapter 4 demonstrated the number of notifications necessary
to achieve adequate utility, quality and privacy scores for the generated data.
Missing from the discussion was the concept of a transient subscriber persona

and the subsequent impact it has on the generation of notification data. As



224 Conclusions

subscriber preferences fluctuate day-to-day, week-to-week and year-to-year,
how can the generative model adapt to these changes if it is to use minimal
data. For instance, a small seed of real data to train the generative model
might produce adequate notification quality for a week, but the subscriber’s
preferences might change to such a degree that the quality reduces after
that period. Therefore, how can we ensure the generative model changes
and grows in tandem with the subscriber, in such a way that also minimises

the exploitation of data.

e Chapter 5 introduced the SCRUPLE tool for promoting awareness of noti-
fication engagement data to evaluate its impact on engagement. The tool
was a basic representation of the persuasive principles, defined by Cialdini,
and applied to push-notifications. Future work should consider a much more
comprehensive scrutable mechanism with which to visualise, explain and
support subscribers managing their notifications and provide them with
intelligent tools which highlight potential dark interaction patterns applied

against them, such as the use of disinformation, clickbait and deep fakes.

e Future work should also consider the dissemination of push-notifications
in-the-wild. Push-notification systems are becoming increasingly automated.
An interaction by a single person on a social media site might cause hundreds
or thousands of push-notifications to be sent to users subscribed to the person
interacting, the topic of interaction or simple due to being a member of
the social media site. Interestingly, the person causing this massive push
of notifications is mostly unaware of the disruption they may have caused
others due to their interaction. Is it their fault? Should they feel responsible
for the interruptions they inadvertently caused? We each have a carbon
footprint which describes the total amount of greenhouse gas emissions
caused by our actions. A push or interruption footprint could describe our
push-notification emissions and the disruptions they have caused, which
could create awareness and cultivate a culture of acting with increased

empathy on digital platforms.

7.4 Coding Effort

The algorithms, apps and analyses described in this Thesis, unless otherwise

explicitly stated, were coded and implemented solely by the candidate of this
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thesis for the purpose of exploring the empathetic orchestration of scrutable
push-notifications. Where applicable, the code has been uploaded to GitHub at
https://github.com/ethos-push /thesis-resources for reference. The coding

effort included:

e A Java program implementing a Mamdami Fuzzy Logic Controller and

Particle Swarm Optimisation for transparent push-notification management

e An Android app (WeAreUs) implementing the Experience Sampling Method
and background sensing for unobtrusive observation of mobile and push-

notification behaviour

e A Java App, hosted on Heroku, implemented using the Spring Framework,
and used to provide authentication, encryption and Natural Language

Processing to the WeAreUs app

e A number of python scripts for cleaning and preparing push-notification
features for Machine Learning (e.g. extracting NLP features from text,

converting notification objects to vector representations)

e A number of modeling scripts implementing, evaluating and visualising ML

algorithms applied to managing and generating push-notifications

e A custom OpenAl gym environment (Gym-push), implemented in Python
and released on PyPI, for training intelligent agents to recommend optimal

push-notification features for end-users

e A Progressive Web App (PWA), implementing web push-notifications and

including service workers for tracking web push-notification behaviour

e A Flask REST API, hosted on Heroku, and used by the PWA for authenti-
cation and encryption. It was also used for logging notification behaviour
and facilitating shared resources between the PWA and the back-end server

hosting intelligent models.

e A Flask REST API, hosted on Microsoft Azure, which facilitated training of
intelligent models for later inference when creating, scheduling and presenting

personalised web push-notifications.

e A number of Batch jobs, hosted on Heroku, implemented in Python which

handled the pushing of notifications to end-user devices, crawling websites
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for new push content, subscribing to Google Alert RSS feeds and launching

new training jobs via the back-end server hosted on Azure.

7.5 Final Remarks

It is hoped, by the author of this thesis, that future methods of push-notification
orchestration, deployed in-the-wild, will adopt an approach which is empathetic
toward push subscribers, such as that expressed by ETHOS-Push, and facilitates
healthier communication channels between those pushing and those receiving

notifications.

It is also hoped that the synthetic data generated as part of this work, and
method of generation, further supports advances within the field of Notification
Management by encouraging collaboration through freely sharing notification
engagement data and facilitates comparative evaluation within the NM research

community.
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Appendix A

Preliminary: Exploring Open Data
for Optimal Push

A.1 Overview

Manually managing the vast number of notifications pushed through mobile devices
can be challenging, particularly as the number of connected devices and apps with
push capabilities continues to grow [PCD14|. As a solution to stem the constant
inundation, research has explored autonomous management of incoming push-
notifications [Meh+15b; KS; Oko+15; Qin+14; HI05|. A Notification Management
System (NMS) uses data to decide optimal parameters for how and when a
notification will be received by a subscriber. To achieve this, explicit data
contained within the notification, and contextual features describing a subscriber’s
immediate environment, are both desirable, and arguably necessary, data points
for aiding a NMS in accurately inferring a subscriber’s preferred delivery time.
However, as both notification and context features tend to contain sensitive data,
such as Personally Identifiable Information (PII), it can be difficult to acquire
these data points. This creates two major barriers for improving the experience of
push-notifications. The first can be found in research. Data which contains explicit
notification and context information is rarely shared due to ethical, privacy and
consent constraints. This poses a problem for prospective research in this domain
as mobile development and participant recruitment are then necessary to obtain

data before new NMSs can be trained and evaluated. Evidence of this can be found
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in the many studies on push-notifications which first include the development
of a mobile app for capturing notification and context features, many of which
overlap with other studies [Meh-+15b; PM14; HI05; HKA04; FGB11; Meh+16].
The second barrier to improved experiences of push-notifications is the availability
of data which can be used for autonomously managing notifications. This barrier
is relevant to applied NMSs where subscribers may not grant, or subsequently
withdraw, consent to track granular notification or context behaviours, reducing
the amount of rich data available for identifying trends and training effective
NMSs. This problem is not unique to notification management however, as many
domains are confronted with sparse data and cold start problems. The ability to
adapt on-the-fly to different levels of data availability, or privacy settings, is new
and now necessary for NMSs as subscribers are given greater control over their
data and how it is used by machines.

To address the first barrier outlined above, a number of open smartphone
usage data sets were evaluated with respect to their applicability and usefulness
for notification engagement research. Of the data sets explored, one was chosen
for creating a synthetic mobile notification data set for the purpose of improving
an existing NMS. The process of creation was used as an opportunity to identify
applicable features for effective notification engagement as well as identify methods
for abstracting sensitive notification and context information. With respect to
the second barrier, a method of augmentation was used to scale the synthetic
data set to provide NMSs with greater amounts of data with which to train. The
synthetic data set was evaluated using an existing NMS and a notification data
set previously collected in-the-wild.

The key contributions of this work are:

1. An analysis of existing open data applicable to notification engagement

2. A process of constructing and scaling a notification data set using open data
3. A method of optimising a NMS using abstract, synthetic, notification data

4. Comparative evaluation between a fixed rule NMS and a NMS trained using

synthetic data
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A.2 Open-source Notifications

This section discusses the challenges of data availability and comparative evaluation
in the notification engagement domain and explores current features used in SOTA
studies as well as applicable open data sets.

Previous research in the domain of personalized notification management has
utilized both incoming notification content and user context to infer preferred
delivery times [Meh+15b; KS; Oko+15; Qin+14; HI05|. Rich data sets, describing
real-world trends of notification engagement behaviours, were a vital component
for enabling the training and evaluation of these systems. However, few open data
sets exist which contain explicit notification content, user context at moments of
interest and qualitative or quantitative user feedback on preferential notification
delivery. This creates an initial barrier to entry for researchers wishing to develop
and evaluate a new NMS algorithm and subsequently means allocating time to
develop a notification logging app for collecting notification and context attributes
in-the-wild [Meh+15b; PM14; HI05; HKA04; FGB11; Meh+16|.

Time is also devoted to acquiring participants and encouraging engagements
over prolonged periods of time, which is difficult to achieve at scale without
significant resources or industry partnerships. In addition, due to the ethical
implications of collecting sensitive information contained within participant noti-
fications, the use and subsequent sharing of data is constrained. Therefore, the
existing evaluations of NMSs occur in segmented partitions defined by individual
study conditions. For example, definitions of when a notification is seen and how
it is engaged with have varying interpretations and the set of features, collection
methods and sampling strategies used differ from study to study. Therefore, the
conclusions drawn of NMSs are applicable only to narrow subsets of the popula-
tion. Comparative evaluations of NMSs would require a large-scale open data set
accompanied by a standard set of engagement metrics with which performance
could be evaluated and compared to benchmark methods. This has been achieved
in Computer Vision, Natural Language Processing and Information Retrieval
domains in which standard tasks are well defined and benchmark data sets freely
available. As a first step toward contributing to a notification engagement bench-
mark data set, a set of standard features, already in use across existing notification
engagement studies, had to be identified.

Through an analysis carried out on a number of state-of-the-art studies (see
Tables 2.4, 2.5, 2.6), a set of common and most frequently used features pertaining

to smartphone usage and notification engagement was created. The majority
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contained features which overlapped with other studies, however, there was no
discernible consensus on a best practice for collecting the most common features.
Tables 2.4, 2.6 and 2.5 illustrate the consolidated features prevalent in notification
engagement studies. [Meh+15b; Meh+16; Lat+13a; WSB13; PM14; Ter07].

In addition to identifying a standard set of notification engagement features,
a brief analysis of some existing open data sets, or sources of data, pertaining
to smartphone usage was also carried out for the purpose of identifying suitable,
freely available data which could be used to improve, and comparatively assess, a
NMS without requiring costly app development and participant acquisition. The

sources analysed (ca. September 2016) were as follows:

A.2.0.1 Nodobo

[BMI11] This data set was comprised of smartphone usage data collected in
2010/11 by the University of Strathclyde. The features included were calls (13035
records), messages (83542 records), presence (5292103 records), Wifi and cell
towers. All data points were anonymised. The data set was freely available for use
with the requirement that researchers cite the relevant publication of the Nodobo

authors. The data set was available for downloaded in the form of multiple CSV

files.

A.2.0.2 Worldwide Mobile App User Behavior

[Lim+15] This was a worldwide survey of mobile app user behavior encompassing 15
countries and 10,000 participants in 2012. Survey questions included demographics,
age, education level, personality (Big-Five), app usage, triggers for downloading
apps and reasons for disengaging with them. This data set was also freely available
on condition of citing the relevant publication of the authors if used. The data

was available for downloaded in the form of an Excel file.

A.2.0.3 Device Analyzer

[WRB14| This was a growing data set harvested through an Android app which
logged statistics of ongoing smartphone usage in the background. It was developed
at the University of Cambridge and had 31,031 contributors with over 100 billion
records of smartphone usage from over 17,000 devices around the world. The

smartphone usage data collected included events such as device charging, picture
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taken or sensor values. The data set was freely available to academic researchers

and was obtained via email, once a brief description of use was given.

A.2.0.4 CrowdSignals.io

[Crol7] CrowdSignals was a community which aimed to generate ongoing labeled
smartphone and sensor data. The data could be freely used for research purposes
12-18 months after collection, before which it was only accessible if a fee was paid.
The data sets advertised included features such as geo-location, communications,
user interactions, social connections, user-provided ground-truth labels and survey
feedback. At the point of this analysis, there were only sample data sets available

as ongoing data collection periods had yet to take place.

A.2.0.5 Mobile Data Challenge (MDC)

[Kiu+| This was a data collection campaign run by Idiap and NRC-Lausanne
from 2009 to 2011 whereby 200 participants had their mobile device behavior
and social network details collected. The data set was restricted to non-profit
organizations and required a process of establishing a site manager to act as a
legal representative for an eligible institution before the data was passed on. The
data was also considered accessible only to permitted staff within the eligible

mstitution.

A.2.0.6 Friends & Family (F&F)

[Aha+11] This was an experiment studying how people make decisions in varying
social situations with a goal of identifying methods for improved decision making.
The data set included over 130 participants. It was run in 2010/11 and included
features such as call/SMS logs, apps installed, relationships, activities, events,
mood, personality (Big-Five) and others. The data was collected in-the-wild
via an Android app by the MIT Human Dynamics Lab and was freely available
with the condition that relevant publications by the authors were cited, the data
was not redistributed to others and re-identification of the participants was not
attempted. The data set was available for download as a set of CSV files.

The Friends & Family (F&F) dataset [Aha+11] was collected for a mobile-
phone-based social and behavioral study undertaken by the MIT Media Lab.

The data was collected in 2011 within a residential community with ties to a
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Table A.1 Features recorded in the Friends & Family data set

Collection Category Description

Bluetooth Scan of devices in proximity
Call Log Incoming and outgoing calls
SMS Log Incoming and outgoing messages
Location Affine-transformed coordinates (every 30 mins)

Sensor Apps State of apps installed on device (every 3 hours)
Running Apps Name of apps running (every 30 seconds)
Acceleration Accelerometer readings
Battery Charge level, connection type, health, temperature
Monthly Personality, demographics, dynamic social network
Survey Weekly Sleep quality, dynamic social network

Social Network Couples and friendship surveys
FunFit Daily activity stats, weight report, buddy network

nearby university. The data was used to investigate social involvements in decision
making processes and to explore how those decisions could be improved. The
data was collected in-the-wild through the Android mobile phone devices of the
participants. The data includes quantitative sensory data such as accelerometer
readings and proximity networks, as well as qualitative data in the form of weekly

and monthly surveys.

A.2.0.7 Additional Update

[WVH19; KFG18; Kom+19; Piel9] Since this preliminary study into available
notification engagement data sets was completed (Dec 2016), there has been an
effort by prominent researchers in the field to release ESM and mobile sensory
data, including notification data (albeit, not to the extent of full granularity)
within the community, in addition to open-source tools empowering researchers to

conduct their own studies.

A.3 Synthetic & Augmented Notifications

This section details the process used for manipulating open-source smartphone data
into a form consistent with notification engagement behaviour such that it could

be used for improved training of an existing NMS. The process is documented to
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enable other researchers recreate the same freely available notification engagement
data set.

A.3.1 Challenge

As discussed in the previous sections, the availability of open-source notification
data sets is negligible. The majority of data sets collected are fit-for-purpose
and can’t be freely shared by researchers for ethical reasons. The lack of data
available makes it difficult to train a NMS without first developing software to
capture both notification and context data. As well as the added time it takes to
develop the mechanism to capture the necessary notification features, the process
also requires finding a group of participants willing to have their notifications
monitored on an ongoing basis. Paired with this are multiple ethical concerns.
For instance, a participant may be willing to share their explicit notification data
with researchers for the purposes of a smartphone usage study, but they are not
the sole contributors to these notifications. The profile of the notification sender
is also captured in this process. Subsequently, this raises the following question:
should consent also be sought from the contacts of participants, as they are just
as much owners of the notifications sent and received as the participants who have
granted consent? Do the participants, ethically, have the power to grant consent
over data which is not solely theirs? These questions make it difficult to acquire
open source, granular, notification data sets which accurately model real-world

engagements.

A.3.2 Proposed Solution

An augmented, or synthetic, data set is proposed as a possible solution to the
challenges outlined. If the underlying real-world behaviours and scenarios of
notification engagements could be effectively mapped to a synthetic data set,
ethical constraints governing the use of real-world data sets could be circumnav-
igated and freely available notification engagement data sets could be shared
for improving and evaluating NMSs. For the purposes of this work, an existing
NMS, named NAbs [FYC16|, was chosen as a tool for evaluating the utility of
a created synthetic data set. This dictated the features chosen for the synthetic
data set, illustrated in Table A.2. The sender, app, title and content features were

collected from notifications delivered to two participants over a period of 68 days.



256 Preliminary: Exploring Open Data for Optimal Push

Table A.2 Features used for design and evaluation of existing NMS

Feature Description

sender The relationship type between receiver and sender
senderRank The importance rank given to this relationship by the receiver
app The app through which the notification was delivered
appRank The importance rank given to this app by the receiver
title The topic extracted from the title of the notification
titleRank The importance rank given to the title topic by the receiver
content The topic extracted from the content of the notification
contentRank The importance rank given to the content topic by the receiver

The sensitive notification features were uplifted to abstract terms to preserve the
privacy of the participants. For example, the name of the sender was replaced by
a term categorising the relationship between the sender and the receiver, such as
family, friend or colleague. The title and content values were uplifted to topics
representing the subject of the combined text. Additionally, the participants also
ranked the fixed terms which were used for uplift. For example, the importance
of sender, app and content were scored on a scale of 1 to 10. Using a combination
of these features, the NAbs NMS identified opportune moments for delivery.
None of the open-source data sets discussed in the previous section contained
notification engagement data and none were found referenced in literature at the
point of analysis. Therefore, regardless of the smartphone data chosen, some
assumptions would have to be made for creating notification engagements. The
source chosen for creating synthetic notifications was the Friends & Family (F&F)
data set. The F&F data included call and SMS logs, which could be interpreted as
incoming notifications. The data set was also comprised of app usage behaviour,
contextual data (such as calendar events), responses to mood questionnaires,
personality types and perceptions of relationship. No other data set gave such a
granular and holistic view of participants with reference to their smartphone. The
data provided also aligned well with the existing NMS, NAbs. The limitation of
the data, and all open-source data sets assessed, was the absence of an engagement
action, such as opening or dismissing a notification. While the F&F data set
provided call and SMS events at differing times and days of week, it did not
provide the action taken once delivered. An alternative solution was therefore
applied and will be detailed in Section A.4.1. Table A.1 lists the data recorded
in the F&F data set. Table A.3 further illustrates the features chosen from the
F&F data set which were used for inferring notification features applicable to the

NAbs NMS. The inference process is detailed in the following section.
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Table A.3 F&F data features used for creating NMS compatible features

F&F Data NMS Data

Apps installed Notification app

Call log Notification date/time
SMS log Notification date/time
Couples & Friendship Sender rank

Monthly, weekly, Subject, Sender, App,
daily surveys App rank, Context activity

A.3.3 Engineering Notification Features

As the F&F data set did not contain all the necessary notification features required
for the NAbs NMS, some assumptions and inferences were necessary to build a
synthetic data set. This section details the assumptions made and methods of

inference.

A.3.3.1 Notification Date & Time

The time and date of incoming calls and SMS messages were logged during the
F&F study. As SMS messages and calls create notifications on a device, it could be
naturally inferred that these times were also consistent with incoming notifications.
Unfortunately, other types of notification, such as updates from installed apps,
were not recorded. Figures A.la and A.1b illustrate the incoming notifications
and calls for participants through the whole study period and for a single month,
respectively. On average, ~ 40 notifications were delivered per day, interrupting
participants as they went about their daily activities. The majority of notifications
were delivered during the afternoon and evening, illustrated in Figure A.1d. There
was little discrepancy between days of the week. The proportion of notifications
delivered on Fridays were marginally larger than other days and Sunday had the

smallest proportion of notification deliveries, illustrated in Figure A.lc.

A.3.3.2 Notification Sender & Ranking

The call and SMS data of the F&F data set also included anonymised participant
ids for the sender as well as the recipient. The NAbs NMS required a notification
to have a sender and for the notification recipient to have a relationship ranking

for that sender. Using the provided ids, the relationship between the receiver
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Fig. A.1 Timings of notification delivery in the synthetic data set drawn from
real-world events

and sender of the notification could be found using the responses to the Couples
or Friendship surveys included in the F&F data set. The Friendship data was
comprised of relationship ratings given by each participant to other participants.
The Couples data was comprised of a mapping of one participant id to another
to signify a couple. Therefore, the assumptions made for inferring the sender

importance ranking were as follows:

e If a sender could not be found in the Friendship or Couple survey responses,
the sender was categorised as a stranger and was assigned an importance

ranking of 0.

e If a sender was found in any Friendship responses and had a ranking greater
than 0, the sender was classified randomly as either a colleague or a friend.
This was done simply to add context to the notification and aid in inferring
the subject (discussed next). Interestingly, some participants gave differing
rankings to the same sender at different times of the study, suggesting the
relationship importance varied over time, place or activity. This insight
inspired further experimentation, as detailed in Section 3.2.5.1 of Chapter 3.
For the purposes of this work, the most recent previous ranking given to

the sender was used.
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Fig. A.2 Frequency of differing subject and sender types present in synthetic
notifications

e If a sender could be found in a Couples survey response then the sender was

classified as family and the importance ranking was set at 10.

Figure A .2a illustrates the diversity of sender types in the subsequent synthetic data
set created. The family sender type was found to dominate in most cases, although
a few edge cases emerged such as a participant only receiving communication from
work colleagues (pl1) or friends (p7). A number of participants also displayed
balanced communication proportions between family, friends and colleagues (p6
and pl17). This diversity is positive as it enables NMSs be evaluated under different

scenarios and for different user profiles.

A.3.3.3 Notification Subject & Ranking

It was also necessary for each notification to have a subject and an associated
ranking of importance for that subject, assigned by the participant. As no
information on the subject was recorded in the Call Log or SMS Log datasets,
the subject had to be inferred through other means. A fixed set of subjects were
therefore assumed and the sender of the notification was used to infer which
subject of the set was chosen. The subject set was comprised of {family, work,
social, interest}. This set of abstract subjects was used by the NAbs NMS and
also aligned with the type of sender relationships found in the F&F survey data.

The assumptions for subject were as follows:
o If the sender of the notification was a family member, the subject was family.
e If the sender of the notification was a colleague, the subject was work.
e If the sender of the notification was a friend, the subject was social.

o If the sender of the notification was a stranger, the subject was interest.
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Table A.4 Mapping of app categories to notification subjects.

App Category Subjects

Games Family, Interest

Lifestyle Family, Interest

Shopping Family, Interest
Communication Family, Interest, Social, Work
Entertainment Interest, Social

Phone Personalization Interest

Productivity Work

Social Social

Other Interest

These assumptions were quite restrictive as, in a real-world scenario, a family
member might also send a notification with a subject categorised as social or work.
It must also be noted that the subject ranking was not derived from the F&F data
set. The subject ranking was instead used as a dynamic value which could be
tuned depending on the type of participant wishing to be modeled. For instance,
the NMS could be evaluated on career driven user profiles by adjusting the subject
ranking for work higher than the subject ranking for social. Figure A.2b illustrates
the frequency of notification subject types for participants. Naturally, as the
majority of notifications were sent by a family member and due to the assumptions
outlined above, family was also the dominant subject within notifications delivered.
However, interesting scenarios also occur whereby the only subject received by

some participants was social (p7) or work (pll).

A.3.3.4 Notification Application & Ranking

The NAbs NMS required a notification to have an associated app through which
it was delivered and to have that app assigned an importance value provided by
the participant. In this case, the app for a particular notification was chosen
based on the inferred subject of the notification. A manual mapping of subject to
app category, illustrated in Table A.4, was assumed and used to infer which app
category was chosen for a given notification. Once the app category was chosen,
participant apps were retrieved from the apps and survey responses recorded in
the F&F data set. An app for the notification was then chosen from the set of apps
which matched the category. The user ranking of importance was inferred using

the Survey data which asked participants to rank their most used and favorite apps.
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Fig. A.3 Frequency of differing apps present in synthetic notifications and differing
event types occurring per participant

Figure A.3a illustrates the diversity of app categories through which notifications
were delivered during the study. Many participants received notifications from a
number of differing categories, however there were some cases in which participants
received notifications from one category alone (e.g. pll, Communication), thus

providing interesting scenarios on which to train and evaluate a NMS.

A.3.3.5 User Events/Activities

The NAbs NMS also required contextual data for making notification delivery
inferences. There was no explicit information regarding a participant’s current
activity at moments of incoming calls or SMS messages in the F&F data set hence,
a number of assumptions were made regarding participant activities. The survey
responses gathered information regarding events and activities that a participant
participated in during the weeks of the study. For example, it recorded visits to the
cinema, restaurants and nights in front of the TV. It also recorded which groups
of people the activity or event was associated with. For example, participants
specified whether events were attended by family members, colleagues, friends or
whether they were alone. The responses were used to create a sparse calendar for
participants. Figure A.3b illustrates the frequency of event types per participant
throughout the study period. Additional, predictable events were also created
to fill out participant calendars based on their profile, such as work, lectures or

lunch. The event assumptions were as follows:

e Participants were given work activities from 9am to 5pm each weekday with

a break of 1 hour for lunch at 12pm.

e For events found in the Survey responses, the day of the week was chosen
randomly and the time and duration were chosen based on the type of event,
illustrated in Table A.5.
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Table A.5 Mapping of event types to assumed relevant times.

Event Type Time
Most look forward to 5pm - 8pm
Most enjoyed Spm - 7Tpm
Cinema 8pm-9pm
Movie 9pm-10pm
TV dSpm-8pm
Restaurant Tpm-9pm

The synthetic data set was modeled using real-world behavioral data found in
the F&F data set, albeit with limiting assumptions. However, the assumptions
and limitations provided a mechanism for controlling the type of data set, and
underlying participant profiles, generated, such that differing scenarios could
be created and used for evaluating the NMSs under different conditions and
participant profiles. For example, the frequency of events could be increased or
decreased to model participants who had dense or sparse schedules. Notification
frequency could be increased or notification subject values switched, depending
on the personality type of participants wishing to be modeled. This synthetic
data set was purposely built to match a data set which could be used by an
existing NMS, however, many more inferences could have been made to generate
a richer data set. For example, personality traits, bluetooth proximity, location
and accelerometer data were all recorded in the F&F study, but were out of scope
for the creation of this synthetic data set. The task of creating the synthetic
data set unearthed possible features which could prove important for future work,
such as the dynamic sender relationship. The final data set was comprised of 32
participants, 11,395 notifications and 3,148 calendar events.

A web app, illustrated in Figure A.4, was created for exploring the newly
created synthetic notification data set. A mnovel user interface, including an

interactive chat bot, was later added for visualising, controlling and understanding
the inferences made by the NAbs NMS.
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A.4 Evaluating a Notification Management Sys-
tem

The purpose of the work was to identify a set of common features for NMSs, create
a synthetic notification data set using open data and use the newly generated data
to improve and evaluate an existing NMS. The previous sections have discussed
relevant notification engagement features and the steps for generating a synthetic
notification data set using open data. This section explores the functionality of
the NAbs NMS, the process of optimising inference using synthetic data and the
subsequent evaluation results afforded by the synthetic notification engagements

created.

A.4.1 NAbs Notification Management System

The design of the NAbs NMS was motivated by a number of gaps identified in
notification management literature: trust, transparency and control. At the time,
few NMSs took into account a notification recipient’s trust of autonomous systems.
For the NMS to be of use in the real world, the recipient had to relinquish
control over what notifications they would and would not see. Research has
shown that a portion of the population are wary of relinquishing power to a NMS
and prefer transparency paired with some level of personal input to the decision
making process with regard their notifications [SG16|. Moreover, "black-box"
predictions provided by Al systems have been a focal point of discussion in the
research community in recent years [AB18|, as issues, such as gender or racial bias
[Chal6; Tan+ 18| for example, have surfaced in systems which are incapable of
explaining their decision process. Mehrotra et al. were some of the first to address
transparency and intelligent control of notification engagements [MHM16a)].

The NAbs NMS applied Fuzzy Logic [Zad83| as a solution for notification
management in the form of a Fuzzy Inference System (FIS), made up of two key
components: Fuzzy Membership Functions and a Fuzzy Knowledge Base. The
Fuzzy Knowledge Base (FKB) contained heuristic rules governing notification
delivery decisions and provided insight into the decisions made by the NMS
which could subsequently be presented to end-users to improve transparency and

explainability. An example of the rules contained within the FKB were as follows:

o If SenderInput is NIP and SubjectInput is NIP and AppInput is NIP then
AlertOutput is MUCHLATER.
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Fig. A.5 Fuzzy membership function inferring importance of the relationship
between notification recipient and sender

o If SenderInput is IMPORTANT and SubjectInput is IMPORTANT and
AppInput is NIP then AlertOutput is VERYSOON.

The values NIP (not important), and IMPORTANT, were inferred using the
rankings given by participants for particular apps, subjects and sender relationships.
The rankings were used as input to Fuzzy Membership Functions (FMF) whose role
was to indicate if an app, subject or sender were relevant in a given context, using
contextual data such as events logged in participant calendars. Depending on the
parameters set for the FMF, values such as: Not Important (NIP), Important or
Very Important (VIP) were inferred for notifications in a given context. Figure A.5
illustrates a simple membership function for sender importance. As participants
applied their own rankings, they had some input and control over the NMS’s
notification delivery decisions.

The two key components of the FIS used by NAbs for inferring optimal
moments of notification delivery were created with fixed parameters. For example,
the lower and upper limits (e.g. pl and p4 in Figure A.5) of the FMFs remained
fixed across all situations and participants. Additionally, the set of heuristic rules
found in the FKB also remained unchanged. This was identified as a limitation of
the work as the FIS did not adapt to any dynamic conditions. The synthetic data
set was therefore used to optimise the parameters of these two components.

As previously mentioned, the synthetic data set was limited by the absence
of a preferred delivery time or ground truth action (open/dismiss) taken on a
notification by a participant after delivery. As this feature was unavailable to the
synthetic data set, an alternative approach was taken toward managing notification
delivery. NAbs would be optimised to favour quicker delivery of work related
notifications during working hours and would favour deferring the delivery of social

notifications until the working day ended, with a goal of reinforcing better work-life
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Fig. A.6 Preferred delivery distribution of work and social notifications during
working hours (assumed 9am to 5pm)

balance with respect to notification engagement. The preferred distribution of
notifications delivered during working hours for notifications with a work topic is
illustrated in Figure A.6a and the distribution for social notifications delivered
during those same hours is illustrated in Figure A.6b. The NMS would continue
delivering notifications at contextual moments during these times, however, the
majority of work notifications would be delivered during working hours and social
notifications delivered during social hours. Whilst the parameters were optimised
to reflect this behaviour, as the participants had input to the FIS, in the form
of their importance rankings, any notifications with higher levels of importance,
or relevancy, could still break through and be delivered, regardless of subject.
A justification for distinguishing clearer boundaries between work and social
notification delivery hours is the Right to Disconnect which "refers to the right of
employees to not have to take calls or read emails related to work during their
time off" [Borl17; Hes18]. This has become a prominent point of discussion, in
recent times particularly, as large numbers of employees work from home during
the COVID-19 pandemic. For example, in Ireland, data released by the Central
Statistics Office [Ire20] indicated: "of the 47% of the population who have had
their employment impacted by COVID-19, just over a third (34%) have started
remote working from home and 23% of these employment affected persons have
seen a change to their work hours". Therefore, applying rules which encourage
better notification engagements, dependent on the subject and relevance of the
activity, could be used to help remote-workers disconnect, take back their free

time and promote healthier digital engagements.
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A.4.2 Parameter Optimisation

As previously noted, the synthetic data set generated was used to optimise
the parameters of the FIS implemented in NAbs such that work notifications
would favour immediate contextual delivery times during work hours and social
notifications would be deferred, respecting the distinction between work and social
life. Figure A.6 illustrates the target distribution of notification delivery for work
and social notifications. It is important to note that a small number of social
notifications were still encouraged to be contextually delivered during working
hours, as anxiety has been shown to occur when notification recipients feel they
are missing out on notifications [PR16].

Particle Swarm Optimisation (PSO) [KE95| was the algorithm chosen for
identifying the optimal permutation of parameters to be used in the FIS. It
was chosen due to its popularity and success in a wide range of applications,
including that of neural network training and fuzzy logic control [Parl0; Fen05;
Esm07; Che06]. PSO is a population based search algorithm bio-inspired by
the movement taken by flocks of birds when searching for food. The algorithm
begins by initialising a number of particles with a random position in the search
space and a random velocity. The position represents a solution, in this case,
a permutation of parameters for the FMFs or FKB. Each particle continuously
updates its own position and velocity based on its own personal best position
(pBest) and a global best position (gBest) shared between all particles. In this
manner, particles fly through the search space and converge towards areas of the
search space with optimal solutions. The algorithm uses a fitness function to
evaluate the performance of each particle’s position/solution. Based on this value,
pBest and gBest are updated. There is no generic fitness function to apply in this
instance as it is unique to the problem at hand. The fitness function implemented
in this case sought to minimize the differences between the distributions of inferred
notification delivery times and preferred notification delivery times for work and
social notifications, illustrated in Figure A.6.

The PSO algorithm was used in two subsequent experiments designed to
optimise NAbs using synthetic data. The first attempted to find the optimal
parameters for the FMFs, while keeping the FKB fixed. The second experiment
attempted to find the optimal set of heuristic rules in the FKB while keeping
the FMFs fixed. The two components were optimised in isolation in order to
decrease the search space to be traversed by the PSO algorithm. Each experiment

implemented a generic PSO algorithm, illustrated in Figure A.7. Equations (A.1)
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and (A.2), referenced in Figure A.7, were used to update the velocity and position
of each particle. Equation (A.1) updated the velocity, i.e. the rate at which
a particle moved towards the pBest and gBest solution. The rand() function
generated a uniform random number between 0 and 1. The ¢1 and ¢2 variables
were both learning factors. Equation (A.2) was used to update the position of

particles using the new velocity value.

Vi1 = v + ¢l x rand() x (pBest — position;) (A1)
+c2 x rand() * (gBest — position;) .

position; 1 = position; + vy (A.2)
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A.4.2.1 Tuning FKB parameters

The first experiment tuned the parameters of the FKB using the synthetic data.
The parameters were linguistic variables which represented preferred delivery
times for notifications: { NOW, SOON, VERYSOON, LATER, MUCHLATER}.
By tuning these parameters the NMS was learning what permutation of rules

would result in a delivery distribution of notifications similar to Figure A.6a.

A.4.2.2 Tuning FMF parameters

The second experiment tuned the FMFs. These functions mapped crisp input
values representing the contextual importance of the sender, subject and app,
to fuzzy linguistic terms of NIP, IMPORTANT, VIP. The fuzzy linguistic terms
were then subsequently used produce crisp outputs which were fed to the FKB to
influence the preferred delivery times of notifications. An example of the FMF for
Sender importance is illustrated in Figure A.5 and the tunable parameters are
denoted by p,. Through tuning the FMF parameters, the NMS could learn to
contextually prioritize the notification features such that predicted delivery times
for notifications would match the preferred distribution illustrated in Figure A.6a.
Previously, the static parameters of the FMFs were a limitation of the NMS,
potentially introducing bias to the predictions, as stated in the introductory study
[FYC16].

A.5 Results

The PSO algorithm was executed on notification data of every user in the synthetic
data set who received both work and social notifications, 18 users in total. The
number of particles, or swarm size, used in the PSO algorithm was 15. Values
between 10 and 30 were shown, in literature [Eng07], to be successful at finding
optimal solutions. Additionally, the learning factors, C1 and C2, were set at 2, as
per the original basic PSO algorithm [KE95] and the number of iterations was
set at 10, although the algorithm would end before this if the fitness function
determined the predicted delivery distributions matched the preferred delivery
distributions perfectly. The notification subject importance rankings were set at

7 for work and 8 for social (derived from the rankings previously used for the
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Fig. A.8 Performance comparison between using original parameters and parame-
ters learned using synthetic data set and PSO.

NAbs NMS) as the F&F data set did not provide data for this feature of the NMS.
These values remained fixed while tuning both the FKB and the FMFs.

The original NAbs NMS and real-world notification data set were used for
evaluating the optimised parameters learned while training on synthetic data.
The optimised parameters were applied to NAbs and used to predict preferred
delivery times. The ground truth values of the real notification data set were used
to identify correct or incorrect preferred delivery time predictions. Figure A.8
illustrates that the optimised FMFs had a marginal increase in performance over
the optimised FKB, which in turn had a marginal performance improvement over
the original, static rule, NMS. While the overall performance of the NMS remains
quite low, the increased performance does demonstrate the utility of the synthetic

data set in optimising the NMS.

A.6 Limitations

There were a number of limitations associated with this work. One such limitation
was the absence of a ground truth notification engagement feature within the
synthetic data set. Subsequently, a preferred distribution of notification delivery
times was used to optimise a NMS using synthetic data. Whilst this method did
provide a measure of improved performance, it was dependent on the assumption

that participants would prefer work notifications delivered immediately during
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working hours and social notifications delivered outside of working hours. Thus
the final NMS was using a mix of both general and personalised rules to deliver
notifications. Additionally, the process of evaluation was limited by the number

of participants (n=2) in the real notification data set.

A.7 Summary

This work identified and assessed state-of-the-art data sets with respect to mobile
usage and in-the-wild notification-engagement studies. As an alternative to
collecting real notification data, the process of creating a large-scale synthetic
notification data set, derived from a mobile usage study carried out by the MIT
Media lab, was evaluated. The synthetic data set was then used to optimize a
previously created set of Fuzzy Knowledge Base rules and Fuzzy Membership
Functions used within the Fuzzy Inference System (FIS) of an existing NMS.
The purpose of this was to ascertain the utility of a synthetic data set created
using existing contextual data, as opposed to collecting further data in-the-
wild. Results illustrated a slight increased performance when the FKB and FMF
components were optimised using synthetic data, however it was concluded that
the optimisation process was limited by the absence of a ground-truth action
feature. Contributions of this work included an analysis of open notification
data, the creation of a scalable synthetic data set comprised of notification and
context features and a method for improving a NMS through Particle Swarm

Optimisation.
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Appendix B

Supplementary Material for Chapter
3

B.1 Smartphone Usage and Notification Engage-
ment

In this section we investigate the relationships between participant characteristics
and notification engagement behaviour as well as general smartphone usage. Key

findings are summarised in B.1.5.
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B.1.1 Participant Age, Apps and Notifications

Participants that engaged with the study ranged in age from 21 to 64 allowing
for an analysis of smartphone usage between young and old. On sign-up to the
WeAreUs application, the number of unique apps installed on participant devices
was recorded. On average, participants had a selection of 21 apps on their device
(M=21.31, SD=14.99). A Spearman’s rank-order correlation was run to assess the
relationship between participant age and the number of apps installed. There was a
statistically significant, strong negative correlation between age and the number of
apps installed, ry = -.714, p = .014. That is, the number of apps installed decreased
as age increased. This is an important relationship, as the number of apps installed
on the device can give insight into the diversity of notifications expected. The
hypothesis being that a larger array of apps allows for a greater range of categories
and topics to be pushed at participants. This was also measured through the
WeAreUs application as the topic and category of incoming notifications were
recorded. On average, participants received notifications spanning 7 different
categories (M=7.15, SD=2.27) and 18 different topics (M=18.39, SD=6.55). A
Spearman’s rank-order correlation was run to assess the relationships between the
number of apps installed and unique topics and categories received in notifications.
There was a statistically significant, strong positive correlation between the number
of apps installed and unique categories received, r; = .793, p = .001, but not with
unique topics. This illustrates that younger participants with larger selections
of apps received notifications which were more diverse in terms of notification
category, but not necessarily in terms of notification topic. Older participants,
with a smaller selection of apps, received notifications which were less diverse in
terms of notification category. This suggests that models developed for predicting
notification usage behaviour might be simpler for older users. Figure B.1 illustrates
the number of installed apps and frequency of categories received per participant

age.

B.1.2 Notification Topics & Places of Engagement

Spearman’s rank-order correlation was also indicated a statistically significant,
moderate positive correlation between the average number of notifications received
per day by a participant (M=44.50, SD=26.14) and the number of unique topics
received, ry = .606, p < .028. Figure B.2 illustrates the average number of

notifications received per day and the notification topic frequencies per participant.
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Fig. B.2 Average number of notifications received per day and frequency of
notification topics received per participant

As such, the diversity of topics increased as the number of average daily incoming
notifications increased, suggesting that participants overloaded with notifications
also had to deal with a wider spectrum of topics when deciding to open or dismiss
notifications, potentially adding to the cognitive load. This relationship was
explored by running a Spearman’s rank-order correlation between the average
time participants spent deciding on whether to open or dismiss a notification
(measured in seconds) and the number of unique topics received. There was a
statistically significant, moderate positive correlation between the average decision
time in minutes (M=1.96, SD=1.16) and the number of unique topics received,
rs = .645, p = .017, such that as the number of unique topics increased, the
average time participants spent deciding what action to take on a notification
also increased. It is important to note that we do not assume a causation effect,
but simply identify an association between these two variables, as there are many;,
potentially confounding, factors which may contribute to the decision time. For
example, the places in which participants engaged with their notifications was also
recorded by the WeAreUs app, and the relationship between the average decision
time and the number of unique place categories where participants dismissed
notifications was also found to be statistically significant, ry = .724, p = .018.
The strong positive correlation shows participants who dismissed notifications in
more types of place took longer, on average, to act upon notifications.

Over the course of the study, participants received notifications in 51 different
place types and made an action on a notification (open/dismiss) in 52 different
place types. Figures B.3a and B.3b illustrate the top place types where notifications
were received and acted on, respectively. Notification place types such as cafe,
night club and lodging had much higher CTRs than those of university, gym

and supermarket, the former places associated with relaxed leisure while the
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Top 20 Place Types where Notifications Received Top 25 Place Types of Notification Actions
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Fig. B.4 Changes of place type between notification delivery and notification
action

latter places suggest more focused activities occurring (e.g. studying, exercising
or grocery shopping). Figure B.4 also visualises notification engagements in
which a notification was delivered in one place type and acted on in another.
The edge colours represent the action taken on a notification and the strength
of the edge reflects the number of occurrences. The strongest edges are those
in which no change occurs between place types indicating that a large portion
of notifications were acted on in the same place they were originally delivered.
However, some interesting relationships can be identified in which a participant’s
context changed. For example, notifications delivered in bars, and acted on in
restaurants or movie theaters, had high open rates. In contrast, notifications
delivered in restaurants, shopping malls or stadiums were subsequently dismissed
in bars. Section 3.2.5.5 further analyses changing contexts and the implications

for notification engagement.
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B.1.3 Notification Receptivity & Device Interactions

Participant actions toward notifications were observed throughout the study. The
CTRs recorded showed that, on average, participants were opening slightly less
than half of all notifications delivered (M=48.35%, SD=13.57). This illustrates
that the delivery method for notifications was sub-optimal and resulted in par-
ticipants receiving 23 notifications on average per day, which they subsequently
dismissed. Unsurprisingly, there was a statistically significant, strong negative cor-
relation between participant CTR and average device battery level when receiving
notifications, ry = .-740, p = .004. Participants who opened more notifications also
had lower average battery levels at moments of receiving notifications. Conversely,
the relationship between CTR and average smartphone usage time per day was
significant and strongly positively correlated, rs = .855, p < .001. Participants who
opened more notifications also spent more time on their smartphone throughout
the day. This was also apparent by analysing the number of times participants
touched their smartphone per day (M=1571.45, SD=2754.08).

The WeAreUs app tracked each time a participant interactively touched their
device while it was unlocked. A Spearman’s rank-order correlation was run to
assess the relationship between CTR and the average number of touches per day.
There was a statistically significant, strong positive correlation, ry = .770, p = .009,
such that participants who accepted more notifications also interactively touched
their smartphone more throughout the day. Understandably, there was also a
statistically significant, strong positive correlation, between the average number of
touches per day and the average number of times a participant unlocked their device
during the day, r; = .729, p = .011. Figure B.5 demonstrates the daily interactions
of a participant with their device over the study period as well as the average

number of times participants unlocked their devices during the day. Participants
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who unlocked their device frequently also physically touched their device more
throughout the day. This is important to note as incoming notifications persuade
mobile users to interact with their device when they otherwise, may not have done.
Particularly in our current climate in which Covid-19 has been shown to spread
rapidly through communities [Bi+20], hand hygiene and limiting unnecessary
interactions with smartphones has become increasingly important. In a study of
200 health care worker devices, 94.5% were identified as being contaminated with
bacteria |Ulg+09]|. Another study involving 316 smartphones owned by doctors,
hospital staff, college faculty, medical students and a control group identified that
81.8% of the smartphones sampled "showed growth of bacterial pathogens" and
suggested that "strict adherence to infection control policies such as proper hand
hygiene practices should be followed" [Pal+15|. In addition, as notifications are
regularly dismissed, mobile users might be interacting with their device more
frequently but for little added value, which may not be worth the risk. This was
perhaps illustrated in the relationship between average unlocks per day and average
notifications received. There was a statistically significant, moderate positive
correlation, ry = .647, p = .031 between them demonstrating that participants
who received a higher number of notifications on average per day also had a higher
average unlock rate per day. Similarly, the average time taken for a participant to
notice a notification had been delivered to their device, defined as seen time, was
statistically significantly lower when their average number of unlocks per day was
higher, r; = -.656, p = .028. These relationships illustrate that push-notifications
are intrinsically linked to how participants engage with, and exert energy into,

their smartphones.

B.1.4 Elapsed Engagement Time & App Significance

The WeAreUs app measured the elapsed time between three notification en-
gagement points of interest to enable further understanding of the behaviour of
participants toward incoming notifications. We have already touched upon the
significance of these relationships in the previous sections e.g. the relationship
between average decision time and the number of unique topics; the relationship
between average seen time and average unlocks per day. Participants, on average,
noticed a notification on their device within 14 minutes (M=13.96, SD=4.72)
of arrival. This is relevant only to notifications which were delivered when a

participant was not using their device (i.e. it was locked), which accounts for
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31.21% of notifications. The remaining 68.79% of notifications were delivered
when devices were unlocked and we assume participants noticed these notifications
immediately.

It subsequently took, on average, under 2 minutes (M=1.96, SD=1.16) for
participants to decide how to act (open/dismiss) toward notifications, once they
unlocked their device, although decision times differ greatly depending on whether
the device was unlocked or not (i.e. immediately seen by the participant) at
the time of notification delivery (see Figure B.6). Breaking the average decision
time into these two categories yields an average of just over 3 and a half minutes
(M=3.37, SD=4.73) for notifications seen immediately and an average decision
time of under a minute (M=0.88, SD=0.37) for notifications delivered when the
device was locked.

The average total response time, from notification delivery to a participant
action, was just over 5 and a half minutes (M=5.63, SD=4.67), but again response
times differ depending on whether devices are unlocked or not at the time of
delivery. Breaking the average response time into these two categories yields
an average of just over 3 minutes (M=3.35, SD=3.37) for notifications seen
immediately and an average response time of just over 18 minutes (M=18.13,
SD=7.24) for notifications delivered when the device was locked. From this
analysis, it is clear that notifications delivered to participants when their device
was unlocked had a quicker engagement turn-around than those arriving to locked
devices. However, the increase in decision time for delivery at unlocked states
may indicate that these notifications were interrupting participants focused on
other device tasks.

The response time, similar to decision time, also has a statistically significant,
moderate positive correlation, ry = .678, p = .011, with the number of unique
topics received from notifications, illustrating that participants who received a
greater array of topics through notifications also took longer on average to respond
to their notifications.

The WeAreUs app also measured the amount of time elapsed between when a
participant used an app and when the app sent them a notification. There is a
statistically significant, strong positive correlation between the average notification
response time and the average elapsed time between using an app and receiving
a notification from it, r, = .797, p = .001. This illustrates that apps that were
used by participants more recently were also responded to quicker. Similarly,
statistically significant positive moderate correlations were also found for the

average seen, r, = .692, p = .009, and decision times, r, = .670, p = .012,
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indicating that apps recently used also had their notifications noticed and decided
upon quicker.

The WeAreUs app also recorded the interactions participants had with their
installed apps (e.g. number of times apps were opened, time spent within apps)
over the period of the study. App significance was then determined, in real-time,
by calculating the average number of times apps were opened for a participant and
categorising apps which were launched over above the average number of times
as significant and below the average as insignificant, with respect to a particular
participant. App significance was a dynamic feature which was recalculated at
hourly intervals with respect to participant smartphone usage over the course
of the study. Participants launched, on average, 344 apps per day (M=344.36,
SD=456.91). This number includes multiple launches of the same app, ~6.5 per
app per day. Participants launched, on average, 53 (M=53.16, SD=41.57) distinct
apps per day. Comparing the average number of app launches per day with the
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number of times participants touched their smartphone per day interestingly sug-
gests an app launch occurred once every 10 times a participant touched /interacted
with their unlocked smartphones. Figure B.7 illustrates the average number of
app launches for significant and insignificant apps as well as the average time
participants spent using apps per day. A Spearman’s rank-order correlation was
run to assess the relationship between distinct app launches per day and the
number of notifications received per day. There was a statistically significant,
strong positive correlation between them, ry = .764, p = .006, illustrating that
participants opening a higher number of unique apps per day also received more
notifications per day. Understandably, there were also statistically significant
strong positive correlations between distinct app launches per day and the number
of times participants unlocked their device during the day, r, = .870, p < .001,
as well as the the number of touches/interactions they had with their device
during the day, r, = .755, p = .007. Overall, the analysis shows that participants
who engaged with a greater number of apps on their device, also received more
notifications and unlocked their device more frequently.

Breaking down participant app launch records further, using the inferred
significance flag, the average number of significant app launches per day (M=250.41,
SD=336.15) was four times the number of insignificant app launches (M=64.64,
SD=59.19). Participants opened 32 (M=32.27, SD=26.78) distinct significant
apps per day on average and only 21 (M=20.86, SD=15.23) distinct insignificant
apps per day. The average amount of time participants spent in apps throughout
the day was over 2 and a half hours (M=2.77, SD=3.22). A statistically significant
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negative moderate correlation was found between the average amount of time spent
on apps and the age of participants, ry = -.645, p = .032, demonstrating that older
participants spent less time in apps than younger participants. The WeAreUs app
also recorded qualitative feedback from participants at moments they acted upon
notifications. One such question in the questionnaire presented to participants
queried the relevance of the notification to the given moment. Using Spearman’s
rank-order correlation, a statistically significant strong negative correlation was
found between the average amount of time spent on apps and the average relevance
of notifications, r, = -.823, p = .023, such that participants who spent greater
amount of time using apps also found the notifications they received less relevant.
Figure B.8 illustrates the average relevance score given by participants receiving
notifications throughout the WeAreUs study. Just two of the seven participants
who responded to the relevance questions of the ESM questionnaires believed
their notifications were relevant. Furthermore, notifications received during the
morning received the worst scores for relevancy. The relevance of notifications
and other qualitative features recorded by the WeAreUs app are explored further

in the following sections.

B.1.5 Key Findings

e Number of unique apps installed reduced as participant age increased

e Participants with a higher number of installed apps received more disctinct

notification categories

e Participants receiving higher numbers of notifications also dealt with higher

distinct notification topics and spent more time deciding how to act (open/dismiss)

toward notifications
e Participants engaged with notifications across ~ 52 distinct place types

e Participants dismissing notifications at more distinct place types typically

spent longer deciding how to act (open/dismiss)
e Less than 50% of notifications pushed at participants were opened

e Participants were physically dismissing 23 notifications, on average, per day
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Fig. B.9 Frequency of LED colours implemented in notifications pushed by different
apps

e Participants receiving higher numbers of notifications also unlocked their
device more frequently throughout the day and spent more time on their

smartphone

e 14 minutes for participants to unlock their device after a notification was

delivered to their locked device

e Over 3 and a half minutes for participants to decide how to act (open/dismiss)
toward a notification when their device was unlocked. Under a minute when

it arrived when the device was locked

e 3 minutes for participants to respond to notifications when delivered while

device unlocked. 18 minutes when it was locked

e Participants who were sent a larger array of topics typically took longer to

decide to act on a notification

e Apps used recently by participants, had notifications seen and acted upon

quicker

e App launches occurred, on average, once in every ten touches/interactions

of the smartphone
e Participants spent, on average, over 2 and a half hours using apps per day

e Participants spending more time in apps on average found push-notifications

they received less relevant
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Vibration Pattern Used for Notifications of Different Apps
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Fig. B.10 Frequency of vibration patterns implemented by different apps when
pushing notifications

B.1.6 The Role of the Sender

A chi-square test of independence was conducted between the LED colour of
a notification and whether it was from a significant contact. 7.1% of cells had
an expected count less than 5. There was a statistically significant association
between the LED colour and contact significance, x?(6) = 615.27, p < .001. The
association was small to moderately strong, Cramer’s V = .222. The majority of
notifications with and without a significant contact associated had transparent set
as the LED colour (78% and 84.4% respectively), meaning the LED did not visibly
alert the user on delivery of the notification. Following this, white was the next
most frequently seen colour for notifications with a significant contact (17.1%)
and green was the next most frequently seen colour for notifications without a
significant contact (5.3%). LED colours of notifications pushed from differing
apps can be seen in Figure B.9.

In addition, a chi-square test of independence was conducted between the
vibration pattern of a notification and whether it was from a significant contact.
16.7% of cells had an expected count less than 5. There was a statistically
significant association between the vibration pattern and contact significance,
x2(8) = 207.257, p < .001. The association was moderate to large, Cramer’s
V = .421. Similar to the LED colour, the majority of notifications with and
without a significant contact associated were set to not vibrate (72.7% and 21.4%
respectively). Of those that did, the vibration pattern /100 10 100 1000] was most
frequently used when a significant contact was associated (13.3%) and the pattern
[0 250 200 250] was most frequently found in notifications without a significant
contact associated (29.2%). Vibration patterns present in notifications pushed
from differing apps can be seen in Figure B.10.

The results of these tests illustrate that a significant relationship exists between

alert modalities and the presence of an important contact relevant to the context
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Table B.1 Observed frequencies and percentages of notifications responded to at
different times of day with respect to contact significance

isContactSignificant

Time of Day False True p
afternoon 3289 661 0.809
(31.6%) (31.8%)
early morning 593 87 0.006*
(5.7%) (4.2%)
evening 2606 667 <.001*
(25.0%) (32.1%)
morning 3291 549 <.001*
(31.6%) (26.4%)
night 639 112 0.196
(6.1%) (5.4%)

of a participant. Additionally, the vast majority of notifications delivered to
participants did not make use of these modalities, which clearly would have
aided participants distinguishing between important and irrelevant notification
interruptions.

In addition to contextual features, the relationship between other notification
features and the presence of a significant contact were also explored. From 5,888
notifications, the WeAreUs app succeeded in identifying both the category of
notification and the significance of a contact. A chi-square test of homogeneity was
run, with an adequate sample size established. The two multinomial probability
distributions were not equal in the population, x*(3) = 437.064, p < .001. Ob-
served frequencies and percentages of categories of notifications, and whether the
notification was from a significant contact, are presented in Table B.2. Post-hoc
analysis involved pairwise comparisons using multiple z-tests of two proportions
with a Bonferroni correction. Statistical significance was accepted at p < .013.
There were statistically significant differences in the proportion of email, msg and
other categories of notification received from significant and insignificant contacts.
The highest proportion of notifications were found to be in the msg category
for notifications with and without a significant contact present. However, the
proportion of notifications received and categorised as email and other were much
higher, and closer to the msg category, for insignificant contacts. The notification
categories are set by the app pushing the notification and each app has the ability
to push any type of category. In this case, the results illustrate that notifications
received by participants during the WeAreUs study, associated with a significant

contact, were mainly categorised as messages.
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Table B.2 Observed frequencies and percentages of notification categories with
respect to contact significance

isContactSignificant

Category False True P
email 1568 305 <.001*
(33.8% ) (24.5%)
msg 1994 911 <.001*
(42.9%) (73.2%)
other 1059 29 <.001*
(22.8%)  (2.3%)
recommend 22 0 0.015

(05%)  (0.0%)

In 4,719 notifications, the WeAreUs app succeeded in identifying both the topic
of notification and the significance of a contact. A chi-square test of homogeneity
identified that the two multinomial probability distributions were not equal in the
population, x%(10) = 469.848, p < .001. Observed frequencies and percentages of
topics of notifications, and whether the notification was from a significant contact,
are presented in Table B.3. Post-hoc analysis involved pairwise comparisons
using multiple z-tests of two proportions with a Bonferroni correction. Statistical
significance was accepted at p < .005. There were statistically significant differences
in the proportions of many topics of notification received between significant and
insignificant contacts (denoted by an asterisk in Table B.3). Of particular interest
was the difference of proportions found in notifications of the internet telecoms
and online communities topics. The proportion of notifications was low for these
topics when no significant contact was identified and, conversely, much higher
when a significant contact was found.

The WeAreUs app succeeded in identifying both the app of the notification and
the significance of a contact (open/dismissal) in 12,494 notifications. A chi-square
test of homogeneity found that the two multinomial probability distributions were
not equal in the population, x?(9) = 1957.036 p < .001. Observed frequencies
and percentages of notification app, and whether the notification was from a
significant contact, are presented in Table B.4. Post-hoc analysis involved pairwise
comparisons using multiple z-tests of two proportions with a Bonferroni correction.
Statistical significance was accepted at p < .005. There were statistically significant
differences in the proportions of notifications, with and without a significant

contact, for all but one app: Gmail. Of particular interest were Snapchat and
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Table B.3 Observed frequencies and percentages of notification topics with respect
to contact significance

isContactSignificant

Topic False True p

arts & entertainment 851 212 0.044
(22.0%) (25.1%)

business & industry 483 18 <.001*
(125%)  (2.1%)

computers & electronics 293 27 <.001*
(7.6%) (3.2%)

food & drink 101 15 0.160
(2.6%) (1.8%)

internet & telecoms 318 209 <.001*
(8.2%) (24.8%)

jobs & education 254 54 0.875
(6.6%) (6.4%)

news 133 5 <.001*
(3.4%) (0.6%)

online communities 308 181 <.001*
(7.9%) (21.5%)

other 576 81 <.001*
(14.9%) (9.6%)

people & society 88 9 0.026
(2.3%) (1.1%)

sports 471 32 <.001*

(12.2%)  (3.8%)
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Table B.4 Observed frequencies and percentages of notification app with respect
to contact significance

isContactSignificant

App False True p

com.android.chrome 162 0 <.001*
(1.6%)  (0.0%)

com.facebook.katana 300 0 <.001*
(2.9%) (0.0%)

com.facebook.orca 462 3 <.001*
(4.4%) (0.1%)

com.google.android.gm 1556 305 0.776

(14.9%)  (14.7%)

com.snapchat.android 174 93 <.001*
(1.7%) (4.5%)

com.spotify.music 350 11 <.001*
(34%)  (0.5%)

com.tinder 623 12 <.001*
(6.0%) (0.6%)

com.twitter.android 492 11 <.001*
(4.7%) (0.5%)

com.whatsapp 2680 1479 <.001*
(25.7%)  (71.2%)

other 3619 162 <.001*

(34.7%)  (7.8%)

WhatsApp, as both apps held a larger proportion of notifications with a significant

contact than without.

B.1.7 Pushing with the Right App

Observed frequencies and percentages of LED colours present in notifications,
and whether the notifications were pushed by a significant app, are presented
in Table B.5. Post-hoc analysis involved pairwise comparisons using multiple
z-tests of two proportions with a Bonferroni correction. Statistical significance
was accepted at p < .007. There were statistically significant differences in
the proportions of many notification LED colours received from significant and
insignificant apps. Of particular interest were the difference of proportions found
in notifications with white as its LED colour. The proportion of notifications with
this type of alert modality was higher across apps inferred as significant, 11.9%, as

opposed to proportions found across insignificant apps, 0.1%. Studying Figure B.9
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Table B.5 Crosstabulation of app significance and LED colour of notification
(significance accepted at p<.007).

isAppSignificant
LED Colour False True P
blue 187 228 0.570
(2.9%)  (3.1%)
green 538 288 <.001*
(8.3%)  (3.9%)
magenta 14 0 <.001*
(0.2%) (0%)
yellow 268 85 <.001*
(4.1%)  (1.1%)
other 28 14 .008
(0.4%)  (0.2%)
white ) 887 <.001*
(0.1%)  (11.9%)
transparent 5429 5962 <.001*

(83.9%)  (79.9%)

reveals WhatsApp to be the only app pushing notifications with white set as the
LED colour, thus illustrating its significance.

Observed frequencies and percentages of notification vibration pattern, and
whether the notification was pushed by a significant app, are presented in Table B.6.
Post-hoc analysis involved pairwise comparisons using multiple z-tests of two
proportions with a Bonferroni correction. Statistical significance was accepted
at p < .007. There were statistically significant differences in the proportions of
all but one vibration pattern found in notifications received from significant and
insignificant apps: [0/ (which indicates no vibration was set for the notification).
Of particular interest were the difference of proportions found in notifications
with [0 250 200 250] and [0 500] set as vibration patterns as the proportion of
notifications with these patterns were higher across apps inferred as significant
as opposed to proportions found across insignificant apps. The [0 500/ vibration
pattern was not used by any app inferred as insignificant.

Observed frequencies and percentages of notification priority level, and whether
the notification was pushed by a significant app, are presented in Table B.7.
Post-hoc analysis involved pairwise comparisons using multiple z-tests of two
proportions with a Bonferroni correction. Statistical significance was accepted at
p < .008. There were statistically significant differences in the proportions all

priority levels found in notifications received from significant and insignificant apps.
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Table B.6 Crosstabulation of app significance and vibration patterns of notification
(significance accepted at p<.007).

isAppSignificant
Vibration Pattern False True p
[0 100] 90 53 <.001*
(16.4%)  (9.3%)
[0 200 200 200] 163 62 <.001*
(29.7%)  (10.9%)
[0 250 200 250] 135 214 <.001*
(24.6%) (37.5%)
0] 43 35 0.266
(7.8%)  (6.1%)
[0 500] 0 156 <.001*
(0%) (27.4%)
other 118 50 <.001*

(21.5%)  (8.8%)

Of particular interest was the difference of proportions found in notifications with
high set as the priority level as the proportion of notifications with this level was
higher across apps inferred as significant, 28.8%, as opposed to proportions found
across insignificant apps, 13.8%. Figure 3.7b illustrates that default was the most
common priority level chosen for notifications delivered during the study and it
appeared just as frequently in notifications delivered by apps inferred as significant
as insignificant. The high priority level was the next most frequent level used for
notification priority and it appeared more frequently in notifications pushed by
significant apps. Note also, the low number of notifications that appeared with
low and min priority levels, perhaps indicating no app willing to yield in the war

over subscriber attention.

B.2 Additional Figures & Tables
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Table B.7 Crosstabulation of app significance and priority level of notification
(significance accepted at p<.008).

isAppSignificant
Priority Level False True p
min 353 0 <.001*
(5.5%) (0%)
low 116 0 <.001*
(1.8%)  (0%)
default 4438 4719 <.001*
(68.9%) (63.5%)
high 887 2141 <.001*
(13.8%) (28.8%)
max 643 572 <.001*
(10%) (7.7%)

Table B.8 A list of notification engagement features recorded by the WeAreUs app

Feature Description

appPackage the app posting the notification

deliveryTime datetime the notification was delivered

isClearable whether notification can be removed by the user
isOngoing whether notification is ongoing e.g. download

text text included in notification (includes all text fields)
category category of notification

ledARGB led color

priority priority level of notification

vibrate vibration pattern to be used on arrival of notification
visibility when and how sytem UI reveals notification
actionTime datetime when the notification is removed

action whether user opened the notification

numUpdates  total number of times a notification was updated
applastUsed time posting app was last used by the user
seenTime the time the notification was seen by user
decisionTime time from seen time to when user acts on it
responseTime total time from posting to removal

latitude latitude of device on delivery/action of notification
longitude latitude of device on delivery/action of notification
keywords entities extracted from notification text with Google’s NLP
topic topic as defined by Google NLP

isContactSig  is notification associated with significant contact
activity activity of user (Activity Recognition API)
isAppSig is the app posting the notification significant
placeType category of place as defined by Google Places API
ambientLight ambient light levels around the device

ambientNoise

ambient noise levels around the device
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Fig. B.11 Screenshots of the WeAreUs mobile application used for capturing
notification engagement and mobile usage data
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Table B.9 A list of aggregated smartphone usage metrics recorded by the WeAreUs
app at hourly intervals

Feature Description

notificationCount Number of notifications received
notificationAccepted Count Average number of notifications accepted
notificationSeenTimeAvg Average notification seen time
notificationDecisionTimeAvg Average notification decision time
notificationResponseTimeAvg Average notification response time
unlockCount Number of times phone unlocked
clickCount Number of times user interacted with device
phoneUsageTime Time user spends interacting with phone
totalTimelnApps Total time user spends in apps

total AppLaunchCount Total number of times apps launched
uniqueAppsLaunched Number of unique apps launched
totalSignificant AppsLaunchCount ~ Number of significant apps launched
uniqueSignificant AppsLaunched Number of unique significant apps launched

totallnsignificant AppLaunchCount Number of insignificant app launches
uniquelnsignificantAppsLaunched =~ Number of unique insignificant apps launched

callCount Number of calls received

callUniqueCount Number of calls from unique callers
callDurationAvg Average call duration

smsCount Number of sms received

smsUniqueCount Number of sms received from unique senders
smsAverageLength Average length of sms body
smsSentReceivedRatio Ratio of sent sms to received sms

Table B.10 A list of qualitative and quantitative features collected through the
ESM questionnaire presented at moments of notification action

Feature Description

received Time notification received

app App which posted the notification

action Whether or not notification clicked or dismissed
senderRelationship Relationship user has with sender of notification

topic Topic of notification (Google’s NLP or user specified)

place Participant current place (Google’s Places API)

keywords Entities found in text using Google NLP or user specified
behaviourScale Action taken is considered good/bad behaviour (Likert)
behaviourReason Reason for behaviour e.g. ’aids goal’, 'distracted’
relevanceScale Notification was relevant to current context (Likert)
relevanceEvidence  Feature which lead user to believe this e.g. 'sender’, ’subject’
modeCorrect Delivered through correct device e.g. computer, smartwatch
modeAlternative Device the notification should have arrived through
modeEvidence Feature which prompts this response e.g. ’subject’, 'location’
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Table B.11 A list of qualitative and quantitative features collected through the
ESM questionnaire presented at moments participants unlocked their smartphone

Feature Description
activity —current activity inferred by Activity Recognition API
company participant’s current company e.g. alone, friends, colleagues
necessity necessity of using device in the current context (Likert)
place current place type (Google’s Places API)
hope answers to the Adult State Hope Scale questionnaire

Table B.12 A list of demographic features gathered from participants when signing-
up to the app/study

Feature Description

gender gender of user

age age of user

totalContacts number of total contacts synced
appBlacklist list of apps whose notifications are ignored

distinctLocations unique locations/contexts of the participant
distinctActivities unique activities of the participant
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Table B.13 Observed frequencies and percentages of notifications responded to at
different place types with respect to contact significance

Contact Significant

Place Type False True P
art gallery 65 4 0.006
(0.7%) (0.2%)
bar 92 34 0.014
(1.0%) (1.6%)
cafe 40 26 <.001*
(0.4%) (1.3%)
lodging 70 20 0.363
(0.8%) (1.0%)
natural feature 35 6 0.522
(0.4%) (0.3%)
neighborhood 483 88 0.050
(5.3%) (4.2%)
other 414 121 0.012
(4.5%) (5.8%)
park 34 11 0.304
(0.4%) (0.5%)
point of interest 1563 439 <.001*
(17.1%) (21.1%)
restaurant 225 69 0.027
(2.5%) (3.3%)
shop 790 159 0.145
(8.6%) (7.7%)
stadium 82 13 0.224
(0.9%) (0.6%)
street address 4020 856 0.022
(44.0%) (41.2%)
transit 370 67 0.081
(4.0%) (3.2%)
university 856 163 0.030

(94%)  (7.9%)
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Table B.14 Crosstabulation of app significance and notification topic (significance
accepted at p<.005).

isAppSignificant
Topic False True p
arts & entertainment 576 644 0.566
(19.8%) (28.5%)
business & industry 169 351 <.001*
(5.8%)  (15.5%)
computers & electronics 309 26 <.001*
(10.6%)  (1.2%)
food & drink 80 50 0.001*
2.7%)  (2.2%)
internet & telecoms 299 284 0.016
(10.3%) (12.6%)
jobs & education 272 52 <.001*
(9.3%)  (2.3%)
news 114 30 <.001*
(3.9%)  (1.3%)
online communities 124 403 <.001*
(4.3%) (17.8%)
other 522 206 <.001*
(17.9%)  (9.1%)
people & society 33 101 <.001*
(1.1%)  (4.5%)
sports 415 112 <.001*

(14.2%)  (5%)




B.2 Additional Figures & Tables

297

Table B.15 Pre-study questionnaire presented to participants of the Pushd study.

Question

Purpose

Select applicable gender

Used to distinguish web push engagement
between distinct genders

Select applicable age group

Used to distinguish web push engagement
between distinct age groups

Have you altered any notification
settings on your device?

Used to identify participants implementing
custom notification settings

Which phrase, a or b, contains

an emoji:

a = [ am @ to be taking part

b = I am happy to be taking part

Used to identify whether participants
understand and recognize emojis

How likely are you to subscribe to
push-notifications on the web?

Used to understand receptivity to web
push subscriptions

To what degree are you comfortable
with your data being used for
automated decision making?

Used to ascertain participant comfort with
sharing data for automated decisions

Which phrase, a or b, do you think
is deliberately enticing:

a = Can You Eat Orange Peels,

and Should You?

b = Intel launches Centrino 2
aiming for performance and mobility

Used to distinguish between participant
ability to recognize enticing / persuasive
text, such as Clickbait

Select multiple topics which
you would like to receive
notifications on

Used to understand participant preferences
toward web push subscription

Select multiple websites which
you would like to receive
notifications from

Used to understand participant preferences
toward web push subscription

Select multiple websites which
you would not like to
receive notifications from

Used to understand participant preferences
toward web push subscription

Mindful Scale

Used to distinguish web push engagement
between distinct mindful types

Curiosity Scale

Used to distinguish web push engagement
between distinct curiosity types

Initial notifications

Used to identify initial participant
receptivity to web push notifications
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Table B.16 The Mindful Attention Awareness Scale (MAAS) presented as part of
the Pushd pre-study questionnaire.

Below is a collection of statements about your everyday experience.
Using the 1-6 scale below, please indicate how frequently or
infrequently you currently have each experience.

Please answer according to what really reflects your experience rather
than what you think your experience should be.

Please treat each item separately from every other item.

1 2 3 4 5 6
Almost Very Somewhat Somewhat Very Almost
Always Frequent Frequent Infrequent Infrequent Never

1 I could be experiencing some emotion and not be conscious of it until
some time later
2 I break or spill things because of carelessness, not paying attention,
or thinking of something else.
I find it difficult to stay focused on what is happening in the present.
I tend to walk quickly to get where I am going without paying
attention to what I experience along the way.
5 I tend not to notice feelings of physical tension or discomfort
until they really grab my attention.
6 I forget a persons name almost as soon as I have been told it
for the first time.
7 It seems I am running on automatic, without much awareness
of what I am doing.
I rush through activities without being really attentive to them.
I get so focused on the goal I want to achieve that I lose touch with
what I am doing right now to get there.
10 I do jobs or tasks automatically, without being aware of
what I am doing.
11 I find myself listening to someone with one ear,
doing something else at the same time.
12 I drive places on automatic pilot and then wonder why I went there.
13 I find myself preoccupied with the future or the past.
14 I find myself doing things without paying attention.
15 I snack without being aware that I am eating.

=~ W
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Table B.17 The Curiosity and Exploration Inventory (CEI-IT) presented as part
of the Pushd pre-study questionnaire.

Rate the statements below for how accurately they reflect
the way you generally feel and behave. Do not rate what you think
you should do, or wish you do, or things
you no longer do. Please be as honest as possible.

1 2 3 4 )
Very Slightly or Not at All A little Moderately Quite a Bit  Extremely

I actively seek as much information as I can in new situations.

I am the type of person who really enjoys the uncertainty of everyday life.
I am at my best when doing something that is complex or challenging.
Everywhere I go, I am out looking for new things or experiences.

I view challenging situations as an opportunity to grow and learn.

I like to do things that are a little frightening.

I am always looking for experiences that challenge how I think

about myself and the world

I prefer jobs that are excitingly unpredictable.

I frequently seek out opportunities to challenge

myself and grow as a person

10 I am the kind of person who embraces unfamiliar

people, events and places.

o\ =2 BNL N OUR VR
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Table B.18 Mid-study questionnaire presented to participants of the Pushd study.

Feat. Question Purpose
Study the push notifications you To determine which notifications
. received. Consider whether the .. ..
Entic- i . . . participants find enticing for
notification text is deliberately . s
ment .. comparison across differing
enticing or not. Mark each as articinant eToUDS
enticing or neutral. P pant groups.
: How satisfied were you with the To determine participant sentiment
Deliv- : . . . .
or delivery time of notifications toward delivery and evaluate
Y received inferred times.
Relev How relevant (with regard to your To determine whether notifications
interests and context) were the chosen were delivered at relevant
ance . . . .
notifications which you received? = moments.
. . . To determine whether notifications
Divers- How similar or diverse were the .
. . . . chosen, or synthetically generated,
ity notifications you received? .
were diverse
Infor How informative was the content  Used to identify notification content
mative of the notifications which you and presentation attributes which
received? provide most clarity
On a scale of 1-4, how believable
were the notifications you Used to determine the credibility
Cred-  received? of the notification text content
ibility (4 = very believable)

On a scale of 1-4, how accurate
were the notifications you
received?

(4 = very accurate)

Used to determine the credibility
of the notification text content

On a scale of 1-4, how clear
were the notifications you
received?

(4 = very clear)

Used to determine the credibility
of the notification text content




B.2 Additional Figures & Tables 301

Table B.19 Mid-study questionnaire presented to participants of the Pushd study.

On average, how many Used to determine if discrepancies
notifications do you receive exist between perceived number of
Engag- per day? notifications received and reality
ement ) average, how many Used to determine if discrepancies
notifications exist between perceived number of
do you open per day? notifications opened and reality
Of the notifications received, Used to identify percentage of
how many did you read, find notifications which were positively
interesting, but not open? received, but no engagement

Which notification topics do you
believe you were most
receptive to?

Used to identify changes in
receptivity throughout the study
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Table B.20 Post-study questionnaire presented to participants of the Pushd study.

Feature Question

Purpose

Which set of data,

To determine if participants could
discern between their own

Synth. A or B, most accurately notification engagement behaviour
Data describes your notification and synthetically generated
engagements? engagement behaviour (asked
for topic, websites, day and time)
Which notification content, Use'd to ¢ valuate unexpanded
. . . notification formats with respect
A or B, is more informative i . :
to imparting information through
Present. at a glance? . .
fleeting impressions
format
Which notification content,
A or B, would enable you to  Used to evaluate unexpanded
make a faster decision (with  notification formats with respect
regard opening or dismissing to engagement decisions
the notification)
hich notificati
Which notification content, Used to evaluate expanded
A or B, would better protect . . .
. . . . notification formats with respect
sensitive/private information, to privac
if present, in a notification? P Y
Which notification content, Used to evaluate expanded
A or B, would you prefer to  notification formats with respect
be used by a machine making to sharing personal data with
automated decisions on your automated decisions making
behalf? algorithms
Which notification content, Used to determine sentiment
A or B or C, is more visually between use and presentation of
Emojis  enticing? emojis in notification content

Which notification content,
A or B or C, makes best use
of emojis?

Used to determine sentiment
between use and presentation of
emojis in notification content

Which notification content,
A or B or C, has the most
relevant emojis for the
content?

Used to determine relevancy of
emojis with respect to text content
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Feature Question

Purpose

Misc.

For notifications which you opened
during the study, how much time,

on average, do you think you spent
reading the web page that was presented?

Used to evaluate the
user experience of the
various notification
service components

For notifications which you opened
during the study, did you often
browse other stories on Chrome after
opening and reading the notification?

Used to evaluate the
user experience of the
various notification
service components

Would you subscribe to web

notifications again in the future?

Used to evaluate
sentiment toward web push
after the study
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C.1 SCRUPLE Persuasive Feature Definitions

The following were the definitions and explanations presented to subscribers when
using the SCRUPLE tool to study their notification engagements. Depending
on the persuasive values of the notification in question, a different persuasive
principle would appear as the most influential for the notification selected. All

features were listed below, regardless for full enlightenment.

e Unity
This is a notification created by a source that shares and promotes topics
and values you identify with most.
Example: The only topics included in notifications pushed by this source
might be ones you identify strongly with. Thus you identify strongly with

this brand and you are more open to being interrupted by them.

e Scarcity
This is a notification that is not delivered to you often and thus may spark
curiosity and entice engagement.
Example: It could reference a topic never seen before or be delivered from

a source that does not regularly push notifications to you.
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Liking

This is a notification that contains content you are known to like and thus
may entice further engagement.

Example: You are known to enjoy reading sports content. Therefore

notification with topics of sports are pushed at you.

Social Proof

This is a notification that your peers usually engages positively with and thus
may entice positive engagement from you.

Example: A story is trending about a household name all over the world.
The vast majority of people will read the story if sent via notification, so it

is sent to you.

Consistency

This is a notification that contains elements which you have acted positively
toward in the past thus you may be enticed to behave similarly out of habit.
Example: It can be identified that you always engage positively with a

certain topic. Therefore you are pushed more and more of this topic.

Reciprocity

This is a notification created by a source which previously gave you valuable
information. Even if the content of this notification is not useful, you may
be enticed to engage due to the value obtained previously.

Example: You have recently opened a notification from an app/website.
Therefore, you may be more willing to open more notifications from this
app/website as your last experience of the app/website was valuable to you.

Therefore you might assume that the next experience will be too.
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