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Abstract

This thesis addresses the development of that class of pervasive computing applications
that can be modelled as real-world planning and optimisation problems. Canonical exam-
ples of such applications are the control of transportation infrastructures, activities such as
region-wide pollution monitoring and emergency-service management. The formal foun-
dations of planning and optimisation problems are well established, however applying
these techniques to pervasive computing applications is still a challenging task.

Challenges arise from dealing with the dependence on sensor data for inferring ap-
plication state and on actuators to effect changes in the environment. Both of these de-
pendencies introduce unavoidable uncertainty into the decision/execution cycle of such
applications. Other considerations such as the possibility of dynamism in the environ-
ment, which may be manifested through uncontrolled changes in application state, and
application complexity due to large inter-connected state spaces, also impact on the design
of planning and optimisation algorithms in pervasive computing applications.

Sophisticated planning and optimisation algorithms can be used in conjunction with
state inference techniques to manage uncertainty in pervasive computing environments.
However writing and deploying such algorithms is a non-trivial task and knowledge of
these algorithms is not widespread among application developers. The large range of
potential applications, ranging from the management of smart spaces to the control of
complex real-world infrastructure such as transport systems, precludes a unified algorith-
mic approach to the solution of such problems and increases the expertise required of
application developers.

This thesis presents a model-driven approach to developing pervasive computing ap-
plications that exploits design-time information to support the engineering of planning
and optimisation algorithms that reflect the presence of uncertainty, dynamism and com-
plexity in the application domain. Specifically, the engineering approach presented in this
thesis addresses the tasks of selecting an appropriate algorithm and mapping it to the
application domain.

In order to support a broad range of potential applications we provide a domain model
for pervasive computing environments so that the application and its domain may be
profiled and the information used to seed algorithms with appropriate sensor and actuator
models and state-space information. The accuracy and spread of the sensor and actuator

infrastructure is identified and made available to state-inference algorithms.



The layered domain model provides a set of object-oriented specifications for mod-
elling physical and sensor/actuator infrastructure and application states. These specifica-
tions are implemented using XML and SQL data standards. The domain model elements
are combined using spatial queries to determine the characteristics and properties of the
environment relevant to the engineering of planning and optimisation algorithms. Spa-
tial queries are supported through the tagging of domain model elements with a spatial
context and the use of Geographic Information Systems modelling techniques.

Our model-driven engineering approach is implemented in a series of transformation
algorithms. The initial transformation algorithm parses the domain model and generates
a planning model for the application being developed that contains the specified states,
actions and rewards. The second transformation algorithm parses the planning model
and selects and seeds a planning or optimisation algorithm for use in the application. The
domain expert can specify the algorithm to be used. If no algorithm is specified then the
transformation algorithm will make an automatic selection of an appropriate algorithm.
The criteria used to select an appropriate algorithm are embedded in a taxonomy that
relates problem types and domain properties to algorithm types. The criteria are derived
from encoding existing approaches from the literature.

As proof of concept we provide a library of planning and optimisation algorithms and
the second transformation instantiates one of these algorithms with data from the planning
model.

The methodology is evaluated through the development of planning and optimisation
algorithms for two scenarios that are representative of the target class of applications.
The expressiveness of the domain model and the functionality of the transformations is
showcased when presenting the scenarios. We present an empirical evaluation of the
impact of the methodology on the development effort associated with the two scenarios
and provide a quantitative evaluation of the performance of the algorithms produced by
the transformations.

The case-studies demonstrate that the methodology supports code reuse both at the
level of the algorithm library and at the level of domain model elements across applica-
tions. Domain model elements can be reused as appropriate across different applications.
The evaluation also shows how the methodology facilitates the rapid re-engineering of
algorithms in response to extended application requirements.

The methodology is also shown to encode expert knowledge in the taxonomy in match-
ing domain characteristics to algorithm types and in the mapping from the planning model
to algorithm-library components. The knowledge required of the domain modeller when
using the methodology is shown to be generally restricted to the application domain.
Exceptions to this are clearly indicated.

The quantitative evaluation focuses on the appropriateness of the engineered algo-
rithms through the use of simulation data to measure performance. The trade-off between
the convenience of the generated algorithms and the accuracy of hand-crafted solutions is

shown.
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Into this wild Abyss the wary Fiend Stood on the brink of Hell and
looked a while, Pondering his voyage; for no narrow frith He had to

Cross.

John Milton (Paradise Lost. Book 2. 1667)

Introduction

This thesis presents a novel approach to the development of that class of pervasive comput-
ing applications that can be modelled as real-world planning and optimisation problems.
Canonical examples of such applications are the control of transportation infrastructures,
activities such as region-wide pollution monitoring, and the management of emergency
services and assisted living facilities.

A model driven engineering (MDE) methodology has been designed to allow develop-
ers to create planning and optimisation applications using a domain model that shields
the developer from challenges posed by the uncertainty and dynamism of pervasive com-
puting environments.

Planning problems are modelled as decision processes constructed over the set of sys-
tem goals, the actions that the system is capable of taking and the decisions that must
be taken to achieve the desired outcome or state. Optimisation problems are modelled
as minimising or maximising a property of the system such as vehicle waiting time or
throughput at a traffic junction.

Although the formal foundations of planning and optimisation problems are well es-
tablished, the practical task of applying these formal foundations to large-scale problems is
challenging (Ghallab et al. 2004). Pervasive or real-world computing environments make
for challenging domains and applications must often operate in the face of significant
uncertainty. Applications are typically deployed over distributed sensor and actuator in-
frastructure. These domains exhibit partial observability due to a dependence on sensor
data for state determination with the attendant possibility of error or partial coverage in
the sensor readings. State transitions may appear non-deterministic to the application due
to actuator error or partial observability. The environment may be dynamic resulting in
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state changes that are independent of actions taken by the application.

The complexity of real-world domains, the inference of system state from noisy data,
and the possible unreliability of actuator platforms used for action selection motivates the
use of probabilistic planning and optimisation algorithms (Spall 2003, 30).

Knowledge of probabilistic planning and optimisation algorithms is not typical among
application developers. The practical task of programming these algorithms is also compli-
cated by the requirement to integrate with a middleware architecture to access the sensor
and actuator infrastructure.

The programming model supported by the MDE methodology uses design-time in-
formation to generate instances of planning and optimisation algorithms for use in ap-
plications. These algorithms are generated with hooks to an underlying middleware for
accessing sensor and actuator infrastructure in the environment.

The design-time information is captured in a domain model constructed by a domain
expert. The domain model describes the location and geometry of physical infrastructure,
sensor and actuator infrastructure, and system state-space data relevant to the application.

A transformation engine has been developed to process domain models, to select plan-
ning and optimisation algorithms and generate application code. A domain-model trans-
formation algorithm parses the domain model and generates a planning model for the
application that contains the sets of system states, actions and rewards. The state-space is
represented as a set of state-variable objects whose values change over time. As an exam-
ple, consider the development of an application to monitor the level of carbon monoxide
in all zones in a large industrial complex. The domain-model transformation will gen-
erate one state-variable object per zone with each object having an associated geometry
reflecting the area over which it is defined. This geometry is used to support middleware
discovery and lookup services that facilitate state-inference.

A planning-model transformation algorithm parses the planning model and generates
a specification of a control unit for the application. A control unit embeds a planning or
optimisation algorithm and the state inference routines used in the application.

The algorithm to be used is selected from a library of planning and optimisation al-
gorithms. The domain modeller can specify the algorithm to be used. If no algorithm
is specified then the second transformation will automatically select an algorithm that

matches the problem type and domain properties.

1.1 Motivation

Our characterisation of the challenges faced in developing large-scale pervasive applica-
tions is based on experience of developing such systems in the Intelligent Transportation
Systems (ITS) and supply-chain management domains.

The Journey Time Estimation System (JETS) (Harrington & Cahill 2004) was developed
in association with the National Roads Authority of Ireland. The system uses sensor

fusion techniques to provide historical journey time information on all sections of the
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primary road network in Ireland. The journey times are calculated from GPS location
and speed data obtained from a large sample set of probe vehicles. Vehicle positions and
speeds obtained are mapped onto the national road network and this data is processed to
provide accurate estimations of journey times. The chief development challenges posed
by the project were the combination of a large state space extending over a national road
network, with non-uniform quality of sensor data that varied with regional traffic patterns.
Producing accurate journey times required that sensor fusion techniques be used to reflect
the variation in sensor quality and spread.

The iTransit project was run in association with Dublin City Council and developed
a prototype ITS architecture (Meier et al. 2005) (Meier et al. 2006) to support application
development and integration in the transport domain in the Dublin metropolitan area. The
principal research contribution was a modelling framework for specifying sensor and actu-
ator platforms and integrating sensor data flows with diverse quality of service metrics. A
prototype Traveller Information Service application built using this framework highlighted
that the fidelity of the application is dependent on the deployment and diversity of sensor
infrastructure in the environment.

The UTC-NG project investigated the development of a next-generation urban traffic
control systems based on the use of increased floating vehicle data and decentralised
learning strategies (Dowling et al. 2005). A UTC system must try to regulate the behaviour
of a large number of vehicles capable of autonomous action. Significant uncertainty is
present in the system due to the potential impacts of unpredictable events such as driver
behaviour, accidents and weather conditions and this requires the use of probabilistic
reasoning algorithms suitable for use in real-world environments.

The DESNA project designed and prototyped a development environment to facili-
tate the integration of sensor/RFID data with planning and optimisation algorithms and
business processes (Senart et al. 2009). The project focused on intelligent supply chain
management using sensor network data and provided a business process modelling tool
based on the Business Process Execution Language (BPEL) modelling standard (Alves
et al. 2006), extended to include constructs appropriate to integrating planning and opti-
misation activities.

These diverse projects displayed some common challenges such as the uncertainty of
sensor data, the requirement for large-scale distributed applications, the need to track
application state in dynamic environments, and the variability in approaches to planning
and optimisation.

The solutions developed for these projects showed the effectiveness of sensor fusion
and the usefulness of Geographic Information Systems (GIS) techniques when relating
sensor and actuator infrastructure to application state. The experience gained from these

projects informed the aims and objectives of the methodology.
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1.2 Aims and Objectives

The methodology described in this thesis was designed with the aim of simplifying the
use of planning and optimisation algorithms in pervasive computing environments. The

research was conducted with the following objectives:

e Enable non-specialists to apply planning and optimisation algorithms.
Planning and optimisation in pervasive computing environments may require the use
of probabilistic planning and heuristic optimisation algorithms, knowledge of which
is not widespread among application developers. High-level abstractions should
be provided to ease the task of specifying the information required to use such

algorithms.

e Facilitate arbitrarily complex state inference.
Inferring state from distributed sensor infrastructure leads to a requirement for multi-
sensor integration and fusion involving high-level challenges such as the integration
of multiple sensors at the system architecture and control level to more specific issues,
possibly mathematical or statistical, involved in the actual combination of multi-
sensor information (Luo & Kay 1989). The methodology should provide support for
three sub tasks: sensor selection, sensor data fusion, and inference about the system

state.

e Allow a wide variety of problem types composed of potentially large distributed
state spaces to be addressed.
The methodology should provide generic abstractions and support multiple planning
and optimisation algorithms that can be used in a wide range of applications. It is

also desirable to support distributed applications with large state spaces.

e Integrate with pervasive computing middleware.
Pervasive computing environments may appear to be stochastic and dynamic to the
application. Application state values can change dynamically with the environment.
This requires the use of online algorithms that can sense and react to changes in the
deployment environment. If an application must plan and optimise online, then it
must be able to integrate with a middleware that can provide access to sensor and

actuator infrastructure.

These objectives motivate the use of a high-level programming model containing a set
of abstractions to represent sensor and actuator infrastructure and application states. The
objective of supporting many problem types motivates a structured approach to choosing
and applying planning and optimisation algorithm. These observations motivate a design
that incorporates techniques from the fields of MDE and automated planning.
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1.3 Model-Driven Engineering

Model-Driven Engineering (Architecture/Development) (MDE/MDA /MDD) constitutes
an approach to software design and development that focuses on the use of software-
platform independent models and promotes a rising of abstraction from higher-level pro-
gramming languages.

The MDE approach structures system specifications as models constructed in a domain
appropriate language (Anneke et al. 2003). This language typically provides modelling
abstractions that map to entities existing in the domain of interest and are often constructed
using Unified Modelling Language (UML) profiles!.

The MDE life-cycle as shown in Fig. 1.1(a) (from (Anneke et al. 2003)) is similar to a
traditional software life-cycle. The same phases are identified but the focus is on models
as software artefacts.

The initial specification constructed using the domain-specific language is referred to as
a Platform Independent Model (PIM). This model is defined with a high level of abstraction
that is independent of any implementation technology. This model captures the business
level functionality of the system being developed and is typically expressed in the UML
language.

Thereafter depending on the technology over which it is to be implemented, e.g., the
Common Object Request Broker Architecture (CORBA) or Enterprise Java Beans (EJB)
platforms, a transformation algorithm is applied to produce a model that is referred to
as a Platform Specific Model or PSM (Anneke et al. 2003). This model is tailored to the
implementation constructs available in a specific implementation technology. The final
step in the development is the transformation of each PSM to application code.

MDE is considered by some to be the first true generational shift in programming tech-
nology since the introduction of compilers (Selic 2003) and can potentially change the way
applications are developed (Fernandes et al. 2008). By automating many of the complex
and routine programming tasks, MDE allows developers to focus on the functionality that
the system should deliver and on its general architecture, instead of worrying about every
technical detail inherent in the use of a programming language (Atkinson & Kuhne 2003).
MDE transformations are always executed by tools as shown in Fig. 1.2(a).

The software lifecycle supported by our methodology is based on the MDE approach.
Fig. 1.1(b) shows the lifecycle activities addressed in our methodology. The artefacts pro-
duced are a domain model, a planning model and a control unit. The domain model is
specified using the domain-model abstractions that are presented in detail in Chapter 4.
The policy describes desired functionality and is specified over the domain model. The
domain model and policy are a computational independent model of application function-
ality. A transformation is applied to the domain model and policy to produce a planning
model artefact. The planning model is a platform or algorithm independent represen-
tation of the application. A second transformation is applied to the planning model to

1See www.uml.org for a catalogue of existing profiles
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Figure 1.1: (a) MDE development lifecycle, (b) Methodology development lifecycle.

produce control units. Control units are composed with reference to a selected planning
or optimisation algorithm and a model of the available pervasive computing middleware.
The transformations applied to the domain and planning model artefacts, shown in
Fig 1.2(b), are automated. The transformations are described in detail in Chapter 5.
Among the benefits associated with adopting an MDA methodology (Anneke et al.
2003) (Fernandes et al. 2008) are:

e Gains in productivity.

MDE allows the developer to focus exclusively on the business logic when develop-
ing PIMs. The PSMs are generated automatically by transformation tools. Initially,
someone will need to define the PIM to PSM transformation, which is a difficult
and specialized task. But this transformation only needs to be done once and can
be applied in the development of many systems (Anneke et al. 2003, 9). The auto-
mated transformation of code also leads to a reduction of costs and an accelerated
development cycle (Mellor et al. 2003).

e Concepts close to the domain and reduction of semantic gap.
The development of software through models rather than through programming lan-
guages enables non-computing specialists with domain expertise to produce systems
(Selic 2003). Also, because the model elements can map closely to constructs in the
problem domain it should ease the task of modelling problems.
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Figure 1.2: Major steps in an MDE development process.

e Capture of expert knowledge.
Expert knowledge is captured in the mapping functions that convey information to
the transformation of one model to another. This enables an independent evolution
of the models and leads to extended longevity of the models (Mellor et al. 2003).

e Portability and and re-use.
PIMs are platform independent and can be automatically transformed into multiple
PSMs for different platforms.

Chapter 6 presents an empirical evaluation of our methodology based on applying the
supported lifecycle model to the development of two case-study scenarios representative
of the target class of applications. The evaluation presents metrics to gauge the impact of
the methodology on development effort.

1.4 Automated Planning and Optimisation

Automated planning focuses on the design and use of information processing tools that
give access to affordable and efficient planning resources. Planning involves choosing
actions to change the state of a system. A conceptual model for planning in pervasive
computing environments requires a general model for a dynamic system. A conceptual
model for dynamic planning is shown in Fig 1.3. This model can be depicted through the
interaction between the 3 components.

1. A state-transition system I, evolves as specified by its state-transition function, ac-

cording to the events and actions it receives.
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Figure 1.3: Conceptual model for dynamic planning.

2. A controller given as input the state of the system, provides as output, an action

according to some plan.

3. A planner given as input a description of the system, an initial state and some
objective, develops a plan for the controller in order to achieve the objective. Given
access to the current state of the system a planner will provide a plan mapping states

to actions.

Automated planners take as input a description of the problem to be solved and pro-
duce as output a plan to govern the actions taken by an application. Our methodology
incorporates an automated planning component. The domain model abstractions contain
information that is useful to selecting and applying planning algorithms.

Because we wish to support a wide variety of problem types we also provide support for
optimisation algorithms. Optimisation algorithms operate by maximising or minimising
properties of an application as specified by a domain modeller using the policy.

The conceptual model from Fig 1.3 is useful for understanding the integration of plan-
ning and optimisation algorithms in the control unit artefacts generated by the model
transformations. The control units implement the functionality of the controller. The plan-
ning model contains the state-transition system information. The planner is an instance of
a planning or optimisation algorithm selected from the library of algorithms provided.

To access the current state of the system the control units must be able to access sensor
and actuator infrastructure in the deployment region. This requires that the control units
must make use of a middleware for access and query operations.

Our methodology design synthesises concepts from the fields of MDE and automated
planning. The MDE components address software engineering challenges associated with
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developing the target class of pervasive computing applications. The automated planning
component allows specialist knowledge to be encoded in the methodology tool-chain and
reduces the knowledge of planning and optimisation algorithms required by developers.

1.5 Requirements

The methodology has been designed to support developers in the task of developing per-
vasive computing applications that use planning and optimisation algorithms. This is a
multi-stage task that involves specifying application logic, sensor and actuator infrastruc-
ture, and the design and implementation of planning and optimisation algorithms.
Decomposing this multi-stage task leads to the following technical requirements:

e R1 - Allow application logic (policy) to be specified at a high-level.
A developer should be able to specify the application state space and desired be-
haviour without reference to planning and optimisation techniques and without ref-

erence to properties of the execution environment.

e R2 - Provide abstractions masking runtime conditions.
One of the difficulties when developing the target class of applications is that runtime
conditions in pervasive computing environments are often unknown and unknowable

at design time. The following information may be unknown at design time:

— The availability and quality of sensor and actuator infrastructure. An application
may be deployed over variable numbers of possibly mobile sensors with variable

quality data.

— The state of the environment. The state of the environment will often not be

directly observable and may be uncertain.

In so far as possible it is desirable that both a domain expert and an Al developer
should be able to use the methodology without explicit reference to runtime condi-

tions relating to sensor/actuator infrastructure or uncertain state data.

e R3 - Simplify the development of planning and optimisation algorithms in pervasive

computing environments.

A developer should be able to implement planning and optimisation algorithms

without reference to properties of the deployment environment.

e R4 - Provide a development model that is extensible, that promotes reuse, and is

suitable for use in large-scale applications.

The development model should allow applications to be engineered using a range
of planning and optimisation algorithms. It should allow applications to be easily
re-engineered and extended and should also scale to accommodate large data sets

associated with large-scale applications.

9



1.6. OUR METHODOLOGY

It should also facilitate domain knowledge and algorithm code reuse. If a developer
writes a planning or optimisation algorithm it should be available for reuse across
multiple applications. Likewise domain knowledge should also be reusable across

multiple applications where appropriate.

e R5 - Rapidly test algorithm efficacy.

At design time the following information may not be known:

— The most appropriate algorithm to use. It may not be possible to theoretically
establish the most appropriate algorithm to use in advance. Empirical testing

may be necessary to determine which algorithm is most suitable.

— The most appropriate values for algorithm parameters. Likewise it may not be
possible to theoretically establish useful values of parameters for algorithms.

Developers should be able to use the methodology to rapidly evaluate the perfor-

mance of a range of algorithms with a single domain model.

The parameters of these algorithms should be easily configurable as the optimal

values will often be domain appropriate.

e R6 - Provide a consistent representation of uncertain data.
Uncertainty in state information is a characteristic of pervasive computing environ-
ments. The degree of uncertainty in application state data should be quantified.
Handling the uncertainty in state estimates is algorithm specific. This leads to a
requirement to provide an algorithm-independent, consistent format to handle un-

certain data.

e R7 - Automatic selection of appropriate planning and optimisation algorithms.

Automated selection of appropriate algorithms is necessary to facilitate complete
automation of the process that enables a domain modeller with no knowledge of
planning and optimisation algorithms to produce a running application incorporating

planning and optimisation functionality.

1.6 Our Methodology

Our methodology is model-driven in that it is centered around a domain model produced
by a domain modeller. Once the model has been correctly compiled, a series of automated
transformations are applied to produce a control unit for the system which embeds the
planning or optimisation algorithm used in the system.

1.6.1 Development Roles in the methodology

There are two development roles enabled by our methodology:

10
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Figure 1.4: Methodology lifecycle phases.

e Domain Modeller.
The domain modeller creates the domain model for an application. Their role is to
specify the physical features of the environment in which the application will run,
to profile the sensor and actuator infrastructure in the environment and to define
the application state space. They are also required to specify any high-level state

inference routines required.

e Al Modeller.
The Al modeller should be proficient with planning and optimisation algorithms.
Their role is to create an instance of an algorithm type, to define the problem type
and the environment properties in which it is suitable for use and define a mapping
from the domain model to the algorithm. A mapping must be written for every
algorithm added to the library. This mapping is preserved in the form of automated

transformations and can be reused in future applications.

The approach is intended to position domain experts at the center of the pervasive
systems development process. Provided the algorithm taxonomy is constructed and a
mapping defined from the problem type to an algorithm instance, it is sufficient for the
domain modeller to specify the model and the transformation algorithms will generate a

control unit.

1.6.2 Using the Methodology

The phases involved in using our methodology are shown in Figure 1.4.

11
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1. Domain modelling.
The domain modeller manually constructs a domain model using abstractions that
provide a high-level method of specifying the information required to use planning
and optimisation algorithms. The domain model stores the available knowledge of
the problem structure that comprises the specification of application state space and
characteristics of the sensor and actuator infrastructure. The design of the domain

model is presented in detail in Chapter 4.

Domain-model elements contain spatial attributes used to specify the physical loca-
tion and geometry of entities modelled using the domain model.

2. Policy specification.
The system policy is specified by the domain modeller by associating rewards with
value ranges for application states. Rewards may also be specified for state-action
combinations. These values are later extracted from the policy and used to create a
reward model or loss function used by planning and optimisation algorithms.

The spatial attributes of the application states over which the policy is specified
are combined to create a policy scope. The policy scope defines a region of the

environment in which the application operates.

3. Domain to planning model transformation.
This transformation produces a planning model that encodes the problem structure in
a fashion suitable for use by a range of algorithms. A planning model (Harrington &
Cahill 2007) is created with information extracted from the domain model. Domain-
model abstractions are designed to map directly into the components of the planning

model.

4. Planning model to control unit transformation.
This transformation algorithm parses the planning model and produces a control
unit for the system that embeds the planning or optimisation algorithm and state in-
ference routines. The transformation supports algorithm selection and seeding with
planning-model data. A mapping between planning-model components and algo-
rithm instances is defined initially by an Al modeller and encoded in a transformation
procedure that can be used automatically thereafter.

Algorithm selection can be specified by the domain modeller or automated by this
transformation. If algorithm selection is automated and the domain modeller is com-
pletely unaware of the algorithm properties then it may not be desirable to deploy the
control unit without testing it. This motivates a simulation step to verify application
behaviour. A simulation activity may be performed in the testing activity shown in
Fig. 1.1.

5. Structure and use of control units.

Control units embed state inference and planning or optimisation algorithms used
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to determine the behaviour of a pervasive computing application.

For applications using planning algorithms, control units execute plans to govern
the actions taken by an application. For applications using optimisation algorithms,
control units select from candidate solutions that maximise or minimise properties

of an application as specified.

The requirement to use sensor and actuator infrastructure means that the control
units must make use of a middleware for access and query operations. When the
control units are generated they must make some assumptions about the middleware

services available.

1.6.3 Middleware Assumptions

The control units are intended to be deployed using a middleware platform appropriate
for pervasive computing systems. This thesis does not directly address the provision of
middleware services. The generated control units provide information for sensor/actuator
selection and identification, and assume middleware abstractions for discovery and lookup
services. Such abstractions are provided by a range of pervasive computing middlewares
such as (Roman et al. 2002) (Nicklas et al. 2003) (Senart et al. 2006).

The control units assume the following middleware services are available:

e Sensor and actuator discovery and addressing services are available via middleware
services. The domain model uses spatial operations implemented with GIS stan-
dards to provide information for discovery services. We assume that given a spatial
geometry and the name of a sensor datum or actuator action, the middleware can

discover and address appropriate sensor and actuator infrastructure in that region.

e Read/write operations to sensors and actuators are available via middleware ser-
vices. We assume that sensor types used by the control unit can be accessed and
read through a synchronous middleware call. The returned value may be correct or
erroneous. We assume that each actuator referenced by the control unit is invoked
through a middleware call. The actuator itself may fail or perform a different action

from that selected by the control unit.

The deployment of control units is not addressed in the thesis. A light-weight mid-
dleware service providing the services listed above, has been prototyped to allow the
generated control units to be tested. Control units can be deployed and tested on the local
machine and use the assumed middleware services to communicate with simulated sensor

and actuator middleware.

1.7 Thesis Contributions

We classify the contributions of this thesis from the perspectives of software engineering

and automated planning. From a software engineering perspective we make the following
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contributions:

e A novel methodology for engineering pervasive computing applications that supports
the rapid testing of a suite of planning and optimisation algorithms for a given

problem specification.

e A domain model for pervasive computing applications that provides a high-level
method for specifying information relevant to the use of planning and optimisation

algorithms.

e Two transformation algorithms that support the selection and generation of planning
and optimisation algorithms and application code. The generated code contains mid-

dleware hooks for accessing sensor and actuator infrastructure in the environment.

e A library of algorithms that can be re-used across multiple planning and optimisation

problems.
From an automated planning perspective we make the following contributions:

e A taxonomy which encodes information about suitable algorithms for problem types.
The second transformation algorithm also supports an encoding of the information
required to use these algorithms. This information is captured in the mapping func-

tions written for each algorithm in the library.

e Automated selection of algorithms. If the domain model does not specify an algo-
rithm to use in the problem then the second transformation can automatically select
and seed an appropriate algorithm for the application. We believe our approach to
automating the identification of suitable algorithms for use in pervasive computing

applications to be novel.

1.7.1 Limitations

We do not claim that the automatically selected algorithms are optimal for the problem
type. A customised solution hand-crafted by an expert will always be superior to a gener-
ated solution. The evaluation case studies show the high impact on performance of tuning
algorithm parameters. Automatically selected algorithms execute with default values for
algorithm parameters. The use of default parameter values leads to a potential reduction

in application performance.

1.8 Roadmap

The remainder of this thesis is structured as follows. Chapter 2 presents an overview of
planning and optimisation in pervasive computing environments. Techniques for sensor
fusion and state inference are also discussed. Chapter 3 presents research related to the use

of MDE methodologies, and planning and optimisation algorithms in pervasive computing
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environments. Chapter 4 presents the development process supported by the methodology
tool chain. Chapter 4 contains a case-study section describing how the programming
model is applied to two application scenarios. Chapter 5 presents the transformation
algorithms used to generate planning models and control units. The operation of the
transformation algorithms is described using the two case studies introduced in Chapter
4. Chapter 6 presents an empirical evaluation of the impact of the methodology on the
development effort associated with developing the two case studies. The performance of
the algorithms generated by the automated planning and optimisation component is also
analysed. Chapter 7 concludes the thesis with a summary of the work and outlines open

issues and possible future extensions to the methodology.
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It makes me so happy. To be at the beginning again, knowing almost
nothing. ... It’s the best possible time to be alive, when almost every-

thing you thought you knew is wrong.

Tom Stoppard (Arcadia)

Inference, Planning and Optimisation for
Pervasive Computing

This thesis addresses the challenges associated with the development of applications for
pervasive computing environments. More specifically it focuses on engineering the infer-
ence, planning and optimisation algorithms to be used in these applications.

We define a pervasive computing environment as a region of the physical environment
or real-world space that is augmented with sensor and actuator devices and pervasive
computing applications as those that execute in such an augmented physical space. This
thesis focuses on those pervasive computing applications that perform some combination

of the following tasks:

e Applications that use sensor data to infer values for states of the environment that

are relevant to the application.

e Applications that use actuator infrastructure to take actions in accordance with some

user-specified objectives.
e Applications that use inferred state information to optimise application states.

These tasks are referred to respectively as inference, planning and optimisation and a
detailed definition is provided in the next section.

This chapter positions these tasks in the context of pervasive computing. Charac-
teristics of pervasive computing environments that impact on these tasks are described.
Subsequently a set of algorithms representative of approaches to these tasks is presented.
The treatment of these algorithms is intended to show when they are suitable to be used

and what information must be provided to use them.
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2.1 Overview of Planning and Optimisation Tasks

We address the following tasks in the context of pervasive computing.

e State inference
This is the task of determining the true state of the system given variable-quality
sensor data. State inference may be performed at a single instant or else may be
modelled as an inference process over time. State inference involves the sub-tasks of

sensor identification, selection and sensor fusion.

e Planning
Planning is the task of choosing an action to carry out in order to achieve a goal.
Planning problems can be divided into classical or real-world problems. Classical
planning problems are modelled using assumptions that typically include restricted
state transition systems and full observability. Real-world planning problems are
considerably more challenging due to the presence of uncertainty and dynamism
in the environment and are representative of the types of problems encountered in
pervasive computing environments. Planning problems may be modelled as single

or sequential decision problems.

e Optimisation
Optimisation is the task of maximising or minimising a property of a system and
can be expressed as finding the value(s) of a vector 0 € O representing some system
property that minimises a loss function. An example would be, the selection of
traffic light settings in a UTC system to minimise the waiting time of vehicles at the

junction.

Optimisation can be modelled as a search problem and algorithms divided into de-
terministic and heuristic approaches. A deterministic or exhaustive search will find
the optimal solution but may not be feasible given the size of the search space or
the time constraints for finding a solution. Heuristic algorithms can be applied to a
wide variety of problems of varied combinatorial structure to find useful if not op-
timal results. Optimisation problems can be considered as a subset of planning and
acting problems but result in different system architectures and hence are classified

independently in this chapter.

Fig. 2.1 shows a taxonomy of algorithms that can be used for these three tasks. The
algorithms are related to problem types and domain properties. The domain properties
listed in Fig 2.1 are uncertainty, dynamism and complexity and are described in following
sections.

This chapter also examines a selection of algorithms for performing the tasks of state
inference, optimisation and planning. The selection of algorithms shown in Fig. 2.1 is not
intended to prescribe the only correct approaches for such problems. There is clearly a
large set of candidate algorithms that can be applied across problems. The selection shown

17



2.2. CHARACTERISTICS OF PERVASIVE COMPUTING ENVIRONMENTS

tasks
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Figure 2.1: Planning and optimisation problems and algorithms.

in Fig. 2.1 is informed by reviewing the literature and by implementing and testing many
of the algorithms described here. Almost all the algorithms discussed here have been
implemented in the thesis evaluation scenarios.

The treatment of the algorithms in this chapter focuses on how they would be used in
pervasive computing environments. An overview of the algorithms is presented, including

practical issues relating to specifying parameters, and computational overhead.

2.2 Characteristics of Pervasive Computing Environments

In this section we introduce some characteristics of pervasive computing domains and ap-
plications with the intention of identifying difficulties faced by application developers. To
clarify the discussion that follows we introduce a semi-formal model suitable for modelling

real-world environments (Ghallab et al. 2004).

2.2.1 Modelling Real-world Environments

The following model can be used to model real-world environments, > = (S,A,T,O,R)

where:
e S ={s1,s2,..} is the set of system states;
e A = {aj,ay,..} is the set of actions;

e T(s,a,s') represents a stochastic state-transition system that gives the probability

P(slls,a) of moving to state s" if the action a is performed in state s.

e O = {01,02,..} is the set of observations that are produced by the sensor infrastruc-
ture in the region. An observation or sensor model function O(s’, a,0) gives the
probability P(ola, s/) of observing o if action a is performed and the resulting state is
s'. This function describes how sensors are affected by the actual state of the system

and is often referred to as a likelihood function.

e R(s) is the reward function and R(s, a, s’) represents the immediate reward the agent

will get if it performs action a while in state s and moves to state s .
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In the discussion that follows we will refer to the elements of this model to show
how the characteristics of pervasive computing environments impact on planning and

optimisation.

2.2.2 Uncertainty in Pervasive Computing Environments

Uncertainty can arise from a number of sources. The dependence on sensor data results
in partial observability of the system state due to the possibility of error in sensor data
readings or error in the state inference routines used to combine sensor data. The use of
actuator platforms to effect change in the environment is also a source of uncertainty due
to possible actuator failure.

The presence of uncertainty impacts on the design and execution of pervasive com-
puting applications. If system state is highly uncertain then it is difficult to determine
the correct action to take and the possibility of actuator failure may require the regular
monitoring of system state and corrective replanning.

An environment is fully observable if the complete state of the environment at each
point in time is available to the application. In the case of pervasive computing envi-
ronments data on system state is typically inferred from sensor data with an attendant
possibility of error in the sensor readings and hence the decision making process is un-
avoidably at a distance from the true state of the system.

This uncertainty between the true and inferred system state can be modelled by using
sensor models that associate a probability with a mapping from sensor observations to state
values. Sensor models are usually specified at design time prior to the deployment and
execution of applications. If applications are deployed over a large area in pervasive com-
puting environments there may be incomplete or non-uniform sensor coverage throughout
the region. This non-uniformity may be due to variations in sensor coverage and quality
due to the use of different sensor types and deployment densities. Non-uniformity in sen-
sor data coupled with the possibility of sensor mobility motivates the need for run-time
sensor profiling to correctly determine confidence levels to associate with sensor data used
for state-inference.

The possibility of actuator failure is a source of uncertainty when specifying state-
transition systems. An actuator model can be used to capture the reliability of the actions
available to the system and can relate the execution of available actions to the probability
of a change in the system state.

2.2.3 Dynamism in Pervasive Computing Environments

A dynamic environment is one in which the state of the environment may change inde-
pendently of the actions taken by the application. The presence of uncontrolled events
and resultant state transitions is a source of dynamism in the system. Such sources of
dynamism abound in pervasive computing environments. Consider a domain such as
Urban Traffic control. Road traffic accidents, wide fluctuations in traffic demand, extreme
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weather conditions, etc, are all sources of uncontrollable uncertainty in an urban traffic
control domain.

The presence of dynamism has implications for the timing of decision making and
planning activities for applications operating in such environments. If an environment is
dynamic then online planning algorithms may need to be used to respond to unplanned
or unforeseen system state changes.

Decision making and planning may be online or offline in response to dynamism in
the environment. If action selection and execution are interleaved at run-time then the
algorithm is said to be online and can sense and respond to changes in the environment.
Conversely an offline algorithm is one in which a policy governing action selection is
constructed prior to the time in which the application begin executing.

Accessing sensor data will usually come at a cost and if a pervasive computing envi-
ronment is highly dynamic there is no point in wasting computing effort in planning a

policy governing action selection for a long-horizon.

2.24 Complexity in Pervasive Computing Environments

Complexity in pervasive computing applications may arise due to issues such as state space
size, the degree of interconnectedness among system elements and partially-understood
or stochastic state-transition systems.

For applications modelled as complexity problems, the complexity of a problem can
impact on the selection of an appropriate algorithm. If the complexity of a problem is
such that a deterministic or brute force solution is be infeasible given computational or
time constraints, then a heuristic approach may provide useful though not optimal results.

Complexity measures may be roughly divided into those that measure the complexity
of an algorithm versus those that measure the complexity of a problem.

The complexity of an algorithm can be expressed as a function of its running time or
space requirement and written using big O notation. For a pervasive computing task it
may be more relevant to classify the complexity of the given problem rather than that of
an algorithm. Computational complexity theory analyses problems rather than algorithms
and is concerned with the question for which decision problems do efficient algorithms
exist.

Traditional computational complexity analyses focus on decision problems in general
and on language recognition problems in particular (Ghallab et al. 2004, 551). Complexity
theory is based on the standard Turing model of computation and measures the efficiency
of decision problems by measuring the time and space resources of a Turing machine
required to solve a decision problem of finite length. A key definition of complexity
theory is that feasible or tractable means polynomial time (Rudich Steven 2004, 20).

The class of decision problems that have a worst-case running time of 0(n*) for some
k is called P. These problems can be solved deterministically in polynomial time and are

hence considered to be the “easiest’” or most tractable problems.
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Another important class of problems is NP, the class of non-deterministic polynomial
problems. This is the class of problems for which a solution can be verified but not
generated quickly, i.e., polynomially. The hardest set of problems in this class are NP
Complete problems. Establishing that a problem is NP Complete is useful as heuristic
approaches should then be adopted in place of any further analysis of the problem.

The use of complexity analysis in pervasive computing is complicated by the fact that
such analysis is applied to stationary and finite decision problems. In order to discuss
the computational complexity of planing problems, the problems must be reformulated as
language-recognition problems.

This approach may not be useful when dealing with many of the problems faced by
application developers in pervasive computing environments, many of which are dynamic
and continuous in nature.

More fundamentally though pervasive computing applications even if formulated as
planning problems will typically operate in continuous noisy environments. Complexity
theory deals with finite or bounded decision problems with observable and enumerable
inputs. (Spall 2003, 268) recognises this difficultly and states that any static measure of
problem difficulty will always be severely limited.

Appendix A contains a more detailed discussion of complexity metrics and their ap-

plicability to pervasive computing applications.

2.3 State Inference

State inference is the process of determining the state of a system given observations
produced by the sensor infrastructure. A pervasive computing system relies on sensor
infrastructure to gain knowledge about the system state. Sensor data is not a perfect
reflection of system state as errors can arise due to partial coverage and sensor error.
Hence there is an unavoidable degree of uncertainty associated with the state inference
process.

There are theoretical and practical issues to be addressed to support state inference.

The theoretical issues are:
e how to represent uncertain state information.
e how to use uncertain data from sensors to update existing state information.
The practical issues to be address when supporting state inference are:
e how to model sensors and represent sensor data.
e how to associate deployed sensors with application state-space values.

e how to access sensor data.
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This section presents techniques for representing and updating uncertain state infor-
mation. Probability theory, Bayesian Inference and Dempster-Shafer theory are examined
in detail. Section 2,3.5 presents an overview of sensor fusion, addressing practical issues

relating to associating sensor data with states and accessing sensor data.

2.3.1 Probability Theory and Bayes Rule

Probability theory provides a language to make propositions about random variables re-
flecting states of the environment. A random variable can be boolean, discrete or continu-
ous. An example of a discrete random variable would be one representing the weather that
can take on particular values such as sunny, rainy or misty. An example of a continuous
random variable would be the temperature in a room.

An application’s knowledge of a pervasive computing environment can at best provide
only a degree of belief. Probability provides a way of summarising this uncertainty. Prob-
abilities between 0 and 1 correspond to different degrees of belief in the truth of some
statement about an aspect of the real-world with the value 0 representing false or no belief
and 1 representing truth or fuli belief. A probability of 0.8 in a proposition should not be
interpreted as implying that the proposition is 80% true, rather it implies an 80% degree
of belief in the proposition.

An application’s beliefs will depend on the sensed information that the application
has received to date. This sensed information constitutes evidence on which probability
assertions are based. Receiving new evidence should result in the degree of belief of a
proposition being updated. Before the evidence is received the system has a prior or
unconditional probability in a proposition. After some evidence has been received and
processed, the system has a posterior or conditional probability in a proposition.

Probability is a finite measure. Being finite means that it has a largest possible value
which is 1. Being a measure means that it is a function, or a mechanism that takes inputs
such as an event x, and converts it into output, probability P(x). The range of probability
or the set of possible outputs, is the interval [0,1]. The domain of probability - its set of
possible inputs, is not necessarily a set of numbers. We can also consider the probability
of events. Thus the domain of probability is a set of events.

Axioms of Probability
Kolmogorov’s axioms provide the foundation of probability theory:

1. All probabilities are between 0 and 1.
For any proposition a: 0 < P(a) < 1.

2. True and false propositions have probabilities 1 and 0 respectively.
P{True) = 1 P(False) =0:

3. The probability of a disjunction/union is given by:
P(aUub) ="P(a) +P(b) —P(anhb).

From these axioms, the following can be derived:
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e P(—a)=1— P(a) where —a means “not” a.

e If a proposition, a, consists of a number of mutually exclusive or disjoint atomic
events e;, where (1 <1< N) and a = U{“zlei, eiNe;j=0 V 1<1i,j<N then

Pla) = P(ei)

i=1

This states that the probability of a proposition is equal to the sum of the probabilities
of the atomic events in which that proposition holds.

Conditional Probability
Consider a domain containing two random variables. Initially we have a set of prior
probabilities P(a) and P(b). If the events a and b, occur independently of each other then
the joint probability of a and b can be written as: P(a) N P(b) = P(a) x P(b)

The occurrence of an event may be influenced by the occurrence of another event. If
some evidence is received on variable b then prior probabilities are no longer applicable
and instead conditional or posterior probabilities become relevant.

The conditional probability of event a given event b is the probability that a occurs
when event b is known to have occurred. It is written as P(alb) and defined as:

P(anb)
P(alb) TS (2.1)
and holds whenever P(b) > 0
Using conditional probabilities this can be written in a form known as the Product rule

or the fundamental rule of probability:
P(anb) = P(alb)P(b) (2.2)

This rule gives the joint probability for events that are dependent.
Consider the following simple example of two manufacturers (a & b) of widgets.

Manufacturer a | Manufacturer b | Total
Number with a fault 200 300 500
Number with no fault | 29,800 19,700 49,500
Total 30,000 20,000 50,000

Table 2.1: Widget manufacturers.

Table 2.1 represents the frequency that a widget develops a fault within 1 year of
purchase. Assume that what happened in the past is an indicator of what might happen
in the future. The table can be used to calculate the probability of a future event such as

a fault developing within 1 year of purchase.
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Dividing each entry in the table by 50,000 gives the joint probability distribution. which
can be used to calculate probabilities for all propositions in the domain

Manufacturer a | Manufacturer b | Total
Fault = True | 0.004 0.006 0.01
Fault = False | 0.596 0.394 0.99
Total 0.6 0.4 1.0

Table 2.2: Full joint probability distribution for P(Manufacturer, Fault).

Assume we are interested in the probability of a machine developing a fault given that
the purchaser bought from a particular manufacturer. We identify the atomic events in
which the proposition holds and sum their probabilities P(a) = Z]i\lzl Ples).

This probability can be written as P(Fault = true/Manufacturer = a) or P(Fault|a).
Substituting into the Product Rule formula gives:

P(Fault = t N Manufacturer = a)
P(Manufacturer = a)

0.004
= — = 0.0067
0.6

P(Fault = t N Manufacturer = b)
P(Manufacturer = b)
0.006

— — =0.01
0.4 0.015

P(Fault = tfManufacturer = a) =

P(Fault = tjManufacturer = b) =

Joint and Marginal Probabilities
Summing a row or a column in the joint probability table allows the calculation of a
marginal probability. P(Fault) = P(Faultna)+P(Faultnb). This allows the manufacturer
effect to be “removed”. That is, a distribution over Fault can be obtained by summing out
all the other variables from the joint distribution that contain Fault.

Marginalization can also be applied to sets of variables such as Y and Z such that
the marginal or unconditional probability P(Y) is: )} , P(Y,z), and can also be performed
using conditional probabilities instead of joint probabilities, by using the product rule:
PIY) =3, P(¥|z]P(z}:

Consider a domain with n binary variables, {y1,y2,--- ,yn}, the joint probability distri-
bution is written P(y1,y2, -+ ,yn). Calculations become more complicated as the number
of variables increases. With two binary variables, there are four entries in the joint prob-
ability distribution table. This is because the two variables take on two possible values
22 = 4. For n binary variables, there are 2™ entries in the table.

The full joint probability distribution specifies the probability of every combination of
events and is therefore a complete specification of the uncertainty in a system. A particular
value in the joint distribution is given as P(x1 = x1 Nx2 = X2 N ... Xn = xn), which can be
written as P(x1,x2,...,Xn ).

The size of the table grows exponentially with the number of variables. Using a table
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to represent the joint probability distribution is not the most efficient representation. It
could be considered as a brute force approach but is not a practical tool for supporting
medium or large sized inference tasks.

The use of causal or model-based knowledge allows large-scale probabilistic systems
to be feasible in the real world. The knowledge used to make larger scale systems feasible
are independence and conditional independence among environment variables.

Independence and Conditional Independence
Two variables, a and b, are said to be independent if: P(anb) = P(a)P(b). As the variables
a and b do not influence each other: P(alb) = P(a) or P(bla) = P(b).

If there are 4 binary variables, {y1,y2,y3, ys} with y4 is independent of the others, then
the joint probability distribution can be written

P(y1,Y2,93,v4) = P(y1,Y2,y3)P(y4)

So, instead of having a table containing 16(=2*) entries, there are two tables. The first
table has three variables and eight entries, while the second table has one variable and two
entries. Thus, the space needed to represent the joint probability distribution is reduced
to: 2% + 2! = 10.

Independence is a symmetrical relationship and assertions are usually based on knowl-
edge of the domain. They can dramatically reduce the amount of information necessary
to specify joint distributions across sets of variables.

Two variables, a and b may be independent given evidence about another variable, c.
This is a form of conditional independence and can be written: P(a,blc) = P(alc)P(blc).

In such a situation, although a and b are not independent, if the value of ¢ becomes
known for certain, then any evidence about b cannot change the belief about a. In such a
case: P(alc) = P(alb,c)

Let variables a and b represent the toss of a coin and ¢ represents whether the coin is
biased towards “Heads” or not. If ¢ is unknown and if it is observed that a is “Heads”,
then this increases the likelihood that b will also be “Heads”. However, if ¢ is known,
then the outcome of a does not influence the belief in the outcome of b.

In this case a is screened off from b by c. This can be written as: (a L blc) = P(bla,c) =
P(blc)

Chain Rule
From the product rule for two events, a general form of the chain rule can be derived to

calculate the full joint probability distribution as a product of conditional probabilities.

Plx1,%2, ..., %n) = Px1] x Plxalx1) x P(xalx1,%2) ..., %XP(xnlx1, . ... Xn—1)

= HP(Xi|X1/---;Xi 1)
i

Applying the chain rule to large strongly coupled domains becomes intractable as the
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number of events or variables increases because the computation is exponential in the
number of random variables to be solved for. However if the complete set of variables can
be divided into independent subsets, then the full joint can be factored into separate joint
distributions on those subsets. In large domains with weakly coupled subsets of dependent
variables this can significantly reduce the effort required to calculate joint probability
distributions.

If P(y1,Y2,U3--- ,yn) is a joint probability distribution over variables {y1,y2,y3, -, yn}
the Chain Rule allows the joint probability distribution to be factored into a product of

conditional probabilities:

P(y1,Y2,Y3, -, Yn) = P(U1ly2,Y3, -, Yn) x P(Y2ly3, - ,Yn) X P(Yn—-1lyn) x P(yn)

This is useful because conditional independence relationships are more common than

independence relationships. The chain rule can be stated formally as:
n
P(x1, ..., %n) = [ [ P(xilx1, ..., x4-1) (2.3)
i=1

Using the Chain Rule helps to reduce the number of probabilities needed to represent the
joint probability distribution. The question now arises how evidence (or new sensor data)

is incorporated to update the joint probability distribution.

2.3.1.1 Bayes Rule and Belief Updating

Bayes rule provides a general mechanism by which new evidence or sensor data can be
combined with existing beliefs or probability distributions over the current system state.

Bayes rule can be derived from the associative property of the product rule:
P(anb) =P(alb)P(b) and P(anb) = P(bla)P(a)

Equating the two right-hand sides and dividing by P(a) gives:

P(alb)P
P(bla) = 7(‘1:2)@

(2.4)

Bayes rule can also be stated in terms of hypothesis testing as providing a measure of
the probability of a hypothesis h conditioned upon some evidence e, that is equal to its
likelihood P(elh) times its probability prior to any evidence P(h), normalized by dividing

by P(e). This is written as:
P(e[h)P(h)

P(hle) = Ple)

Having applied Bayes rule to obtain P(h|e) - this is adopted as the posterior or updated
degree of belief in the hypothesis h - or Bel(h) = P(hle). Adopting the posterior probability
as the new belief in a hypothesis is referred to as conditionalisation. There are two basic
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assumptions of conditionalisation that are relevant when using Bayes theorem (Korb &
Nicholson 2004). These are:

e There must exist joint priors over the hypothesis and evidence spaces. Without a
joint prior Bayes theorem cannot be used consistently.

e The evidence conditioned upon is all of, and the only evidence learned. This is called
the total evidence condition and cannot always be guaranteed. This is especially the
case in pervasive computing environments where sensor data may be received from

subsets of available nodes due to power or communication constraints.

The following state inference example illustrates how Bayes rule can be used to update
the degree of belief or probability of a proposition given some evidence.

Consider an air-traffic control scenario (Bertsekas & Tsitsiklis 2002, 31). If an aircraft is
present in a certain area, a radar correctly registers its presence with probability 0.99. If
it is not present, the radar can falsely register an aircraft presence with probability 0.10.
Assume that the prior probability of an aircraft being present is 0.05. If the radar sensor
now registers a presence Bayes rule can incorporate this piece of evidence and calculate
the probability that an aircraft is actually present.

Let a equal the event that an aircraft is present, and let b equal the event that a radar

signals an alarm. A domain expert provides the following probabilities:
P(a) =0.05, P(bla)=099, P(bl-a)=0.10

Bayes rule can be used to calculate the updated belief in the event P(alb), i.e, that an

aircraft is present given that the radar has registered its presence.

P(alb) = % (1)
B P(bla) x P(a) @)

~ P(bla) x P(a) + P(b|—a) x P(—a)
0.99 x 0.05 . hEs 3)

~0.99 x 0.05+ 0.1 x 0.95

Step 1, is obtained from Bayes rule. The denominator in step 2 is the marginal probabil-
ity or likelihood of the evidence, i.e., the radar reading. Step 3, gives Bel(a), the posterior
probability of the aircraft being present by combining the prior probability of an aircraft
being present and the radar sensor data.

Bayes rule can therefore be used as a sensor fusion technique and it is straightforward
to use it to combine data from multiple sensors. This rule underlies all modern Al systems
for probabilistic inference (Russell & Norvig 2003, 479).
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2.3.2 Bayesian Inference and Sensor Model

Pervasive computing systems use sensor data to infer system state. Bayes rule allows sensor
data to be combined and used as evidence to perform inference about propositions or
system states. Inference or belief updating is the process by which beliefs are conditioned
upon new evidence or information about the value of a variable. In this sections we present
a model for representing and reasoning about sensor data.

A sensor model should provide a coherent description of the sensors ability to extract
information from its surroundings. The sensor model presented here is similar to that in
(Mitchell 2007, 24) and uses the following notation:

e O is the state in which the system is interested

e yi, i€ (y1,Y2,...,yn), denotes a vector of N raw sensor measurements or pieces of
evidence which are directly observed, while the variable of interest © is not directly
observed but instead is inferred.

e | represents any relevant background information.

Using Bayesian inference the task of inferring © is equivalent to estimating the posterior
probability P(© = 0|y, I), where 0 represents the true value of the variable of interest O.
Fig. 2.2 (Mitchell 2007, 25) shows the use of a sensor model as an input to the Bayesian
inference process. This figure shows four inputs to the Bayesian inference routines. These

componen ts are:

e Data y or f(y|0) The input data may be sensor data readings y or data generated as
a function of sensor data f(y|0).

e P(0[I) This is a prior probability function which characterises current beliefs about
0, the variable of interest. In the absence of any further information this distribution

may be modelled using historical data or typical values for ©.

e P(yl0, 1) This is a likelihood function which describes how the values generated as a
function of the sensor measurements depend on the true value 6 and the background
information 1. The likelihood function provides a method of estimating how likely
the various possible values of 0 are given that the sensor data has produced the

evidence y.

If a sensor reading y is directly related to the variable 0 of interest, then the inference
task is simplified. A direct mapping from a sensor reading to a variable of interest
results in a simple likelihood function. However there are times where more complex
models must be built to combine sensor data. These models combine domain-specific
knowledge about the structural relationship between variables in a system and their

interdependencies and causal relations.

28



2.3. STATE INFERENCE

Datay
f(yl0)
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p(o|I) plylo,I)

Figure 2.2: Inputs to a Bayesian inference process.

The output of the Bayesian inference routine is a posterior distribution P(8]y, ) that
summarises the updated knowledge about 8. The posterior distribution is calculated from

applying Bayes rule as follows:

likelihood prior

e

P(yl0,1) P(6II)
m(y)
\-\/—/

evidence

P(6ly, 1) = (25)

The denominator m(y) is a normalizing constant and is the unconditional or marginal
distribution of data y. It can be considered as the likelihood of the evidence or sensor

data and written as:

P(yl8)P(6)
J P(yle)P(0)do
When there is more than one unknown parameter , e.g. 6 = (01,02), and only one
component is relevant, say 01, the remaining unknown quantities are removed by integra-
tion:
[ P(yl61,02)P(61,62)

P(B1ly) = [ P(yl6y1,02)P(6,,0,)d0;, do, (2.6)

This is equivalent to the marginalisation operation for discrete variables discussed earlier.
The application of Bayes Rule gets more complicated as the number of variables in-
crease. The most challenging aspects are identified in (Mitchell 2007, 119) as:

e the development of a model P(yi6, [)P(6, 1), which must effectively capture the key
features of the underlying problem;

e the necessary computation required for deriving the posterior distribution. In general
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both exact and approximate inference are NP hard problems (Korb & Nicholson 2004,
53).

A popular approach to tackling these two problems is to build graphical models for
the purpose of inference. Jordan (1999) describes graphical models as:

a marriage between probability theory and graph theory. They provide a nat-
ural tool for dealing with two problems that occur throughout applied math-
ematics and engineering - uncertainty and complexity ... Fundamental to the
idea of a graphical model is the notion of modularity - a complex system is built
by combining simpler parts. Probability theory provides the glue whereby the
parts are combined, ensuring that the system as a whole is consistent, and pro-
viding ways to interface models to data. The graph theoretic side of graphical
models provides both an intuitively appealing interface by which humans can
model highly-interacting sets of variables as well as a data structure that lends

itself to the design of efficient general-purpose algorithms.

Bayesian networks are one type of graphical model that address the complexity of inference

computations through exploiting independence relationships between variables.

2.3.3 Bayesian Networks

A Bayesian network is a graphical model that allows knowledge about uncertain domains
to be represented and reasoned about. The nodes in a Bayesian network represent random
variables from the domain. The set of edges connect pairs of nodes and represent causal
dependencies between variables. The structure of the network reflects the conditional
dependencies that exist between variables. A Bayesian network (BN) is a Directed Acyclic
Graph (DAG), i.e. there are no cycles in the network.

If the domain contains weakly coupled subsets of variables this is reflected in a smaller
number of edges connecting variables and in reduced conditional probability table sizes.
The decomposition of large probabilistic domains into weakly connected subsets via con-
ditional independence has been cited as one of the most important developments in the
recent history of Al (Russell & Norvig 2003, 482).

Bayesian network node types may be: boolean nodes representing variables taking
binary values true and false; discrete nodes representing ordinal valued variables, e.g.,
low, medium, high; integral or discrete valued variables or continuous functions.

If there is a directed link from node X to node Y, then X is said to be a parent of Y.
Each node, X, has a conditional probability distribution, p(X;|Parents(X;)). The condi-
tional probability distribution for each node given all the possible combinations of values
of its parent nodes must be specified. The size of the conditional probability distribution is
exponential in the number of parents. A node with n parents requires a conditional prob-
ability table with 2™ *! probabilities. The probability represents the effect of the parents
on the variable.
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Figure 2.3: Bayesian Network Sample and Connections: (a) D-Separation; (b) Earth-
quake/Alarm Example

Constructing a BN to ensure that directed links go from causes to effects requires a
certain level of domain expertise. Different node orders may result in different network
structures, but they should all represent the same joint probability distribution. However
they will vary in terms of compactness. The optimal order is to add the root nodes first,
then the nodes they influence directly and continue until leaf nodes are reached.

The joint probability distribution for a BN, with variables {X1, X2, -+, X,,} is given by:

N
P(X1, Xz, -+, Xn) = [ [ P(Xilparents(Xy))
i=1

This is equivalent to the Chain Rule provided that:
P(Xilparents(Xi)) = P(XilX1, -~ Xi—2, Xi-1)

In other words, this requires that each variable is conditionally independent of its prede-
cessors given its parents.

Independence in Bayesian Networks
The topological criteria used to determine conditional independence is called d-separation.
There are three types of connections between variables in a BN. The connection types are
explained with reference to a sample Bayesian network relating to an earthquake/house
alarm scenario shown in Fig. 2.3b (Korb & Nicholson 2004, 44).

e A Converging Connection represents a situation where a node C has two causes: A
and B. If there is no evidence about the state of C, then A and B are independent
and knowledge of A has no influence on B and vice versa. Variables A and B remain
independent unless evidence about C is received. A and B are said to be d-separated.
This can be written as : P(A|BNC) # P(A|B) = —~(A 1L B|C)

In the burglary/earthquake example, the earthquake and burglary variables are in-
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dependent. However, if evidence is received that the alarm has sounded, then these
events become dependent. If evidence that an earthquake has occurred is received,

then belief that a burglary has also occurred should be reduced.

e A Diverging Connection represents the situation where a node A has two effects:
B and C. Influence can pass between the children of A provided the state of A is
unknown, hence B and C are dependent but become independent when evidence

about A is received. B and C are said to be d-separated given A.

This conditional dependence can be written as: P(C[B N A) = P(C|A) and the d-
separation of C and B given A expressed as: B 1L C|A

In the burglary/earthquake example, the MaryCalls and JohnCalls variables are
independent given knowledge of the alarm status. If the state of the alarm is not
known and Mary has called, this should increase the belief that John will call. If
however it is known that the alarm has sounded, then whether Mary called or not

should not influence the belief of whether John will call or not.

e Serial Connection, influence can pass between A and C through B provided that
the state of B is unknown. A and C are dependent but become independent when
evidence about B is received. A and C are said to be d-separated given B.

This conditional dependence can be written as: P(C|A N B) = P(C|B) and the d-
separation of A and C given B, expressed as: A 1L C|B

In the burglary/earthquake example, knowledge about the state of the variable
MaryCalls should influence the belief of a burglary or an earthquake having oc-

curred assuming that the state of the alarm is not known by some other means.

This conditional independence or d-separation relationship also applies to sets of nodes.
A set of nodes E can d-separate two other sets of nodes X and Y if every path from a node
in X to a node in Y is d-separated given E. Establishing d-separation properties between sets
of nodes reduces the size of the conditional probability tables that must be represented. In
general, if there are N binary nodes or variables in a system, the full joint would require
O(2™) space to represent, but the factored form would require 0O(n2¥) space to represent,

where k is the maximum fan-in of a node.

2.3.3.1 Inference in Bayesian Networks

The basic task for a probabilistic inference system is to compute the posterior probability
distribution for a set of query variables given some observed event - that is some assign-
ment of values to a set of evidence variables. Let X denote a query variable; E denote the
set of evidence variables ej,...emn, and e be a particular observed event; and Y denote the
non-evidence variables y1,...Y; The complete set of variables is then XU EU Y.
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Figure 2.4: Bayesian Network sample and CPTs: (a) Sample Bayesian network; (b) Sample
conditional probability tables.

A typical query asks for the posterior probability distribution of a query variable given
some assignment of values to a set of evidence nodes. This can be calculated by marginal-

ising over or summing out the non-evidence nodes:

P(Xle)=a ) P(X,e,y) 2.7)
Yy

A Bayesian Network encodes:

N
P(X1, X2, -+, Xn) = [ [ P(Xilparents(X;))

i=1
Therefore the terms P(x, e, y) in the joint distribution can be written as products of condi-
tional probabilities from the network and a query can be answered by computing sums of
products of conditional probabilities from the network.

Consider the sample Bayesian network in Fig. 2.4. Assume that sensor data is received

for the value of nodes D and E such that D = d; and E = e;. Assume that we are interested
in the probability that the value of node A will take the value a; given the observed sensor

data. This can be calculated using Eqn. 2.7 :

PA=ajd=dz,e=e)) = ad Y P(b)P(a)P(cla,b)P(dlc)P(elc) (1)
B €
= aP(a) ) P(b) ) P(cla,b)P(dlc)Plelc) (2)
B C

Step 1 shows that B and C, the non-evidence nodes are marginalised out by summation.
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Step 2 shows a simplification of the algebra. The result is calculated using summation as:

P(a) x P(b) x P(clb, a) x P(d|c) x P(elc)+

P(a) x P(b) x P(—c¢|b,a) x P(d|—c) x P(e|—c)+
P(a) x P(—=b) x P(c|—b, a) x P(d|c) x P(el|c)+
P(a) x P(—b) x P(—c|—b, a) x P(d|—c) x P(e|—c)
=0.95x 0.99 x 0.75 x 0.6 x 0.9+

0.95 x 0.99 x 0.25 x 0.65 x 0.8+

0.95 x 0.01 x 0.5 x 0.6 x 0.9+

0.95 x 0.01 x 0.5 x 0.65 x 0.8 = 0.5082025

To obtain a normalised result we must calculate « - the marginal likelihood of the
evidence. Similarly to above we can calculate P(A = aj|d = d2, e = e2) = 0.0266025. « =
(0.5082025 + 0.266025) ! = 1.869840409, which leads to a normalised posterior probability
P(Ald = d2, e = e2) = {a1, a2} = (0.0498, 0.9502)

2.3.3.2 Inference with Uncertain Evidence

The discussion above assumed that any sensor evidence is a direct observation of the
value of a variable and results in the belief for that node being set to 1 for that value
and 0 for all other values. In the example above it was assumed that the evidence for
D = d; and E = e is true with probability 1. However this is an atypical case in a
pervasive computing environment where evidence for observed nodes will usually come
from sensors with possible errors in readings.

Sensor evidence with an associated uncertainty is referred to as soft or virtual ev-
idence. The semantics of belief updating given virtual evidence are not clear (Jensen &
Nielsen 2007, 40). Two techniques for representing uncertain evidence have been proposed:
soft evidence represented as probability distributions and virtual evidence represented as
likelihood ratios. The soft evidence approach requires uncertain evidence to be specified
in terms of the effect it has on beliefs once accepted, while the virtual evidence approach
requires the uncertain evidence to be specified in terms of its strength only (Chan &
Darwiche 2005). Chan & Darwiche (2005) also show that while these techniques differ in
how they represent uncertain evidence they both use the principle of probability kinemat-
ics to revise beliefs.

Soft Evidence and Jeffrey’s Rule.

Consider the problem of revising a probability distribution P given uncertain evidence
relating to a set of mutually exciusive and exhaustive events (y1,v2,...yn). To use the soft
evidence method, the following probability distribution must be specified:

P’[yi) =" FOTY = Ly ; s
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Figure 2.5: Jeffrey’s rule and conditional independence.

where P’ is a posterior probability distribution that results from accepting the given evi-
dence. The principle of probability kinematics assumes that the conditional belief in any
event « given any y; remains unchanged.

(Chan & Darwiche 2005) defines the probability kinematic principle as: Suppose that
two probability distributions P and P’ disagree on the probabilities they assign to a set of
mutually exclusive and exhaustive events (yi,...,vn). The distribution P’ is obtained by
probability kinematics on (yi,..., vy ) iff for every event « in the probability space:

P(alyi) = P (alyi), fori ={1,...,n} (2.8)

This can be restated as two probability distributions disagree on probabilities for a
set of events, but agree on how that event affects another event, e.g., P(«) # P'(«) but
P(aly) = P'(aly)

Jeffrey’s Rule
(Chan & Darwiche 2005) defines Jeffrey’s rule as follows: Given an original distribution
P and some uncertain evidence on a set of mutually exclusive and exhaustive events
(Y1,...,yn) and assuming such evidence is specified by the set of posterior probabili-
ties P/(y;) = qi, fori = 1, n the new posterior distribution p’ proposed by Jeffrey’s rule is

T 2.9)

This is used as in the following example, due to Jeffrey (Pearl 1986)(Chan & Darwiche
2005). Assume that we are given a piece of cloth, where its colour can be one of green,
blue or violet: (cg,cyp,cy). We want to know whether on the next day, the cloth will be
sold (s), or not sold (—s). The original state of belief is given by the distribution P:

P(s,cg) = 0.12 P{s;icy) =0:12 P(s, ey} =10:32
P(—s,cg) =018 P(—s,cp)=0.18 P(—s,cy)=0.08
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Therefore the original state of belief on the colour of the cloth is given by:
(P(eg). Pleyw), Pley)) = (0.3,0.3,0.4)
Assume that we now inspect the cloth by candlelight and conclude that our new state
of belief on the colour of the cloth should be:
(P'(cg), P'(cb), P'(cy)) = (0.7,0.25,0.05).
If we revise our beliefs by applying Jeffrey’s rule the new distribution P’ will be:
P'(s,cg) =028  P'(s,cp) =010 P'(s,cy) = 0.004
P=s,05) =042 P[=s,0p) =015 'P[=5,0c,) =10.01

Consider the calculation of the revised belief for the proposition that the colour of the
cloth is green and that it will be sold tomorrow: (s,cg). From Eqn. 2.9, the revised belief

is calculated as: P'(s,cg) = % = (0.7 x 0.12)/(0.12 + 0.18) = 0.28.
Jeffrey’s Rule with Bayesian Networks

Pan et al. (2006) describes how Jeffrey’s rule for belief updating can be applied to belief

networks. Consider a Bayesian network N over a set of variables X modelling a particular

domain, where N defines a joint distribution P(X). If an observation Q(Y) is received, of a

probability distribution on evidence variables Y C X, Jeffrey’s rule states that the posterior

distribution of all other variables under this observation - P'(X\ Y) should be updated to:

PIX\Y) =D P(X\ Ylyi)Q(u:)
where y; is a state configuration of all variables in Y.

Pan et al. (2006) states that the posterior distribution or updated belief P'(X) should
satisfy the requirement that the conditional probability of all other variables in X given
the observation Y are invariant: P (X \ Y)[Y) = P(X \ Y)|Y). This is a restatement of Eqgn.
2.8. Thus: oY)

P (X) = P(X\ Y[Y)Q(Y) = P(X)W

where Q(Y) is the soft evidence that has been received. Q(Y) can be written as P(Y|se)
where se is the soft evidence (possibly sensor readings) or posterior probability of Y given
the evidence received.

Pearl identifies some problems with Jeffrey’s rule. IHe states the probability kinematics
rule as equating P'(Ale) with P(Ale) where A is a proposition that is not directly related
to some received evidence e. This corresponds to an assumption that while an observation
or some evidence e has changed the degree of belief in some proposition B, it did not
change the conditional degree of belief in any other proposition A on the evidence B or
—B. He restates Jeffrey’s rule to highlight its assumption of conditional independence
as: P(Ale) = ), P(A|By, e)P(Bile) (Pearl 1986) which agrees with Jeffrey’s rule only when
(A 1L e[B),i.e.,, A and e are conditionally independent given B;. He illustrates this principle
graphically as showing that Jeffrey’s rule is only strictly correct in case (a) of Fig 2.5.

Despite the very strong conditional independence assumptions, Jeffrey’s rule is very
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convenient to use as it is not necessary to understand the process by which P’ is obtained
and P’ can be used as a new set of priors and used in Eqn. 2.9 (Pearl 1986).

Virtual Evidence
A second method of reasoning about uncertain evidence is to treat the uncertain evidence
as virtual evidence. Consider the scenario where uncertain evidence is received relating
to a set of mutually exclusive and exhaustive events (y1,v2,...vn). This evidence can be
interpreted as hard evidence on a virtual event n, where the relevance of (y1,v2,...vn)
to the virtual event 1 is uncertain and is expressed as a likelihood of y; given this virtual
evidence n, P/(nlyi), fori=1,...,n.

The likelihood ratio represents the observers strength of confidence toward the ob-

served event. The likelihood ratios A1, ..., A, are defined as:
PRl s <o PMndlyn) = Ao e e iAn (2.10)

Ai can be written as P(Ob(yi)lyi) and interpreted as the probability of observing vy in state
vi if v is indeed in state y;. This was referred to earlier as a likelihood function P(o|q, s).
The virtual evidence method assumes that for every event « in the probability space

P(nlyi, &) = P(nlyi) (2.11)

for i = 1,...,n. That is, the virtual event 1 depends only on the events y1,...y, and
is independent of every event o given vy, fori=1,...,n
Given the constraint in Eqn 2.10 and the conditional independence assumption in 2.11,

belief updating with virtual evidence is performed as:

Y M AP, vi)
¥ 1= AP (y;)

Pladn) = (2.12)

This theorem is provided by (Chan & Darwiche 2005) and stated to be a generalization
of Pearl’s method of virtual evidence. The following example originally from Pearl and
referenced in (Chan & Darwiche 2005) illustrates the use of this theorem for belief updating.

Assume that we are concerned with whether a house alarm is triggered (values a and
—a) and whether there is a burglary at the house (values b and —b) The original state of
belief is given by the distribution P:

P(a,b) = 0.000095 P(a,—b) = 0.009999
P(—a,b) = 0.000005 P(—a,—b) = 0.989901

This means that on any given day the prior probability of a burglary is P(b) = 0.0001.
One day the home-owner receives a phonecall from his neighbour to say that she may
have heard the alarm triggered. Since his neighbour suffers from a hearing problem, the
owner concludes that there is an 80% chance that his neighbour heard the alarm ringing.
This can be interpreted as follows: the probability that the neighbour will make the call
given that the alarm has triggered is four times the probability that she will make the call
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given that the alarm did not trigger. This uncertain evidence is can be considered as hard
evidence on the virtual event 1 (the event of the neighbour calling), with likelihood ratios:
Aa 5 A= = Pinla) : Plnl=a) =43 1.
From Eqn 2.12 the new posterior distribution p' (where P'() = P(-n)) is:
P'(a,b) = 0.000369 P'(a,—b) = 0.038820
P'(—a,b) = 0.000005 P’(—a,—b) = 0.960806
For example the posterior probability P'(a, b) is calculated from:

AP(a,b)

Pla, bin) et
(a,bn) =g
4 % 0.000095

" 4%0.000095 + 4 * 0.009999 + 1 * 0.000005 + 1 * 0.989901

= 0.000369

Therefore the new probability that there is a burglary at the house is:
P'(a,b) + P'(—a, b) = 0.000369 + 0.000005 = 0.000374.

Pearl describes how virtual evidence can be incorporated into belief networks. Virtual
evidence can be incorporated into a Bayesian network by adding a dummy node Z and
an edge from Y — Z, where one value of Z corresponds to the virtual evidence. The
uncertainty of evidence is quantified by the likelihood ratios: P(z|yi):...:P(zlyn) = L(y1:
... L{vyn) = L(Y) which are specified in the conditional probability table of variable Z. The
virtual evidence is incorporated by adding the observation Z = z to the rest of the evidence
in the Bayesian network.

Korb & Nicholson (2004) discusses the adding of virtual evidence nodes into a network.
Assume in the simplest case that an uncertain observation is received for a single boolean
node x with a uniform prior, i.e. P(x,—~x) = (0.5,0.5). A virtual node v is added as a child
of x and which takes boolean values. The uncertainty in the observation of x is represented
by the CPT as shown in Fig. 2.6; for an 80% sure observation this gives P(v|x) = 0.8 <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>