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Abstract

Privacy of data transmitted over public networks has attracted much attention over
recent years. Studies show that attacks based on traffic analysis enable malicious
users to extract useful information about communications between parties, even if the
content of these communications is carried over an encrypted channel.

In this thesis we begin by introducing a website fingerprinting attack against en-
crypted web traffic that uses only packet timing information on the uplink. This attack
is therefore impervious to existing packet padding defence schemes. In addition, un-
like existing methods this attack does not require knowledge of the start/end of web
fetches and so is effective against traffic streams. We demonstrate the effectiveness
of the attack against both wired and wireless traffic, achieving mean success rates
in excess of 90%. We also consider an attacker that can collect training data, but
only over a different connection from that against which the attack is directed. This
is a significantly easier to perform attack than one which depends on training data
collected over the victim link. We demonstrate that an attacker can infer the correct
web page >87% of the time when the training data is collected at a distance of up to
25 km from the victim, provided that the type of link is similar e.g. if the victim link
uses a cable modem then the training data should be measured over a cable modem
link. We also investigate the impact of distance in time between when the training
data is collected and when the attack is performed.

We then move on to consider defences against timing analysis attacks. We initiate
the study of the joint trade-off between privacy, throughput and delay in a shared
network as a utility fairness problem and derive the proportional fair rate allocation
for networks of flows subject to privacy constraints and delay deadlines. Since this
analysis is confined to Bernoulli traffic arrivals we then consider the design of a timing
analysis resistant encrypted tunnel that admits general traffic arrivals. The basic idea
is to ensure privacy by serving the incoming traffic using predefined traffic patterns,
called “traces”. The service rate is controlled by activating sufficient number of traces
to match the rate of arrivals. The delay, throughput and privacy performance achieved

is evaluated using a prototype implementation of a privacy-enhanced VPN.
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Chapter 1

Introduction

1.1 Motivation

One of the notable changes in the Internet in recent years from the point of view of
the general public is probably the growth of ubiquitous surveillance of network traffic
both by nation states and commercial entities such as ISPs. These are powerful adver-
saries. Currently the primary technique for protecting network traffic from snooping
is by use of encryption, and use of encryption is rapidly growing e.g. with the increas-
ingly widespread deployment of HTTPS. This is effective at concealing the contents
of individual packets, but it is also known that the packet streams can still reveal
information about user activity e.g. via the packet sizes, timing, source/destination
IP address etc. Studying attacks and defences based around this sort of packet stream
information is the focus of this thesis. Our aim is to gain an improved understanding
of attacks that leads to the design of better defences.

It is the increasing volume of sensitive data transmitted over the Internet that is
leading both to increasing surveillance and to increased concerns by users regarding
their privacy. Third parties, ranging from an advertising company interested in users’
tastes and preferences, to government bodies that attempt to monitor the browsing
behavior of the population, seek to extract potentially sensitive information from the
vast amount of data now available online. Apart from trusting content holders with
sensitive information which, has developed a growing concern on its own [25, 63, 68],
users are exposed to a range of so-called Man in the Middle (MitM) attacks where the
attacker aims to eavesdrop or alter the messages transmitted between parties over a
public link [9, 32, 56, 62, 97]. This promotes the use of privacy-enhancing technologies
that allow users to embrace the advantages of online services while protecting their

privacy when sharing their personal information online.
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For many of reasons users prefer to conceal their browsing activity from potential

adversaries. According to Tor [70] some of these reasons include:

» to protect against marketers or anyone else willing to pay for your internet
browsing records. This information can be full record of every site you visit,
the text of every search you perform and potentially userid and even password

information of every login attempt on the internet.

» to protect against breaches and betrayals, from losing backup tapes to giving

away the data to researchers.

 to protect research sensitive topics. For example accessing information on AIDS,
birth control or world religion might be behind a national firewall in some coun-

tries.

o even harmless web browsing can sometimes raise red flags for suspicious ob-
servers. It is then important to protect your browsing behaviour against any

sort of surveillance.

Therefore, a large body of research and development is dedicated to implementa-
tion of privacy-enhanced tunnels and VPNs to aid users with secure and anonymous
browsing. One of the most renowned examples is the Tor Project which protects the
identity of users by transmitting their traffic through a network of anonymous nodes.
Other examples include Freegate, Ultrasurf, etc. which focus on anonymous browsing
and are designed to address limitations of freedom-of-internet in certain countries.

Current privacy-enhancing technolgies use encryption, rerouting and IP obfusca-
tion as primary approaches to remove linkability between users and their traffic. In
this thesis we consider traffic analysis; a topic that is neglected in most of privacy-
enhancing technologies. Numerous studies show that traffic analysis attacks enable
an adversary to draw information about communications between parties even if the
content of messages is hidden through the use of an encrypted channel [12, 65, 73, 96].
For example studies show that the service or application in use can be identified
[1, 2, 49, 61, 64, 94] and in the case of web browsing that the particular web sites
being browsed by the users can be readily identified [8, 34, 35, 60].

The aim of this thesis is to address the shortcomings of existing approaches and
provide an ultimate solution for web privacy. We consider traffic analysis attacks and
defences for web traffic, a subject that has become of increasing interest in recent
years with the wider rollout of HT'TPS and use of encrypted Virtual Private Networks

(VPNs). The majority of literature in this area focuses on attacks that make use



1.2 Contributions 3

of packet size, direction, ordering etc. [35, 59]. However these types of attacks can
often be countered by means of inexpensive defences such as packet padding [40, 95].
Instead we consider the attacks using only timing information where the assumption
is that, apart from the channel being encrypted, all packets are also padded to be
of the same size and the beginning and end of web pages fetches is unknown. The
only information available to the adversary then is the sequence of inter-arrival times
between packets.

In addition to being of interest in its own right, such timing-only attacks serve to
highlight deficiencies in existing defences and so to areas where it would be beneficial
for VPN designers to focus further attention. Indeed our main interest in constructing
attacks is to demonstrate the need for more effective defences and to assist with
evaluating the effectiveness of such defences. We also aim to evaluate the overheads
in terms of bandwidth and delay associated with such defences, given multiple users

are often co-existing over the same links.

1.2 Contributions

The main contributions of this work are (i) introducing a timing-only traffic analysis
attack which is resistant to inexpensive means of defence, and (ii) providing counter-
measures to such attacks and addressing the trade-off between privacy, delay and
throughput overhead through the design, analysis and implementation of a traffic
analysis resistent VPN.

We begin by introducing an attack against encrypted web traffic that only uses
packet timing information on the uplink. This attack is therefore impervious to exist-
ing packet padding defences. In addition, unlike existing approaches this timing-only
attack does not require any knowledge of the start /end of web fetches and so is effective
against traffic streams. We evaluate the robustness of the proposed attack over vari-
ety of channels and network conditions. We also consider an attacker that can collect
training data, but only over a different connection from that against which the attack
is directed. This is a significantly easier to perform attack than one which depends
on training data collected over the victim link. We demonstrate that an attacker can
infer the correct web page >87% of the time when the training data is collected at a
distance of up to 25 km from the victim, provided that the type of link is similar e.g.
if the victim link uses a cable modem then the training data should be measured over
a cable modem link. We also investigate the impact of distance in time between when

the training data is collected and when the attack is performed.
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Following consideration of attacks we then move on to consider defences. We initi-
ate the study of the joint trade-off between privacy, throughput and delay in a shared
network as a utility fairness problem and derive the proportional fair rate allocation
for networks of flows subject to privacy constraints and delay deadlines. Since this
analysis is confined to Bernoulli traffic arrivals we then consider the design of a timing
analysis resistant encrypted tunnel that admits general traffic arrivals. The basic idea
is to ensure privacy by serving the incoming traffic using predefined traffic patterns,
called “traces”. The service rate is controlled by activating sufficient number of traces
to match the rate of arrivals. The design aims to address the deficiencies of current
privacy-enhancing technologies by providing a defence against all types of traffic anal-
ysis attacks. Unlike existing defenses in the literature, presented work investigates
the tradeoff between privacy and delay and throughput overhead. A prototype of the
presented defence also shows that it has a reasonable performance in terms of delay
and throughput overhead making it a practical model to implement a traffic analysis
resistant VPN.

1.3 Structure

The structure of this thesis is as follows

o In Chapter 2 we provide a brief overview of some of the concepts and technical

terms that are used throughout this thesis.

o In Chapter 3 we review the current literature in traffic analysis to address the

limitations of attacks and defenses that are proposed.

o In Chapter 4 we introduce a web traffic analysis attack that makes use of only

timing information. The proposed model is evaluated over an ethernet channel.

o In Chapter 5 we evaluate the performance of our attack in a wide range if
scenarios, including different versions of web pages fetched, different network
types (femtocell, Tor etc.) and different link speeds, noises, web page length etc.
Moreover, the robustness of the attack is evaluated for cases where the training
data is collected on a link remote from the victim and at a time up to 16 weeks

different from the user’s queries.

o In Chapter 6 a fair defence against timing-only attacks is proposed. The traffic
flow considered in this chapter consists of Bernoulli arrivals following an on-off

pattern, where user transmission is divided into active and silent cycles.
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o In Chapter 7 we consider the design of a timing analysis resistant encrypted tun-

nel that admits general traffic arrivals. The delay, throughput and privacy per-
formance achieved is evaluated using and prototype implementation of a privacy-
enhanced VPN.

Concluding remarks are given in Chapter 8 along with a discussion on limitations

and future work.

1.4 Publications

The following journal and conference papers have been published or are under submis-

sion during the course of this Ph.D..

1.

Feghhi, S. and Leith, D. J. (2016b). A Web Traffic Analysis Attack Using
Only Timing Information. In IEEFE Transactions on Information Forensics and
Security, 11(8), pages 1747-1759. [22]

Feghhi, S., Leith D. J. (2016b). Privacy-Enhanced VPN Resistant to Timing-
Analysis, submitted to IEEE/ACM Transactions on Networking.

Feghhi, S. and Leith, D. J. (2016a). A First-Hop Traffic Analysis Attack Against
a Femtocell. In 2016 13th IEEE Annual Consumer Communications Networking
Conference (CCNC), pages 1060-1065. [20]

Feghhi, S., Leith D. J., Karzand, M. (2016b). Proportional Fair Rate Allocation
for Private Shared Networks. In 2016 IEEE Symposium on Computers and
Communication (ISCC), pages 1006-1011. [23]

Feghhi, S., Leith D. J. (2017a). Time and Place: Robustness of a Traffic Analysis
Attack Against Web Traffic. In 2017 14th IEEE Annual Consumer Communi-
cations Networking Conference (CCNC). [21]



Chapter 2
Background

In this chapter we provide an overview of the preliminary knowledge of networking and
machine learning that would help understanding the concepts that we present in this
thesis. We begin by giving a brief explanation of some of the definitions in networking
and network protocols followed by a detailed explanation of the threat model that is
studied in this thesis. We also review some definitions in machine learning, statistics

and classification techniques that are considered in this thesis.

2.1 Computer Networking

A computer network is a telecommunication network which allows nodes to share
resources [80]. The nodes in this network are computer devices that are interconnected
with data links. The link between network nodes, can be wired using technologies like
coaxial cables, twisted pairs, optical fibres, etc. or it can be wireless like terrestrial
microwave, satellite, cellular, etc. The information traversing over network links is split
into small chunks of data messages called packets. A packet much like a regular mail
consists of a header which resembles an envelope that contains addresses of parties
involved in that message. The other part of a packet is payload which is like the
actual letter inside the envelope. Transmission and routing of packets are regulated

via network protocols.

2.1.1 Internet Protocol Suite

Internet protocol suite is a conceptual model with a set of protocols that describes the
internet and similar networks [82]. It is developed by IETF prior to the OSI model,

a more structured model that represents any form of communication network. It is
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sometimes referred to as TCP/IP after two of its principal protocols. The Internet
protocol suite provides end-to-end data communication specifying how data should be
packetized, addressed, transmitted, routed and received. This functionality is orga-
nized into 4 abstraction layers which are used to sort all related protocols according

to the scope of networking involved. These layers are:

1. Link Layer: This is the lowest component of TCP/IP. It includes the protocols
for node-to-node data transfer. The nodes in this layer are usually (but not
necessarily) physically connected. The protocols in this layer are in charge of
successful transmission of data on the physical layer with detection and possibly
correction of errors. Some of the protocols in this layer include: MAC (Ether-
net, DSL, ISDL, etc.), IEEE 802.11 (Wi-Fi), PPP (point-to-point protocol) and
L2TP (a tunneling protocol).

2. Network Layer: This layer is in charge of transferring data sequences between
two nodes that reside on the same network. The nodes in this layer are provided
with addresses that are used by routers to deliver packets to their corresponding
destinations. If messages in this layer are too large, the protocols are also in
charge of splitting them into smaller messages and reassemble them at destina-

tion.

« Internet Protocol (IP), the principal communication protocol, is a mem-
ber of this layer. It is solely responsible for delivering packets from host to
destination using IP addresses [81]. It also defines the addressing methods

over the Internet which is coded into IP headers that encapsulates the data.

3. Transport Layer: The protocols in this layer are responsible for transferring
variable length data sequences from a source to a destination host via one or
more networks while maintaining the quality of service function. The trans-
port layer controls the reliability of a given link through flow control, segmenta-
tion/desegmentation and error control. TCP and UDP are well known protocols

in this layer.

o TCP provides a reliable, ordered, and error-free delivery of packets between
applications communicating by an IP network [86]. It is also responsible
for congestion avoidance and control through the transmission of acknowl-
edgements. The acknowledgement packets (ACKs) in both directions are

used to infer network conditions between senders and receivers.
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o UDP is a simpler protocol of this layer. Unlike TCP, it does not require
handshaking or prior communications to setup transmission channels. Also
since there is no acknowledgement mechanism in this protocol, there is
no guaranteed delivery, ordering or duplicate protection. UDP protocol is
used in applications where reliable delivery is not required or it is handled

in application layer [88].

4. Application Layer is the closest layer to the user. The protocols in this layer
are used by most applications for providing user services or exchanging applica-
tion data over the network connections established by the lower level protocols.
It is a general layer to address last three layers of OSI model namely, Session,
Presentation and Application layers. The application layer protocols often ignore
the information about lower layers considering them as black boxes. Examples
of application protocol include: HTTP, FTP, SMTP and DHCP. MIME and en-
cryption protocols such as SSL and TLS which are presentation layer protocols

are also members of TCP /IP’s application layer.

2.1.2 Threat Model

Unless network nodes reside in a private network, regardless of using a wired or wireless
connection, their communication is exposed to interception and eavesdropping. The
chances are higher for wireless links e.g. Wi-Fi as it is easier for an adversary to
eavesdrop the channel without being noticed or having to physically intercept the
channel. An attack of this kind is known as a Man-in-the-Middle (MitM) attack.
In this attack, an adversary secretly relays and possibly alters the communication
between two parties who believe they are directly communicating between each other.

To protect data transmission against MitM attacks, public channels can be en-
crypted. The encryption can be applied to the payload to protect the content of
messages, or to the entire message (including the headers) through protocols such as
[PSec, which would further obfuscate addresses of participating parties. Depending

on the purpose of the protection, different methods of encryption are considered:

« Cryptographic Protocols: This is a security measure carried out by means of
internet protocols to protect individual services over unsecured public networks
such as internet. Examples of it include Secure Shell (SSH), TLS (Secure HTTP,

etc) and SSL (for VoIP communications, etc.)
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Fig. 2.1 Schematic illustrating the threat model.

o Virtual Private Networks: In this method communication between two pri-
vate nodes are extended over the public network. This allows users residing
in different local networks to securely communicate over internet as if they are

directly connected to each other.

Figure 2.1 illustrates the thread model considered in this thesis. The attacker in
this model is snooping the communication between clients and an end server which
is responsible for secure content delivery. Although adversaries can intercept any of
the links between two parties, we generally consider first-hop attacks where attackers
directly tap the first link between user and the Internet. They can range from a mali-
cious neighbour connecting to your router and monitoring your traffic or an adversary
snooping your Wi-Fi or mobile phone communications.

The protection is not specific to a particular internet service e.g. browsing, or
VoIP but to all communication over this link. Therefore, the aim is to provide an end-
to-end protection against MitM attacks between clients and service providers while
providing a reasonable quality of experience (QoE). This is done by creating a secure
tunnel between clients and a server that is not only protected with standard methods

of encryption, but also provides mitigation against traffic analysis attacks.

2.2 Machine Learning

Machine learning is a sub-field of computer science in artificial intelligence that studies
the algorithms that can learn and make predictions about data without being explicitly

programmed [84]. Tt is particularly used for cases where a clear model for data is absent
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and therefore needs to be made from previous data samples. Some of the applications
of machine learning are spam filtering, anomaly detection, search engines, computer
vision and voice recognition. There are two main procedures in each machine learning
techniques. First the method is trained with a large subset of data and a model is
generated. Then this model is tested against a new subset of data to measure the

performance of the algorithm against future unobserved samples.

2.2.1 Types of Tasks

Depending on the nature of learning parameters available to the system, machine

learning tasks are classified in three main categories:

e Supervised learning: In this type of problems the computer is trained with
a set of example inputs where the outcome is known. The algorithm learns the
features from these examples and uses this knowledge to predict the labels for
future unobserved instances. Decision trees, naive Bayes classifier, K-nearest

neighbour are among supervised learning algorithms.

o Unsupervised learning: Unlike supervised learning the observed examples in
this case are not labeled. Instead, the algorithm constructs a model to describe
the hidden structures in training data [87]. Future examples are then tested
against this model and prediction about whether they follow the same structures
are made. Since the data is not labeled in this class of learning methods, the
accuracy of predictions relies on the number of outliers in training data. Some
examples of unsupervised methods include: K-means, anomaly detection and

neural networks.

« Reinforcement learning: In this area, computer programs interact with a
dynamic environment in which they must perform a certain goal. They would
then learn to navigate in their problem spaces by monitoring the outcomes of

different actions.

2.2.2 Approaches

Based on the size of data and nature of features, various machine learning algorithms
have been introduced. We present a brief description of two of these algorithms that

are used in this thesis.
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o K-nearest neighbour: This is a supervised non-parametric algorithm used
for both classification and regression [83]. For KNN regression, the output is
the property value of the object calculated from the average of the values of its
neighbours. However when it is used for classification (as it is in this thesis), the
output is a class assignment based on a popular vote among the neighbours. K-
NN is a lazy and easy to implement algorithm and has a better performance on
small feature sets where the curse of dimensionality does not affect the accuracy

of results.

Methodology: Assume the goal is to classify samples into N categories. Let
{x1,...,xm} be the feature set of samples. Moreover, let Re, = {r, ...,T‘\RCA}
be the exemplars representing class ;. In order to predict class memberships,
each sample is compared to all exemplars and the distance between the feature
sets are calculated and the values are sorted in ascending or descending order.
A sample then belongs to a class of which exemplars appear most among first

K values of the ordered set.

« Naive Bayes classifer: This is a family of simple probabilistic classifiers based
on applying Bayes’ theorem with strong independence assumptions between the
features [85].

Methodology: Let x = {x1,...,x,} be the feature set of a problem instance
that is being classified into K possible classes C. Following Bayes’ theorem, the

probability of & belonging to class C; can be decomposed as

PG =)

(2.1)
where p(CY) is the prior, p(z|Cy) is the likelihood and p(x) is the evidence. Now
assume the classes are equiprobable, hence priors = 1 / K. The probability of
evidence is also equal for all instances. So probability of a sample being from
class Cy can be directly calculated from the likelihood p(z|C}). This value can
be computed by fitting a model to training samples of different classes. For
example if we assume the samples are of normal distribution parameterized by

pte and o2, the likelihood of sample = belonging to class c is

e 27 (2.2)
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once all p(Cy|x) are calculated sample = belongs to the class with minimum
probability.
2.2.3 Error Rates

There are four different outcomes when making predictions about presence of a condi-

tion in unobserved data:
o True positive: the algorithm detects a condition when the condition is present.
o True negative: it does not detect the condition when the condition is absent.

» False positive: it detects a condition when it is absent. This is referred to type

I error

« False negative: it does not detect a condition where it is present. This is

referred to type II error.

The performance of a learning algorithm is measured by evaluating combinations of
these rates e.g. accuracy, sensitivity and specificity and etc. A well trained algorithm

should have minimum false positive and false negative rates.

2.2.4 Overfitting

When fitting a model to training data, two things can lead to increased error rates:

o Overfitting: The model can be excessively complex, with too many parameters.
This model is often highly accurate in predicting the outcome of training data

that is already known but it fails to make predictions for unobserved samples.

o Underfitting: The model is too simple to capture main trends in data. An

example is fitting a linear model to a non-linear data.

2.2.5 Model Assessments

Classification algorithms can be validated by accuracy assessment techniques. Some

of these techniques include:

 Holdout method: In this method the data split into training and test sets
where the model from training is evaluated against the test set. Usually the

split is 2/3 training set and 1/3 test set designation.
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o k-fold cross validation: In this method the data is randomly split into k sets
where k — 1 sets are used for training and the trained model is evaluated against
the k-th set. This procedure is repeated multiple times until the accuracy of the

model is within a threshold.

« Bootstrapping: In this method the test set is selected by randomly selecting
n samples with replacement. Similar to the other methods the procedure is

repeated and each time trained model is evaluated against the test set.

For either of these methods, by calculating the error rates and other statistical mea-
sures of their family such as accuracy, sensitivity, specificity, ROC curve, etc., the
parameters of learning algorithms are modified until the error rates are within an

acceptable threshold.



Chapter 3

Literature Review

3.1 Network Privacy Attacks and Defences

The topic of secure data transmission has been studied in a great extent. Unlike
the work of this thesis that considers packet stream information leak, a large body
literature addresses cryptographic attacks and defences. One of the major threats in
this area is Deep Packet Inspection (DPI). An example of such attack is discussed
in [89]. The authors proposed ScrambleSuit as a defence against DPI attacks.
Another extensive DPT attacks evaluation is carried out in [17] where a defence called

format transforming encryption (FTE) is tested against different DPI attacks.

3.2 Traffic Analysis

The general topic of traffic analysis has been the subject of much interest, and a large
body of literature exists [3, 27, 39, 76]. One of the earlierst work is that of Song et
al [65], where the attacker can learn significant information about what users type in
SSH sessions using packet count and timing patterns of key strokes. In [15], authors
discuss an attack over non-HAS video streaming where the adversary is able guess
titles of videos being watched by 95% accuracy using various learning methods. The
population consists of 100 samples of 100 videos totalling 10000 traces. White et
al. [79] were able to detect phonemes in encrypted VOIP sessions by fragmenting
packet sequence into subsequences. They claim that packet sizes in each of these
subsequences include unique signatures that can be associated with phonemes of the
spoken language. This attempt is an extension of a previous work done by Wright

et al. [90], where packets length are used to extract phrases of a VoIP conversation.
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In [55] a low cost attack is proposed that is capable of linking potentialy unrelated
streams to the their initiator, hence reducing the anonymity provided in Tor. In [78]
the authors identify packet traces by injecting a watermark to the inter-packet timing
of the traffic.

3.2.1 Website Fingerprinting

Some of the earliest work specifically focussed on attacks and defences for encrypted
web traffic appears to be that of Hintz [36], which considers the SafeWeb encrypting
proxy. In this setup (i) web page fetches occur sequentially with the start and end of
each web page fetch known, and for each packet, (ii) the client-side port number, (iii)
the direction (incoming/outgoing) and (iv) the size is observed. A web page signature
is constructed consisting of the aggregate bytes received on each port (calculated by
summing packet sizes), effectively corresponding to the number and size of each object
within the web page. In [67] it is similarly assumed that the number and size of the
objects in a web page can be observed and using this information a classification
success rate of 75% is reported.

Subsequently, Bissias et al [5] considered an encrypted tunnel setup where (i) web
page fetches occur sequentially with the start and end of each web page fetch known,
and for each packet, (ii) the size, (iii) the direction (incoming/outgoing) and (iv) the
time (and so also the packet ordering) is observed. The sequence of packet inter-arrival
times and packet sizes from a web page fetch is used to create a profile for each web
page in a target set and the cross correlation between an observed traffic sequence and
the stored profiles is then used as a measure of similarity. A classification accuracy of
23% is observed when using a set of 100 web pages, rising to 40% when restricted to
a smaller set of web pages.

Most later work has adopted essentially the same model as [5], making use of packet
direction and size information [59] and assuming that the packet stream has already
been partitioned into individual web page fetches. For example in [74] the timing
information is not considered in the feature set, hence the attack can be countered
with defences such as BuFLO in [16] leading to a success rate of only 10%. In [33],
the feature set includes packet count, distribution of packets etc. all of which can
only be obtained when the beginning and end of transmissions are known. In [35, 46]
Bayes classifiers based on the direction and size of packets are considered while in
[60] an SVM classifier is proposed. In [47] classification based on direction and size of
packets is studied using Levenshtein distance as the similarity metric, in [51] using a

Gaussian Bag-of-Words approach and in [74] using K-NN classification. In [8] using a
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SVM approach a classification accuracy of over 80% is reported for both SSH and Tor
traffic and the defences considered were generally found to be ineffective. Similarly,
[16] considers Bayes and SVM classifiers and finds that a range of proposed defences

are ineffective. In [30] remote inference of packet sizes from queueing delay is studied.

3.2.2 Timing Attacks

In [37] the authors introduce an attack based on inter-arrival times which can classify
the traffic of different applications. A method is proposed to remove noise from the
time signatures. In [29] a side channel attack is proposed that investigates the RTT
of ICMP messages.

3.2.3 Robustness of Traffic Analysis Attacks

To the best of our knowledge all fingerprinting attacks involve use of training data
collected at the same link on which the attack is to be performed. However [29]
considers a different type of attack where a remote adversary living in a different
network than the victim, attempts to infer contents of their traffic by analysing the
round-trip times (RTTs) of ICMP echo messages sent to the victim. Regarding web
traffic attacks where the training data is collected at a different time from when the
attack is performed, [5] considers an attack where the training samples are taken hourly
over a period of three months. For 100 websites the accuracy of the attack using 24-
hour training data is 23%, although this improves when the number of guesses are
increased or the dataset is narrowed down to a small subset of the web sites. In [8] the
training samples are collected using different platforms, but it is unclear whether the
platforms are within the same network or if samples of the same web page are fetched

over different platforms.

3.3 Defense Against Traffic Analysis

As mentioned before, with regard to traffic analysis and associated defences, previous
studies have established that the packet size, count, transmission rate, inter-arrival
times etc. can reveal significant information about a traffic flow, see e.g. [16, 20, 22, 79]
and references therein. A number of defences have been proposed to counter these
traffic analysis attacks, mostly addressing attacks that make use of packet size, count
and the length of transmission e.g. they modify the traffic by padding the packets to be
the same length or by adding dummy traffic to the end of the packet sequence to mask
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the packet count [31]. These defences are, however, ineffective against attacks that
solely use timing information of network flows, see for example [20] and [22]. Among
the earliest defences against traffic analysis attacks is HTTPOS [48] and the work of
Wright et al [91]. These modify packet size, packet timing and payload size and provide
fairly successful defence against a number of classifiers [5, 11, 35, 46, 67, 93]. Similarly,
In [16], BuFLO is proposed as a defence against traffic analysis attacks. The model
combines previous countermeasures such as use of fixed packet sizes and constant
rate traffic to respond to the attacks based on packet size information. Subsequently,
CS_BuFLO in [6], made modifications to BuFLO based on rate adaptation, but this
comes at the expense of a high bandwidth overhead. The Tamaraw defence in [7] also
works similarly to the BuFLO concept, with the length of packets and length of traces
as design parameters.

In [5] the authors alter the timing patterns by delaying ACKs which would add a
transmission delay overhead to user experience. A similar defence is proposed in [54]
where traffic traversing over Tor bridges is morphed to resemble a Skype video call
making it difficult for adversary to distinguish the source.

In [26] a defence is proposed against timing attacks which obfuscates the traffic
patterns by using Chaum’s mix strategy. The defence aims to remove the link between
client and server by minimizing the entropy between original and morphed traffic.
Similarly to the present work, the idea of sending super-traces that represent a group
of web pages is considered in [58]. However the features considered are based on packet
size and frequency whereas here we consider the timing features of a packet sequence.
More recently Wang et al [77] suggested a half-duplex transmission method where the

client cannot send multiple requests to servers in parallel.

3.3.1 Tradeoff Between Privacy, Fairness and QoE

There exists a large body of research focused on fair rate allocation in shared networks
but without consideration of privacy, see for example [4, 18, 50] and references therein.
With regard to privacy, fairness has previously been considered in the context of mix
networks [10] where the aim is to achieve unlinkability /anonymity. Mishra et al. [53]
propose a proportional fair scheduling model that preserves source anonymity and in
[52] investigate the trade-off between anonymity and quality of service. The focus in
both papers is on hiding the identity of the users in a shared network.

To the best of our knowledge none of this previous work on defences against traffic
analysis attacks has considered fairness or the joint aspect of the trade-off between

privacy, throughput and delay in a shared network.



Chapter 4

A Traffic Analysis Attack Using

Only Timing Information

4.1 Introduction

In this chapter we consider an attacker of the type illustrated in Figure 7.1. The
attacker can detect the time when packets traverse the encrypted tunnel in the uplink
direction, but has no other information about the clients’ activity. The attacker’s
objective is to use this information to guess, with high probability of success, the web
sites which the client visits. What is distinctive about the attack considered here is
that the attacker relies solely on packet timestamp information whereas the previously
reported attacks against encrypted web traffic have mainly made use of observations
of packet size and/or packet count information.

Our interest in timing-only attacks is twofold. Firstly, packet padding is a relatively

straightforward defence against attacks that rely primarily on packet size, and indeed is

+ sniffer
(attacker)
[

O--0-0—0

client encrypted gateway web server
tunnel

Fig. 4.1 Schematic illustrating attacker of the type considered. A client machine is
connected to an external network via an encrypted tunnel (ssh, SSL, IPSec etc.). The
attacker can detect the time when packets traverse the tunnel in the uplink direction,
but has no other information about the clients activity.
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currently either already available or being implemented in a number of popular VPNs
[8]. Secondly, alternative attacks based on packet counting [8, 16] are insensitive to
packet padding defences but require partitioning of a packet stream into individual
web fetches in order for the number of packets associated with each web fetch to be
determined, which may be highly challenging in practice on links where there are no
clear pauses between web fetches. In contrast, packet timing-based attacks are not only
largely unaffected by packet padding defences but also, as we will show, do not require
partitioning of the packet stream. Hence, they are potentially a practically important
class of attack against current and future VPNs. While some work has been carried
out using inter-arrival time information to classify the application (HTTP, IMAP etc.)
[37], to our knowledge, there is no previous work reporting use of timing information
alone to construct a successful attack against encrypted web traffic.

The main contributions in this chapter are as follows: (i) we describe an attack
against encrypted web traffic that uses packet timing information alone, (ii) we demon-
strate that this attack is highly effective against both wired and wireless traffic, achiev-
ing mean success rates in excess of 90% over ethernet and wireless tunnels and a success
rate of 58% against Tor traffic, (iii) we also demonstrate that the attack is effective
against traffic streams 7.e. back to back web page fetches where the packet boundaries
between fetches are unknown to the attacker.

In addition to being of interest in its own right, particularly in view of the powerful
nature of the attack, this timing-only attack also serves to highlight deficiencies in
existing defences and so to areas where it would be beneficial for VPN designers to
focus further attention. We note that, complementary to the present work, in [16] it is
demonstrated that when the web fetch boundaries within a packet stream are known
then an NGRAM approach using packet count together with uplink /downlink direction
information is also sufficient to construct an effective attack against encrypted web
traffic despite packet padding. Hence, we can conclude that (i) uplink/downlink packet
ordering plus web fetch boundaries and (ii) uplink/downlink packet timing information
are both sensitive quantities that ought to be protected by a secure encrypted tunnel.
Packet padding does not protect these quantities. Directing defences against these

two sets of packet stream features therefore seems an important direction to research.

4.2 Anatomy of a Web Page Fetch

When traffic is carried over an encrypted tunnel, such as a VPN, the packet source and

destination addresses and ports and the packet payload are hidden. We also assume
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here that the tunnel pads the packets to be of equal size, so that packet size infor-
mation is also concealed, and that the start and end of an individual web fetch may
also be concealed e.g. when the web fetch is embedded in a larger traffic stream. An
attacker sniffing traffic on the encrypted tunnel is therefore able only to observe the
direction and timing of packets through the tunnel, 7.e. to observe a sequence of pairs
{(tg,dr)}, k = 1,2, where tj is the time at which the k-th packet is observed and
dr € {—1,1} indicates whether the packet is travelling in the uplink or downlink direc-
tion. Our experiments on use of uplink, downlink and uplink-+downlink traffic suggest
that downlink traffic provides no additional information regarding timing patterns over
uplink traffic. The reason is that the timing of ACKs in uplink traffic is correlated to
that of downlink packets which means that using only uplink traffic provides sufficient
information. Furthermore it may be easier for an eavesdropper to access unmodified
uplink traffic on the first hop, (given the traffic comes immediately from the source,
while the corresponding downlink traffic could be morphed using inter-flow transfor-
mations e.g. flow mixing, split and merge [78]). We therefore focus on an attacker
that can only observe the timestamps {tx}, k € Ky, = {x € {1,2,---} : d, = —1}
associated with uplink traffic.

Figure 4.2 plots the timestamps {#;} of the uplink packets sent during the course
of fetching five different health-related web pages (see below for details of the mea-
surement setup). The z-axis indicates the packet number &k within the stream and the
y-axis the corresponding timestamp ¢, in seconds. It can be seen that these timestamp
traces are distinctly different for each web site, and it is this observation that moti-
vates interest in whether timing analysis may by itself (without additional information
such as packet size, uplink/downlink packet ordering etc.) be sufficient to successfully
de-anomymise encrypted web traffic.

To gain insight into the differences between the packet timestamp sequences in
Figure 4.2 and, importantly, whether they are genuinely related to characteristics of
each web page rather than to other factors, it is helpful to consider the process of
fetching a web page in more detail. To fetch a web page the client browser starts by
opening a TCP connection with the server indicated by the URL and issues an HTTP
GET or POST request to which the server then replies. As the client parses the
server response it issues additional GET/POST requests to fetch embedded objects
(images, css, scripts etc.). These additional requests may be to different servers from
the original request (e.g. when the object to be fetched is an advert or is hosted in a
separate content-delivery network), in which case the client opens a TCP connection

to each new server in order to issue the requests. Fetching of these objects may in turn
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Fig. 4.2 Time traces of uplink traffic from 5 different Irish health-related web sites are
shown. It can be seen that the web site time traces exhibit distinct patterns. The
traces are shifted vertically to avoid overlap and facilitate comparison.
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Fig. 4.3 This figure represents a typical web site query. It starts by requesting the
index page. Then as the browser parses through this page more objects are fetched in
parallel. Some objects may also be outsourced to 3rd party web sites which have their
own pipelines. Dynamic content may be updated at intervals, as indicated in the last
two lines of the figure, and connections tend to close in groups.

trigger the fetching of further objects. Note that asynchronous fetching of dynamic
content using, e.g. AJAX, can lead to a complex sequence of server requests and
responses even after the page has been rendered by the browser. Also, typically the
TCP connections to the various servers are held open until the page is fully loaded

so that they can be reused for later requests (request pipelining in this way is almost

universally used by modern browsers).
This web fetch process is illustrated schematically in Figure 4.3. We make the

following more detailed observations:
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1. Connection to third-party servers. Fetching an object located on a third-party
server requires the opening of a new TCP connection to that server, over which
the HTTP request is then sent. The TCP connection handshake introduces a
delay (of at least one RTT) and since the pattern of these delays is related to

the web page content it can potentially assist in identifying the web page.

2. Pipelining of requests. Multiple objects located on the same server lead to several
GET/POST requests being sent to that server, one after another. Due to the
dynamics of TCP congestion control, this burst of back-to-back requests can
affect the timing of the response packets in a predictable manner that once

again can potentially assist in identifying the web page.

3. Asynchronous requests. Dynamic content, e.g. pre-fetching via AJAX, can lead
to update requests to a server with large inter-arrival times that can potentially

act as a web page signature.

4. Connection closing. When a web page fetch is completed, the associated