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1. INTRODUCTION

The project IMA-SP Kernel Qualification Preparation
(IMAKQP) is an ongoing activity led by SciSys Ltd,
involving CNES, Airbus DS, TASF, looking at the ap-
proach to be adopted for IMA-SP Separation Kernel qual-
ification. The activity Formal Methods Expert to IMA-
SP Kernel Qualification Preparation (FMEIMAKQP)
1 is a parallel joint activity involving Lero@TCD, ex-
ploring the potential role that formal verification tech-
niques might play in a future kernel qualification process.
It follows on from the experience of a previous activ-
ity Method and Tools for Onboard Software Engineering
(MTOBSE) 2

The MTOBSE project, involving two partners in Lero:
the Irish Software Research Centre, namely the Uni-
versity of Limerick and Trinity College Dublin, looked
at a top-down approach to formalising and verifying
an IMA TSP kernel, and was reported on at two
previous DASIA events[BSH13, BSH13]. We devel-
oped a reference specification for a Time-Space Par-
titioning (TSP) kernel[BS13a] and did a survey of
formal techniques that had potential for verifying a
kernel implementation[BS13b, BS13c]. We then se-
lected Isabelle/HOL[NPW02] and used this to for-
malise the reference specification and some of the
XtratuM code[BS13d]. We then reported on our
experiences[BS13e]. A key focus of the MTOBSE
project was to consider formally verifying a kernel to the
extent required by the Common Criterion (CC) guidelines
for both functional correctness and security[Cri05], with
particular reference to the Separation Kernel Protection
Profile (SKPP)[Dir07].

The current focus of FMEIMAKQP is exploring ap-
proaches for qualifying an existing separation kernel im-
plementation as its starting point. In particular, the fo-
cus is on functional correctness rather than security prop-
erties. From a formal perspective this involves looking
much more closely at techniques for reasoning at or close
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to source code level. Also of interest is to explore how
formal techniques might best be integrated with well-
established software engineering practises, such as test-
ing, and model-based development. Preliminary steps at
exploring these aspects was reported at the most recent
DASIA[BH15]. The relevant approaches identified then
included:

• code annotation of pre- and post-conditions with
a back-propagation algorithm that could automati-
cally generate small, often simple verification con-
ditions, mostly amenable to automatic proof tools
[CDH+09, C+15].

• Many formal models can be used to construct graph-
like structures known as labelled transition graphs,
and these can be used as a basis for verification tech-
niques known as model-based testing[Tre08]. An
extreme form of this is model-checking, where an
exhaustive search over the entire graph is used to
verify or refute properties stated in a temporal logic
notation [QS82, CES86].

• A key component of any deployed kernel is its
configuration, as defined by the system integrator.
A formal model of the configuration defines the
datatypes and relationships involved and an invari-
ant property that characterises when such a config-
uration is well-formed. In particular, the invariant
describes properties that will be required by other
verification techniques.

Here we describe progress made so far in this investiga-
tion, where a decision has been made to limit the scope to
aspects of the kernel behaviour and requirements that are
centered around interrupt handling. This is done for two
reasons: (i) the kernel as a whole is quite complex and
this activity is an exploratory one, so diving deep into
a few aspects was considered a more productive way to
get useful information and experience; and (ii) the be-
haviour, timing and unpredictability of interrupts make
testing them quite difficult, and so it looks like a good
candidate for exploring formal techniques. We will dis-
cuss progress focussing on two case-studies:
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• using the CSP process algebra[Hoa85] and
its associated model/refinement checking tool
FDR3[GRABR14] to model the hardware platform
and kernel/partition runtime behaviour.

• using the Frama-C tool[C+15] to explore C-code an-
notations for verifying selected hypercalls.

2. UNAVOIDABLE CONCURRENCY

The purpose of the separation kernel is to allow mul-
tiple (software) partitions to run on one hardware plat-
form, each being isolated in both time and space, with any
cross-communication limited to what is authorised. Par-
titions will have varying degrees of privilege and access
depending on their function and their degree of criticality
and trustworthiness.

The role played by the kernel is to orchestrate the execu-
tion of the partitions according to a configuration (sched-
ules and access rights) determined by the system integra-
tor. The kernel does this by ensuring that key “oversight”
hardware, e.g. the memory management unit (MMU),
or memory protection unit (MPU), is properly config-
ured, and then using timers and interrupts to manage the
scheduling and context-switches.

For a single-core system, despite the fact that at any point
in time, we have only one partition or the kernel itself
actually running, we find that we have what is an es-
sentially concurrent system. The CPU executes instruc-
tion in a sequential manner on behalf of either the kernel
or partition, which generates traffic on the platforms ad-
dress/data/signalling busses. The memory (MEM) runs
in parallel responding to CPU memory requests, but this
is not the parallel/concurrent behaviour that concerns us.
Also running concurrently is the MMU/MPU which ob-
serves the bus traffic, and checks, against its current con-
figuration setup, in the memory requests are permitted.
If not, it then raises a high-priority memory fault inter-
rupt. Meanwhile, the interrupt request hardware (IRQ),
although part of the CPU, is effectively also running in
parallel, taking in interrupt requests from IO devices and
timers (DEV), as well as the MMU/MPU. Again based
on its configuration, it decides if and when to signal an
interrupt to the CPU. In effect we have a concurrent sys-
tem at work, a lot of whose behaviour comes from ap-
propriately configured hardware (Fig. 1) . This hardware
is configured by the kernel software, and needs to be re-
vised by that software every time there is a context switch
between the kernel and/or partitions.

We have chosen to construct models of both the required
kernel/partition behaviour and the target hardware plat-
form used for implementation. Because of the inher-
ently concurrent nature of the computing environment in
which the kernel must operate, we have chosen to use a
formalism designed for concurrency, namely Communi-
cating Sequential Processes (CSP)[Hoa85], for its suit-
ability, and the availability of its powerful analysis tool

Figure 1. Concurrent Hardware Platform

FDR3 [GRABR14]. The plan is to model both the ker-
nel/partition required behaviour, and the hardware plat-
form concurrent behaviour in CSP, and the use FDR3 to
assess how well they conform. A key plan here is that de-
veloping these models will give insights into how to best
approach the formal verification of the interrupt setup and
handling code.

We are currently building the hardware platform CSP
model incrementally, starting with the CPU/MEM inter-
action, then adding in the MMU/MPU component, ini-
tially just signalling any detected memory faults.

datatype ADDRESS = a0 | a1
datatype DATA = d0 | d1
datatype DIR = rd | wr

channel
transfer : DIR.ADDRESS -- address, transfer direction by CPU
write : DATA -- data write by CPU
read : DATA -- data read by CPU

CPU = CPUFETCH
CPUFETCH = |˜| a : ADDRESS @ transfer.rd.a -> read?d -> CPUEXECUTE
CPUEXECUTE = ( CPUREAD |˜| CPUWRITE |˜| CPU)
CPUREAD = |˜| a : ADDRESS @ transfer.rd.a -> read?d -> CPU
CPUWRITE = |˜| a : ADDRESS, d : DATA @ transfer.wr.a -> write.d -> CPU

mem_initial = (| a0 => d0, a1 => d0 |)
MEM(m) = MEMREAD(m) [] MEMWRITE(m)
MEMREAD(m) = transfer.rd?a -> MEMREADDATA(m,a)
MEMREADDATA(m,a) = read.(mapLookup(m,a)) -> MEM(m)
MEMWRITE(m) = transfer.wr?a -> MEMWRITEDATA(m, a)
MEMWRITEDATA(m, a) = write?d -> MEM(mapUpdate(m, a, d) )

CPU_MEM = CPU [| {|transfer,read,write|} |] MEM(mem_initial)

channel memfault : DIR.ADDRESS

mmu_forbidden= {wr.a0, rd.a0}

MMU(mmu_forbidden) = transfer?dir?a -> if member(dir.a, mmu_forbidden)
then MEMFAULT(dir, a)
else MMU(mmu_forbidden)

MEMFAULT(dir, a) = memfault.dir.a -> MMU(mmu_forbidden)

SYSTEM = CPU_MEM [| {|transfer |} |] MMU(mmu_forbidden)

The the IRQ component will be added to complete the
loop back to the CPU, whose behaviour will then be ex-
tended to perform checks for interrupts at the appropriate
times, and to model the switch between user and super-
visor modes. This will result in a model that capture the
“hardware view” of what is taking place in the system.

A separate model will talk about memory accesses, inter-
rupts from the perspective of entities such as the kernel or
a given partition. This will, in effect, define a “kernel im-
plementation view” of the system behaviour. We should
be able to show that its behaviour is a subset of that of the
hardware view — in other words that it is consistent with
what the hardware will allow.

We can then use CSP to construct small models that in



effect act as requirement tests, which can the be used to
check the implementation correctness.

3. HYPERCALLS: THE DETAIL IS THE DEVIL

The relatively abstract CSP models of platform and ker-
nel concurrency mainly serve to help understand the func-
tional relationships that hold between the various frag-
ments of C code and assembler that make up the actual
kernel code that we are trying to verify formally. We are
exploring the use of the Frama-C toolkit [C+15] to do
this verification, and are focussing in on two hypercalls
in the XtratuM sources.

Hypercalls are the mechanism used by partitions to call
for kernel services, such as channel communication, vir-
tual interrupt setup, changing schedule plans, signalling
early completion, and so on. They are typically invoked
using a TRAP instruction, which results in the appropri-
ate kernel-installed handler being executed, which then
checks for the appropriate permission before delivering
the requested service. We have focussed on two hyper-
calls:

• Suspend Partition can be invoked by any partition to
signal its own completion to the kernel, or be used
by a privileged partion (usually health monitoring)
to stop some other partition. Main entry point:
SuspendPartitionSys

• Switch Schedule Plan is used by an authorised parti-
tion to changeover from the current partition sched-
ule to a new one. This is typically done as a mission
enters a new phase that requires the software load
and configuration to change. Main entry point:
SwitchSchedPlanSys

The challenge here is to identify: (i) what these hyper-
calls actually do, (ii) what data they need to perform their
task and (iii) where and how they actually get invoked.
The main issue we currently are encountering is that we
really need clear design documentation that describes the
architecture, data type design and functional call graphs
of the code, as well as access to the kernel developers for
their expertise regarding the code and its interdependen-
cies. Not having these does place liits on how far we can
currently experiment.

Some experimentation with Frama-C has allowed us to
uncover new information about hidden pre-conditions.
Consider the following function CheckGParam
that checks various aspects of parameters sent to
SwitchSchedPlanSys:

static inline xm_s32_t CheckGParam( void *param , xmSize_t size
, xm_u32_t aligment, xm_s32_t flags) {

if (!(flags&PFLAG_NOT_NULL)&&!param)
return 0;

if (( ((xmAddress_t)param>=CONFIG_XM_OFFSET)
&&((xmAddress_t)param<(CONFIG_XM_OFFSET+1*16*1024*1024)))

||
( ((xmAddress_t)param+size>=CONFIG_XM_OFFSET)
&&(((xmAddress_t)param+size)<(CONFIG_XM_OFFSET+1*16*1024*1024))))

return -1;
return 1;

}

The corresponding Frama-C annotation, defining pre-
conditions (requires,assumes) and post-conditions
(ensures) is largely just an appropriate rewriting of the
if-conditions, except for the following pre-condition frag-
ment, whose inclusion was required to get the tool to ac-
cept the code as correct.

requires sizeof(param)==sizeof(xm_u32_t);

This has exposed an unstated assumption about data
sizes.

The challenge with using Frama-C code annotations as
the basis for proving kernel correctness is that we need
to formalise all the data-invariants that characterise how
the kernel configuration data gets reified as concrete C-
datastructure values. It is here where good design docu-
mentation and/or access to expertise would be most help-
ful.

4. CONCLUSIONS AND FUTURE WORK

FMEIMAKQP was a small consultative and exploratory
activity, that explored various possible approaches to us-
ing formal techniques to assist in kernel qualification. It
is quite clear that high-level formal modelling helps to
“frame” the verification task, by exposing essential con-
currency, while avoiding that which is irrelevant. High
level models can also be used to check completness and
consistency of the requirements baseline.

Low level (code) formal annotations can also work, but
the connection to the top-level (requirments) is decidely
non-trivial, as we need a “semantic bridge” between C
data and kernel concepts. This bridge can only be suc-
cesfully developed in close collaboration with the kernel
developers.

One of the requirements we did not look at from a formal
perspective was PK-9, which is the requirement that par-
tition contexts are saved and restored properly during par-
tition context switches. This requirement proved particu-
larly hard to test, and now looks like an interesting chal-
lenge candidate for a possible future investigation into the
top-to-toe verification of a single requirement.

Possible next steps include:

• Formalising the Requirements Baseline

• Doing a “deep-dive” to formally link a requirement
(e.g. PK-9) to its code.

• Applying formal techniques in other space-software
domains, particularly those currently in develop-
ment using model-based techniques.
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