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Shifting Mindsets; A Critical Commentary on Child Protection and Welfare, Disability, and Online Risk through Critical Literature Review
Critical commentary is presented at the complex intersection of child protection and welfare, disability, and internet use. A profound lack of research exists on this topic. Findings from a critical literature review focus on the theme of online risk which included the topic of child abuse / online solicitation, cyber victimization/cyberbullying, problematic internet use, and breach of data protection. The approach taken to review literature was adopted from Aromataris and Pearson (2014). Disabled young people are exposed to and impacted by harmful online content. Key points, and online resources are highlighted for parents and guardians of disabled children, social care practitioners, safeguarding professionals, and educators. This paper attempts to advance scholarly discourse, policy, and practice, the authors arguing that it is time to shift our mindsets about safeguarding disabled young people online from thoughtful attention to purposeful action.
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Introduction 
[bookmark: _Hlk147917866]While recent developments in Artificial Intelligence are bringing renewed attention to the impact of the digital world on our societies, the pervasive use of the internet in daily life has been a challenge to grapple with for some time. Not surprisingly, 84% of Europeans are using the Internet on a daily basis (Eurostat, 2022) and 99% of households with children in Ireland are going online every day. Over four in ten of those households are online all the time or almost all the time (CSO, 2022). This paper stems from a funded research project that focuses on the intersection between child protection and welfare, disability and internet use. Vulnerabilities and complexities that exist for disabled young people around their internet use are strongly evidenced in literature (Balan, C. 2018; Borgström, A. 2021; Chadwick, 2019; Heiman & Shemesh, 2019; Wells & Mitchell, 2014). Attention to such complexities highlights the necessity for deeper consideration and research into the intersection between disability, child protection and internet use. The specific focus for this paper is to present a critical commentary on findings from a critical literature review carried out in June 2022. Within this, emphasis is placed on the theme of online risk whereby young people, inclusive of disabled young people, using the internet are exposed to harm online.
[bookmark: _Hlk145781989][bookmark: _Hlk145782156]The authors are based in the Republic of Ireland. The Health Service Executive is the government body that funds services for intellectually disabled people either directly or through voluntary bodies in this country. Children Disability Network Teams are made up of specialised professionals who are situated throughout the Republic of Ireland providing services for children and their families aged between birth and 18 years of age with complex needs (HSE, 2023, para.4). Some definitions elucidated upon in this paper such as disability and child protection and welfare stem from the country in which this paper is set. This paper will be of particular interest to parents and guardians of disabled children, social care practitioners, safeguarding professionals, and educators alike within the Republic of Ireland and beyond. It also attempts to advance scholarly discourse, policy, and practice around the complex intersection between child protection and welfare, disability, and internet use. Defining what is meant by these terms is essential to frame the context of this paper whilst highlighting key learning for practice. The rationale for this research is explained alongside details of the methodological process.  Critical literature review findings highlight the harmful impact of internet use on disabled young people. Ultimately the authors argue that it is time to shift our mindsets about safeguarding disabled young people online from thoughtful attention to purposeful action. 

Context 
The relevance of this paper lies in a profound knowledge gap on disability and internet use specific to child protection and welfare risk. The paper uses identity first terminology and language such as disabled young person/ children based on research by Sharif et al. (2022) whose survey of over 500 disabled people from 23 countries supports this terminology. The paucity in research within this field is problematic for practitioners attempting to provide holistic, person centred care for disabled children (El Asam et al.,2021; Taylor et al., 2020; Dimitropoulos et al., 2022).  A gap in expertise exists hence difficulties in assisting disabled children in the care sector to navigate the issues which occur while engaging in their digital world from social media apps to virtual gaming to technical access issues. The digital generational gap plays out on a daily basis within families (Piguet, et al., 2019; Dyer, 2018; Sandberg et al., 2021), care environments (Taylor et al., 2020; Dimitropoulos et al., 2022) and educational settings (Goodyear & Armour, 2021; DeLay, 2020). 
There has been a rapid change in internet use with a consistent influx of new digital media options available. There has also been exponential growth in internet use by all children including disabled children since the Covid 19 pandemic (Adıbelli & Sümen, 2020; Chawla et al., 2021; Ozturk & Ayaz-Alkaya, 2021). These changes underpin the rationale for this paper. The lack of engagement of tech companies to regulate platforms (Farid, 2018; Dunn, 2022; Gurriell, 2021; Krishna, 2021) also highlights the importance of addressing this topic.
Establishing definitions for disability, child protection and the Internet is essential at this point.  In keeping with the UN Convention on the Rights of People with Disabilities (2006), the following definition of disability used in the Irish legislative context forms the basis of how disability is understood in this paper. The Disability Act 2005, 2.-(1), states  “’Disability’, in relation to a person, means a substantial restriction in the capacity of the person to carry on a profession, business or occupation in the State or to participate in social or cultural life in the State by reason of an enduring physical, sensory, mental health or intellectual impairment”. This definition incorporates mental health which aligns itself with this paper. 
Furthermore, in terms of a conceptual framework, the affirmative non-tragedy lens within child protection and disability is supported (Flynn & McGregor, 2017). The affirmative model, as defined by Swain and French (2000), originates from the arts movement within disability and challenges social identity perceptions.  Exploration of the division between the disabled person and the nondisabled person occurs explaining that the nondisabled person also has impairments. The non tragedy model examines disablement pointing out that hidden disabilities also have a significant disabling impact on individuals. Corker and Shakespeare indicate that ‘‘the global experience of disabled people is too complex to be rendered within one unitary model or set of ideas’’ (2002, p. 15). Therefore, in order to encompass the broad and complex nature of disability study, an all-encompassing, bespoke view of disability that acknowledges the non-tragedy model alongside the social model and human rights model will be the adopted conceptual framework of disability within this paper. 
Child protection and welfare is defined as “government policy and its services working to prevent children being neglected and abused and to intervene when they are. In Ireland, as in many countries, the welfare of children is paramount” (Department of Children, Equality, Disability, Integration and Youth,  2019, para.2) whilst on the UNICEF (2022) website underpinning the heading Protecting Children Online are the words every child must be protected from violence, exploitation, and abuse on the internet. UNICEF (2021) identify online risk as exposure to numerous threats in terms of online content, online contact, and online conduct. Online content is defined as the child being “a recipient of advertising content, spam, violent or hateful content, pornographic or unwanted sexual content”.  Online contact refers to a “child as a participant in situations related to being bullied, harassed or stalked, receiving unwanted sexual messages, being groomed, meeting in person contacts first met online”, whilst online conduct refers to a “child as an actor engaging in hacking, gambling, bullying or harassing behaviour, sending sexual material to others” (Hasebrink et al., 2009 in UNICEF, 2021, p. 34) 
Finally, the Internet is defined as the access to all digital media including influential, social and leisure applications. Media are digital when face to face communication is replaced by computerised networks (Chayko, 2020). Digital media can be used for instrumental, socialisation, and entertainment applications (Stavropoulos et al., 2021). Instrumental applications attend to real-life requirements such as employment and health. Socialisation applications are the use of online communities for the purpose of socialising inclusive of engaging in friendships, or sexual or romantic relationships and career development. Entertainment applications provide enjoyment such as digital games and audio-visual recordings.

Method 
The approach taken to review literature pertaining to child protection and welfare, internet use and disability is adopted from Aromataris and Pearson (2014). The characteristics of this literature review began with the setting out the research question using the PICO mnemonic (Eriksen & Frandsen, 2018). The search terms and phrases used for this critical literature review are delineated below.

[Table 1 Here]

The research question formulated was; does internet use pose child protection and welfare risk for children with disabilities? The following inclusion and exclusion criterion was adopted.

[Table 2 Here]

To address the ‘file-drawer problem’ or ‘publication bias’ (Haddaway and Bayliss, 2015) a grey literature search was conducted. Key scholars were emailed to obtain unpublished texts. Any documents retrieved were subject to the above inclusion and exclusion criteria.   
A comprehensive search of literature was completed for all relevant studies (published and unpublished, grey literature). This literature was evaluated for quality using the Caldwell, Henshaw and Taylor (2011) Research Critique Framework, as well as the Critical Appraisal Skills Program (CASP) framework (Critical Appraisal Skills Programme, 2018). Subsequently, an assessment of the validity of the studies chosen was conducted, exclusion decisions based on quality were documented. We used a combination of qualitative thematic analysis from Braun and Clarke (2006) and Gale et al, (2013) to methodically hand code the final sample of 242 documents to extract themes, one of which, online risk, is presented in this paper. We also considered elements of the Arksey and O’Malley (2005) approach for this literature review, as well as the development of protocols in line with the Joanna Briggs Methods Manual for systematic literature reviews (Santos, Secoli & Püschel, 2018).  The PRISMA-ScR 2018 (Tricco et al., 2018) (see below) is used to inform the reporting of this desk-based literature review.

[Table 3 Here]

Summary 
Studies with a focus on disability are highlighted in this summary however the lack of research at the intersection of child protection and welfare, disability and internet use is noted in the literature. Hence, findings about online risk on young people in general are also presented.  Moreover, the positive impact of internet use for disabled young people is evidenced and promoted ranging from social impact (Pang, 2022; McFerran et al., 2021; Burke et al., 2021), to therapeutic (Comeras–Cheuca et al., 2021; Gerhardt & Smith, 2020; Samson et al., 2021) and educational impacts (Singh & Balhara 2021; Vassallo et al., 2022; Hirvonen et al., 2021). However, 45% of all literature pertaining to the topic of disability, child protection and the internet in this critical literature review related to online risk, hence this is the core focus of this paper.
Types of online harm discussed under headings include child abuse / online solicitation, cyber victimisation/ cyber bullying, problematic internet use and breach of data protection. This evidence of online risk in literature is set against the backdrop of the added vulnerabilities that exist for disabled young people online (Volkova et al., 2019; Alfredsson et al., 2020; Martinez-Cao et al., 2021; Falla et al., 2021; Hafiar et al.,2020).  The availability of the internet is noted with Ahmadu and Kontagora (2022) referring to the global village in terms of how the internet has changed our social interactions. Likewise, Stocker et al. (2023) provide insights into the rapid expansion of broadband and devices that increase access to multimedia virtual applications. With this growing access comes a price and that is increased exposure to online harm.
Unique complexities exist at the intersection of disability, child protection and the Internet. Author and online technology expert Roisin Kiberd writes “I too am addicted to the screen. Sometimes I think I have spent so much of my life online that I was raised by the internet. I’ve forgotten where the borders are, where technology ends and where I begin” (2021, p.xi). Roisin describes the profound impact the internet has had on her teenage and young adult life explaining how her mental health and the internet merged sending her into a spiral that resulted in an attempted suicide. Roisin’s experience presents a stark truth about our current reality which is that the digital world remains central to many young people with disabilities and their social realities (Didden, et al 2009; Disability Federation of Ireland 2020).

Child abuse / online solicitation
Wurtele and Kenny (2016) posit that as online risk has grown, understanding of these risks such as online sexual exploitation and ideas on how to prevent their negative impacts on young people are difficult to keep up with. Within this the exponential global growth of online distribution and production of child abuse material and grooming is heavily portrayed in literature (Mount et al.,2021; Ali et al., 2021; Chiu and Quayle, 2022; Longobardi et al., 2021; Hong et al., 2020; Gandolfi et al., 2020; Joleby et al.,2020). Forni et al. (2020) warn that factors such as the length of time online and not knowing who exactly are friends online relate to an increased risk of cybercrime including online sexual solicitation. The extent of online harm specific to solicitation and exposure to child sexual images is extensive and worrisome, the complex and diverse nature of online grooming plays out as offenders visit children’s gaming sites as a way of finding minors in order to engage in sexual activity with them. Witting (2021) adds the dimensions of the transnational nature of child sexual abuse which was the exception prior to the internet, but currently it is the rule. Studies indicating increased susceptibility to online solicitation due to disability are presented by Powell et al. (2022) and Katz et al. (2021).

Cyber victimisation/ cyber bullying
As difficult and complex as online grooming is, the task of child protection and welfare professionals in keeping disabled children safe online is even more complex. Cyber victimisation and cyber bullying feature heavily within the literature (Olson, 2021; Audrin & Blaya, 2020; Craig et al., 2020; Dhungana Sainju, 2020; Díaz, et al., 2021; Faura-Garcia ,2021). Within this Audrin and Blaya (2020) study of over 1, 000 young people report the consequences of cyber victimisation as low self-esteem, anxiety, low social ability, impulsivity and deviant behaviour. The added vulnerabilities of young people with disabilities in relation to cyber bullying and cyber victimisation is highlighted by Wright and Wachs (2020) and Good and Fang (2015).

Problematic internet use (PIU)
In relation to problematic internet use (PIU) Park (2018) highlighted how online social interactions added complexity to normal social interactions for adolescents. Specific attention was paid to the global permanency of online content, the speed at which interactions occur, tethering between online and offline reality whereby adolescents question the genuineness of the “partial reality” that exists online (Park, 2018, p. 439) here, Roisin Kilberd’s (2021) experience as delineated earlier is relatable. PIU also included online hate speech (Miškolci et al., 2020; Kaakinen et al., 2018), internet addiction (Kim et al., 2017; Han et al., 2020; Erdal & Erdal, 2020) as well as Fear Of Missing Out (FOMO), (Park, 2018). Literature presents evidence of numerous complex, diverse and very serious risk for young people whilst using the Internet, it can be of no surprise then that mental health concerns (included earlier in this paper in the definition of disability) are highlighted significantly throughout literature (Woon, 2020; Effatpanah, et al., 2020; Nayak & Pai, 2022; Davoudi, et al., 2022). Gassó et al. (2019), for example, analyse the relationship between sexting, mental health and online victimisation referring to teenagers as a vulnerable group. They found the presence of mental health problems, specifically depression and anxiety among adolescents who engage in sexting. Validation for concern about the effects of exposure to online risk came in 2018 with a statement from the World Health Organization (WHO) that gaming disorder is a mental health condition in the 11th revision of the International Classification of Diseases (WHO, 2018). Such consequences for young people in relation to their potential exposure to online harm presents evidence of the necessity for practitioners, parents and policy makers to engage proactively and to become empowered through knowledge-sharing, information and training about internet use and the digital world.

Breach of data protection
Sharing information online is a growing trend (Brosch,2016), a specific example is provided by Megan Mennes (2014) who blogs about her son Quinn who has a disability. She writes an open letter to a troll who refers to her child with Down syndrome as ugly on a website called “Mummy pages”. Lupton and Williamson (2017) draw attention to the fact that children have become objects of digital surveillance, children are engaging in sharing information themselves with parents, teachers, care givers, family members, friends’ health care professionals who are also sharing children’s information on their behalf.    Keen (2022) explains that parents and children’s concepts of online privacy harm focused on social rather that technological concerns, thus presenting concerns for children’s digital privacy. The permanency and persuasive nature of data alongside the lack of regulation comes to the fore within this literature review (Biçer & Yıldırım, 2022; Fussey & Sandhu, 2022; Veretilnykova & Dogruel, 2021). Furthermore, debates about sharenting bear out whereby children’s rights to privacy, protection and independence is jeopardised by their parents online behaviour with little or no consequences (Iskül & Joamets, 2021; Alkhallouf, 2021; Demetis & Kietzmann, 2021) thus adding a further layer of complexity to safeguarding online.

Conclusion 
UNICEF (2020) highlight the role of technological companies and parents and caregivers, in a robust child protection system, advocating for listening to the views of young people as a means to problem solve and keep children safe online.  Additional themes evidenced in the literature include support mechanisms and interventions, Covid 19 implications, legal frameworks and tech companies as well as digital access and research recommendations, these themes provide further insight into the topic of child protection and welfare, internet use and disability. It is not within the remit of this paper to elucidate fully on these themes however the premise of this paper is based on harmful online risk, therefore it is important to explain that new innovative and proactive support mechanisms and interventions exist and assist with online safety. 
Such interventions as presented in the literature include technical practical approaches (Swansea University, 2023; Hammond et al., 2022; Mount et al., 2021; Majib, & Perera, 2020; Sripada et al., 2022), therapeutic interventions (Comeras–Cheuca et al., 2021; Gerhardt & Smith, 2020; Samson et al., 2021) as well as the promotion of education and training (Goodyear & Armour, 2021; Finkelhor et al., 2021; Fedosov & Karnaukhova,  2021; Cardoso, et al., 2020).  Imperative to a shift in mindset is the role that Covid 19 played in increasing the level of online activity and the role or lack thereof that tech companies play to ensure all children, including disabled children are kept safe online. Moreover, lack of or outdated regulation places the responsibility for online safety at an individual level be that the disabled child, their parent/ carer or guardian or safeguarding practitioners. The lack of available evidence from the perspective of disabled young people is a limiting factor in this paper. Based on evidence of online risk and harm from literature key points and online resources outlined below may be useful in addressing child protection and welfare for disabled children using the internet.

[Table 4 Here]
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	Concept 1 
	Child* OR “young person” OR minor OR baby OR infant OR juvenile OR kid OR minor OR toddler OR youngster OR youth OR adolescent OR boy OR girl OR teenager OR schoolboy OR schoolgirl OR young lady OR young man OR youth OR teen OR son OR daughter OR offspring OR progeny OR children OR adolescents OR youngsters OR kids OR teenagers OR young people OR youth AND 

	Concept 2
	Children with disabilities OR disabled children OR adolescents with disabilities OR disabled adolescents OR children with intellectual disabilities OR children with mental health issues OR children learning difficulties OR differently abled children OR children with special needs OR young person with disabilities OR disabled young person OR school children with disabilities OR teenagers with disabilities OR disabled teenagers AND 

	Concept 3
	Disability* OR condition OR disorder OR defect* OR impairment OR illness* OR handicap* OR “learning difficulty” OR “learning disability” OR “intellectual disability” OR “special needs” OR disablement OR differently able OR special educational needs OR mental health problems OR mental health concerns OR disabled AND 

	Concept 4
	“Child protection” OR welfare OR safeguard* OR protect OR cyber bullying OR child abuse OR child safety OR stalking OR child protection and welfare risks OR online grooming OR online child abuse OR online exploitation OR cyberstalking OR cyberviolence OR digital coercive control OR technology-facilitated stalking OR technology facilitated abuse OR technology facilitated coercive control OR online harassment AND 

	Concept 5
	Internet* OR “Internet Use” OR “world wide web” OR “social media” OR “global computer network” OR “Facebook” OR “TikTok” OR “Snapchat” OR “WhatsApp” OR “Instagram” OR “House Party” 


Table 1. Search Terms and Phrases










	Inclusion Criteria
	Exclusion criteria:

	· Studies based on qualitative and quantitative research strategies.
·  Literature of any publication status.
· Literature derived from peer-reviewed journal articles, books and book chapters, reports and grey literature searches.  

	· Published in a language other than English.
· Literature that focuses on one or more identities without taking an intersectional approach as a central theme.
· Research studies deemed to be of insufficient quality as determined using the Caldwell, Henshaw and Taylor (2011) research critique framework, as well as the Critical Appraisal Skills Program (CASP) framework (Critical Appraisal Skills Programme, 2018).
· Journals that require hand searching. 
· Relevant literature prior to 2017 - results retrieved were too high and the exclusion of literature prior to 2020 was applied on the 27/07/2022.


Table 2. Inclusion/ Exclusion criteria









Additional records identified through other sources.
(n= 76)

Records Identified through data-based searching.
(n= 926)


						→

Records and duplicates removed.
(n= 367)


		

Total records excluded.
(n = 393)

Records screened.
(n = 635)




Full text articles excluded with reasons.
Not relevant (n= 53)
Out of scope (n=46)
Insufficient detail (n=3)
Difficulty with reference (n=5)


Full text articles assessed for eligibility.
(n=286)




Papers included in literature review. 
(n = 242)



Studies included in qualitative synthesis.
(n = 46)




Studies included in quantitative synthesis (meta- analysis)
(n   = 106)





Literature reviews
(n= 59)




Mixed Methods 
(n = 13)




Grey Literature 
(n= 18)



Table 3. PRISMA- ScR Flow Diagram. Example From: Moher, D., Liberati, A., Tetzlaff, J., Altman, D. G., & The PRISMA Group. (2009).
























	
· Internet use for all populations in society has grown and continues to grow exponentially.  
· Complexity exists at the intersection between child protection and welfare, disability and 
the internet warranting attention to the added vulnerability that disability presents within 
the digital world.
· Evidence exists of an abundance of multifaceted online risks for young people using the internet inclusive of cyber victimisation, cyber bullying, child sexual solicitation, problematic
 internet use, and data protection concerns. 
· The impact of exposure to online risk in the lives of young people is far-reaching and a cause for concern.
· Parents’ behaviour online sharing information and images about their children (sharenting) creates 
an added layer of complexity to the work of child protection and welfare professionals.
· Placing responsibility for online safety at a macro level (tech companies, governmental regulation) 
has not and will not keep disabled children safe online. 
Links to useful resources for online safety applications 
· https://www.barnardos.ie   
· https://families.google/familylink/
· https://www.cybersafekids.ie
· https://www.webwise.ie/
· https://www.internetsociety.org/
· https://www.internetlifeguard.org
· https://www.ripplesuicideprevention.com/ 
· https://hopenothate.org.uk/



Table 4. Key learning points for practice





