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1. BACKGROUND

The project IMA-SP Kernel Qualification Preparation
(IMAKQP) an activity led by SciSys Ltd, involving
CNES, Airbus DS, TASF, looking at the approach to be
adopted for IMA-SP Separation Kernel qualification. The
activity Formal Methods Expert to IMA-SP Kernel Qual-
ification Preparation (FMEIMAKQP) 1 was a parallel
joint activity involving Lero@TCD, exploring the poten-
tial role that formal verification techniques might play in
a future kernel qualification process. It followed on from
the experience of a previous activity Method and Tools
for Onboard Software Engineering (MTOBSE) 2

The MTOBSE project, involving two partners in Lero:
the Irish Software Research Centre, namely the Uni-
versity of Limerick and Trinity College Dublin, looked
at a top-down approach to formalising and verifying
an IMA TSP kernel, and was reported on at two
previous DASIA events[BSH13, BSH13]. We devel-
oped a reference specification for a Time-Space Par-
titioning (TSP) kernel[BS13a] and did a survey of
formal techniques that had potential for verifying a
kernel implementation[BS13b, BS13c]. We then se-
lected Isabelle/HOL[NPW02] and used this to for-
malise the reference specification and some of the
XtratuM code[BS13d]. We then reported on our
experiences[BS13e]. A key focus of the MTOBSE
project was to consider formally verifying a kernel to the
extent required by the Common Criterion (CC) guidelines
for both functional correctness and security[Cri05], with
particular reference to the Separation Kernel Protection
Profile (SKPP)[Dir07].

The focus of FMEIMAKQP was exploring approaches
for qualifying an existing separation kernel implemen-
tation as its starting point. In particular, the focus was
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on functional correctness rather than security properties.
From a formal perspective this involved looking much
more closely at techniques for reasoning at or close to
source code level. Also of interest was to explore how
formal techniques might best be integrated with well-
established software engineering practises, such as test-
ing, and model-based development. Results of this activ-
ity were reported at DASIA in 2015 [BH15], and in 2016
[BCHH16].

2. KEY FMEIMAKQP OUTCOMES

Key formal-methods results in the Final Report for
FMEIMAKQP[But16] where:

1. A High-Level model written in CSP[Hoa85] of the
Leon-processor based platform, and some of the Re-
quirement Baseline[Cor15] behavioural specifica-
tions. Analysis of these models was done using the
model/refinement checking tool FDR3[GRABR14].
Some of this reported on work done in Trinity Col-
lege Dublin for a Masters Thesis[Hen16]

2. The use of the Frama-C toolkit[C+15] to add low-
level annotations to the C sources for the Xtratum
hypervisor[CRM10].

A key issue that has to be addressed for both of these
results was the fact that they involved a considera-
tion of “unavoidable concurreny”, along with the non-
determinism that usually arises. The purpose of the sep-
aration kernel is to allow multiple (software) partitions
to run on one hardware platform, each being isolated in
both time and space, with any cross-communication lim-
ited to what is authorised. For a single-core system, de-
spite the fact that at any point in time, we have only one
partition or the kernel itself actually running, we find that
we have what is an essentially concurrent system. The
CPU executes instruction in a sequential manner on be-
half of either the kernel or partition. Also running concur-
rently is the MMU/MPU which observes the bus traffic,
and checks, against its current configuration setup, if the



memory requests are permitted. Meanwhile, the interrupt
request hardware, although part of the CPU, is effectively
also running in parallel, taking in interrupt requests from
IO devices and timers, as well as the MMU/MPU.

Key formal methods-related recommendations in [But16]
include:

• Formalising the Requirements Baseline
It would describe a relationship between a valid ker-
nel configuration and the permissible behaviours as-
sociated with both the kernel and all the partitions
defined in the configuration. The primary value of
this model is that it would provide a way to check
the requirements baseline for internal consistency.

• Formalising the Data Invariant
A configuration invariant would allow the formal
verification of configuration tools. It could also be
used to verify the correct use by the kernel of its own
internal data-structures.

• Verifying PK-9
This is a requirement regarding the correct
save/restore of partition state as a result of context-
switches. It proved difficult to test adequately.

• Completing the CSP models
This work [Hen16] was very much a proof of con-
cept. But is has potential to do much more, par-
ticularly because CSP’s model of events and con-
currency is a good fit to the concurrent behaviour
of the kernel platforms, and the general behavioural
flavour of many of the requirements..

We also suggested other kinds of space-related mod-
elling and software activities that might benefit from
early formal modelling: e.g. SAVOIR (architec-
ture,specifications,data models,interfaces, protocols).

The last recommendation discussed various modalities
for future activities in this space. In particular it was
noted that student projects are a way to conduct explo-
rations of various ideas, as demonstrated by the work re-
ported at DASIA 2016.

3. CURRENT INVESTIGATIONS

In this paper we will describe results of current investiga-
tions by Lero at Trinity College Dublin that explore how
formal techniques could be used to support the verifica-
tion of seperation kernel software and its related design
artefacts, from requirements down.

3.1. Revising the CSP Model

Work is ongoing to transform the CSP models described
in [Hen16] mainly to try to avoid the problem of “com-

binatorial state-space explosion” that bedevils model-
checking based techniques. Some initial progress to-
wards this goal was made in the thesis, but there is plenty
of scope for improvement.

There are two lines of attack we are bringing to bear on
this problem:

1. Abstraction: In order to be able to successfully run
checks, we need to tale particular care to abstract
away from all irrelevent aspects of system state. For
example, in order to model how the MMU monitors
memory accesses and how the kernel configures the
MMU and handles its interrupts, we probably don’t
need to distinguish between reads/writes, or the spe-
cific data values, at least for many requirements. The
challenge is find the greatest abstract that does not
information that is in fact important for the require-
ment or behaviour being modelled.

2. Modularity: The verification approach is to take a
model of the Kernel, some Partitions, and the Hard-
ware Platform (KPHP), and construct a way to use
the requirement model to act as a monitor for the
kernel behaviour. With CSP it is possible to build
individual models for each of (most of) the base-
line requirements This makes it possible to check
each requirement individually, which clearly a very
useful aspect of this modelling approach. However
much of this advantage is lost if a check for a given
requirement fails because of state-space explosions
due to parts of the KPHP state that are irrelevant to
that given requirement. We are exploring how to (re-
)factor the various models into sub-models that fo-
cus on key subsets of the overall space, so that each
requirement check is tailored to only use the relevant
subset.

3.2. A Requirements DSL

A student project is also investigating the development of
a machine-readable domain-specific language (DSL) for
requirements that can express the kinds of requirements
we find in the kernel baseline. Such a language could
then be used to develop tools to perform requirements
consistency checking, and to connect the requirement to
other modelling notations and techniques.

Some aspects of this are quite novel for the aerospace
industry: we propose the implement the DSL us-
ing the functional programming language Haskell
(www.haskell.org). This is because DSL development is
something for which that language is ideally suited. The
concrete language syntax is that of Haskell, so no parsers
need be written. The language elements can be defined as
atomic building blocks used in conjunction with combin-
ing forms, using the type-class system of Haskell. This
leverages the type system to ensure descriptions are well-
formed, but does not impose any a-priori semantics on
the language. The class system is enacted by defining



various datatypes that do have semantic significance, and
showing how they are instances of the DSL language.
This means we can easily give the same description mul-
tiple meanings. Such meanings could comprise:

• A Text Rendering — useful for review of the re-
quirements

• Structure Graphs — tailored for some kind of con-
sistency/completness checking

• CSP Output — so we can exploit the CSP models
and the FD3 model-checker.

• Simulator Output — generate something for an ap-
propriate simulation tool.

The key challenge here is the correct identification of the
atomic building blocks and combining forms.
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