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ABSTRACT: As the complexity of civil infrastructure systems is ever-increasing amid various
uncertainties, their resilience against natural and human-made disasters should be managed based on a
holistic understanding of the systems’ performance under hazards. To address this need, the author’s
research group recently proposed a system reliability-based framework characterizing disaster resilience
by three criteria: reliability, redundancy, and recoverability. In particular, the reliability () and
redundancy (x) indices were defined to quantify the system’s component- and system-level abilities
against initial disruption scenarios and their cascading effects, respectively. The pairs of the indices are
visualized in a scatter plot termed “B-n diagram” to facilitate resilience-informed decision-making. After
briefly reviewing the framework, this paper introduces its recent applications to a real-world cable-stayed
bridge under tank truck fire hazards and complex infrastructure networks under seismic hazards,
demonstrating its benefits and potential in the disaster resilience management of complex civil
infrastructure systems. The paper also introduces the ongoing development of a resilience-based decision
optimization algorithm to automate resilience-informed decision-making processes as a core technology
supporting risk intelligence of civil infrastructure systems.

1. INTRODUCTION

The traditional stability viewpoint in ecology
pursued minimum fluctuations and equilibrium in
a predictable world. As an alternative, the
resilience viewpoint (Hollings, 1973) was
proposed to understand and promote the system’s
ability to absorb and accommodate significant
uncertainties and inevitable changes in the future.
Since then, the concept has been studied in
various engineering fields to achieve the holistic
ability of a system to sustain external and internal
disruptions without discontinuity of the original
functionality or, if discontinued, to recover fully
and rapidly (Zhou et al., 2010; Hosseini et al.,
2016; ASME, 2009).

The disaster resilience of civil infrastructure
systems has been investigated as a multi-aspect
concept. For example, in earthquake engineering,

(Hashimoto et al., 1982; Chang and Shinozuka,
2004). There have also been numerous efforts to
understand  disaster resilience using the
“resilience triangle” (Tierney and Bruneau, 2007),
which describes the loss of system functionality
and recovery patterns in the performance
restoration curves.

Despite significant advancements in theories,
further research is still needed for the effective
management of disaster resilience of civil
infrastructure systems. First, the definition of the
performance measure in the restoration curves is
often subjective and lacks the multi-aspect
concept. Second, because the functionality and
socioeconomic utility depend on the system-level
performance, disaster resilience analyses demand
a systems perspective based on a holistic
understanding of the relationship between

resilience was defined in terms of four criteria:
robustness, redundancy, resourcefulness, and
rapidity (Bruneau et al., 2003). Probabilistic
resilience indices were also developed to consider
uncertainties in hazards and engineering systems

component reliability and system redundancy.
Third, the ultimate goal of disaster resilience
evaluations is to make better or optimal decisions.
Therefore, it is essential to build an analysis
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framework that streamlines disaster resilience
management.

To address these research needs, the author’s
research group recently proposed a system
reliability-based disaster resilience analysis (S-
DRA) framework (Lim et al., 2022a) that hinges
on three criteria: reliability, redundancy, and
recoverability. The framework also introduces
indices for the reliability and redundancy criteria,
which reveal probabilistic interrelationships
between the system and its components. A
graphical tool termed “B-m diagram” was also
proposed to support decision-making processes
by the resilience analysis results.

This paper briefly reviews the framework
(Section 2) and introduces its recent applications
to a real-world cable-stayed structure under tank
truck fire hazards (Section 3) and infrastructure
networks under seismic hazards (Section 4).
Ongoing research efforts to automate resilience-
informed decision-making are also introduced
(Section 5). The paper is concluded with a
summary and remarks.

2. SYSTEM-RELIABILITY-BASED
DISASTER RESILIENCE FRAMEWORK

The three criteria of the S-DRA framework (Lim
et al., 2022a) are illustrated in Figure 1. The ball
near the edge of a cliff, representing a civil
infrastructure system of interest, could fall due to
natural or human-made hazards, represented by
the purple arrow. The red wall represents the
reliability criterion, defined as the components’
ability to avoid initial disruptions despite
disastrous events. The blue wall symbolizes
redundancy, defined as the system’s capability of
preventing cascading system-level failure given
the initial disruption. The yellow arrows describe
recoverability, defined as the ability of the
community and engineers to restore the system’s
functionality to its original state. Detailed
definitions of the criteria depend on the resilience
analysis scale, such as individual structure,
infrastructure network, and urban community, as
summarized in the “3x3 resilience matrix” (Lim et
al., 2022a).
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Figure 1: Three criteria of system reliability-based
disaster resilience analysis framework (modified
from Lim et al. (2022a))

To relate the multi-aspect resilience concept
with component and system reliability analyses,
the reliability (B) and redundancy () indices are
respectively defined as

Bij = -~ (P(F|H;)) (1a)

M =—®7! (P(I*"sys|Fi'Hj)) (1b)

where ®~1(-) denotes the inverse cumulative
distribution function (CDF) of the standard
normal distribution, F; is the i™" initial disruption
scenario, H; is the j™ hazard, and F,s is the
system failure event. Appropriate methods for
component and system reliability analysis should
be selected to calculate p and w based on the
characteristics of the probabilistic hazard model
and the limit-state functions describing initial
disruptions and system failure events.

For the j™ hazard with the occurrence rate
AH]_, the indices in Eg. (1) can be used to
determine the annual system failure probability
induced by the i*" disruption scenario as

P(Feysij) = P(FsysijlHj)An,
= P(F;yleirH')P(FilH]')/lHj (2)
= ®(—m;;) (=i ;) A,



14" International Conference on Applications of Statistics and Probability in Civil Engineering, ICASP14

The following resilience constraint can be
introduced to make sure the annual system failure
probability is socially acceptable:

P
& (=) 0(=fiy) < 7 (3)
An;
where Py, denotes de minimis risk (Pate-Cornell,
1994), i.e., the level of risk for which society
imposes no regulations (Ellingwood, 2006).

Lim et al. (2022a) proposed to show the
reliability and redundancy indices, calculated for
initial disruption scenarios of interest, in a scatter
plot termed reliability-redundancy (B-=) diagram,
as shown in Figure 2. The black solid curve
represents the contour of zero resilience margin,
ie, ®(—m;)P(-pi)) = Pym/An,- Therefore,
the diagram quickly identifies initial disruption
scenarios that violate the resilience constraint in
Eq. (3). For example, the system-level risk
induced by the initial disruption scenarios #13,
#15, and #17 are not socially acceptable due to
low reliability or redundancy. For the constraint-
violating initial disruption scenarios, decision-
makers must identify optimal decisions and
actions such as hazard mitigations, changes in
design or operation, and retrofits to ensure proper
disaster resilience.
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Figure 2: -z diagram of a truss bridge with the

resilience constraint (modified from Lim et al.

(2022a))
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3. B-n ANALYSIS OF CABLE-STAYED
BRIDGE UNDER FIRE TRUCK
HAZARDS

The applicability of the S-DRA framework to
real-world complex structures was demonstrated
through its application to the Seohae Grand
Bridge, located on the west coast of South Korea
(Lim et al., 2022b).

3.1. Probabilistic model of tank truck fire hazard

Because of its location near major industrial
complexes, the Seohae Grand Bridge is exposed
to the significant risk of structural failures caused
by excessive heat from tank truck fires on the deck
(Figure 3).
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Figure 3. The Seohae Grand Bridge subjected to tank
truck fire hazards

To develop a probabilistic model of tank
truck fire hazards, Lim et al. (2022b) first
identified three basic random variables, X =
[4,X,0¢]T where A is the area of pool fire
(uniform), X denotes the longitudinal location of
the fire on the third lane of the bridge (uniform),
and o¢ is the residual (normal) in the regression
model of the effective emissive power of the
flame (E) on the equivalent diameter D =

J4A/m, ie., InE = 4.0228 — 0.0822InD + o¢
(Shokri and Beyler, 1989).

The uncertainties in X are propagated
through the heat radiation mechanism illustrated
in Figure 4 to the radiative heat flux at cables. In
the figure, Q is the heat release rate (1L00MW used
in the example), H(= 0.235Q%° — 1.02D) is the
height of the pool fire flame, and F;, is the
configuration factor, defined as the ratio of the
heat flux at a target to that of source locations. The
final heat flux is computed as q¢" = E X Fy,.
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propagation from basic random variables to the
radiative heat flux

3.2. Procedure for /- analysis of the Seohae
Grand Bridge

The limit-state functions for the indices § and &
in Eq. (1) regarding the i*™® initial disruption

scenario, i.e., the i™® cable, are defined as follows:

g’ ) = a7 (w) - 6’ () (4a)

O'iy—1(u) - O'in—'g (u) >
O-iJ-/i-l(u) —o/7; (W)

where u(= [uy, uy, uy]T) denotes a realization
of the basic random variables X, transformed to
standard normal random variables, al.y (u) is the
yield strength of the i™" cable considering the
strength degradation given u, af (u) denotes the
stress applied to the it" cable, obtained from

structural analysis, and ¢, (u) and o3} (u) are
respectively the stresses applied to the (i — 1)™
and (i + 1)™ cables after the initial disruption at
the it" cable. The ‘min’ operator is utilized
because the system failure is defined as the union
of the two adjacent cables’ failures.

During reliability analyses, the stresses in Eq.
(4) are simulated as follows: 20 temperature nodes
are added to each cable (1~20 m above the deck)
of the ABAQUS® model of the Seohae Grand
Bridge (Lee et al., 2022). The temperature at each
node is determined by pre-calculated solutions to
a transient conduction equation. The degradation
of Young’s modulus and thermal expansion are
incorporated into the finite element model based
on the determined temperature. Lim et al. (2022b)
developed Python codes that can execute

gr () = min( (4b)
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ABAQUS® simulations within the reliability
analysis codes in MATLAB® environment to
obtain the stresses in the cables.

For efficient reliability analyses, the Active
learning reliability method combining Kriging
and Monte Carlo Simulation (AK-MCS; Echard
etal., 2011) is used. In calculating the redundancy
index, causal effects from the i*® scenario, F;,
such as load re-distributions, progressive failures,
and dynamic effects are considered. In addition,
the sampling for the redundancy index
calculations is performed in the domain of F;.

3.3. Results

Figure 5 shows the indices computed by the
reliability analyses (on top of the corresponding
cable locations). The reliability indices vary
depending on the load distributions over the
cables, whereas the redundancy indices are
affected by the angles of the cable (which
determines the affected length) and the number of
adjacent cables (i.e., one or two).
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Figure 5: Indices for reliability, redundancy, and
resilience (R;; = —®~1(®(—m; ;)P (—p;;))) (Lim et al.
(2022b))

Next, the reliability and redundancy indices
of each initial disruption scenario (i.e., cable
failure) are shown in the B-n diagram (Figure 6)
for P;,, = 1077 /year. The annual occurrence
rate of tank truck fires, A§aicutated js estimated as
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1.124 x 10~*/year based on the statistics of the
fire events and the annual mileage of tank trucks
passing through the bridge. The solid line in the
figure represents the contour of zero resilience
margin for Agateulated Al markers are found to
satisfy the resilience constraint. However, when
the annual occurrence rate is 1%°s%med = 1,686 x
10~*/year based on the assumption of a 50%
increase in the annual truck traffic, seven cables
are violating the resilience constraint. Based on
this result, resilience-informed decisions need to
be made for these cables, e.g., reinforcing the
cables, installing fire protection walls beside the
cables, equipping the bridge with fire
extinguishing facilities, and controlling the daily
traffic of tank trucks on the bridge.
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Figure 6. ~z diagram of the Seohae Grand Bridge
under tank truck fire hazards (modified from Lim et
al. (2022b)

4. B-m ANALYSIS OF INFRASTRUCTURE
NETWORKS UNDER SEISMIC
HAZARDS

The applicability of the S-DRA framework to
general infrastructure networks was recently
demonstrated by Kwon and Song (2023).
Causality-based importance measures of network
components were also proposed based on the pB-n
analysis framework.
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4.1. S-DRA of bridge network under seismic
hazards

The bridge transportation network in Sioux Falls,
USA, features highways and interior arterial roads.
Figure 7 shows a simplified model of the network
consisting of 19 bridges, of which structural types
are multi-span simply-supported concrete girders
located on the highways and single-span concrete
girders in downtown areas (Nielson and
DesRoches, 2007). A virtual city with the same
network topology is assumed to be affected by a
7.5-magnitude earthquake occurring at the
coordinate (—4,6) in the figure. The network-level
performance objective is to maintain post-disaster
connectivity between the two sets of source and
terminal nodes.

Highway bridge

Downtown bridge |

{_} Source node

{_) Terminal node

y-direction (km)

x-direction (km)

Figure 7:Virtual network model consisting of two
types of 19 bridges having the same network topology
of Sioux Falls, USA

The ground motion prediction equation
(GMPE) for the logarithm of the peak ground
acceleration (PGA) at the bridge e by the jth
earthquake H; can be described as

InD;, = F(Mj,Rje) +nj+ € (5)
where F(-) is the function predicting the mean-
log PGA, M; is the j™earthquake magnitude, Rje
is the distance between the epicenter and the

bridge e, and n; and ¢; are inter- and intra-event
residuals, respectively. If a,f and o represent the
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variances of the uncertainties, the total variance of
In Dj, 07 is o + 0.

Following HAZUS-MH (FEMA), the
capacity of structure e for damage state DS, CPS
is assumed to follow a lognormal distribution with
parameters InalS and B2, ie., CPS~
LN(Inas, (B2%)?). The structure e under H;
fails as Dj, exceeds CDPs with the probability

P(E.|H;) = P(InC?S <1nDj,)

_»p <Z' o _Inag® - F(M;, Rje)>
T @R re ) O
_ <_ Inals — F(M;, Rje)>
V(BZ*)? + of
where Zj, is the standard normal random variable
describing the reliability of structure e under H;.

The correlation coefficient between Z;, and Z;,,
of two structures e, and e, is derived as
j 0_7% + pelez(A)o'sz
()

J(e2sy +07) ((825)" + o)

where A denotes the distance between the two
structures, and p,, ., (A) is an underlying spatial
correlation model, e.g., exp(—0.27A%%) (Lim et
al., 2012).

Adopting the GMPE in Eq. (5) from Boore
and Atkinson (2008) with Vg3, = 760m/s, the
reliability and redundancy indices for the it
initial disruption scenario involving k component
failures, F¥, can be computed using the
component failure probabilities in Eq. (6) and the
correlation coefficients in Eq. (7). The reliability
index B requires calculating a k-variate normal
CDF. The redundancy index m¥ can be calculated
based on the identified cut sets causing network-
level performance loss (Kwon and Song, 2023).

Figure 8 shows the - diagram of the Sioux
Falls bridge network. The filled markers represent
the results that fully consider the correlations
between bridge states, while hollow markers are
obtained with correlation effects ignored. As the
number of failed components (k) increases, its
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probability decreases (i.e., the reliability index
increases), and the redundancy of the damaged
system decreases (markers moving from the top
left to the bottom right). It is also noted that both
reliability and redundancy indices significantly
overestimate the disaster resilience of the network
when correlations are ignored.
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Figure &: - diagram of Sioux Falls bridge network
for dependent and independent component states

4.2. Causality-based importance measures
beyond the f-z analysis

Kwon and Song (2023) proposed a B-r analysis-
based method to quantify the relative importance
of network components considering the causality
effects of the initial disruptions. Figure 9 shows
the causal diagram representing the network
connectivity loss Y,,.; induced by external
hazards S;. U represents a set of factors affecting
the component states X,, e = 1, ..., n, considered
an unobservable variable to acknowledge
imperfect knowledge of the component states.

Yne t

Figure 9: Causal diagram describing network-level
connectivity loss by seismic hazards

From a causal viewpoint, it is crucial to
exclude the spurious associations arising from
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common causes U and m sources in the causal
diagram. Do-operator enables quantifying causal
effects on the system reliability by enforcing the
state of a particular component. For component e
belonging to the index set of Ff, its causal
contribution C%, is quantified as

Cle = ) T EPEIH) (8)

F

where 7 (F) denotes the rate of change in system
reliability caused by component state change by
the do-operator (Kwon and Song, 2023). Based on
the causal contribution in Eq. (8), the causality-
based importance measure (CIM) and normalized
CIM (NCIM) are respectively defined as

CIM¢ = o(—m )P (=BF)Cie (9a)
i:(nk e

NCIMK = CIMK /mgx(CIM’é) (9b)

where D is the domain in the B-m diagram,
satisfying the resilience constraint in Eqg. (3).
Figure 10 shows NCIM¥ of the Sioux Falls bridge
network under scenarios with k =1,...,3, for
dependent and independent component states.
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Figure 70: NCIM* of the Sioux Falls bridge network
for dependent (A = 0.01/year) and independent
(Ay = 10/year) component states
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5. RELIABILITY-REDUNDANCY-
RECOVERABILITY-BASED DECISION
OPTIMIZATION

Reliability-Redundancy-Recoverability-based
decision optimization (R3-DO) algorithm (Lim et
al., 2023) was recently developed to support
optimal decision-making based on the S-RDA
framework.

5.1. Problem formulation

The R3-DO algorithm aims to achieve the
minimum value of the cost function, indicating
maximum recoverability while satisfying the
disaster resilience constraint in Eq. (3) defined in
terms of the reliability and redundancy indices for
initial  disruption  scenarios  of interest.
Accordingly, the R3-DO algorithm is formulated
as

mMin. feos:(0)
st. ®(—m;(0))P(—B:(0)) < Pam/Au  (10)
fori=1,..,ng

where 6@ denotes the design parameter vector,
typically including the mean values of random
variables, f..s:(8) indicates the total cost
function, and ng. is the number of disaster
resilience constraints, i.e., the number of initial
disruption scenarios of interest.

5.2. Cost functions of R3-DO

R3-DO pursues maximum recoverability by
including not only the initial cost but also the
recovery cost in the definition of the total cost
function f,,s:(8). For a holistic coverage of the
recoverability, the recovery actions are divided
into (1) local recovery and (2) global recovery, i.e.,
the two yellow arrows in Figure 1. The local
recovery indicates the recovery right after the
initial disruption scenario. On the other hand,
global recovery denotes the recovery performed
after the system failure. Therefore, the total cost
function of R3-DO, f,,,:(@) is defined as the sum
of the initial, local-recovery, and global-recovery
Ccosts as
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feost(8) = 1C(0) + (11)
ELRC(0) + EGRC(0)
where IC(0) denotes the initial cost, ELRC(8) is
the expected cost for the local recovery, and
EGRC(0) is the expected cost for the global
recovery.

For the detailed formulation, the i*™" element
of design parameter vector 0, 6;, is assumed to be
the design parameter corresponding to the it
initial disruption scenario. Then, each of the cost
functions in Eq. (11) is defined as

Nsc

1C(0) = Z ; (12a)
ELRC(6) = Z ELRC,(6)
e (12b)
= Z LRC;(6)P(F;|H;)
i=1
EGRC(8)
~ (12¢)

= GRC(6) Z P(Fyysi1H;)
i=1

where ELRC;(6;) indicates the expected cost for
the local recovery caused by the it initial
disruption scenario; LRC;(0;) denotes the cost of
the local recovery caused by the i initial
disruption scenario; and GRC (@) is the cost of the

global recovery induced by the system failure F,;.

The recovery costs LRC;(0;) and GRC(8) are
multiplied by the corresponding failure
probabilities to evaluate the expected costs.
Alternatively, the probabilities in Egs. (12b) and
(12c) can be described using the 3 and = indices
according to Egs. (1a) and (1b).

5.3. Constraints of R3-DO

The disaster resilience constraint in Eq. (3) is set
as the constraint for R3-DO. This implies that the
optimal solution of R3-DO should have the
socially acceptable risk of system failure, which
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can be accomplished by securing a certain level of
reliability and redundancy. From the viewpoint of
the pB-mdiagram, R3-DO performs the
optimization while pushing the B-n points to the
outside of the contour of zero resilience margin so
that the optimization result should be located in
the domain D satisfying the resilience constraint
in Eqg. (3). For example, the decision behind the
diagram in Figure 2 is not accepted by R3-DO
because of the initial scenarios #13, #15, and #17.

5.4. Numerical example

The example truss bridge in Figure 11 is
investigated to demonstrate the applicability and
effectiveness of R3-DO. The truss bridge has 25
members whose yield stresses are 276 Mpa. The
truss example is composed of 30 basic random
variables: a cross-sectional area of 25 members,
A;, i =1,..25,and external loads, P;,i =1, ... 5.
The i™ cross-sectional area A; is modeled as a
normal random variable whose mean value is
considered the design parameter 6;,. The
coefficient of variation (c.0.v.) of 4; isassumed to
be 0.05. The external loads, P, i=1,..5,
respectively follow normal distributions with
means of 120 kN, 140 kN, 140 kN, 120 kN, and
120 kN. The c.o.v. is assumed to be 0.3 for each
P;. The hazard occurrence rate A; is assumed to be
10~*/year . The initial point of the design
parameter vector is set as 89 = [32, 32, 32, 32,
32,32,24,24,24,24,24,24,5,5,5,5,5,7,7,7,
7,7,7,7,7] x 10~* m3.

0.4m
3 4

0.6m 2 20 22 5

18 24,
16 14 v 16
o T 19 CiN 25 17 6

7 7
| Py Py Py Py P |

6@2m
Figure 11: Configuration of truss system consisting
of 25 members (Lim et al., 2023)

Twenty-five single-member failures are
assumed as initial disruption scenarios for the 3-n
analysis. The system failure event for the
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redundancy index calculations is defined as (1) a
cascading failure among remaining cables or (2)
static instability caused by an initial disruption
scenario. The local and global recovery cost
functions are defined as LRC;(6;) = q;0; and
GRC(6) = b™0, where a; and b denote the
normalized local recovery cost for the it initial
disruption scenario and the normalized global
recovery cost, respectively. The First-Order
Reliability Method (FORM; see Der Kiureghian
(2022)) and Sequential Compounding Method
(Kang and Song, 2010) are employed to
efficiently perform component- and system-
reliability analyses and corresponding sensitivity
calculations.
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The convergence histories of the cost
function and design parameters by R3-DO in
Figure 12 demonstrate that R3-DO successfully
achieves optimal design parameters minimizing
the total cost function after around 140 iterations.
The optimal design parameters are identified as
geortimal — (99 28 27,27, 27, 28, 23, 23, 25, 25,
22,22,9,3,9,3,9,1,8,6,1,4,1,1,7]x 10~* m3.
Figure 13 visualizes the R3-DO procedure in the
B-r diagram by the indices at iteration steps #1,
#75, and #140. The B-n diagram at iteration step
#140 shows that R3-DO succeeded in identifying
optimal design parameters that minimize the cost
function while placing all B-= points in the zone
satisfying the resilience constraint.

4 ‘ . . . . .

comp. #1~#12

Design parameter

0 20 40 60 80
[teration number

Figure 12: Convergence histories of the cost function (left) and design parameters (right) for R3-DO of the 25-

member-truss system
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Figure 13: R3-DO process visualized by f- 7 diagrams at iteration steps #1, #75, and #140
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6. CONCLUSIONS

This paper reviewed the system reliability-based
disaster resilience analysis (S-DRA) framework
recently proposed to address the pressing needs
for probabilistic, multi-aspect, system-focused,
and decision-making-oriented evaluation and
management of disaster resilience of civil
infrastructure systems. The B-n analysis method
and diagram were successfully applied to real-
world complex systems such as a cable-stayed
bridge subjected to tank truck fire using
sophisticated reliability methods. In applications
to infrastructure networks under seismic hazards,
causality-based component importance measures
were developed based on the S-DRA framework.
To promote various efforts toward risk
intelligence of civil infrastructure systems, an
optimization algorithm based on the S-DRA
framework was also proposed and successfully
demonstrated through its application to the design
optimization of a truss bridge system. The
framework enables us to understand disaster
resilience in its multiple aspects: reliability,
redundancy, and recoverability, and quantifies
each criterion by state-of-the-art reliability
analyses. Moreover, the B-n diagram provides
insights into each aspect and their
interrelationship  to  provide a  holistic
understanding of disaster resilience in the context
of societal risks. Further research is needed to (1)
extend its applications to another scale, such as
urban communities, (2) understand the
interrelationship between recoverability and the
other two criteria, (3) deal with complexity in
various real-world applications, and (4)
streamline or automate optimal resilience-
informed decision-making processes.
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