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Semantic Frameworks to Support the EU Al Act’s
Risk Management and Documentation

Delaram Golpayegani

Abstract

The European Union (EU) Artificial Intelligence Act (Al Act), which
entered into force on 1 August 2024, stands as a landmark legal regime for
development and use of Al, adopting a risk-based approach to govern the
potential risks of Al to key areas of concern, including health, safety, and
fundamental rights. Under the AI Act, Al systems are subject to a set
of regulatory obligations according to the level of risk they pose. Within
this risk-based classification, high-risk Al systems need to comply with more
rigorous provisions of the Act, which should be addressed by Al providers
and deployers.

Translating the AI Act’s legal provisions into practical approaches and
technical measures for implementing the essential requirements needs a range
of guidelines, many of which need to be acquired from evidence-based reg-
ulatory learning. With the recent enforcement of the Act, such regulatory
insights are not yet established, which has created legal uncertainty in re-
gard to compliance with the AI Act. In this context, Regulatory Technology
(RegTech) can serve as an enabling force to support the effective implemen-
tation and enforcement of the Act, while enhancing legal certainty through
regulatory learning.

Focusing on risk management as a central element of the AI Act, this
thesis addresses the current lack of RegTech solutions by proposing a com-
pendium of Semantic Web-based artefacts to facilitate compliance with the
requirements of the Al Act regarding risk management, risk documentation,
and registration of Al systems in a Findable, Accessible, Interoperable, and
Reusable (FAIR) manner. To achieve this, specific requirements of the Al
Act, related to risk management, documentation, and registration, are anal-
ysed. In the current absence of authoritative guidelines and harmonised
European standards to guide compliance with the Act, this analysis utilises
existing ISO/IEC standards on Al, which are strong candidates for harmon-
isation and can therefore potentially support the implementation of the Al
Act.

As a major contribution, this work proposes a novel compendium of arte-
facts based on Semantic Web technologies to assist with AI Act compliance
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tasks. This compendium is centred around the AI Risk Ontology (AIRO),
a foundational ontology for modelling AT risks, and its specialisation the Al
Risk Vocabulary (VAIR), which is a taxonomy of concepts provided in AIRO
to enable its use in practical applications. Using these two ontologies, this
thesis illustrates how open, transparent, traceable, comparable, and interop-
erable information models of Al use cases, that include information about the
system, context of use, and risks, can be created. To further demonstrate the
functionality of AIRO and VAIR, this thesis leverages the capabilities offered
by the Semantic Web technology stack in rule-checking, querying, expressing
policies, and cataloguing information to assist with AI Act compliance tasks
in regard to risk management, documentation, and registration.

AIRO and VAIR are novel Al risk ontologies developed based on the Al
Act that are explicitly aligned with relevant ISO/IEC standards in antic-
ipation of harmonised standards for the Act. This thesis also implements
the first set of open, standardised, and extensible artefacts for determining
high-risk Al systems, generating Al and risk documentation, expressing Al
use policies, and cataloguing Al systems as required by the AT Act. Comple-
menting this contribution, this thesis introduces Al Cards as a documenta-
tion framework that provides a holistic view of an Al use case and its risks
in both human- and machine-readable formats, aligned with the AI Act, to
facilitate communication and sharing of key Al and risk information among
various Al stakeholders.

The contributions of this thesis support development of standards-based
automated tools to address Al risk management and documentation chal-
lenges, particularly those related to compliance with the AI Act. This is es-
pecially important for providers and deployers of Al systems in maintaining
and sharing AI and risk information in a manageable, transparent, interop-
erable, and verifiable manner. In addition, this standards-based automation
enables the tracking and verification of claims regarding risk management
and thereby facilitates conformity assessment tasks for authorities, particu-
larly conformity assessment bodies.
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CHAPTER
ONE

INTRODUCTION

1.1 Background and Motivation

This era could be marked by the unprecedented advancement in Al ca-
pabilities and its seamless integration into personal, political, societal, and
environmental spheres that has led to profound changes in daily life, in-
dustries, and societies. However, a serious challenge that can overturn this
prediction is the dark side of AI, which is unveiled by the, still ever-growing,
corpus of evidence on its wide-ranging harms [1, 2|, from harms on phys-
ical safety to psychological health to human rights and freedoms. It has
become evident that use of Al is not ethically-, socially-, and politically-
acceptable without risk management [3]. This fact has prompted a global
wave of efforts in development of guidelines, policies, standards, and—above
all—regulations to manage the potential harms of Al and in turn ensure its
trustworthy development and use [4].

The European Union (EU) Artificial Intelligence Act [5] (hereafter the
AT Act) is the first horizontal regulatory framework on AI, which was pub-
lished as an EU law in June 2024 after a three-year-long legislative process
(refer to Subsection 1.2.1 for the details of the mandates published over the
course of this process). The AI Act takes a risk-based approach, through
which Al systems are subjected to a set of regulatory obligations according
to level of risk they impose to three key areas of concern: health, safety, and
fundamental rights.

The AT Act is criticised as being “lengthy and sometimes opaque” [6],
with 180 recitals, 113 Articles, and 13 Annexes. In addition, with multi-
ple references made to other EU regulations and directives, including the 20
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Union harmonisation legislation listed in Annex I', it requires coordination
with other legal acts [7]. As a legal document, it is written in a high-level
manner, requiring further interpretations of the requirements [8]. The Al
Act follows the New Legislative Framework (NLF) structure [9]—the com-
mon EU product-related legal framework adopted in 2008. Therefore, it
only defines the essential requirements whose interpretation and implemen-
tation is expected to be supported by harmonised standards (Article 40) [10,
11]—*“European standard|s| adopted on the basis of a request made by the
Commission for the application of Union harmonisation legislation”[12]. In
the implementing decision on a standardisation request [13], the Commis-
sion has called upon CEN (European Committee for Standardisation) and
CENELEC (European Committee for Electrotechnical Standardisation) to
develop the required harmonised standards in relation to the AT Act. With
a deadline in April 2025, CEN and CENELEC are delegated to create Euro-
pean standard(s) and/or European standardisation deliverable(s) in 10 areas,
including “risk management systems for Al systems”. At the time of writing
this thesis, development of European standards to address the Commission
request is a high priority for CEN-CENELEC Joint Technical Committee
(JTC) 21 on AI?, however these standards are not yet harmonised (see Sec-
tion 1.2 for the list of relevant standards from ISO/IEC JTC 1 Subcommittee
(SC) 42 that are used in this thesis).

Within the risk-based classification for Al systems, the Al Act explicitly
identifies two categories: prohibited Al practices and high-risk Al system.
While prohibited systems are prohibited to be placed on the market, put into
service, or used within the EU, the high-risk Al systems are allowed as long as
they comply with a set of requirements outlined in Chapter III, Section 2 of
the Act, including requirements on risk management and documentation. In
addition, the Act lays down classification rules for general purpose AI models
on the basis of their systemic risk at Union level, which is not covered within
the scope of this thesis (see Subsection 1.2.1 for the justification).

The AI Act applies the high-risk category to Al systems used as products
and safety components of products already covered by EU harmonisation
legislation (listed in Annex I). Further, it defines specific uses of Al as being
high-risk, with a list provided in Annex III, with provisions for the European
Commission to modify the list in future amendments.

Within the AI Act, Al provider is defined as an entity that develops or

ITo avoid any confusions, hereafter Annex refers to Annex of the AI Act, and Appendix
refers to the additional material provided in the appendix of this thesis.

Disclaimer: The author has been a member of CEN-CLC/JTC 21 since its establish-
ment in 2021 through membership in the National Standardisation Authority of Ireland
(NSATI).
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that has an Al system developed and places it on the market or puts the
AT system into service under its own name or trademark (Article 3(3)). Al-
though it is not mentioned explicitly, the Al Act (particularly Article 6(4))
implies that the assessment of whether an Al system is prohibited or high-
risk should be performed by providers. Moreover, the burden of fulfilling the
requirements of high-risk Al systems, in particular implementing risk man-
agement systems and documenting the risks, is mainly on the shoulders of the
providers of those systems (Article 16). Thus, this thesis mainly addresses
the providers’ obligations. However, it considers providers’ interactions with
other relevant actors across the Al value chain®, including authorities and
AT deployers—entities under whose authority an Al system is used (Article
3(4)).

With risk being the yardstick for determining the regulatory requirements
that Al systems need to satisfy, it is no surprise that there is a particular
emphasis on management of potential harms of high-risk Al systems. Ac-
cordingly, risk management system provisions (Article 9) play a pivotal role
in the implementation of the Act. Compliance with these provisions entails
maintaining, querying, and sharing information about the Al system and its
associated risks. Documentation of this information is particularly impor-
tant, given that technical documentation is the basis upon which conformity
with the AT Act is assessed (Article 11). In connection with sharing informa-
tion with authorities, information about any high-risk Al system that falls
under Annex III should also be registered into the EU database (Article 49).
Within the obligations for high-risk Al systems, and in general in the AT Act,
there is a strong emphasis on intended purpose of the system, defined as “use
for which an AI system is intended by the provider, including the specific
context and conditions of use” (Article 3(12)). Communication of intended
purpose is another key point of information sharing with authorities as well
as deployers. Against this background, it is argued that while all the re-
quirements of the Act are equally important, risk management system, along
with technical documentation and registration, are fundamental to successful
compliance with the Al Act, and therefore the primary focus of this thesis is
on these provisions.

Given that conformity assessment is based on auditing of information—that
is provided within documents—maintaining, querying, and sharing Al and
risk information are extremely important and challenging. This is due to
the large extent of this information, the rapid pace of changes in Al systems
and their incorporating components that should be reflected in documen-

3AI value chain refers to the range of activities or actors that create or receive value
throughout the Al lifecycle.
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tation [14], as well as the complexities of the AI value chain. Although
compliance with the AI Act can be facilitated by conformity to harmonised
standards, adhering to requirements of multiple standards is still resource-
intensive [15]. From the enforcement perspective, in cases where third-party
conformity assessment is required, auditing of this substantial information
by conformity assessment bodies is not a trivial task.

Complexities of implementation of the AI Act, as well as the cost, time,
and human resources it requires, necessitates adoption of Regulatory tech-
nology (RegTech) solutions to alleviate compliance tasks [16, 14]. Regarding
the desired characteristics of the RegTech solutions, the AT Act gives hints
about machine-readability by requiring the information registered into the
EU database of high-risk Al systems to be represented in a machine-readable
format (Article 71(4)). Additionally, the AI Office, which is “the Commis-
sion’s function of contributing to the implementation, monitoring and su-
pervision of Al systems and general-purpose Al models, and Al governance”
(AT Act, Article 3(47)), is obligated to develop an automated tool to assist
with Fundamental Rights Impact Assessment (FRIA)—an obligation closely
related to risk management with a focus on the harmful impacts of Al on
fundamental rights (Article 27). Moreover, the mechanism to amend the Al
Act, in particular its Annexes, through delegated acts (Article 97) in or-
der to keep it up-to-date with the Al advancements and emergence of new
requirements introduced by forthcoming additional authoritative guidelines,
e.g. guidelines on Al procurement or the Al Office-issued documents, imply
the need for flexible solutions. These entail adoption of FAIR (Findable, Ac-
cessible, Interoperable, and Reusable) principles [17] in provision of RegTech
solutions for compliance with the AI Act.

Linked Data principles and practices [18] have been widely adopted in
publication, integration, and exchange of structured data by governmental
institutions, including the European Union [19]. With the Semantic Web
technology stack providing open and standardised approaches for informa-
tion retrieval, consistency checking, validating information against a set of
rules, expressing policies, and providing catalogues of data, a potential solu-
tion to address the needs of the AI Act for open, standardised, and machine-
readable solutions is through the use of Linked Data and Semantic Web
technologies. Furthermore, Semantic Web has proven to be an effective tech-
nology in supporting implementation of open, machine-readable, interopera-
ble, scalable, flexible, and automated RegTech solutions [20], in particular for
compliance with the EU digital regulations, including the General Data Pro-
tection Regulation (GDPR) [21] (vide [22, 23, 24]) and the Data Governance
Act (DGA) [25] (vide [26]), to name a few.

In light of these, this thesis investigates the use of Semantic Web technolo-
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gies for supporting the AI Act. As discussed earlier, the Al Act’s provisions
in regard to risk management, documentation, and registration are central to
compliance. Therefore, this thesis focuses on the aforementioned provisions,
in particular their information requirements—the pieces of information that
need to be maintained, documented, and registered. Given that the Al Act
is recently finalised, there are no authoritative guidelines, nor comprehensive
analysis of the Act in the state of the art, available yet. Therefore, prior to
investigating the use of Semantic Web technologies, identification of relevant
information requirements through an analysis of the AI Act is essential.

1.2 Research Scope

The EU AI Act is the primary knowledge source used in this work. As
mentioned earlier, to facilitate interpretation of the Act, relevant Al stan-
dards from the current ISO/IEC standardisation landscape are used as knowl-
edge sources. Narrowing down the scope of the research, this thesis considers
a fraction of the Al Act and a few ISO/IEC standards that are of most rele-
vance to the topics under investigation in this thesis, which will be discussed
in Subsection 1.2.1 and Subsection 1.2.2. In addition, as risk is a broad con-
cept that can be interpreted from variety of perspectives, the scope of this
research in regard to risk will be clarified in Subsection 1.2.3.

1.2.1 Scope Regarding the AI Act

Over the course of undertaking this research, the AI Act was undergoing
the EU ordinary legislative process [27]. Following this process, the Al Act
was first proposed by the European Commission [28] in April 2021. This pro-
posal had to be approved by both the European Parliament and the Council
of the European Union to be passed as EU legislation. At the end of its
term in June 2022, the French presidency of the Council published a con-
solidated version. The Council’s General Approach (also known as Common
Position) [29] was issued in November 2022 by the Czech presidency. During
the first reading of the Act in the European parliament, more than 3000
amendments were tabled by the responsible committees, namely the Com-
mittee on the Internal Market and the Committees on Consumer Protection
and Civil Liberties, Justice and Home Affairs. The finalised Parliament’s
mandate, published in June 2023, enabled the entering of the trilogue phase,
whereby the Commission, Parliament, and Council negotiated the AI Act
behind closed doors to reach a political compromise. The agreed final text
was published in July 2024 in the Official Journal of the European Union.
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Consequently, since April 2021, this research has evolved over 7 distinct it-
erations of the Al Act published by EU authorities, as listed in the following
in chronological order:

1. The European Commission’s proposal [28], published in April 2021,

2. The French Presidency of the Council of the EU’s Consolidated text
[30], published in June 2022,

3. The Czech Presidency of the Council of the EU’s General Approach
[29], published in November 2022,

4. The European Parliament’s mandate [31], published in June 2023,

5. The provisional agreement [32] resulting from inter-institutional nego-
tiations during the trilogue phase, published in February 2024,

6. The Corrigendum [33], published in April 2024,
7. The final text [5], published in Official Journal of the EU in July 2024.

To deal with multiple mandates, the methodology for this research en-
abled frequent amendments (see Subsection 1.4.1). The work conducted prior
to the publication of the final text were updated to reflect the latest status
of the Act. Thus, all the references made to the AI Act in this thesis refer
to the final version [5], unless otherwise stated.

The scope of the AI Act covers both uses of Al systems and general-
purpose Al models, however, this work focuses on the former. This is due
to the fact that the process for governing general-purpose Al models seems
separate from product safety regulation that leverages the NLF structure.
This implies a divergence between risk management process for high-risk Al
systems and general-purpose Al models under the Al Act. In addition, the
initial AT Act’s proposal [28] did not impose obligations for general-purpose
AT models and these were negotiated at the trilogue stage. Inclusion of
general-purpose Al systems, foundation models, and generative AI was first
proposed by co-legislators, i.e. the Council and the European Parliament,
primarily in response to the recent advancement in Large Language Models
(LLMs) [34]. As a result of trilogue negotiations on this matter, the final
version of the Al Act lays down requirements for general-purpose Al models.

As mentioned earlier, the Al Act’s regulatory regime is structured around
risk, therefore obligations related to the risk-based classification and risk
management are central in compliance with the Act’s requirements for high-
risk Al systems. Demonstrating compliance with these obligations requires
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information about the system and its risks to be maintained and shared in
the form of technical documentation. Further, a set of information needs
to be registered into the EU database, wherein the information should be
maintained in a machine-readable manner. Based on these, the scope of this
thesis focuses on the obligations of high-risk Al providers in respect to risk
management, documentation, and registration. In this thesis, the Al Act is

analysed in its entirety, with a strong focus on the articles and annexes listed
in Table 1.1.

Table 1.1: List of articles and annexes from the Al Act [5] used as key sources
in the thesis

Obligations Sources from the AI Act

related to

Risk ~ manage- | Article 5 - Prohibited AI practices

ment Article 6 - Classification rules for high-risk AI systems

Annex I - List of Union harmonisation legislation

Annex IIT - High-risk Al systems referred to in Article 6(2)
Article 9 - Risk management system

AT and risk doc- | Article 9 - Risk management system

umentation Article 11 - Technical documentation
Annex IV - Technical documentation referred to in Article
11(1)

AT and risk in- | Article 13 - Transparency and provision of information to
formation shar- | deployers

ing Article 49 - Registration
Article 71 - EU database for high-risk AI systems listed in
Annex IIT

Annex VIII - Information to be submitted upon the regis-
tration of high-risk Al systems in accordance with Article
49

1.2.2 Scope Regarding Standards

As previously stated, the AT Act relies on harmonised standards to pro-
vide technical support for addressing its essential requirements. The draft
standardisation request [35] was communicated to European Standardisation
Organisations in December 2022, with the official request [13] published in
May 2023. As a response, CEN-CLC/JTC 21 on AI* has been occupied with
the adoption of existing standards developed by ISO/IEC JTC 1/SC 42 as

4https://www.cencenelec.eu/areas-of-work/cen-cenelec-topics/artificial-intelligence /
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European standards and development of new standards to address require-
ments of the European Commission in regard to harmonised standards.

From the existing set of standards established by ISO/IEC JTC 1/SC 42,
ISO/IEC 22989:2022 - Information technology — Artificial intelligence —
Artificial intelligence concepts and terminology [36] is a foundational stan-
dard providing the terms and concepts. Given that for compliance with the
AT Act, its requirements should be addressed under a quality management
system (Article 17), ISO/IEC 42001 - Information technology — Artificial
intelligence — Management system [37] is a strong candidate for harmonisa-
tion [38], providing normative requirements for establishing, implementing,
and maintaining an Al management system— which is a set of elements of
an organisation to establish Al policies, objectives, and processes to achieve
those objectives (ISO/IEC 42001, 3.4).

Regarding risk management, ISO/IEC 23894 - Artificial intelligence —
Guidance on risk management [39], published in February 2023, is a key
standard that aims to guide organisations in managing Al risks through inte-
gration of risk management tasks into Al development tasks or any activity
that incorporate AI. This standard is a specialisation of ISO 31000:2018 -
Risk management — Guidelines [40], which is the ISO’s generic risk man-
agement guideline. In addition, for terminology ISO/TEC 23894 uses ISO
Guide 73:2009, Risk management — Vocabulary [41]. Given that the ISO
Guide 73 has been withdrawn, this thesis uses ISO 31073:2022 - Risk manage-
ment — Vocabulary [42], which defines generic risk terminology. In addition
to ISO/IEC, activities by national and international standardisation bod-
ies have been undertaken, among which are NIST’s Al Risk Management
Framework (Al RMF) [2] and IEEE 7000-2021 on process for addressing eth-
ical concerns [43]. While this thesis acknowledges the usefulness of these
standards in establishing Al risk management systems, it does not directly
use them in relation to the analysis of the Al Act, considering that politically
it is unlikely for these standards to be harmonised in the EU.

Regarding documentation, ISO/TEC DIS® 12792 - Information technology
— Artificial intelligence — Transparency taxonomy of Al systems [44] is
under development by ISO/IEC JTC 1/SC 42, as of August 2024. However,
the European Commission does not request European standards in relation to
technical documentation obligations [13]. Since this standard is not published
yet, and more importantly, the use of harmonised standards for addressing
technical documentation requirements is uncertain, the scope of this thesis
does not include ISO/IEC DIS 12792 [44].

At the time of writing, the European Standardisation Organisations are

5Draft International Standard
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working on deliverables to prepare a response to the European Commission’s
standardisation request. Therefore, harmonised standards in relation to the
AT Act are not published yet. In this absence, the aforementioned ISO/TEC
standards (listed in Table 1.2), that are contenders for harmonisation, are
used in this work. It, however, should be noted that these standards have
been found insufficient in meeting the requirements of the AI Act [38]. This
thesis does not aim to investigate the extent of alignment or sufficiency of
these standards for compliance with the provisions of the AI Act, it rather
investigates how these existing standards can assist in implementation of the
requirements.

Table 1.2: List of standards used as key sources to assist with interpretation
of the AI Act in the thesis

Obligations Standards

related to

Risk  manage- | ISO/IEC 23894:2023 - Artificial intelligence — Guidance on
ment risk management [39]

ISO 31000:2018 - Risk management — Guidelines [40]

ISO 31073:2022 - Risk management — Vocabulary [42]

AT and risk doc- | ISO/IEC 22989:2022 - Information technology — Artificial
umentation and | intelligence — Artificial intelligence concepts and terminol-
sharing ogy [36]

ISO/IEC 42001:2023 - Information technology — Artificial
intelligence — Management system [37]

1.2.3 Scope Regarding AI Risks

Regarding the scope of AI risk, this thesis follows the Al Act’s approach
in taking a domain-agnostic and horizontal viewpoint to develop generic se-
mantic models, which can be further expanded for creating new models that
address particularities of specific domains. In addition, the scope of the Al
Act in respect to risk—that is risk to 3 key areas of health, safety, and fun-
damental rights—is prioritised in this work. This scope, however, is not very
well aligned with ISO/TEC 23894, whose focus is mainly on organisational
risks, with limited reference to risk to individuals and society (see point
6.4.3.2 on assessment of consequences in ISO/IEC 23894) [38]. It should be
noted that with the upcoming enforcement of the AT Act, Al providers and
deployers will face regulatory risks related to non-compliance. Additionally,
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for providers and deployers of high-risk Al systems, risks to health, safety,
and fundamental rights would be translated into reputational risks and ul-
timately would be regarded as organisational risks. With these being said,
ISO/IEC 23894 in this thesis is used as a guiding document for identification
of risk concepts, their relations, and information elements that should be
documented throughout the risk management process.

Regarding AT risk management, the scope of this research does not in-
clude risk management processes. It rather is focused on providing a model
that enables Al and risk specifications, which result from planning or per-
forming risk management processes. Methods and approaches for performing
AT risk management, for example, statistical methods to measure robustness
of a neural network [45] and approaches for bias testing [46], are beyond the
scope of this work, given that this thesis focuses on modelling information
requirements, rather than providing methods for risk management.

1.3 Research Question

The research question this thesis investigates is:

To what extent can Semantic Web technologies facilitate compliance with
the EU Al Act’s risk management, documentation, and registration require-
ments?

1.3.1 Terminology Used in the Thesis

Within the context of the research question and this thesis, the following
definitions are used:

Semantic Web Technologies

Semantic Web technologies refer to a combination of methods and tools
arising out of the field of Semantic Web [47], many of which are based on
the use of World Wide Web Consortium (W3C) standards and languages.
In this work, the key standards and languages used are: Resource Descrip-
tion Framework (RDF) [48], OWL 2 Web Ontology Language [49], Simple
Knowledge Organization System (SKOS) [50], SPARQL query language [51]
for information retrieval, Shapes Constraint Language (SHACL) [52] for rule-
checking, the Open Digital Rights Language (ODRL) [53] for expressing poli-
cies, and Data Catalog Vocabulary (DCAT) [54] for cataloguing.

10
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AI Risk
The AT Act, Article 3(2) defines risk as:

“risk’ means the combination of the probability of an occurrence
of harm and the severity of that harm”

This definition was introduced by the European Parliament mandate
wherein significant risk is also defined as “a risk that is significant as a result
of the combination of its severity, intensity, probability of occurrence, and
duration of its effects, and its the ability to affect an individual, a plurality of
persons or to affect a particular group of persons”. However, this definition
is not included in the final text and therefore the final text does not provide
any definitions of risk in the context of Al. Similarly, ISO/IEC 23894 does
not introduce any modified definitions for Al risks and relies on ISO 31000’s
generic definition of risk, that is:

“effect of uncertainty on objectives

Note 1 to entry: An effect is a deviation from the expected. It can
be positive, negative or both, and can address, create or result in
opportunities and threats.

Note 2 to entry: Objectives can have different aspects and cate-
gories, and can be applied at different levels.

Note 3 to entry: Risk is usually expressed in terms of risk sources,
potential events, their consequences and their likelihood.” (ISO
31000 [40], 3.1)

As both definitions do not consider risk in the Al context, within this
thesis Al risk is conceptualised as the state of uncertainty associated
with an AI system, that has the potential to cause harms and is
expressed in terms of risk sources, consequences, impacts, likeli-
hood, and severity. The definition only includes harms (negative effects),
given the absence of risk-benefit analysis in the AI Act [55]. In regard to
how risk is expressed, while likelihood and severity are explicitly mentioned
in the Act’s definition of risk, they are not sufficient in reflecting the notion
of risk adopted within the Act, which seeks to safeguard individuals from
negative impacts of Al on health, safety, and fundamental right. This def-
inition distinguishes between the effects of risk on systems and operations
(consequence) and the effects on individual and groups, which fall under the
scope of ‘harm’ in the AT Act (impact). Aiming to promote transparent and
accountable risk management practices, the Al Act, particularly its data gov-
ernance requirements, hints on the need to “nip risk in the bud” by linking
risk to its sources.

11



Chapter 1. Introduction

AT Risk Management

Within the AT Act, the traces of Al risk management appears in (i) the
AT system assessment to situate the system in the risk-based classification
(Articles 5 and 6), (ii) the risk management system, which “shall be un-
derstood as a continuous iterative process planned and run throughout the
entire lifecycle of a high-risk Al system, requiring regular systematic review
and updating.” (Article 9), and (iii) fundamental rights impact assessments
(FRIAs), mandated for Al deployers (Article 27). In this thesis, the first two
activities are considered as part of Al risk management that should be per-
formed by AI providers. FRIA is considered as a separate but highly-related
activity that is expected to be performed by Al deployers, and therefore is
beyond the scope of risk management that should be conducted by providers.

Information Requirements of the AI Act

Information requirements are defined in connection with the binding legal
obligations imposed by the Al Act. These requirements are interpreted from
the AT Act and specify the information that needs to be maintained, queried,
or shared to comply with the Act. As will be shown in this thesis, this
information is related to technical details of the system, the context within
which the Al system is used or intended to be used, and risk management
system implemented in regard to the system.

Information Documentation

Information documentation refers to providing communicable material,
in any format and media.

Information Registration

Information registration refers to sharing information with a third-party,
particularly authorities, to index an Al system into a repository or database.
In this thesis, Al authority refers to bodies involved in assessment, monitor-
ing, or investigation of Al systems or Al-related incidents, which includes
the AI Office, conformity assessment bodies, and notified bodies.

Al Use Case

Al use case refers to a given use of an Al system in a specific context.
Examples of Al use case that are mentioned in this thesis are: an Al-based
student proctoring system, a facial recognition system used for identification

12
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of drivers, and an individual risk assessment system for predicting risk of
gender violence.

1.3.2 Research Objectives
Research Objective 1 (RO1)

The first step towards addressing the research question concerns analysis
of the Al Act’s obligations that are relevant to the research question (men-
tioned in Subsection 1.2.1). On the basis of this information requirements
and the applications of Semantic Web-based artefacts are specified. As dis-
cussed in Subsection 1.2.2, relevant ISO/IEC standards are used to assist
with the analysis.

RO1. Analyse the EU Al Act to identify the information requirements for:
(a) determining an Al system’s risk category as per the AI Act’s risk-based
classification,

(b) expressing intended purpose of an Al system,

(¢) generating risk management documentation and technical documentation,
and

(d) registering high-risk AI systems into the EU database.

Research Objective 2 (RO2)

Fulfilment of RO1 results in identification of information that should
be maintained for compliance with risk management, documentation, and
registration requirements of the AI Act. Compliance checking, whether it
is performed by the provider (self-assessment) or by conformity assessment
bodies (third-party assessment), involves sharing and querying this informa-
tion. As argued earlier, Semantic Web technologies have been successfully
adopted for RegTech solutions, in particular for compliance with the EU dig-
ital regulations. Aiming to investigate the use of Semantic Web technologies
in compliance with the AI Act, this thesis provides a semantic model of the
information requirements in a FAIR [17] manner. This is pursued by develop-
ing an OWL 2 ontology that models key Al and risks concepts and relations.
Using OWL 2 enables automated reasoning and facilitates data integration
across multiple resources. This provides the second research objective as:

RO2. Design a FAIR ontology that enables modelling of Al use cases in a
way that the information requirements, identified from the AI Act (RO1), are
addressed.
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Research Objective 3 (RO3)

Following the development of the ontology, Semantic Web technologies,
including W3C well-established methods and standards, are employed to im-
plement FAIR approaches and mechanisms to assist with Al Act compliance
tasks. This includes utilising Semantic Web capabilities for validating a use
case against the rules for high-risk Al systems, retrieving information to gen-
erate documentation, expressing Al use policies, and cataloguing Al systems.
Therefore, the third objective is defined as follows:

RO3. Implement and evaluate FAIR approaches based on the ontologies de-
veloped in RO2 and by utilising Semantic Web technologies to assist with
(a) determining high-risk Al systems as per Annez III,

(b) expressing intended purpose of Al systems,

(¢) generating risk management documentation and technical documentation,
(d) cataloguing Al systems for registering into the EU database.

Research Objective 4 (RO4)

Compliance with the AT Act requires risk management system documen-
tation and technical documentation to be extensive. The extensiveness, as
well as confidentiality concerns, hinder information sharing within the Al
value chain. This also impedes comparison of multiple Al systems, which is
needed for adopting suitable Al solutions, particularly in Al procurement,
for investigating the effectiveness of risk management practices by citizens
and civil organisations, and for effective cooperation and exchange of infor-
mation among market surveillance authorities in different sectors or different
EU Member States. With a semantic model of the information requirements
(RO1), that is developed leveraging the ontology (RO2), and the approaches
and mechanism implemented using Semantic Web technologies (RO3), pro-
viding customised views, that can be configured to respect confidentiality
concerns, is straightforward to implement. Establishing a summarised view
is valuable in addressing the struggles in the sharing and collation of multi-
ple Al systems and their risk models as well as in communication of Al and
risk information with a wide range of stakeholders. This leads to the fourth
research objective as:

RO4. Create and evaluate a documentation framework based on the infor-
mation requirements, identified in RO1, and the artefacts developed in RO2
and ROS for providing a holistic view of Al use cases and their risks in a
summarised manner, as per the documentation requirements of the Al Act.
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1.4 Research Methodology

1.4.1 Research Methodology and Technical Approaches

The overall research methodology, shown in Figure 1.1, consists of three
key steps: (1) analysis of the Al Act (RO1), (2) ontology development (RO2),
(3) development of compliance mechanisms and tools (RO3 and RO4). Con-
sidering the Al Act was under development over the course of this research,
an iterative methodology was used to ensure the amendments made to the
Act were reflected in the developed ontology and tools.

,,,,,, New mandate
Analysis of the Al Act H
N <~
¢~ ~"New Requirements™~~~-==""~ Extracting information obligatons | 77777777 New Requirements -,
1
Requirements
| Ontology requirements specification
- > Approaches & tools € ~
‘ specification
H N e
; —> Ontology implementation < Implementation of approaches & tools }4—\ :
K X
' N N
Demonstration of applicability of
! Ontology quality evaluation approaches & tools in real-world
H scenarios
: \ ¢ J ¢
: [Onlology documentation & publication L Publication of approaches & tools :
i | ) :
! \ Ontology maintainance Maintenance of approaches & tools Jj—/ H
Ontology development Approaches & tools development
(from LOT methodology) 22 K
Legend
N —_— e >
Activity Activity flow Activity flow in place to reflect the
amendments to the Al Act

Figure 1.1: The overall research methodology
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Analysis of the AI Act

The first step in addressing the research question was to fulfil RO1 by
gathering information from the AI Act and related standards. The analysis
led to the following:

e A codified set of concepts to determine whether an Al system is high-
risk as per Annex III or prohibited as per Articles 5 and 6 to address
RO1(a) (see Section 3.2),

e An analysis of the description of intended purpose to address RO1(b)
(see Section 3.3),

e A detailed analysis of the Al risk management system and technical
documentation requirements to address RO1(c) (refer to Section 3.4),

e An analysis of the registration obligations to address RO1(d) (see Sec-
tion 3.5).

Ontology Development

For ontology development (RO2), the Linked Open Terms (LOT) method-
ology, which is a lightweight iterative methodology for ontology development
proposed by Poveda-Villalén et al. [56], was used. The rationale behind se-
lecting the LOT methodology is as follows: first, LOT’s iterative workflow
makes the methodology a great fit for this research to deal with the changes
made to the Al Act throughout the ordinary legislative procedure. This
also makes LOT suitable for future updates and revisions of the ontology
with the upcoming publication of supporting material related to implemen-
tation and enforcement of the Act, including harmonised standards (Article
40), the AI Office-issued guidelines and templates, European Commission’s
implementing and delegated acts (Article 97), and national and industry-
specific policies. New insights also will emerge from the Al risk learning
mechanisms established in the AT Act through regulatory sandboxes (Article
57) and real-world testing environments (Article 60), which can impact the
ontologies developed in this work. The second reason for using LOT is that
its alignment with industrial development enhances industry usage and ex-
tension of the ontology. Finally, utilising LOT, compared to other ontology
development methodologies, is more straightforward due to its comprehen-
sive guidelines on ontology development and evaluation processes, which are
accompanied by tool recommendations.

Following the LOT methodology and based on the requirements identified
in the previous step (i.e. analysis of the AT Act to fulfil RO1), the concepts
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and relations were identified and modelled as an OWL 2 ontology. The
AT Risk Ontology (AIRO) includes the key concepts and relations for
modelling Al use cases and their risks. Following the design of the Data
Privacy Vocabulary (DPV) [57] in developing information models from legal
sources in a modular and manageable manner, the instances of core AIRO
concepts were modelled within the Vocabulary of AI Risks (VAIR). Both
ATRO and VAIR will be described in Chapter 4.

To ensure quality of AIRO and VAIR, Semantic Web best practices and
guidelines including W3C Best Practice Recipes for Publishing RDF Vocab-
ularies [58] and Data on the Web Best Best Practices [59], OOPS! com-
mon ontology pitfalls [60], and FAIR best practices [61, 62] were followed.
The ontologies have been made available online on GitHub under permis-
sive licenses, permitting further reuse and enhancement by the community.
Documentation of AIRO and VAIR was created using ReSpec®, a HTML
template for W3C specifications, and published under the CC-BY-4.0 li-
cense’ using W3ID permanent identifiers® at https://w3id.org/airo and
https://w3id.org/vair, respectively.

The applicability of AIRO and VAIR in modelling AT use cases and their
risks will be demonstrated using one synthetic use case (Proctify) and two
following incidents indexed in the Al, Algorithmic and Automation Incidents
and Controversies (ATAAIC) repository’—an open-access dataset of more
than 1500 AT incidents and issues covered by the media: Uber’s Real Time
ID (incident ID = ATAAIC0756) and VioGén (incident ID = ATAAIC0848).
The use cases are listed in the following and will be detailed in Section 4.4:

e Proctify is a synthetic Al-based student proctoring system, described
in consultation with Joint Research Centre (JRC) researchers, based
on [63, 64]. This use case was designed to demonstrate the full potential
of ATIRO and VAIR as well as the Semantic Web artefacts proposed in
this thesis, without being limited to the information provided by third-
parties.

e Uber’s Real Time ID (RTID) was used as a facial recognition identifi-
cation system to ensure that the driver’s account is not used by anyone
other than the registered Uber driver. This incident was chosen due
to its use of the prevalently-used facial recognition technology. Also, it
was chosen to include an example of risk to fundamental rights.

Shttps://respec.org/docs/
"https://creativecommons.org/licenses /by /4.0/
8https://w3id.org/
Shttps://www.aiaaic.org/aiaaic-repository
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e VioGén Domestic Violence System [65] is currently being used by the
Spanish law enforcement agencies to assess the risk of being assaulted
again for a victim of gender violence, upon which the victim’s eligibil-
ity for police protection is determined. This case was selected as an
example of risk to both rights and safety.

Development of Compliance Mechanisms and Tools

To address RO3, the following standardised Semantic Web technologies,
summarised in Figure 1.2, were used:

e To achieve RO3(a), semantic rule-checking process was defined through
utilising Shapes Constraint Language (SHACL) [52], which is the stan-
dard for validating RDF graphs. In this, Annex III high-risk AI rules
were modelled using SHACL shapes to enable expressing high-risk Al
conditions in a machine-readable manner. Based on this, a web ap-
plication was developed and published under the MIT license!® (see
Section 5.1).

e For describing Al intended purposes (RO3(b)), the AI Use Policy
(ATIUP) profile was developed by extending the W3C’s recommenda-
tion on Open Digital Rights Language (ODRL) [53]. This provides a
technical solution for declaring intended purposes of Al systems as Al
use policies in an open, machine-readable, and interoperable format
based on the evolving requirements of the Al value chain, particularly
the obligations of the EU AI Act (see Section 5.2).

e To address RO3(c), information featured in the AI and risk documen-
tation was retrieved by executing SPARQL queries [51] over a machine-
readable specification of a given Al use case (see Section 5.3).

e To address RO3(d), AICat (AI Catalogue vocabulary) was developed
as an extension of the Data Catalog Vocabulary (DCAT') [54], which is
the W3C standard for modelling datasets as well as general resources
within a catalogue. AICat supports the data governance requirements
to build and maintain registries of Al systems such as the EU high-risk
AT database (see Section 5.4).

Ohttps://opensource.org/license/MIT
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Figure 1.2: Technologies used in implementation of the thesis artefacts

Addressing RO4, a documentation framework called AT Cards, has been
proposed for documentation of Al use cases in both human- and machine-
readable representations. As a framework, the Al Cards is characterised as
a coherent and adaptable structure that (i) provides a summarised overview
of Al and risk information within a logically organised visual specification
and (ii) encodes this information in a machine-readable format using the
ontologies developed in this work, i.e. AIRO and VAIR.

A summary of key artefacts proposed in this thesis and how they relate
to each other is depicted in Figure 1.3.
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a summarised overview of key Al and
risk information designed based on the
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Figure 1.3: Key artefacts presented in this thesis and their relations
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1.4.2 Evaluation Strategy

The evaluation of the research presented in this thesis takes two overall
dimensions. The first dimension consists of validation of the Al Act analysis
and evaluation of the usefulness of the AI Cards framework. The second
dimension focuses on evaluation of Semantic Web-based artefacts from a
technical perspective.

The best practice for building conceptual information models from le-
gal text requires collaboration of multidisciplinary teams [66, 57]. Following
the best practice, EU policymakers involved in development of the Al Act,
experts in digital law and Al standardisation, and experts in legal data mod-
elling were consulted in an iterative manner at different stages to ensure the
AT Act analysis provided in this thesis (Chapter 3) is valid. Further, the
author participated in ISO/IEC JTC 1/SC 42 and CEN-CLC/JTC 21 meet-
ings to gain insights regarding related standards. It should be mentioned that
publication of future guidelines, harmonised standards, and case laws allow
further validation of this work in the future (for the details of the validation
see Section 7.2).

The Al Cards framework was designed and validated through consultation
with experts from European Commission’s Joint Research Centre (JRC), who
provide research services to the European Commission in regard to the Al
Act and other EU digital regulations (refer to Subsection 7.4.1). Further
validation of the AI Cards was performed through an anonymous online
survey to assess its usefulness (see Subsection 7.4.3). An overview of methods
used for validation of non-Semantic Web artefacts is shown in Table 1.3.

Table 1.3: Overview of the approaches used for validating analysis of the Al
Act and the Al Cards framework

Approach i
Artefacts — | The AI Act analysis The AI Cards frame-

work

Consultation with experts v v

User study X v

Comparison with SOTA v v
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The Semantic Web-based artefacts developed in the thesis were assessed
based on the following criteria:

Their sufficiency in addressing the identified requirements from the Al
Act (functional requirements),

Their quality (non-functional requirements),

Their applicability, which is shown through proof-of-concept implemen-
tation,

Their distinguishing features in comparison with the state of the art.

An overview of approaches used for evaluation of the Semantic Web-based
artefacts is presented in Table 1.4.

Table 1.4: Overview of the approaches used for evaluation of Semantic Web-
based artefacts

Approach l
Artefacts — | AIRO | VAIR High- AT Cards | AIUP AlICat
risk AI | (SPARQL)
(SHACL)
Fulfilment of informa- | v v v v v v
tion requirements
Logical consistency v v v v v v
Following W3C best | v v v v v v
practices
Following FAIR princi- | v/ v v v v v
ples
Demonstration of ap- | v/ v v v v v
plicability
Comparison with | v/ v v v v v
SOTA
Peer-reviewed publica- | v/ v v v v X
tion
Reproducibility (open- | v/ v v v v v
access resources)
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1.5 Contributions

1.5.1 Major Contribution: a Set of FAIR Artefacts to

Assist with Compliance with the EU Al Act

By providing a compendium of Semantic Web-based artefacts to assist
with the compliance with the AI Act, this thesis provides novel FAIR
RegTech solutions for compliance with the AI Act’s requirements
regarding risk management, documentation, and registration. This com-
pendium consists of 2 ontologies (AIRO and VAIR), SHACL shapes for de-
termining high-risk Al systems, SPARQL queries for retrieving information
for documentation generation, an ODRL profile (AIUP) for describing Al
intended purposes as policies, and an extension of DCAT (AICat) for de-
scribing AT systems in a catalogue. All these resources made available online
under permissive licenses to allow their free use and further enhancement by
the community (see Table 1.5 for the links to resources).

Table 1.5: Links to open resources
Artefact Link to open resources
AIRO https://w3id.org/airo
VAIR https://w3id.org/vair

SHACL shapes for determin-
ing Annex III high-risk Al
Web application for determin-
ing Annex III high-risk Al
SPARQL queries for docu-
mentation (Al Cards) gener-

https://github.com/DelaramGlp/airo/blob/
main/high-risk-shacl/shapes-final.ttl
https://github.com/DelaramGlp /highrisk_app
https://regtech.adaptcentre.ie/highrisk
https://github.com/DelaramGlp/aicards/
tree/main/sparql_queries

ation
ATUP
AICat

https://w3id.org/aiup
https://w3id.org/aicat

1.5.2 Major Contribution: The AI Cards Framework

The AI Cards, as a major contribution of this thesis, positions itself as
a documentation framework developed based on the provisions of the Al
Act. Although there is a considerable body of work on AI documentation,
Al Cards is a novel holistic framework for documenting a given use
of an AI system based on the AI Act’s risk management systems and
technical documentation requirements in two complementary formats: a vi-
sual human-readable representation and a machine-readable specification.
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While the visual representation provides a summary of key information, the
machine-readable representation enables the provision of information with
a higher level of detail, facilitates consistency checking, and further allows
automation in generation of the AI Cards (and other documentation).

1.5.3 Minor Contribution: Analysis of the AI Act

The final text of the Al Act was published in July 2024. The AI Act
establishes mechanisms for providing further guidelines, templates, and tools
to assist with the implementation and enforcement, through publication of
harmonised standards, Al Office-issued guidelines and codes of conduct, and
Commission-issued implementing and delegated acts. At the time of writ-
ing, none of these are available and there is also no case laws available to
assist with the interpretation of the AI Act. Further, there is a lack of aca-
demic resources as well as comprehensive openly-accessible expert analysis
of the Al Act; the latter is mainly due to the fact that this is a compet-
itive advantage for the consultancy firms and Tech companies. Therefore,
the minor contribution of this thesis include an analysis of the EU Al Act’s
provisions in regard to classification rules for Al systems, Al risk manage-
ment, technical documentation, and registration. Within this, the 5-concept
structure proposed for determining high-risk Al systems as per Annex III
(Subsection 3.2.1) has gained considerable traction (see Subsection 8.3.1).

1.5.4 Other Contributions

Contribution to the EU’s Horizon 2020 PROTECT Innovative Train-
ing Network (ITN)

This research has been funded and carried out as part of the PROTECT
(Protecting Personal Data Amidst Big Data Innovation) project—a Horizon
2020 multidisciplinary Innovative Training Network (ITN) with researchers
from fields of knowledge engineering, technology ethics, and data protec-
tion law. As a result of collaboration with Early Stage Researchers (ESRs)
across the PROTECT ITN, an extension of AIRO for representing risks of
using Al in the heath domain was developed. The Health AI Risk Taxon-
omy (HART) [67] was populated based on real-world incidents indexed in
the ATAAIC repository in a collaborative manner within PROTECT’s Work
Package 3 (WP3). The author, in collaboration with another knowledge en-
gineering researcher, were responsible for implementation of HART. The tax-
onomy is published under the CC-BY-4.0 license at https://w3id.org/hart.
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Contribution to the DPVCG and ATAAIC

The W3C Data Privacy Vocabularies and Controls Community Group!!
(DPVCG) works towards development of semantic models for expressing in-
formation related to personal data processing based on legal requirements, in
particular the GDPR. The ontologies proposed in this thesis, i.e. AIRO and
VAIR, contributed to expansion of the scope of DPV to include concepts for
representing use of technologies, including Al, and supporting implementa-
tion of the AT Act. In the development of the newly-published DPV 2.0 [57],
the author has contributed to the core DPV specification'?, the EU-ATAct!?
and TECH'" extensions by proposing more than 150 concepts.

The author also has been involved in the development of the Al, algo-
rithmic and automation harms taxonomy, which is being developed by the
ATAAIC working group [68]. Establishing the core objectives in regard to
machine-readability was mainly the result of the author’s contribution.

Contribution to AI Standardisation and Policies

The author has been participating in ISO JTC 1/SC 42 and CEN-CLC/JTC 21
as a nominated Irish expert through membership in the National Standards
Authority of Ireland (NSAI) since January 2021. In addition to participation
in plenary meetings, a systematic mapping of the Assessment List on Trust-
worthy AI (ALTAI) [69] with the then-under-development ISO/IEC 42001
was submitted to the CEN-CLC/JTC 21 as an input for future standardis-
ation activities. Further, the Al Cards framework was indexed as an official
contribution to the Irish AI committee in NSAI (NSAI/TC 2/SC 18).

In respect to contribution to Al policies, the author contributed to the
ADAPT Centre’s response submitted to the public consultation on imple-
mentation of the AI Act held by the Irish Department of Enterprise, Trade
and Employment (DETE). During a secondment at the European Commis-
sion’s JRC, the author collaborated with experts involved in EU policymak-
ing activities and discussed the potential of the analysis and the RegTech
solutions provided in this thesis as an input to development of future policies
and guidelines related to the AI Act.

Uhttps://www.w3.org/groups/cg/dpveg/
L2https://w3id.org/dpv/2.0
Bhttps://w3id.org/dpv/legal /eu/aiact
Yhttps://w3id.org/dpv/tech
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1.5.5 Publications

The following peer-reviewed papers have been published in association
with this research:

1.

“ATRO: An Ontology for Representing AI Risks Based on
the Proposed EU AI Act and ISO Risk Management Stan-
dards” [70]

Delaram Golpayegani, Harshvardhan J. Pandit, and Dave Lewis

The 18th International Conference on Semantic Systems (SEMAN-
TiCS), 2022

Citation count'®= 14

This publication presents an initial version of AIRO as an ontology for
modelling AT use cases and their risks as per the Commission’s proposed
AT Act [28] and key standards from the ISO 31000 series, i.e. ISO
31000 [40] and ISO 31073 [42]. The paper provides an analysis of Annex
I1T high-risk Al applications and a high-level list of information that
needs to be featured in technical documentation. It further discusses
use of SHACL for describing conditions that make an Al system high-
risk under the proposed AI Act and use of SPARQL for generating
technical documentation.

. “To Be High-Risk, or Not To Be—Semantic Specifications and

Implications of the AI Act’s High-Risk AI Applications and
Harmonised Standards” [71]

Delaram Golpayegani, Harshvardhan J. Pandit, and Dave Lewis

The sixth annual ACM Conference on Fairness, Accountability, and
Transparency (ACM FAccT), 2023

Citation count = 14

This paper discusses the criteria for high-risk Al systems, as defined in
the Council’s General Approach [29], and proposes 5 concepts whose
combination makes an Al system high-risk. It further proposes VAIR
and shows how SHACL can be used to automate reasoning needed for
high-risk Al determination. The paper also provides an analysis of the
scope of standardisation activities within ISO and CEN-CENELEC in
regard to high-risk Al requirements.

15 According to Google Scholar, as of September 2024
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3.

“Al Cards: Towards an Applied Framework for Machine-
Readable AI and Risk Documentation Inspired by the EU
AT Act” [72]

Delaram Golpayeganzi, Isabelle Hupont, Cecilia Panigutti, Harsh-
vardhan J Pandit, Sven Schade, Declan O’Sullivan, Dave Lewis

The Annual Privacy Forum (APF), 2024

This publication is focused on risk management system and techni-
cal documentation requirements of the AI Act. Based on an analysis
of the aforementioned requirements, the paper presents the Al Cards
framework as a novel approach for documenting a given use of an Al
system, with a discussion on how its human- and machine-readable rep-
resentations can be a valuable input for future EU policymaking and
standardisation efforts. This publication is the result of collaboration
with JRC.

“ATUP: an ODRL Profile for Expressing AI Use Policies to
Support the EU AT Act” [73]

Delaram Golpayegani, Beatriz Esteves, Harshvardhan J. Pandit,
and Dave Lewis

Posters, Demos, Workshops, and Tutorials of the 20th International
Conference on Semantic Systems (SEMANTiCS-PDWT), 2024

This publication discusses the complexities in defining intended purpose
of an Al system, as regulated by the Al Act, and puts forward the idea
of expressing this complex concept as Al use policies. As a technical
solution for declaring Al use policies in an open, machine-readable,
and interoperable format, the paper extends ODRL through an AI Use
Policy (AIUP) profile.

“Comparison and Analysis of 3 Key AI Documents: EU’s Pro-
posed AI Act, Assessment List for Trustworthy AI (ALTAI),
and ISO/IEC 42001 AI Management System” [74]

Delaram Golpayegani, Harshvardhan J. Pandit, and Dave Lewis

30th Irish Conference on Artificial Intelligence and Cognitive Science
(AICS), 2022

Citation count = 6

This publication provides an initial comparison of (the draft of) ISO/IEC
42001 AI management system standard with the ALTAI [69] and the
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proposed AT Act [28] using an upper-level ontology for semantic in-
teroperability between trustworthy Al documents [75] with a focus on
activities to find the potential alignment between these 3 key docu-
ments. Part of this work was conducted prior to the publication of the
AT Act proposal.

. “Towards a Taxonomy of AI Risks in the Health Domain” [67]
Delaram Golpayegani, Joshua Hovsha, Leon WS Rossmaier, Rana
Saniei, Jana Misi¢

Fourth International Conference on Transdisciplinary Al (TransAl),
2022

Citation count = 2

This publication provides discussions on risks of using Al in the health
domain from legal, ethical, and societal perspectives. Following from
the discussions, it proposes HART—a taxonomy, based on AIRO, that
mirrors the risks caused by the use of Al in the health sector according
to a variety of different real-world incidents. This publication is the
result of the collaboration within PROTECT’s WP3.

. “Data Privacy Vocabulary (DPV)—Version 2”

Harshvardhan J. Pandit, Beatriz Esteves, Georg P. Krog, Paul Ryan,
Delaram Golpayegani, Julian Flake [57]

Accepted to be published in the proceedings of the 23rd International
Semantic Web Conference (ISWC), 2024

Citation count = 7

This publication describes DPV 2.0 and includes the contributions of
the author to DPV’s Al Act and technology extensions.

1.6 Thesis Structure

The thesis roadmap is shown in Figure 1.4 and its structure is presented
in the following. Chapter 2 reviews the state of the art according to four
themes related to the research objectives. Chapter 3 delves into the Act’s
requirements. Building on the requirements identified, Chapter 4 presents
AIRO and VAIR and illustrates how they can be applied in modelling AT use
cases and their risks as knowledge graphs. Chapter 5 provides the implemen-
tation of Semantic Web-based approaches and mechanisms for determining
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Annex III high-risk Al systems, generating documentation, expressing in-
tended purposes, and cataloguing Al systems. It further shows applicability
of the approaches through proof-of-concept implementation. Chapter 6 pro-
poses the AI Cards, as a novel framework for documentation of Al use cases
in two complementary human- and machine-readable representations. Chap-
ter 7 demonstrates evaluation of the work presented in the thesis. Chapter 8
concludes the thesis with a discussion on how the thesis addresses the re-
search question and objectives and outlines potential directions for future
work. The supplementary material is presented in the appendices.
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Thesis roadmap Objectives Artefacts Contributions

SotA: Section 2.2 Lt
Analysis: Chapter 3 Analyse the EU Al Act to identify the Information requirements Analysis of the Al Act
Evaluation: Section 7.2 information requirements of the Al Act i
v
SotA: Section 2.3 B RO2 - AIRO /— Major ——
Ontologies: Chapter 4 Design and evaluated a FAIR ontology
Proof-of-concept: Section 4.4 that enables modelling Al use cases based on
Evaluation: Section 7.3 the information requirements
) : J VAIR
SotA: Section 2.4.1 I\ RO3 ™
Approach: Section 5.1 Imp_lgrpent and ev_aluate FAIR appr_oaches Annex lIl high-risk Al
Proof-of-concept: Section 5.1 by utilising Semantic Web technologies to determinator a Set of FAIR
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CHAPTER
TWO

STATE OF THE ART

2.1 State of the Art Review Methodology

The state of the art analysis was conducted in regard to the four following
themes:

1. In relation to RO1, the emerging body of work on the analysis of the EU
AT Act, specifically its classification rules for prohibited and high-risk
Al systems and its requirements regarding risk management, documen-
tation, and registration, is reviewed in Section 2.2.

2. In relation to RO2, the emerging body work on Al risk taxonomies and
ontologies is surveyed in Section 2.3.

3. In relation to RO3, existing Semantic Web-based approaches for imple-
mentation or enforcement of the EU Al Act are reviewed in Section 2.4.

4. Inrelation to RO4, existing documentation approaches for documenting
AT use cases and their risks are analysed in Section 2.5.

Given that the AI Act was undergoing the EU’s legislative procedure
during the time this research was conducted, the state of the art has been
updated frequently to reflect the latest state of affairs. The search was per-
formed by querying scientific search portals, including Google Scholar!, Sco-
pus?, IEEE Xplore?, and ACM digital library*, in addition to Al-based search

thttps:/ /scholar.google.com/
Zhttps://www.scopus.com/
3https://ieeexplore.ieee.org
4https://dl.acm.org/
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platforms such as Semantic Scholar® and SciSpace®. It should be noted that
the Al-based engines were solely used for search purposes and therefore the
Al-generated content was neither analysed nor used in this thesis. General
search engines, e.g. DuckDuckGo’, and social media platforms, including
LinkedIn® and Twitter? (now known as X) were used for monitoring the re-
search environment that rapidly progressed with the legislative process. The
ongoing formation of the Al Act and the discourse on the EU digital poli-
cies were followed in forums including Euractiv'’. In addition, formation of
Al-related standards in CEN-CLC/JTC 21 and ISO/IEC JTC 1/SC 42 was
monitored through membership in the Irish Al mirror committee (NSAI/TC
02/SC 18). The OECD’s!! catalogue of trustworthy AT tools'? was also used
in the search for existing tools related to the AI Act.

2.2 Analysis of the AI Act

Since the publication of the AI Act’s proposal by the European Commis-
sion in April 2021, the research community, international organisations, and
industrial actors have been exploring the new avenues it opened by analysing
the AI Act’s contents that needed clarifications, identifying potential gaps,
or giving critique. While some of the previously-expressed comments and
opinions are no longer applicable to the final version of the Act, they were
helpful in shaping contributions of this thesis in regard to the AI Act’s anal-
ysis (will be presented in Chapter 3). Among the work that reviewed the
AT Act, the following have had significant impact on this thesis’s view of the
Act: the first and highly-cited analysis of the Act by Veale and Borgesius
[8], the review of the Act by Members of the Robotics and Al Law Society
(RAILS) [76], Smuha et al.’s response to the proposed Al Act [77], Mazzini
and Scalzo’s detailed explanation of the Act [10], and the recently-published
work of Fernandez-Llorca on the Al Act’s terminology [34].

To give a direction to the review, the remainder of this section examines
the studies that analyse those requirements of the Act that are relevant to
this thesis. However, those comments and opinions published prior to the
release of the final text, that are no longer applicable, are excluded.

Shttps://www.semanticscholar.org/

Shttps://typeset.io/

"https://duckduckgo.com/

8https://www.linkedin.com/

Shttps://twitter.com/
DOhttps:/ /www.euractiv.com/
"' The Organization for Economic Cooperation and Development
2https://oecd.ai/en /catalogue/tools
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2.2.1 The AI Act’s Risk-Based Classification Rules

Existing studies on the Al Act’s categories of prohibited AI practices
(Article 5) are primarily focused on providing clarifications, in particular
clarity regarding the definition and scope of subliminal techniques. Some of
the notable studies are Neuwirth’s analysis of prohibited categories stated
in the commission’s proposal [6], Bermudez et al.’s effort to provide a def-
inition for subliminal techniques [78], Franklin et al.’s proposed definitions
for subliminal, purposefully manipulative and deceptive techniques [79], Bul-
gakova’s analysis of the prohibition on the use of subliminal techniques [80],
and Leiser’s comparative analysis of prohibited uses that deploy manipulative
techniques (Article 5(1a)) in 3 mandates of the Act, namely Commission’s
proposal, European Parliament’s amendments, and Council’s Common Po-
sition [81].

The body of work on the criteria for prohibited systems is mainly focused
on clarification of the wording of the AI Act’s text. Since these studies are
not authoritative, there is still uncertainty regarding the prohibited Al legal
regime. In addition, none of these studies establish a holistic view of the
prohibited categories, nor do they analyse the individual concepts of Al use
cases that make them prohibited.

On the matter of high-risk AI systems (Article 6), some studies inves-
tigated specific types of Al systems that are perceived as high-risk under the
Act. For example, Schwemer et al. have examined the implications of high-
risk systems under the administration of justice and democratic processes,
outlined in the Commission’s proposal [82]. Dijck provides a discussion on
whether individual risk assessment falls under Annex III high-risk categories
[83]. Similar to the related work on prohibited systems, none of these studies
specifically identify the individual concepts of use cases to determine when a
use case falls under the high-risk category or may become high-risk through
changes.

Closest to the approach of this thesis in regard to Annex III high-risk Al
is the work of Hupont and Gémez [84]. This study identifies the use case
information requirements for assessing an Al system’s risk category according
to the AI Act, which are: intended use, user, targeted persons, context of
use, application areas, reasonably foreseeable misuse, inputs, and outputs.
However, the study does not elaborate on how to determine the risk category
using this information.
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2.2.2 Risk Management and Technical Documentation
Requirements

Article 9 - Risk Management System

The only available comprehensive legal analysis of the AT Act’s risk man-
agement provisions is provided in the work of Schuett [85]. The analysis
covers the role, purpose, and application of risk management in the Act in
addition to the requirements outlined in Article 9 - Risk management sys-
tem. However, it does not delve into the details of risk management system
documentation.

Since the focus of this work is on documentation and sharing of risk infor-
mation, rather than the approaches for Al risk management per se, analysis
of the AT risk management approaches is considered out of the scope. Despite
this, this thesis acknowledges some novel emerging approaches for compliance
with AT risk management obligations, including AIRMan (Al Risk Manage-
ment System) [86], Key AI Risk Indicators (KAIRI) framework [87], Novelli
et al’s Al risk assessment model that integrates the AT Act’s risk-based ap-
proach with the risk framework developed by the Intergovernmental Panel
on Climate Change (IPCC) [88], the quality model for safety-critical systems
proposed by Kelly et al. [89], the Trustworthy Assurance Process [90], and
the approach proposed by Novelli et al. to automate business process com-
pliance for the Al Act’s requirements regarding fundamental rights impact
assessments [91].

Article 11 - Technical Documentation

There are some studies looking into the overall role of documentation
within the AI Act. For instance, Panigutti et al. explore the role of the
ATl Act’s transparency and documentation requirements in addressing the
opacity of high-risk Al systems [63]. Gyevnara et al. also discuss compliance-
oriented transparency required to satisfy the AT Act’s requirements in regard
to risk and quality management systems [92].

Specifically regarding information elements that are required to be doc-
umented as per Article 11 (Technical documentation) and Annex IV ( Tech-
nical documentation referred to in Article 11(1)), the only available study is
the work of Hupont et al. [93] that identifies 20 information elements that
should be featured in documentation of AI systems and their constituting
datasets. Nevertheless, it fails to be fully comprehensive in terms of covering
both technical and risk management system documentation requirements.
Mustroph and Rinderle-Ma [7] discuss requirements of technical documenta-
tion and risk management system to be fit within an Al quality management
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system. The analysis lacks depth in regard to the information elements that
should be included in risk and technical documentation.

2.2.3 Intended Purpose of AI Systems

Within the Act, the legal term of intended purpose is a key concept in
identification of high-risk Al systems, as acknowledged by European Com-
mission’s researchers [34, 84, 64]. In the context of general-purpose Al sys-
tems, Fernandez-Llorca et al. argue that “intended purpose has been in-
correctly understood as specific purpose”. Reiterating the AI Act’s defini-
tion, which is “the use for which an Al system is intended by the provider”,
the authors highlight that intended purpose covers both specific and gen-
eral purposes [34]. Within the Use Case Cards [64], an AI Act-inspired
documentation approach that will be discussed later in Subsection 2.5.2, in-
tended purpose is defined using the combination of 3 concepts: context of
use, scope, and the Sustainable Development Goals (SDGs) to which the use
case contributes.

2.2.4 Registration Requirements

The AI Act registration regime has been touched upon in broader analyses
of the Act, including in [76, 8]. However, the eligibility criteria and the
information requirements for registration under the Al Act have not been
examined in the literature yet.

2.3 Al Risk Taxonomies and Ontologies

With the risk of AI in the spotlight, there has been a surge in stud-
ies that identify, analyse, and classify Al harms. Consequently, there exist
several taxonomies of Al risks that have been developed adopting various
perspectives, from technical to social to regulatory, and appeal to specific
domains, e.g. health, or particular Al technologies, such as LLMs. By of-
fering an overview of the existing work, this section recognises the lack of
formal taxonomies and ontologies for expressing Al systems and their risks.

2.3.1 Generic Taxonomies for AI and its Risks

With the rise of incidents caused by Al, there have been multiple initia-
tives focused on reporting these incidents in repositories. To serve a diverse
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set of stakeholders, from AI developers to policy makers to the general pub-
lic, such repositories are required to provide incidents in a structured and
annotated format. Therefore, many of existing taxonomies for describing Al
and its risks have grown out of the need to annotate Al incidents. This sub-
section reviews the most prominent taxonomies derived from or associated
with Al incident repositories.

The OECD framework for classification of AI systems [94], pub-
lished in 2022, is a tool for assessing potential risks and benefits of Al use
cases by considering five high-level dimensions: people & planet, economic
context, data & input, Al model, and task & output, as depicted in Fig-
ure 2.1. The framework incorporates taxonomies for its risk assessment cri-
teria. AI Incidents Monitor (AIM)'? is an OECD initiative aiming to track
actual Al incidents by automatically annotating and classifying them using
machine learning models according to their country, industry, related Al prin-
ciple, type of harm, severity of harm, and affected stakeholders. Developing
a common framework for reporting Al incidents is on the OECD’s agenda
for future work!'.

- Provenance, collection, dynamic nature
- Structure and format (structured etc.)
- Rights and ‘identifiability’ (personal data

on, proprietary etc.)
- Appropriateness and quality

Al actors include data collectors & processors.

CONTEXT
PEOPLE & PLANET ! Al MOBEL

- Model characteristics
- Model building
(symbolic, machine
learning, hybrid)

- Industrial sector 1
- Business function & model
cal function H P
Scale & maturity

Al actors include system operators Actors include end-users

& stakeholders

- System task (recognise; personalise etc)

- System action (autonomy level)

- Combining tasks and action

- Core application areas (computer vision etc)
Al actors include system integrators

Figure 2.1: OECD’s framework for classification of Al systems [94]

The AI, Algorithmic, and Automation Incidents and Contro-
versies (AIAAIC) repository!®, which is an open-access dataset of more
than 1500 AT incidents covered by the media, uses a taxonomy for anno-
tating the incidents. The set of concepts for incident annotation includes

B3https://oecd.ai/en/incidents
Mhttps: //oecd.ai/en/incidents-methodology
Shttps: //www.aiaaic.org/aiaaic-repository
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categories of sectors, technologies, purposes, and impacts of Al on individ-
uals, society, environment, and providers!®. In a recent project, an exten-
sion of this taxonomy that focuses only on harms is being developed by the
ATAAIC community. The AI, algorithmic and automation harms tax-
onomy [68], which has been made available in 2024, classifies AT harms into 9
top-level categories and 69 sub-categories, illustrated in Figure 2.2. Although
machine-readability is stated as an objectives of the ATAAIC taxonomy, no

such representation is provided at the time of writing!”.

Al algorithmic, and automation harms taxonomy

Autonomy Physical Psychological Reputational (] Business & financiat Human rights & civil Societal & cultural Political & economic Environmental
liberties

Bodil

Benefits/entitlements b

ca
Cheating/plagiarism

Anxiety/distress Electronic waste

Chilling.

+

Coercion/manipulation Excessive energy

consumption

Livelihood loss

Cultural dispossession

Dehumanisation/

objectification Damage Institutional trust loss Excessive landfill

Harassment/abuse/ Opportunity loss Loss of freedom of Historical revisionism Politicalinstability Excessive water
intimidation assembly n consumption

Information degradation Political manipulation
Over-reliance Loss
accessto public servi
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Radicalisation

Loss ofightto
information

Loss of right to free
elections

Loss of rightto liberty
and security

Loss of right to due
process

Societal inequality

Privacy loss

Violence/armed conflict

Figure 2.2: The ATAAIC’s harm taxonomy [68]

The Center for Security and Emerging Technology (CSET) Al
harm framework [95], published in 2023, is a generic customisable frame-
work that has been developed based upon annotating Al incidents through
a collaborative process. In its classification of harms, at the top-level it
considers the following types of harms: tangible and intangible, and distin-
guishes between the actual and reasonable potential harm, referring to them
as harm event and harm issue, respectively. Enabling annotation of inci-
dents, the framework also includes a component to describe harmed entities
and requires the harm to be linked to an Al system and the impacts on the
harmed entity. The CSET Al Harm Framework was customised for anno-
tating AI incident database (AIID)'® [96] with a fine-grained, yet not
formal, schema provided in [97].

In addition to the customised CSET taxonomy, Goals, Methods, and
Failures (GMF) taxonomy [98], published in 2023, has been developed

https: //www.aiaaic.org/aiaaic-repository /classifications-and-definitions, visited on
01,/08/2024

1"The author has been involved in the development of the harms taxonomy and advo-
cated the use of machine-readable formats for representation.

Bhttps://incidentdatabase.ai/
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based on AIID and used for its annotation. The taxonomy, as its name
implies, considers three aspects of an Al incident: the Al system’s goals, the
technologies used within the system, and technical causes of the incident.
The taxonomy has been further populated in a bottom-up approach through
manual annotation of AIID incidents.

Tangible Harm Intangible Harm

c
2
‘® Harmlssue
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©
5]
o
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°©
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o
-
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Fe NS & & & F &
& FE S P S @& & ¢ &
N & R & § e & <
RG] SIS SIS SR ) &
& & & ¢ Ry
PN & v

Harm Categories

Figure 2.3: An overview of CSET’s Al harms framework [95]

AlTopics® [99] is the AAAT’s (Association for the Advancement of Ar-
tificial Intelligence) corpus of Al-related news stories, research articles, con-
ferences, and journals. The scope of AlTopics is not limited to Al incidents
and therefore it indexes all types of Al-related news articles as well as sci-
entific papers. Discovery, categorisation (determining the main focus), and
summarisation of Al news featured in AITopics have been automated [100].

The taxonomy of AI Vulnerability Database (AVID)?’ [101] consid-
ers 3 dimension of risks, which are security, ethics, and performance, across
the machine learning (ML) development lifecycle, as shown in Figure 2.4.
The notable advantage of the AVID taxonomy is the JSON schema, providing
better interoperability and extensibility compared to the other taxonomies
discussed in this subsection. The AVID data model is also provided as a part
of a Python toolkit?!, enabling the creation of reports using the schema.

Ohttps://aitopics.org/
2Ohttps://avidml.org/database/
Zhttps://docs.avidml.org/developer-tools /python-sdk
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Figure 2.4: The two-aspect AVID taxonomy [101]

Table 2.1 provides a comparison of the reviewed taxonomies based on the
following criteria:

1. What is the scope of the taxonomy in respect to AI?
2. Based on which resources the taxonomy has been developed?

3. What is the taxonomy development approach (e.g. top-down or bottom-
up) and what is the level of human involvement and automation (e.g.
automated, semi-automated, manual)?

4. In which formats the taxonomy is made accessible?
5. What are the key concepts related to the technical aspects of AI?
6. What are the key concepts related to the use of AI?

7. What are the key concepts related to Al risks?

In this comparison, the AIAAIC taxonomy represents the harm taxonomy
in combination with its classifications for incident annotation. Also, CSET’s
AT harm taxonomy for AIID [97] is considered in this comparative analysis,
given its high level of detail.
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As shown in Table 2.1, multiple terminologies and structures have been
used for Al incident annotation. This discrepancy is not necessarily a draw-
back, on the contrary it can be viewed as an indicator of the presence of
diverse viewpoints required for addressing AI harms. However, the lack of
structured data formats is a significant barrier to comparison of incidents and
issues across different repositories. Further, lack of such specifications makes
it difficult to align and integrate the state of the art Al risk taxonomies to
create comprehensive taxonomies.
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Table 2.1: Comparison of existing generic Al risk taxonomies
Taxonomy| Scope Main re- | Development Format Technology AT use concepts | Al risk concepts
source approach concepts
OECD Al Related re- | Unknown Unstructured | Application area, | User, Industrial | Impacted stake-
[94] search AT system task sector, Business | holders, Impact,
function Redress
ATAAIC | Al News articles Bottom-up, CSV Technology Sector, Purpose Harm
[68] collaborative
CSET Al News articles Bottom-up, Unstructured | AI  functionality | Incident domain, | Harm Assessment,
[97] collaborative, schema & techniques, In- | Environmental & | Harmed entity
manual  annota- volved technology | temporal charac-
tion teristics
GMF [98] | AI News articles | Bottom-up, man- | Unstructured | Method and tech- | Goal Failure cause
ual annotation nology
AlTopics | Al Online re- | Bottom-up, Unstructured | Technology Industry None
[99] sources automated discov-
ery & annotation
AVID ML Unknown Unknown JSON Lifecycle stage None Effect
[101] schema




2.3. Al Risk Taxonomies and Ontologies

2.3.2 Specific AI Risk Taxonomies

A highly active area of research is currently on taxonomies of Al risks
with a scope limited to the type of Al system, e.g. LLMs, or the domain of
use, e.g. health. The common approach in dissemination of these taxonomies
is through research papers, without any standardised or structured format.
Given that this thesis pursues development of horizontal ontologies, without
aiming to be exhaustive, this subsection only refers to some promising spe-
cific risk taxonomies, which are: Weidinger et al.’s taxonomy of ethical and
social risks of LLMs [102], Tanaka et al.’s taxonomy for risks of generative
AT systems [103], Lee et al.’s taxonomy of Al privacy risks [104], the Open
Loop’s taxonomy of potential harms associated with machine learning appli-
cations and automated decision-making systems [105], NIST’s taxonomy for
adversarial machine learning [106] and categories of Al Bias [107], Steimers
and Schneider’s work on taxonomy of risk sources that impact AI trustwor-
thiness [108], and Roselli et al.’s work on classification of Al bias [109].

2.3.3 Ontologies Related to AI Risks

At the time of writing, there is an absence of ontologies that specifically
provide a holistic model of “Al risks”. However, there are state of the art
ontologies that address trustworthy Al issues. It should be noted that these
ontologies were reviewed as a part of the ontology development process (Sec-
tion 4.1) to identify ontologies that have the potential to be reused.

The EA-Ontology?® [110] has been designed for ethical assessment of
emerging technologies, including Al, based on existing approaches for ethi-
cal analysis. Within its module for modelling levels of ethical analysis, the
concept of ateo:Risk enables modelling risks identified during the ethical as-
sessment and further linking them to ethical issues. The compound concept of
Use Of Technological Artefact also allows modelling the context of use.
Moreover, the EA-ontology provides a taxonomy of ethical issues by pro-
viding 4 top-level categories: Harm And Risk, Justice, Right, Well-being
And Common Good. However, the classification of ethical issues seems disjoint
from the taxonomy, since no relations link the issues to other concepts within
the ontology.

The Ai System use Case Explanation oNTology (ASCENT) [111]
is a framework for describing explainable Al measures. The framework in-
cludes 3 aspects: (i) technical information about the system that potentially
impact explain Al solutions, (ii) information regarding the context of use
that is related to explainability requirements, and (iii) the characteristics of

22https: / /protect.oeg.fi.upm.es/eaontology /eaontology _widoco/index-en.html
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Figure 2.5: An overview of EA-ontology [110]

the explanation measures. Within the use case module, a Risk Level (high
risk or low risk) is assigned to a task for which the Al system is used, as
an indicator of the significance of consequences. The implementation of the
ontology is provided as an open resource. However, definitions for concepts
are not, available in the model.

ExplainableMLOntology [112] is an ontology aiming to enhance ex-
plainability of ML models through a process-oriented viewpoint. The ontol-
ogy focuses on expressing processes used in the ML development and expla-
nation and includes 3 modules for representing general ML, ML classification,
and explanation.

FIDES ontology?* [113] is a minimal semantic model of accountability-
related information about statistical ML models. FIDES supports expressing
ML models and their data across different lifecycle phases, including devel-
opment, deployment, and execution. The ontology is accompanied by an
automated tool for generating a knowledge graph from the information pro-
vided regarding an ML model.

Bhttps://w3id.org/fides
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Figure 2.6: An overview of FIDES ontology [113]

The Doc-BiasO Ontology [114] has been proposed for expressing and
documenting biases across ML/AI workflows. Inspired by the contribution
presented in this thesis, Doc-BiasO comprises a high-level ontology describing
the core concepts and relations (shown in Figure 2.7), with a controlled
vocabulary extending the ontology (which is underdevelopment). Doc-BiasO
Ontology reuses contributions of this thesis (AIRO and VAIR). But as the
implementation and documentation of the ontology is not published online
yet, the extent of reuse is not clear. Moreover, the application of the ontology
in generation of bias documentation is not demonstrated.
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Figure 2.7: An overview of Doc-BiasO [114]

43



Chapter 2. State of the Art

The Artificial Intelligence Ontology (AIO)?* [115] has been devel-
oped using a hybrid approach which consists of manual ontology development
and automated processes empowered by the capabilities of LLMs to assist
with the population of the ontology. AIO consists of 444 concepts related to
Al grouped into 6 modules: networks, layers, functions, LLMs, preprocess-
ing, and bias. Despite being called an ontology, it lacks object properties to
model the relations between concepts.

The ontology for standardising trustworthy AI [75] is an ontol-
ogy for representing and mapping trustworthy AI concepts from different
emerging Al standards. The ontology provides a way to express activities
related to manifestation of Al trustworthiness. It also provides a way to
depict the influence of entities, activities, and agents on Al trustworthiness,
and captures the role of stakeholders in disclosing and exhibiting trustwor-
thiness of Al through its characteristics. The work uses activities from (the
draft of) ISO/IEC 42001 on Al management systems, wherein risk manage-
ment is a key activity. As claimed by the authors, the ontology has the
potential to be extended to represent Al risks and treatments from relevant
standards. Enhancing this ontology, the Trustworthy AI Requirements
Ontology (TAIR)? [116] has been developed for mapping Al regulations
and standards. As shown in Figure 2.8, Requirement is the central element
in TAIR, which can be linked to the entities, activities, and agents involved
in its implementation. It further supports modelling the relationships be-
tween requirements extracted from different AI documents. An example of
such relations is statisfiedBy, which enables aligning Al regulations and
standards through the obligations and requirements they impose. This is
particularly important in showing how high-level obligations of the EU Al
Act can be addressed by satisfying requirements from standards or common
specifications. This specific application of TAIR is showcased through mod-
elling and mapping of sets of concepts and requirements from the EU AT Act
and I1SO/TEC 420012°.

The Ethical AT principles ontology (AIPO) [117] is a semantic model
for trustworthy Al principles emerged from different guidelines and policies.
The ontology models principles as skos:Concept, which enables relating and
matching principles through leveraging SKOS relations. Within AIPO, trust-
worthy AI documents are modelled as dcat:Resource, allowing modelling
the details of the document from which the principles are extracted.

Z4https://bioportal.bioontology.org/ontologies /AIO

Zhttps://tair.adaptcentre.ie/documentation /tair_documentation.html

26The author has been involved in development of TAIR and has provided inputs that
facilitated identification of the concepts and requirements, that are in the scope of this
thesis.
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Figure 2.8: An overview of TAIR ontology [116]

Table 2.2 provides a comparison of the aforementioned ontologies. Within
this table, and the subsequent ones, a black circle (o) indicates presence and
a blank circle (o) signifies absence. Additionally, the pink bullets provide
links to the corresponding encoding or documentation.
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Table 2.2: Comparison of ontologies related to Al risks (a black circle (o) indicates presence and a blank circle (o)

indicates absence)

Ontology Scope Al tech- | Al use AT risk Open- Docume-| Peer- Proof-
nology source ntation | reviewed| of-
encod- concept
ing
EA-Ontology Technology ethics as- | o ) Ethical risks ° ° ° °
[110] sessment
ASCENT [111] | AI explainability o . Measures related | e o o .
to explainable Al
ExplainableML | Al explainability ° o Measures related | e o ° °
Ontology [112] to explainable Al
FIDES [113] Accountability of statis- | e o o o o o .
tical ML models
Doc-BiasO On- | Al Bias documentation | e ° Al bias & its mea- | o o ° o
tology [114] sures
ATO [115] AT terminology Types of bias ° ° o
TAIR [116] Alignment of trustwor- o o . o
thy Al requirements
ATPO [117] Alignment of trustwor- | o o o o o o .

thy Al principles
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2.3.4 Generic Risk Ontologies

Risk management is a vast and rich field of knowledge and there exist sev-
eral ontologies to facilitate risk management in different areas, ranging across
construction to software development to health. Some examples are Masso et
al.’s SRMO (Software Risk Management Ontology) [118], Hayes’ ontology for
modelling risk associated with online disclosure of personal information [119],
McKenna et al.’s work on the Access Knowledge Risk (ARK) platform which
employs SKOS data models to enable risk analysis, risk evidence collection,
and risk data integration in socio-technical systems [120].

In alignment with the scope of this research and with the intention to iden-
tify resources for reuse in ontology development (Section 4.1), in the following
generic risk ontologies that use international standards resources or the Al
Act are mentioned. The common ontology of value and risk [121] describes
risk by associating it to the concept of value. A formal ontology for ISO/IEC
27005 standard on information security risk management is also proposed in
[122]. In terms of conceptual modelling, both ontologies are useful resources,
however they have been presented without any implementations. The Data
Privacy Vocabulary (DPV 2.0) [57] provides a model of fundamental risk
concepts based on ISO 31000 series of standards on risk management, which
is accompanied by a minimal set of risk assessment concepts in its RISK
extension?”. While it provides an open model for expressing risks, it is not
aligned with the requirements of the AI Act yet?®. This, however, is expected
given the recent publication of the Al Act.

2.4 Approaches Related to Implementation
and Enforcement of the AI Act

2.4.1 Approaches for Determining Risk Level as per
the AI Act’s Classification

There is an absence of approaches and tools for assessing risk category
under the AI Act, which is justifiable given that the Act published recently
in July 2024. Similarly, within the regulatory landscape, there are no au-
thoritative guidelines available on this matter, as of August 2024. Despite
this absence, tools to assist with determining the risk category under the Al
Act have been emerging. Although these are online tools that neither utilise

2Thttps://w3id.org/dpv/risk
28The author has been actively involved in development of DPV and its risk extension.
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Semantic Web technologies nor are they accompanied by peer-reviewed pa-
pers, their review is necessary to capture the current state of affairs. The
following reviews some of these tools with a focus on the criteria they estab-
lish for determining prohibited (Article 5) and high-risk Al systems (Annex
[ and III).

Future of Life Institute (FLI)’s EU AI Act Compliance Checker®
is a tool for identifying the risk level and obligations associated with an Al
system under the Al Act. Concerning the prohibited systems, the tool only
relies on the function selected by the user; examples of functions listed in the
tool are biometric categorisation, exploiting vulnerabilities, social scoring,
and subliminal techniques, manipulation, and deception. For determining
high-risk systems, including both Annex I and Annex III, the tool is pri-
marily based on the domain in which the system is used. Additionally, to
identify the non-high-risk systems that meet Annex III high-risk, the tool
asks the user to indicate whether “the Al system pose a significant risk of
harm to the health, safety or fundamental rights of any person”. The tool’s
output represents the risk category, without referring to specific clauses on
the basis of which the system is classified as prohibited or high-risk. The tool
also outlines related obligations according to the type of the Al Act actor,
e.g. provider, as selected by the user.

Holistic AI's EU AI Act Risk Calculator®® includes lists of Article 5’s
prohibited clauses and Annex III's high-level areas for user to select from.
The output indicate only the risk level without any additional information.
The user must provide contact information to access the assessment.

EIT community—the initiative of European Institute of Innovation and
Technology co-funded by the EU— provides an online EU AI Act Confor-
mity Check?'. For prohibited Al systems, the tool presents each clause of
Article 5 as a question. For Annex I high-risk Al, a list of regulated domains
is provided from which the user should select. For Annex III high-risk Al,
the user first needs to select a domain and then a list of respective objectives,
stating the points under that domain in Annex III, is shown. The output
indicates the risk category and a document that includes guiding materials.
The output is only shown when the user provides contact information.

The source code of none of the aforementioned tools is made publicly
available. Further, none of them signal adoption of Semantic Web tech-
nologies. More importantly, they only repeat the text of the Al Act without
breaking down the risk categories into conditions expressed using fine-grained

Pnttps://artificialintelligenceact.eu/assessment /eu-ai-act-compliance-checker/

30https://www.euaiact.com/eu-ai-act-risk-calculator

3lhttps:/ /statworx.typeform.com/to/ YOMAIGDP?typeform-source=ai.eitcommunity.
eu
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concepts.

A closely related work to the contributions of this thesis is Hanif et al.’s
Decision-Tree-based framework [123, 124] which aims to help individu-
als, from different backgrounds, classify Al systems as per the AI Act. This
static framework employs a decision tree including 20 questions for determin-
ing the risk category—that can be unacceptable, high, limited, and minimal.
These questions fall under 4 overall themes: protected values, objective/in-
tention, domain, and use-case/technology.

Table 2.3: Comparison of existing risk classifiers for the Al Act

Work Prohib- | Annex | Annex | Open ‘Web Per-
ited I high- | III source | app sonal
risk high- info
risk needed
Future of Life Insti- | o ° ° o ° o
tute (FLI)’s Com-
pliance Checker
Holistic AI's Risk | e ° ° o ° °
Calculator
EIT community’s | e ° ° o ° °
Conformity Check
Decision-Tree- ° ° ° ° o N/A
based framework
[123, 124]

2.4.2 Semantic Modelling of Policies Related to Legal
Compliance

For cooperation of actors across the Al value chain, the Al Act relies on
contractual arrangements (see for example Recital (90)). As will be discussed
in Section 3.3, this thesis proposes declaring intended purpose as use policies.
In terms of declaring policies, within the landscape of Semantic Web tech-
nologies, the Open Digital Rights Language (ODRL) [125, 53] is a key W3C
recommendation that provides a formal semantic language for declaring poli-
cies. The ODRL information model (Figure 2.9), along with its standardised
vocabulary, enables the expression of policies concerning actions over assets.
Extension of ODRL is enabled through its Profile Mechanism.

In the context of the AI Act, there is no research investigating open mod-
els for expressing use policies or contractual terms and agreements. However,
of relevance to RO3(b) is the existing research on the use of ODRL for com-
pliance with the EU GDPR [21]. In this context, ODRL has been used
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in particular for automated checking of consent permissions [126], express-
ing legal obligations [127], modelling the obligations in terms of permissions
and prohibitions regarding executing business processes [128], and expressing
privacy policies in the digital fashion domain [129]. In the context of data
governance, ODRL has been extended for expressing policies related to access
control to data stored in Solid Pods [126] and utilised for modelling policies
associated with responsible use of genomics data [130], expressing contracts
for research data governance [131], and expressing data spaces’ usage and
access control policies [132].

2.4.3 Machine-Readable AI and Risk Documentation

Generally, Al documentation approaches are acknowledged as instru-
ments for improving transparency, and in turn enhancing trustworthiness.
However, there has been little attention to the barriers to the generation,
maintenance, assessment, and exchange of conventional text-based docu-
mentation. Providing machine-readable specifications is an idea taken up
by some recent work to support adaptable and interoperable documenta-
tion. This subsection aims to review machine-readable Al, data, or model
documentation frameworks. Later in Section 2.5, a review of existing doc-
umentation approaches that can be used in addressing the requirements of
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the AT Act will be presented.

Open DataSheets®* [133] provides a metadata framework for repre-
senting information elements included in Datasheets for Datasets [134] and
further linking them to responsible Al principles. Similarly, Model Card
Report Ontology (MCRQO)?? [135] offers the metadata for the content
of Model Card reports. Linked Model and Data Cards (LMDC) [136]
presents a schema for integration of Model and Data Cards in a data space to
provide a holistic view of a model or an Al service. The Al usage Card [137],
that will be discussed in Subsection 2.5.2, has been made available in JSON
format, however no semantic model is presented.

Concerning documentation requirements of the EU digital regulations,
DPV?3! [138], which is developed by W3C Data Privacy Vocabularies and
Controls Community Group (DPVCG), has been applied to generate docu-
mentation required for compliance with the EU GDPR, such as Data Protec-
tion Impact Assessment (DPIA) [139], data breach reports [140], and Register
of Processing Activities (ROPA) [141].

Table 2.4: Comparison of existing approaches for machine-readable docu-
mentation of Al, data, or models

Work Scope License Peer-
review

Open DataSheets | Dataset MIT License o

[133]

MCRO [135] Model Attribution 3.0 Un- | e
ported

LMDC [136] Dataset & model | Apache License 2.0

DPV [138] for GDPR | DPIA & ROPA | W3C Software and

documentation & data breach Document license

2.4.4 Machine-Readable Catalogues of AI, Model, and
Datasets

With the proliferation of Al models, systems, and use cases, open Al
repositories and commercial marketplaces have been created to facilitate the
discovery and sharing of resources [142]. This subsection investigates the
literature to identify studies related to RO3(c), which addresses registering

32https://github.com/microsoft /opendatasheets-framework
33https://github.com/UTHealth-Ontology/MCRO
34https://w3id.org/dpv/
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and sharing metadata about Al systems and their risks, in particular within
the EU database of high-risk Al systems, using Semantic Web technologies.

Currently, there are a few well-known repositories that leverage metadata
for describing resources. The Hugging Face Hub? is a centralised repos-
itory of open-source models and datasets, wherein each model or dataset
is accompanied by metadata describing it. This enables discovery, sharing,
and filtering of resources available on Hugging Face’s Model and Data Hubs
through the use of open JSON-based metadata. The Hub contains a reposi-
tory of Spaces, i.e. ML demo apps, which, unlike the Model and Data Hub, do
not support the inclusion of documented information and structured meta-
data. Similarly, Kaggle provides repositories of Datasets*® and Models®7,
where datasets, models, and generative Al applications are indexed and doc-
umented using detailed Data and Model Cards. Using the Kaggle repository,
datasets and models can be published, shared, tagged, searched, and sorted.
Compared to Hugging Face Data Hub which supports indexing only open-
source resources, Kaggle Datasets allows for sharing metadata about both
proprietary and publicly available datasets. The AI-on-Demand (AlIoD)
platform?® is a European-funded project that serves as a community-driven
hub for cataloguing Al-related solutions and components that contribute to
the European ecosystem of Al excellence and trust. AloD’s asset catalogue®
covers a wide range of resources including datasets, libraries, ML models, Al
services, tools, use cases, and even tutorials. AloD also provides JSON-based
metadata for describing resources®.

Croissant [143] is a framework developed by MLCommons—a non-profit
open Al engineering consortium that enables expressing metadata for datasets
with a focus on information that is essential in machine learning workflows.
The Croissant vocabulary?! is an extension of schema.org/Dataset vocabu-
lary for metadata of ML datasets, which is expressed in JSON-LD. The Crois-
sant framework is supported by a user-friendly tool to assist non-technical
users in creation and modification of metadata. Although it is not a dataset
repository, it has been integrated with existing data repositories, including
HuggingFace, adding a layer of metadata.

While the information in the aforementioned registries is mostly presented
in semi-structured formats such as JSON, none of them follow standardised

35https: / /huggingface.co/docs/hub/index

36https:/ /www.kaggle.com /datasets
3Thttps://www.kaggle.com/models

38https://aiod.eu/
3ttps://www.aideurope.eu/research/ai-catalog
40https://api.aiod.eu/redoc

4 https://docs.mlcommons.org/croissant /docs /croissant-spec.html
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approaches for data sharing or cataloguing.

In regard to standardised approaches, the Data Catalog Vocabulary (DCAT)
[54]—the W3C’s recommended vocabulary for publishing data catalogues—and
particularly its application profile for data portals in Europe (DCAT-AP) [144]
have been adopted by the European Commission to promote open, stan-
dardised, and interoperable data sharing, prominently in the European Data
Portal (EDP)*?, which is the central point of access to open data provided
by the EU’s public agencies [145]. Recently, MLDCAT-AP [146] has been
proposed as an extension of DCAT-AP for including information about ma-
chine learning models in data catalogues. One of the distinguishing features
of MLDCAT-AP is inclusion of information about risks associated with ML
models.

Of relevance to the contributions of this thesis is the Data Processing
Catalogue (DPCat) [141], which is an extension of DCAT and DCAT-
AP that enables representing, maintaining, and exchanging ROPA-related
information in the form of datasets and catalogues. DPCat further enables
creating documentation to address the GDPR’s ROPA requirements.

Table 2.5 shows a comparison of existing approaches for cataloguing Al,
models, and datasets. Currently, providing metadata, typically in JSON
format, regarding datasets and models is an established practice. However,
there is little attention to cataloguing Al systems and consequently there is
no standardised machine-readable vocabulary that supports cataloguing of
not only Al systems but their incorporating components.

2.5 Al and Risk Documentation Approaches
for the AI Act

2.5.1 Alignment of AI, Model, and Data Documenta-
tion Approaches with the AI Act

Existing documentation approaches, such as Datasheets for Datasets [134]
and Model Cards [147], have become de-facto practices for documenting and
sharing information regarding datasets and Al models. With the emergence
of the Al Act, a key question is the extent to which they could be leveraged
to address the Act’s requirements in regard to Al and risk documentation.
This question has been investigated by the studies mentioned in the follow-
ing. Pistilli et al. discuss the potential of Model Cards as a compliance
tool and anticipate its adoption—among other existing documentation prac-

42https://data.europa.eu/en
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Table 2.5: Comparison of Al cataloguing approaches

Work Scope Format of Use of
metadata standard-

ised vocab-
ularies

Repositories

Hugging Face Data/- | Dataset/Model | JSON o

Model Hub

Kaggle dataset /- | Dataset/Model | HTML o

model repository

Al-on-Demand Al assets | JSON o

(AlIoD) platform (dataset, model,

services)

Approaches

Croissant [143] Dataset JSON-LD

MLDCAT-AP [146] ML models JSON-LD

DPCat [141] GDPR’s ROPA | Turtle

tices originated from the Al community—for compliance with the Al Act’s
documentation obligations [148]. The work by Hupont et al. [93], which in-
vestigates the 6 most widely-used Al and data documentation approaches for
their alignment with the implementation of documentation provisions, con-
cludes that Al Factsheets [149] offers a higher overall degree of information
coverage, followed by Model Cards [147] and the Al Classification Frame-
work proposed by OECD [94]. The research also demonstrates that while
data-related information elements are well-covered by most documentation
approaches, particularly Datasheets for Datasets [134], the Dataset Nutri-
tion Label [150], and the Accountability for Machine Learning framework
[151], they fail to fully cover technical information requirements related to
AT systems. This finding is further strengthened in a follow-up comparative
analysis of 36 Al system, model, and/or dataset documentation practices,
which demonstrates the overall alignment of documentation practices with
transparency requirements of the EU Al Act and other recent EU data and
AT initiatives, and spots a gap in representing the information related to Al
systems in its entirety and its context of use [152].

Given the strong emphasis on the intended use of Al and the central role
of the risk management documentation within the AI Act, the remainder
of this section focuses only on frameworks for documenting Al uses and Al
risks.
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2.5.2 Al Use Documentation Approaches

When it comes to Al systems, it has been increasingly recognised that
context matters. The AI Act’s high-risk Al classification in Annex III is
a reflection of the fact that how and where Al is used significantly affects
the types and severity of risks it imposes. Documentation of Al uses also is
desired by the AT community [153], however in practice AT use documentation
approaches are not common [154]. This subsection reviews a few recent
documentation approaches focused on Al use.

Use Case Cards [64] extends UML use case diagram and its respective
documentation to present the intended purpose of Al systems, aligned with
the requirements of the EU AI Act. The Use Case Card’s diagram distin-
guishes between those behaviours of system that are implemented by Al and
non-Al use cases. In addition to the common fields in use case documentation
such as the flow of the use case, Use Case Cards’ template contains informa-
tion regarding context of use, scope, and application area of the Al system.
The template also includes a field to indicate the product(s) in which the Al
system is used. The information provided within a Use Case Card aims to
facilitate determining the risk level of Al systems according to the Al Act’s
risk classification. The Use Case Cards has been developed by researchers
based in JRC and validated by EU policymakers.

2
@
m
2
(7]
m

<use case name as a short active phrase> <Al system name>

o <description of all forms on which the Al system is deployed (e.g.

§ Context of use characteristics of the specific i i or i setting)

3 and of the hardware on which it is intended to run> (max 100 words)

g Scope <use case as intended by the provider> (max 100 words) Actor
3
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Action
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<.>
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----- explicitlyinto a base use case.

Main course

Extensions Branching action
<alternate paths to the la dition causing
main scenario> <> \ <condition causing branching>
<list of open issues and foreseeable misuses of the system that should be taken
into account, if any>

Open issues

Figure 2.10: An overview of Use Case Cards [64]

AT Usage Cards [137] provides an approach for documenting use of Al,
specifically in academic research processes. The documentation is therefore
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focused on reporting content generated using Al in different phases of re-
search such as literature review, data collection, writing, and coding. One
of the key features of the AI Usage Cards is inclusion of risk management
measures applied to eliminate or mitigate risks.

2.5.3 AI Risk Documentation Approaches

The survey conducted by Konigstorfer and Thalmann reveals that Al
documentation should “support risk management” and has to “ensure that
the AI can be used safely” [153]. Therefore, risks and ethical considerations
are key in Al documentation. Although many existing documentation ap-
proaches include potential risk and misuses, disclosing risk assessments and
actual measures in place to address them is not a common practice. In the
following, the recently-proposed approaches for Al risk documentation are
reviewed.

The AI Impact Assessment Report Template [155] is basically a
documentation framework centred around use of an Al system and its risks
for Al impact assessments required by the EU Al Act, NIST’s AT RMF [2],
and ISO/IEC 42001 [37] on Al management systems. The template consists
of 5 sections wherein the system’s use, risks, mitigation measures, benefits,
and risk reporting information are described. The template uses the contri-
butions of this work regarding the set of concepts for describing intended pur-
pose (use), which will be discussed in Subsection 3.2.1. This documentation
template has been developed through a co-design process with involvement
of Al practitioners and compliance experts.

RISKCARDS [156] is focused on documenting risks specifically associ-
ated with language models. RISKCARDS breaks down information about
a risk into the following: details of context and application of the language
model, type of harm as per existing tazonomies of risks and harms, impacted
entities, pre-conditions required for a harm to be materialised, and sample
prompts with the corresponding language model output. In terms of limi-
tations, the RISKCARDS misses the measures to eliminate or mitigate the
harm.

AT Risk Profiles [157] provides a two-fold template for documenting
and reporting risk of Al use cases in both detailed and summarised forms.
AT Risk Profiles has been built upon risk scenarios to provide information
about risk management including risks, impacts, and the related mitigation
measures. In addition, it incorporates information regarding the use case
and lists the regulations and standards the system conforms to. To facilitate
creation of the Risk Profiles and further assist with Al risk assessments, the
documentation framework is accompanied by a high-level taxonomy of Al
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risks, which provides 9 categories of risks.

In the context of the AI Act, a noticeable work directly related to risk
management and technical documentation requirement of the Act is the
tool proposed for verification and documentation of quality management
systems [7]. This tool focuses on risk and data management requirements
(Article 9 and Article 11), as components of an Al quality management sys-
tem. The tool creates a technical documentation, which partially covers the
requirements of the Act. This documentation is created utilising the user’s
input concerning the system’s qualities, e.g. performance and explainability,
and its risks. Notably, the tool’s risk management system component uses
the contributions of this work in regard to the 5 concepts for determining
risk level, which will be presented in Subsection 3.2.1.

2.5.4 Comparison of AI Use and Risk Documentation
Approaches

Table 2.6 provides a comparison of the reviewed Al use and risk docu-
mentation frameworks on the grounds of following criteria, which are based
on the documentation requirements of the AI Act (refer to Subsection 3.4.2):

1. What is the scope of documentation? This criterion reflects whether
the documentation provides a holistic view of an Al system, as required
by the AI Act, or only incorporates information regarding specific com-
ponents or aspects of the system.

2. Does the documentation include technical information regrading the
system? This criterion aims to determine whether technical specifica-
tions of the Al system are included, as required by technical documen-
tation of the AI Act.

3. Does the documentation include information about the context wherein
the system is used? This criterion aims to determine whether informa-
tion about the use of the system, also known as intended purpose by
the Act, is included.

4. Does the documentation provide information related to risk manage-
ment system, e.g. risks, impacts, and control measures? This is
to ensure that the documentation approach is transparent regarding
risk management and supports risk management documentation, as
required by the AI Act, Article 9.
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5. Were the requirements of the AI Act considered in the design of the
documentation framework? Or has its alignment with the AT Act been

explored?

6. Is the documentation represented in a structured machine-readable for-
mat? This criterion addresses the use of semantic models and also hints
at the potential of the documentation framework to support Al gover-
nance and RegTech tools.

7. Does the documentation include a summarised view?

This criterion

aims to reflect whether the documentation framework considers stake-
holders with non-technical knowledge.

Table 2.6: Comparison of Al use case and risk documentation approaches
(a black circle (o) indicates that the criterion has been satisfied and a blank

circle (o) indicates that the criterion has not been fulfilled)

Work Scope Tech. Context| Risk | Al Stru- | Summ-
of use Act | ctured| arised

Use Case | Al use case | o ° o ° o °
Cards [64]
Al  Usage | Useof Al'in | o ° ° o ° )
Cards [137] | research
Al Impact | Al impact | e ° ° ° o o
Assessment assessment
Report
Template
[155]
RISKCARDS| Language o o ° ° o )
[156] models risk

assessment

& docu-

mentation
AT Risk Pro- | Risk of AI | e ° ° ° o °
files [157] use cases
Risk  Man- | Al Act’'s | o . ° ° o °
agement risk and
System data man-
tool [7] agement

systems
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2.6. Findings

2.6 Findings

The state of the art review presented in this chapter revealed that the
AT Act has opened new avenues for both theoretical and empirical research.
While the research on the AI Act per se is not mature—which is no surprise
given its recent publication—the extensive body of work on trustworthy Al,
as well as compliance with digital regulations, in particular the GDPR, can
be linked to requirements of the AI Act.

The landscape of Al risk taxonomies seems to be evolving at a rapid
pace, which is to some extent due to the increased attention from policy-
makers worldwide, as well as the public awareness of Al harms. While plu-
rality of Al risk taxonomies is required, a caveat is that these efforts form a
highly-fragmented and logically inconsistent landscape, with no simple way
to compare and/or collate various Al risk taxonomies. This raises the ne-
cessity for common, standardised, and interoperable representation of Al
risk taxonomies, which can be realised through adoption of Semantic Web-
based approaches. The state of the art ontologies associated with Al risks
have not yet devoted much attention to this direction. However, they illus-
trate an uptake in the studies that address some of trustworthy Al issues
through standardised, machine-actionable, extensible, and interoperable se-
mantic models.

While AI documentation approaches have become increasingly prevalent
as a transparency measure, providing a holistic view of Al use cases has been
overlooked in the state of the art. Additionally, the existing documentation
formats are primarily designed for human consumption, without any practical
tools that support (semi-)automated generation, continuous updating, and
auditing of documentation.

Concluding this chapter, this thesis acknowledges the growing body of
work on RegTech solutions, regardless of their use of Semantic Web tech-
nologies, that aim to facilitate navigation of the Al Act.
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CHAPTER
THREE

ANALYSIS OF THE AT ACT

This chapter addresses the first research objective (RO1) by providing an
analysis of the Al Act to identify the information requirements. First, Sec-
tion 3.1 describes the methodology for conducting the analysis. Then, Sec-
tion 3.2 investigates the Al Act’s classification of Al systems into high-risk
and prohibited categories to address RO1(a). Section 3.3 explores the spec-
ification of intended purpose of Al systems to address RO1(b). Section 3.4
provides an analysis of risk management and technical documentation for
high-risk AT systems (RO1(c)). Finally, Section 3.5 investigates registration
requirements for Al providers and deployers (RO1(d)).

This chapter reflects the interdisciplinary aspect of this research as it
delves into the AI regulation and standardisation domains to capture re-
quirements for semantic models and mechanisms that assist with the AT Act
compliance tasks. It is important to note that this thesis does not aim to
provide legal interpretations; it rather offers a conceptualisation of the Al
Act’s legal text. In doing so, it highlights the existing ambiguities in the le-
gal text which may affect the analysis. In addition, in the absence of official
guidelines and harmonised standards, this thesis uses relevant ISO/IEC stan-
dards (mentioned in Subsection 1.2.2), without intending to examine their
sufficiency in fulfilling the requirements of the Al Act.

3.1 Methodology for Analysis and Conceptu-
alisation

As mentioned earlier, during the time this research was undertaken, multi-
ple AT Act mandates were published by authorities (refer to Subsection 1.2.1
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3.1. Methodology for Analysis and Conceptualisation

for the list of mandates). Thus, it was essential to carry out the analysis
using a progressive and iterative methodology that enables ongoing updates.

To understand the information requirements of the Act, the first iteration
involved scrutinising the text to identify articles, annexes, and recitals that
are relevant to each sub-objective outlined in RO1. The identified provi-
sions were then analysed to capture information requirements for developing
ontologies and guiding the implementation of Semantic Web-based mecha-
nisms.

The subsequent iterations, which were triggered by publication of the
mandates throughout the legislative process, included a preliminary review to
determine the extent of changes affecting the previously conducted analysis.
With new information requirements identified, the analysis was refined and
the already-developed ontologies and mechanisms were updated. The number
of refinement iterations varies for each part of the analysis, depending on the
extent of changes to the provisions, the time frame in which the analysis was
conducted, and the purpose of the iteration. An overview of the iterations
for each part of the analysis is shown in the Table 3.1. Among these, changes
to Annex III caused significant updates to analysis of high-risk Al systems
(RO1(a)) and, in turn, to VAIR (refer to RO2 for the related objective and
see Subsection 4.3.1 for the effect of the updates) and SHACL shapes for
determining high-risk Al system (refer to RO3a for the relevant objective and
see Section 5.1 for the shapes). These revisions provided evidence regarding
the suitability of Semantic Web-based approaches for easily updating the
ontology and SHACL shapes in accordance with the future amendments to
Annex III.

Important to mention that the analysis provided in this chapter is based
on the final version of the Al Act [5], except the detailed analysis of technical
documentation (outlined in Annex IV), which is based on the Commission’s
proposal [28]. This is because the analysis of Annex IV was conducted and
further validated in collaboration with the Joint Research Centre (JRC) prior
to the publication of the final version, thus any subsequent changes could
compromise the validation. The investigation of the final text has shown that
the extent of changes required to update the Annex IV analysis is minimal,
which asserts the continued relevance and validity of the detailed analysis of
technical documentation presented in this thesis.
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Table 3.1: An overview of analysis iterations

RO Analysis of No. of Justification
iterations
Annex IIT high-risk AT | 5 Considerable changes during
RO1(a) the legislative process

Annex I high-risk Al 1 No changes (the Union har-
monisation legislation is al-
ready enacted)

Prohibited Al practices | 2 Timing (the analysis was con-
ducted as per the Corrigen-
dum and the final versions)

RO1(b) | Intended purpose of Al | 1 No changes to the definition of
systems intended purpose during the
legislative process

Risk management re- | 4 Ensuring all changes are re-

RO1(c) | quirements flected, given the central role
of this requirement in the Al
Act

Technical documenta- | 1 The analysis was conducted

tion requirements in collaboration with the JRC
researchers and further vali-
dated by them

RO1(d) | Registration  require- | 2 Timing (the analysis was con-
ments ducted as per the Corrigen-
dum and the final versions)

3.2 The AI Act’s Risk-Based Classification
Rules

The classification rules for high-risk Al systems, defined in Article 6,
specifies two distinct set of conditions based on the modality of the AI sys-
tem—which can be a product, a safety component of a product, or an Al
application. An Al system is deemed to be high-risk if it meets either of the
following conditions:

e An Al system that is referred to in Annex III.

e An Al system that is a product or a safety component of a product,
covered by the Union harmonisation legislation (Annex I) and needs to
undergo the third-party conformity assessment under that legislation.

Among these two overall conditions for high-risk Al systems, the Al uses
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cases described in Annex III, with the possible exception of the use case listed
under the area of critical infrastructure, primarily refer to situations where
fundamental rights are more in need of protection, while the main concerns
with most of the systems that fall under the already regulated domains,
listed in Annex I, are related to health and safety [158]. However, it cannot
be presumed that neither critical infrastructure high-risk use cases nor Annex
I AT systems impose minimal harm to fundamental rights.

The following addresses ROla by identifying the information require-
ments that are needed to determine whether an Al system should be clas-
sified as high-risk under Annex IIT of the AI Act. This analysis aims to
discover a minimal set of concepts that enable providing unique specifica-
tions for each of the high-risk categories, in alignment with the definition of
intended purpose.

3.2.1 Annex III High-Risk AI Systems

Annex IIT describes 25 categories of high-risk Al systems under 8 areas,
where a brief description for each category is provided. For example, under
the area of Fducation and vocational training (Annex III, point 3), 4 partic-
ular uses of Al are specified as high-risk, with one of them being described as
follows: “Al systems intended to be used for monitoring and detecting prohib-
ited behaviour of students during tests in the context of or within educational
and vocational training institutions at all levels” (Annex III, point 3(d)).

To enable codification of Annex III high-risk Al systems, the “core con-
cepts” whose combination makes an Al system high-risk were identified
through unsupervised manual annotation of all of the 25 high-risk categories
described within Annex III. In the first iteration, each of the categories was
individually annotated based on an intuitive understanding of the AI Act to
uncover the key characteristics, in form of atomic concepts that make that
specific category high-risk (an example of the annotation for Annex III, Point
5(a) is depicted in Figure 3.1). Consecutively, the identified concepts were
clustered together and revised to identify the minimum set of concepts that
enable expressing the categories in a way that they can be sufficiently differ-
entiated. The final analysis revealed 5 concepts whose various combinations
express different categories of Annex III high-risk AI. These 5 concepts are
expressed in the following questions:
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Domain Domain

5. Access to and enjoyment of essential private services and essential public

services and benefits:

Deployer Deployer
(a) Al systems intended to be used by public authorities or on behalf of
Purpose Al Subject

public authorities to evaluate the eligibility of natural persons for essential

public assistance benefits and services, including healthcare services, as well
Purpose Purpose Purpose Purpose

as to grant, reduce, revoke, or reclaim such benefits and services;

Figure 3.1: Analysis of the high-risk condition described in Annex III, Point
5(a)

1. In which domain is the Al system used?
2. What is the purpose of using the Al system?

3. What is the capability employed by the AI system to achieve the
purpose?

4. Who is the deployer of the Al system?

5. Who is the AT subject?

In the above mentioned questions, domain represents the area or sector
the AI system is intended to be used in. Purpose is a concept that refers
to the end goal of using an Al system within a use case. In this, purpose is
distinguished from the Al Act’s intended purpose, which is a compound
concept incorporating the intended use, and the specific context and con-
ditions (refer to Section 3.3 for more detail). The AI system’s capability
enables realisation of the purpose and reflects the technological capability;
for example biometric identification is the capability used towards achieving
the purpose of remote identification of people. AI deployer is “a natural
or legal person, public authority, agency or other body using an AI system
under its authority”, as defined by Article 3(4). AI subject refers to the
entity who is subject to the use or influence of Al; a person entering a terri-
tory is the Al subject in an Al system used for assessing the risk of irreqular
immigration. Using these 5 concepts to determine if an Al system classifies
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as high-risk under Annex III is a novel structure that is neither defined in
the AI Act nor the state of the art.

Combinations of values assigned to the concepts, which can be treated as
rules for high-risk uses for Annex III’s high-risk applications, are illustrated
in Figure 3.2 and represented in detail in Appendix C. If an Al system
meets at least one of these conditions, it is likely to be high-risk. Notably,
uses referred to in Annex III can be categorised as non-high-risk when they
do “not pose a significant risk of harm to the health, safety or fundamental
rights of natural persons”, except when they perform profiling of individuals
(Article 6(3)). The AI Act makes the conditions for this derogation explicit
by providing types of purposes for which the system intended to be used,
which includes:

e Performing a narrow procedural task,
e Improving the result of a previously completed human activity,

e Detecting decision-making patterns or deviations from prior decision-
making patterns,

e Performing a preparatory task to an assessment relevant for the pur-
poses of the use cases listed in Annex III.

AT providers who believe their system is non-high-risk, though it meets
Annex III conditions, have to document the related (risk) assessment that
has led to this conclusion (Article 5(4)). In addition, such providers need
to register their systems into the EU database, as will be discussed in Sec-
tion 3.5. It is therefore essential to carefully assess whether an Al system is
high-risk or not, prior to placing the system into market or putting it into
service, noting that misidentification of high-risk AI systems as non-high-risk
can lead to up to EUR 15 million or 3 percent of the total worldwide annual
turnover and can likely cause the system to be removed from the EU market.

The Commission is granted the authority to amend Annex III by modi-
fying existing conditions, adding new high-risk uses, and removing existing
ones through adoption of delegated acts (Article 6(6) and Article 7). While
foreseeing the future types of Al system that will emerge is challenging, re-
peating the exercise of analysis over the change history of the AI Act is the
closest existing proxy to show how the conceptualisation supports the Annex
1T revision mechanism. As such, the exercise of analysis was performed 5
times for the following key mandates:
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Figure 3.2: Describing high-risk Al uses as per Annex III, AT Act using the

5 concepts

e The European Commission’s proposal [28], published in April 2021,

e The Council of EU’s Common Position [29], issued in November 2022

by the Czech presidency,

e The European Parliament’s mandate [31], published in June 2023,

e The Corrigendum [33], published in April 2024,

e The final version of Al Act [5], published in the Official Journal of the

European Union in July 2024.

In these iterations, the first analysis was focused on identification of the

core concepts.

The consecutive iterations focused on verification of the 5
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identified concepts for describing high-risk conditions, as these were iterated
through the legislative process. Despite the amendments applied to the high-
risk conditions throughout the legislative process, the analysis illustrated that
all the various high-risk Al categories can be adequately described using the
5 concept model in a way that the categories are sufficiently differentiated.
The modification of values assigned to each concept for describing a high-

risk use case is supported through applying changes to the rules defined using
SHACL, as will be discussed in Section 5.1.

3.2.2 Annex I High-Risk AI Systems

For background in the context of implementation of EU product rules,
the Old Approach refers to the traditional manner in which national author-
ities drew up technical legislation, providing detailed texts containing all the
necessary technical and administrative requirements [9]. The New Legisla-
tive Framework (NLF) refers to the most recent approach of the EU for
product safety legislation, adopted in July 2008, which is restricted to essen-
tial requirements and leaves the technical details to FEuropean harmonised
standards [9]. As mentioned earlier the AT Act follows the NLF structure,
with its classification rules for high-risk Al systems interlinked to existing
EU product safety regulations. Annex I of the Al Act provides a list of
this existing law in two sections (Section A and Section B), representing EU
product safety regulations and directives. While the 12 pieces of legislation
that are listed in Section A follow the EU’s NLF structure, the 5 pieces of
legislation listed under Section B follow the Old Approach [158, 8].

When an Al system is a product or a safety component of a product within
the scope of at least one of the Annex I regulations and is subjected to third-
party conformity assessment, it is considered to be high-risk (Article 6(1)).
Therefore, for determination of Annex I high-risk Al systems, it is necessary
to first examine the scope of each of the regulations outlined in Annex I
and second assess the need for third-part conformity assessments therein.
With the long-standing presence and enforcement of product safety law, less
legal uncertainty is expected in regard to determination of Annex I high-risk
systems, compared to Annex III. Additionally, analysis of these regulations
requires extensive domain-specific knowledge, which is not possessed by the
author. Given the depth of regulations outlined in Annex I, a full assessment
is not feasible. Therefore, rather than undertaking an analysis of all of these
regulations, this section explores the potential of the 5 concepts identified for
determining Annex IIT high-risk AI, previously presented in Subsection 3.2.1,
in sufficiently expressing two of the Annex I high-risk Al systems, in way that
they can be adequately differentiated.
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EU Directive on Safety of Toys

There is a considerable growth in the Al-enabled smart toys market, as
reported by the Market Research Future group [159], which has provoked
debates around risks and ethical concerns in relation to such toys (see [160]
and [161]). Given that the primary users of Al-enabled toys are minors, and
considering their potential applications in educational settings [162], such
toys have the potential to significantly impact fundamental rights. Thus,
within Annex I, Directive 2009/48/EC on the Safety of Toys [163] emerges
as a key regulation that, in combination with the AI Act, addresses the risks
caused by Al toys.

The scope of the EU Directive on the Safety of Toys includes “Products
designed or intended, whether or not exclusively, for use in play by children
under 14 years of age”, with a few exceptions (vide Article 2(2) of the Di-
rective). If a product that meets the aforementioned definitions is an Al
system or has an Al-based safety component, therefore it is likely to fall into
the AI Act’s high-risk Al category; examples are Mattel’s Hello Barbie! and
Wonder Workshop’s Dash robot for use in classrooms?. Analysis showed that
for conceptualisation of the scope, from the list of 5 concepts, purpose and
AT subjects can be used. Given that the classification of the AI Act also
covers the safety components of Annex I products, modality is considered
as a new concept to reflect the form in which the Al system is placed on
the market. Based on this discussion, the scope of the directive is expressed
as combination of system’s modality, purpose, and Al subjects, as shown in
Table 3.2. These concepts can be used for determining potentially high-risk
AT toys as per Annex I, Point 2; however further analysis is required for as-
sessing if such toys require third-party conformity assessment under the EU
Directive on the Safety of Toys.

Table 3.2: Conceptualisation of high-risk AI systems covered by the EU
Directive on the Safety of Toys [163]

Modality Purpose AT Subject
Product Use in play Children under 14
Safety component Safety function of toys Any

! Discontinued due to privacy concerns.
Zhttps:/ /www.makewonder.com /en /classroom /
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EU Medical Devices Regulation (MDR)

There has been a huge amount of Al investment in the medical and health-
care sectors for drugs, cancer, molecular, and drug discovery [164], resulting
in increased concerns around risk of using Al in the medical domain [165].
Within the EU, the Medical Devices Regulation (MDR) [166] aims to ensure
safety of medical devices through a risk-based approach. The similarities
in the legislative instruments of the MDR and the AI Act, as well as the
convergence between the requirements arising from both [167], underscore
the critical role the interplay between the MDR and Al Act play in the Al
regulatory landscape.

The scope of the MDR includes: (i) medical devices for human use and
accessories for such devices, (ii) clinical investigations concerning the afore-
mentioned medical devices and accessories, and (iii) products without an
intended medical purpose (e.g. contact lenses) listed in Annex XVI of the
MDR. Based on this scope, as well as the definition of medical devices in
Article 2(1) of the MDR, high-risk AT systems according Annex I, Point 10
of the Al Act can be expressed using combination of domain, purpose, and
AT subjects, as shown in Table 3.3. Similar to toys, safety function of medi-
cal devices is high-risk under the AT Act. For this reason and to accurately
declare specific types of medical devices, the concept of modality is employed.

As emphasised earlier, full assessment of Annex I high-risk Al systems was
not feasible in this thesis. The partial examination of two of the Union har-
monisation legislation demonstrated that the 5 concepts used for describing
Annex III rules are not adequate for expressing Annex I high-risk cate-
gories. In addition, the results cannot be generalised for all the Annex I
categories, due to the limited scope of the analysis. Therefore, with the cur-
rent knowledge, the extent to which the 5 concepts can assist in determining
Annex I high-risk Al is inconclusive. However, this section demonstrates that
the overall approach for conceptualisation is promising and has the potential
be extended to include Annex I conditions.
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Table 3.3: Conceptualisation of the Al Act’s high-risk Al systems covered
by the Medical Devices Regulation [166]

Modality Domain Purpose Al Subject
Instrument, Medical - Diagnosis, prevention, mon- | Natural per-
apparatus, itoring, prediction, prognosis, | son
appliance, treatment or alleviation of
software, disease
implant, - Investigation, replace-
reagent, ma- ment or modification of the
terial anatomy or of a physiological
or pathological process or
state
- Providing information by
means of in vitro examination
of specimens derived from the
human body, including organ,
blood, and tissue donations
Medical, ad- | Clinical investigations con- | Any
ministration cerning medical devices and
of justice accessories
Specific type | Any Purposes other than medical | Natural per-
of medical son
products
(Annex XVI
of MDR)
Safety com- | Medical Safety function of medical de- | Any
ponent vices that fall under the MDR

3.2.3 Prohibited AI Practices

The AT Act prohibits provision and deployment of certain Al systems that
impose unacceptable risk to health, safety, and fundamental rights. With a
penalty up to EUR 35 million or 7 percent of the offender’s total worldwide
annual turnover, whichever is higher (Article 99(3)), misidentification of pro-
hibited Al systems is highly consequential. The list of prohibited Al practices
is provided in Chapter II, Article 5, whereby 8 main categories are speci-
fied. Within this list, 4 categories are prohibited under all circumstances,
while exception rules are defined for the other 4. In relation to prohibited
Al systems, the Commission is required to provide an annual report on the
use of real-time remote biometric identification systems in publicly accessible
spaces for law enforcement purposes (Article 6(7)). Further, the Commission
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is required to annually assess the need for amending the list of prohibited
Al practices and report the findings to the European Parliament and the
Council (Article 112). However, it is not clear whether this review will lead
to revising the scope of prohibited systems, given that amending the list of
prohibited systems through delegated acts is not considered (refer to Article
97 wherein the conditions for adopting delegated acts is specified).

This section aims to identify the essential information elements needed
to determine prohibited Al system as per Article 5. Building on top of
the information elements for determining high-risk Al systems, the following
steps were followed to create a framework for determining prohibited Al
practices:

1. Identify the 5 concepts from each prohibited condition described in
Article 5(1),

2. Determine whether the 5 concepts are sufficient to describe prohibited
AT practices in a unique way that sufficiently distinguish them from
each other,

3. Where the 5 concepts are not sufficient, identify the minimal set of
additional concepts needed for describing the prohibited Al condition.

Conceptualisation of Prohibited AI Systems

Similar to conceptualisation of high-risk Al systems, this analysis aims
to identify the minimum set of concepts that are adequate to uniquely de-
scribe prohibited AI practices. Following the steps outlined above, Article
5(1) clauses that describe prohibited Al practices were annotated and de-
constructed into atomic concepts that shape prohibited conditions. As an
example, annotation of Article 5(1a) is shown in Figure 3.3.

The annotation showed that from the 5 previously identified concepts,
deployer does not play a role in determination of prohibited Al practices. In
addition, it revealed 4 additional concepts that are: data processed by the
system, locality of use, consequence, and impact. Locality of use refers
to the environmental area in which the system is used, for example publicly
accessible spaces. Consequence refers to the immediate negative effect of
using the system, whether it leads to harms to individual, groups, and society.
Impact expresses the overall effect of the system on individual, groups, and
society or not. These concepts are expressed in the following questions:
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Article 5 (1)

(a) the placing on the market, the putting into service or the use of an Al system that deploys
Capability Capability Capability
subliminal techniques beyond a person’s consciousness or purposefully manipulative or deceptive
Al Subject
techniques, with the objective, or the effect of materially distorting the behaviour of a person or a
Al Subject
group of persons by appreciably impairing their ability to make an informed decision, thereby

causing them to take a decision that they would not have otherwise taken in a manner that causes
Im pact
or is reasonably likely to cause that person, another person or group of persons significant harm.

Figure 3.3: Analysis of prohibited AI practice described in Article 5(1a)

1. In which domain is the Al system used?

2. What is the purpose of using the Al system?
3. What is the capability of the Al system?

4. What data is processed by the Al system?

5. Who is the AT subject?

6. What is the locality of use?

7. What is the consequence of using the system?

8. What is the empact of using the Al system?

A summary of the conditions is illustrated in Figure 3.4 and the detailed
analysis is presented in Appendix B. In the following, the reasoning behind
the key design decisions made in this conceptualisation is discussed.

Discussion on the Key Design Decisions in Conceptualisation of
Prohibited AI Conditions

Prohibited AI practices are described using a broadly interpretable ter-
minology. Though definitions of the concepts related to biometrics-based
systems are provided in Article 3, there is a crucial lack of established def-
initions for the core concepts used in describing Article 5(1a), specifically
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Figure 3.4: Describing Article 5(1) prohibited conditions using the 8 concepts

definitions for subliminal, manipulative, and deceptive techniques [79, 78,
77]. Given that the scope of prohibited practices heavily relies on how these
concepts are interpreted [78], the body of literature on defining subliminal
techniques and manipulation in the context of the EU Al Act is growing
(see [78, 168, 79]), however at the time of writing, there is no authoritative
guidelines published in this regard. Therefore, this work highlights the need
for clear definitions for subliminal, manipulative, and deceptive techniques
and represents them as Al capabilities.

The wording used in Article 5 (1a) and (1b) suggests that materially
distorting behaviour can be either an objective or an effect of employing an Al
system. As an objective, behaviour distortion can be conceivably interpreted
as the characteristics of targeted advertising and personalised content. As it
is highly unlikely that an AI provider explicitly declares purpose of its system
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as behaviour distortion, the analysis considers it as a consequence.

Another challenge is dependency of some prohibited systems (Article 5
(1a), (1b), and (1c)) on what some scholars call the “harm requirement” |8,
6]. In terms of conceptualisation, the harm requirement can be expressed
using two concepts of consequence and impact. As mentioned earlier, in Sub-
section 1.3.1, consequence refers to the immediate negative influence followed
by the use of an Al system and impact defines the harmful impacts, resulting
from materialisation of consequence, on individuals, groups, and society. For
example, in Article 5(1a), as shown in Figure 3.3, impaired decision making
is a consequence that can potentially lead to significant harms (impact) to
the person, third-parties, or groups. In this, impact could be broken down
into more granular concepts, namely impacted stakeholder and severity of
impact, however in the absence of thresholds for significance of harm [168§]
and guidelines on its types, they are not included in the conceptualisation.
As will be demonstrated in Chapter 4 and Chapter 5, through adoption of
Semantic Web, the framework for determining risk category can be further
expanded as guidelines become available.

3.3 Intended Purpose of Al Systems

Within the Al Act, there is a strong emphasis on intended purpose, which
is described as the use of the system as specified by the provider. A descrip-
tion of the intended use of a high-risk Al system is required and must be
accompanied by information about context and conditions of use (Article
3(12)). Intended purpose should be stated in instruction for use (Article 13)
and technical documentation (Annex IV), and should be submitted upon
the registration of high-risk AI systems into the EU database (Annex VIII).
These imply a need for transparent communication of intended purpose.

Intended purpose is also a key element in assessing the risk category that
an Al system belongs to under the Al Act [64]. In addition, this thesis argues
that intended purpose is where the Al Act requires the provider to specify
the benefits of the system. This, then addresses the concerns raised in [55]
regarding the lack of risk-benefit analysis in the Act.

Approaching RO1(b), this section provides a minimal, clear, and com-
parable descriptive structure for expressing the intended purpose of an Al
system. Given the link between assessing the risk category and the intended
purpose of the system, the 5 concepts identified for determination of high-risk
AT in Subsection 3.2.1 are proposed. From the additional elements for de-
termination of prohibited Al practices (Subsection 3.2.3), locality of use and
data processed by the system are proposed to be included to better capture
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the context of use. These concepts also allow transparent and minimal ex-
pression of the conditions that Al system should not be used in, i.e. precluded
uses, as required by Recital 72 of the Al Act.

To facilitate sharing the intended purpose, this thesis proposes expressing
it as a part of a use policy that incorporates intended purposes (of use),
precluded uses, and the conditions of use. While the provider might consider
a myriad of conditions for using a given system, for the purpose of this work,
the scope of the policy only includes two conditions that are directly tied
to deployers’ legal obligations and require transparent declarations from the
provider, which are (i) implementing human oversight measures identified
by the provider as per Article 14(3b) and (ii) risk and incident reporting
referred to in Article 26(5). According to this scope, the questions that
shape a minimal set of requirements for Al use policies are:

1. What is the intended purpose(s) of the Al system?
2. What is the precluded use(s) of the Al system?

3. To use the system as intended, what human oversight measure(s)
should be implemented by the deployer?

4. What are the risk reporting obligations of the deployer?

3.4 Risk Management and Technical Docu-
mentation Requirements for High-Risk Al
Systems

The AI Act outlines 7 key requirements for high-risk Al systems in Chap-
ter III, Section 2 (see Table 3.4). The onus of ensuring that a high-risk Al
system is compliant with these requirements is on providers of the system
(Article 16). To accomplish this, the provider is mandated to put a quality
management system in place (Article 17).

Considering the risk-centred nature of the AI Act, the risk management
system requirement takes the lead in ensuring that the potential harms of Al
are reduced to an acceptable level through continuous identification, evalua-
tion, and mitigation of risks across the Al system’s entire lifecycle. Demon-
stration of compliance with the high-risk Al requirements, including risk
management system, entails maintaining, querying, and sharing information
about the AI system and its risk management in the form of technical doc-
umentation (Article 11). Given the strong link between documentation and
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Table 3.4: Requirements of high-risk Al systems as per Chapter III, Section
2 of the Al Act

Article| Title Key requirement

9 Risk  management | Establish, implement, document, and main-
system tain a risk management system

10 Data and data gover- | Ensure training, validation, and testing
nance datasets are of high quality and representa-

tive, and ensure that measures are in place to
detect or correct biases

11 Technical documen- | Generate technical documentation with ele-
tation ments, set in Annex IV, in a way that it
demonstrates conformity with the Act’s re-
quirements
12 Record-keeping Ensure traceability through automatic record-
ing of events (logs)
13 Transparency  and | Generate instructions for use and share them

provision of informa- | with Al deployers
tion to deployers
14 Human oversight Identify and implement human oversight mea-
sure to address risks to health, safety, or fun-
damental rights

15 Accuracy, robustness | Ensure appropriate level of accuracy, robust-
and cybersecurity ness, and cybersecurity

risk management to ensure compliance, this section investigates Articles 9
and 11 to address RO1(c), which ultimately aims at identification of the key
AT and risk information elements that should be documented.

3.4.1 Article 9 - Risk Management System

For each high-risk Al system, it is mandatory to establish, implement,
document, and maintain a risk management system—"*“a continuous iterative
process planned and run throughout the entire lifecycle of a high-risk Al sys-
tem, requiring reqular systematic review and updating.” (Article 9(1)). Risk
management system documentation also should be included within the tech-
nical documentation (Annex IV, Point 5). Given that the scope of the Act
is limited to essential requirements, it does not specify the details required
to be featured in the documentation of risk management system. Therefore,
to elaborate on the information obligations, the analysis uses two ISO/IEC
standards that are candidate for harmonisation:

e ISO/IEC 42001 - Information technology — Artificial intelli-

76



3.4. Risk Management and Technical Documentation Requirements for
High-Risk AI Systems

gence — Management system [37], published in December 2023,
is a key and certifiable standard that offers a framework to assist with
implementation of Al management systems, which is defined as “set
of interrelated or interacting elements of an organization to establish
policies and objectives, as well as processes to achieve those objectives”
(ISO/IEC 42001, 3.4). Since compliance with the high-risk AI obli-
gations—including risk management—should be ensured through im-
plementation of a quality management system (Article 17), ISO/IEC
42001 can potentially play a key role in addressing risk management
requirements.

e ISO/IEC 23894 - Artificial intelligence — Guidance on risk
management [39], published in February 2023, extends the ISO 31000
risk management guideline [40] specifically for Al system. The aim of
ISO/IEC 23894 is to guide organisations in managing Al risks through
integration of risk management tasks into AI development tasks or any
activity that incorporates Al.

The grounds for selecting these two standards are: first, ISO/TEC 42001
follows the “harmonised approach” for management system standards (MSS),
that defines a unified and consensus-based template for all ISO manage-
ment system standards [169]. Historically, ISO management system stan-
dards have been harmonised for conformity with the requirements of the
EU product safety regulations [170], notably in regard to the medical de-
vices and toys [171]. In implementation of the requirements of the Al Act
under a quality management system, ISO/IEC 42001 is a key standard. Al-
though it is in partial alignment with the requirements of the Act [38], it
can be integrated with other management systems that are already in place
to address other applicable Union harmonisation legislation. In addition,
ISO/IEC 42001 is closely linked to risk management, requiring organisations
to establish an AI risk assessment process and have a plan for treating Al
risks. Second, the conformity assessment process under a quality manage-
ment system aligns well with the ISO/IEC 17000 series, also known as the
ISO CASCO toolbox?®, which provides a set of conformity assessment tools
to support certification and accreditation based on management systems.
Worth mentioning that standards from the ISO 17000 series are already har-
monised in relation to conformity assessment and CE marking mechanism
in the NLF (see the list of harmonised standards in [170]). Based on these,
this thesis considers ISO/IEC 42001 as a strong candidate for structuring the
process for compliance with the Al Act.

3https://casco.iso.org/toolbox.html
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In regard to risk management, ISO /TEC 23894, which extends ISO 31000,
has the potential to be used in sync with AT management systems (ISO/IEC
42001). This is due to the fact that ISO/IEC 23894 is a guideline that can be
customised and even integrated with an Al management system. In relation
to harmonisation, ISO/IEC 23894 has been reported as a “valuable guid-
ance”, yet insufficient for compliance with Article 9 requirements [38]. while
well-known standards, such as NIST’s Al Risk Management Framework (Al
RMF) [2] and IEEE Std 7000’s process for addressing ethical concerns [43],
can also be helpful in compliance with the Act, the mechanism for presump-
tion of conformity only applies to harmonised European standards and com-
mon specifications, as per Article 40. Therefore, in the existing landscape of
risk standardisation, ISO/IEC 23894 is a key candidate for harmonisation in
relation to risk management, as requested in the standardisation request [13].

The requirement of technical documentation in regard to risk manage-
ment is stated in the following statement: “a detailed description of the
risk management system in accordance with Article 9”7 (Annex IV, Point
5). Based on the above mentioned discussion, ISO/IEC 42001 and ISO/IEC
23894 were used as a sources to expand on the minimum information ele-
ments that should be featured within the risk management documentation.
The identified information elements are listed in Table 3.5 and Table 3.6.
In this analysis, the overall structure of Al management systems was used
for extracting key organisational activities required for implementation of
AT risk management systems. For each activity, information requirements
were identified from both ISO/IEC 42001 and 23894 (for a summary of the
analysis see Figure 3.5). This information can be categorised into 4 overall
categories:

e Information about the context of the Al system and the organisation,
for example, the Al system’s intended purpose and the role of the
organisation in relation to the system.

e Details of the risk management system in place, e.g. the policies, re-
sponsibilities, and resources required for implementation of the risk
management system itself. This category of information is relevant to
the ISO/IEC 23894’s Al risk management framework, whose intention
is to help with Al governance and integration of Al risk management
activities into an organisation’s existing processes.

e Documentation of risk management processes across different phases:
planning (ex-ante), operation (ongoing), and post-operation (ex-post).

o Results of Al risk management, which can be represented in artefacts
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produced throughout the risk management process, e.g. risk assess-
ment documentation that lists the identified Al risks, their likelihood,
severity, sources, consequences, and impacts.
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* Results of Al risk assessments
* Results of Al risk treatments
* Results of Al impact assessments
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Table 3.5: Risk management information elements extracted from ISO/IEC
23894 and ISO/IEC 42001 - part 1

ID source Information element
4-1 Article 9 & Annex IV(5) | Description of Al risk management system
4-1-1 ISO/IEC 42001 (4.1), | Role of the organisation in relation to the Al
ISO/IEC 23894 (5.4.1) | system
4-1-2 ISO/IEC 42001 (4.1), | External context of AI system
ISO/IEC 23894 (5.4.1)
4-1-3 ISO/TEC 42001 (4.1), | Internal context of Al system
ISO/IEC 23894 (5.4.1)
4-1-3-1 ISO/IEC 42001 (4.1) Intended purpose of the Al system
4-1-4 ISO/IEC 42001 (4.2) Needs and expectations of stakeholders (in-
terested parties) in regard to AI risk man-
agement
4-1-5 ISO/IEC 42001 (4.3) Scope of Al risk management system
4-1-6 ISO/IEC 42001 (5.2) AT risk management policies
4-1-7 ISO/IEC 42001 (5.3) Al management system roles and responsi-
bilities
4-1-8 ISO/IEC 42001 (6.1) AT risk management (documented informa-
tion)
4-1-8-1 ISO/IEC 23894 (6.3.2) | Scope of Al risk management
4-1-8-2 ISO/IEC 23894 (6.3.2) | AI risk management objectives
4-1-8-3 ISO/IEC 23894 (6.3.2) | AI risk management tools
4-1-8-4 ISO/IEC 23894 (6.3.2) | AI risk management techniques
4-1-8-5 ISO/IEC 23894 (6.3.2) | Al risk management resources
4-1-8-6 ISO/IEC 23894 (6.3.2) | AI risk management responsibilities
4-1-8-7 ISO/IEC 23894 (6.3.3) | Internal context of Al system
4-1-8-8 ISO/IEC 23894 (6.3.3) | External context of Al system
4-1-8-9 ISO/IEC 23894 (6.3.4) | AI Risk criteria (for evaluation of risk signif-
icance)
4-1-8-10 ISO/IEC 23894 (6.4), | AI risk assessment (documented informa-
ISO/IEC 42001 (6.1.2) | tion)
4-1-8-10-1 ISO/IEC 23894 (6.4.2) | AI risk identification (documented informa-
tion)
4-1-8-10-1-1 | ISO/IEC 23894 (6.4.2.2) | Assets and their value
4-1-8-10-1-2 | ISO/IEC 23894 (6.4.2.4) | Risk sources
4-1-8-10-1-3 | ISO/IEC 23894 (6.4.2.3) | Entities associated with risk sources
11-810-1-4 | ISO/IEC 42001 (6.1.2) | Risks
4-1-8-10-1-5 | ISO/IEC 23894 (6.4.6), | Consequences
ISO/TEC 42001 (6.1.2)
4-1-8-10-1-6 | ISO/IEC 23894 (6.4.6), | Impacts
ISO/IEC 42001 (6.1.2)
4-1-8-10-1-7 | ISO/IEC 23894 (6.4.5), | Controls
ISO/IEC 42001 (6.1.2)
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Table 3.6: Risk management information elements extracted from ISO/IEC

23894 and ISO/IEC 42001 - part 2

ID source Information element
4-1-8-10-2 ISO/IEC 23894 (6.4.3) | AI risk analysis (documented information)
4-1-8-10-2-1 | ISO/IEC 23894 (6.4.3.3) | Assessment of (likelihood) of risk sources
4-1-8-10-2-2 | ISO/IEC 23894 (6.4.3.3) | Assessment of (likelihood) of risks
4-1-8-10-2-3 | ISO/IEC 23894 (6.4.3.2) | Assessment of (likelihood and severity) of
consequences
4-1-8-10-2-4 | ISO/IEC 23894 (6.4.3.2) | Assessment of (likelihood and severity) of
impacts
4-1-8-10-3 ISO/IEC 23894 (6.4.4) | Alrisk evaluation (documented information)
4-1-8-11 ISO/IEC 23894 (6.5), | Al risk treatment (documented information)
ISO/IEC 42001 (6.1.3)
4-1-8-11-1 ISO/IEC 42001 (6.1.3) Statement of applicability
4-1-8-11-1-1 | ISO/IEC 23894 (6.5.2 & | Controls
6.4.5), ISO/IEC 42001
(6.1.3)
4-1-8-11-1-2 | ISO/IEC 42001 (6.1.3) | Control objectives
4-1-8-11-1-3 | ISO/IEC 23894 (6.5.2) | Residual risk
4-1-8-12 ISO/IEC 42001 (6.1.4) | AI system impact assessment
4-1-9 ISO/IEC 42001 (6.2) AT quality objectives
4-1-10 ISO/IEC 42001 (6.3) AT management system change plan
4-1-11 ISO/IEC 42001 (7.1) AT risk management resources
4-1-12 ISO/IEC 42001 (7.2) Documented information about competence
4-1-13 ISO/IEC 42001 (8.1) Documented information about operation of
processes
4-1-14 ISO/IEC 42001 (8.2) Results of Al risk assessments
4-1-15 ISO/IEC 42001 (8.3) Results of Al risk treatments
4-1-16 ISO/IEC 42001 (8.4) Results of Al impact assessments
4-1-17 ISO/IEC 42001 (9.1) Result of Al risk management system mon-
itoring, measurement, analysis and evalua-
tion
4-1-18 ISO/IEC 42001 (9.2) Documented information about implementa-
tion of the audit programme
4-1-19 ISO/IEC 42001 (9.2) Audit results
4-1-20 ISO/IEC 42001 (9.3) Documented information about Al risk man-
agement system review
4-1-21 ISO/IEC 42001 (9.4) Documented information about non-

conformity and corrective actions
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3.4.2 Article 11 - Technical Documentation

Technical documentation is an essential document in assessing legal com-
pliance with high-risk Al requirements, as stated in Article 11. The elements
of technical documentation are described in Annex IV at a high-level. The
preliminary analysis of Annex IV reveals that technical documentation is a
compound document incorporating other documents required by the Act.
Figure 3.6 summarises the Al Act’s required documentation for high-risk Al
systems and illustrates how they are related to each other.

To help with the generation and auditing of technical documentation, a
minimum set of information elements is outlined in Annex IV, which is sub-
ject to the European Commission’s potential amendments (Article 11(3)).
Annex IV serves as a primary template wherein information elements are
described with varying degrees of detail, with the majority articulated in a
high-level manner. For example, the requirement for documenting risk man-
agement is succinctly stated as: “A detailed description of the risk manage-
ment system in accordance with Article 9”. It is therefore clear that further
guidelines, templates, or standards are essential to support the implemen-
tation of Article 11. In the current standardisation landscape, of relevance
to the Act’s technical documentation is ISO/IEC DIS 12792 on Al trans-
parency taxonomy [44], which provides terminology for and a taxonomy of
information elements to assist in provision of transparency in Al systems.
At the time of writing, ISO/IEC 12792 is a draft international standard and
is subject to potential changes, therefore it is not included in the analysis.
Its exclusion is also justified on the grounds of the Commission’s standardi-
sation request [13], which does not demand European standards specifically
for technical documentation.

It is important to mention that the analysis was conducted based on the
Commission’s proposal [28], as it was conducted and validated in collabo-
ration with the JRC before the publication of the final ATl Act. However,
the examination of the final version revealed minimal changes to Annex IV,
which impacts the analysis provided in Appendix D negligibly.

To serve its purpose, technical documentation needs to be extensive and
detailed. However, this thesis focuses only on capturing the information
requirements from Annex IV to the extent necessary for addressing risk
management; rather than establishing a comprehensive set of information
elements required to be documented for compliance with the AI Act. Addi-
tionally, information regarding processes need to be excluded to fit the scope
of the thesis defined in Subsection 1.2.3. Informed by the analysis of Annex
IV and in collaboration with JRC researchers, the key Al and risk informa-
tion requirements were identified. These requirements are presented in the

82



3.4. Risk Management and Technical Documentation Requirements for
High-Risk AI Systems

Instruction For Use EU Declaration of Conformity
(Art. 13) (Art. 18 & 48, Anx. V)
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Figure 3.6: Documentation requirements for high-risk Al systems according
to the Al Act

form of competency questions (CQ), that will be employed in development
of the ontologies in Chapter 4 as part of their requirements and will be used
in forming queries for document generation in Section 5.3. Further, these
questions shape the AI Cards—the documentation framework that will be
introduced in Chapter 6. The competency questions, which are categorised
thematically, are:

1. General Information

CQ1-1. What is the version of the Al system?

CQ1-2. What is the modality of the Al system?

CQ1-3. What techniques are used in the Al system?

CQ1-4. Who is the Al provider?

CQ1-5. Who is the Al developer?

2. Intended use (purpose)

CQ2-1. What is the domain in which the AI system intended to used in?

CQ2-2. What is the purpose of the Al system?

CQ2-3. What is the capability of the Al system?

CQ2-4. Who is the deployer of the Al system?

CQ2-5. Who is the Al subject?

CQ2-6. What is the locality where the system is used?

3. Components
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CQ3-1. What is the input of the system?
CQ3-2. What is the output of the Al system?
CQ)3-3. What are the incorporating components of the system?
CQ3-4. For each component:
CQ3-4-1. What is the version of the component?
CQ3-4-2. What is the type of the component?
CQ3-4-3. What is the link to the component’s documentation?
4. Data Processing
CQ4-1. What processing does the Al system perform on data?
CQ4-2. For each processing:
C'Q4-2-1. What is the legal basis for processing?
CQ4-2-2. What data is processed?
CQ4-2-3. For each data, what is the source?
5. Human Involvement
CQ5-1. What is the level of automation?
CQ5-2. Who are the Al subjects?
CQ5-3. Who are the Al end-users?
CQ5-4. For each Al subject and end-user:
CQ5-4-1. Is the involvement intended?
CQ5-2-2. Is the involvement active?
C(Q5-2-3. Is the involvement informed?
CQ5-2-4. What is the level of control over the Al outputs?
6. Risk Profile
CQ6-1. For each risk:
CQ6-1-1. What is the risk?
CQ6-1-2. What is the risk source?
CQ06-1-3. What is the consequence?
CQ6-1-4. What is the impact?
CQ6-1-5. Who is impacted?
CQ6-1-6. What is impacted?
CQ6-1-7. What is the likelihood of the risk source/risk/consequence/im-
pact?
CQ0-1-8. What is the severity of consequence/impact?
CQ6-1-9. What measures are in place to detect/mitigate/eliminate
risk source/risk/consequence/impact?
CQ6-1-10. What is the residual risk after applying the measures?
7. Quality
CQ7-1. What qualities are measured in regard to the Al system?
CQ7-2. For each quality, What is the quality measurement?
8. Pre-determined change
CQ8-1. For each pre-determined change:
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CQ8-1-1. Which entity is changed?

CQ)8-1-2. What is the frequency of change?

CQ8-1-3. What is the purpose of change?

9. Compliance & Certification

CQ9-1. Which regulations does the system comply with?
CQ9-2. Which standards does the system conform to?
CQ9-3. Which codes of conduct does the system follow?

3.5 Article 49 - Registration Requirements

Under the AT Act, providers and deployers of Annex IIT high-risk AT sys-
tems and providers of non-high-risk Annex III systems, i.e. systems that
meet the conditions of Annex IIT but are considered as non-high-risk by the
provider, are required to register their systems into the EU database (Ar-
ticle 49). According to Article 71, the EU database should be set up and
maintained by the European Commission, in collaboration with the Mem-
ber States. It shall be “accessible and publicly available” (with some excep-
tions), provided in a “user friendly manner”, and should be “easily navigable
and machine-readable”. The EU database aims to act as an instrument for
the Commission and the Member States to facilitate monitoring the current
uptake of Annex III Al systems—regardless of their associated risk cate-
gory—within the EU market and to serve as a transparency measure for
sharing information regarding such systems with the public (Article 71 and
Recital 131). The EU database therefore is a key data interoperability point
between the Commission, Al providers, Al deployers, and the public.

Table 3.7 provides a summary of the registration provisions specified in
Article 49. As shown in the table, the list of information elements that
should be registered and their level of openness, i.e. publicly accessible
or not, depends on the role of the registrant and the type of the system.
In this, notably, submitting information regarding incorporating Al models,
whether they are general-purpose or not, is not needed. However, information
about general-purpose AI models should be made available to downstream
AT providers that intend to use the model within their systems (Article 53).

Annex VIII, wherein the information to be submitted upon the registra-
tion of high-risk AI systems is outlined, was analysed to identify the general
information that should be provided when registering an Al system into
the EU database. Detailed information, such as the system’s logic, instruc-
tions for use, and summary of fundamental rights impact assessment are not
included, due to their descriptive nature and the lack of guidelines. In ad-
dition, for the general description of the general-purpose Al model, the key
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information elements listed in Annex XII, Point 1, were included to enable
representation of Al components in the ontologies (Chapter 4). Table 3.8
shows the key information elements extracted from Annex VIII and XII.
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Table 3.7: Registration requirements for high-risk Al systems under the EU Al Act

AT Act | Al System Where? What Informa- | Who? When?
Article tion?
49(1) High-risk as per Annex III, | Public EU | Annex VIII (A) Al provider or au- | Before placing on the
P.3,4,5,8 database thorised representa- | market or putting into
tive service
49(1) & | High-risk as per Annex III, | Non- Annex VIII (A), | Al provider or au- | Before placing on the
(4) P.1,6,and 7 public EU | points 1 to 10 (ex- | thorised representa- | market or putting into
database cept 6, 8, and 9) tive service
49(2) Meets Annex III, P. 2, 3, | Public EU | Annex VIII (B) Al provider or au- | Before placing on the
4, 5, 8 conditions but non- | database thorised representa- | market or putting into
high-risk as per assessment tive service
of the provider
49(2) & | Meets Annex III, P. 1, 6, | Non- Annex VIII (B), | Al provider or au- | Before placing on the
(4) and 7 conditions but non- | public EU | points 1 to 5 and | thorised representa- | market or putting into
high-risk as per assessment | database points 8 and 9 tive service
of the provider
49(3) High-risk as per Annex III, | Public EU | Annex VIII (C) AT deployer (public | Before putting into
P. 3,4,5,8 database authorities, Union | service or using
institutions, bodies,
offices, or agencies)
49(3) & | High-risk as per Annex I1I, | Non- Annex VIII (C), | Al deployer (public | Before putting into
(4) P. 1,6, and 7 public EU | points 1 to 3 authorities, Union | service or using
database institutions, bodies,
offices, or agencies)
49(5) High-risk as per Annex III, | Register Not mentioned Not mentioned Not mentioned

P. 2

at national
level
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Table 3.8: Key information elements to be registered into the EU database

Annex \ Clause

\ Requirement

Information about operators, including providers and deployers

Al, Bl Al provider’s name

Al, Bl AT provider’s address

Al, B1 AT provider’s contact details
VIII C1 Al deployer’s name

C1 AT deployer’s address

C1 AT deployer’s contact details

Information about AI system

A4, B4 Al system’s trade name
A4, B4 AT system’s additional reference
A5, B5 AT system’s intended purpose
VIII A7, B8 Al system’s market status
A10, B9 Countries where system is available

Information about components, i.e. datasets and models

A6 Data used by the system
VIII A6 Input data used by the system
A5, B5 Component’s intended purpose
- Al models used within the system
1-1b Model’s use policy
XII 1-1c Model’s date of release
1-1g Model’s input data
1-1g Model’s output data
1-1h Model’s license

3.6 Bridging the Analysis to the Thesis Arte-
facts

The analysis provided in this chapter sets out the functional requirements
of the ontologies (AIRO and VAIR), which will be introduced in Chapter 4,
and contributes is specification of the Semantic Web-based approaches and
mechanisms to assist with the AT Act compliance tasks regarding risk man-
agement, documentation, and registration, which will be detailed in Chap-
ter 5 and Chapter 6. For a better navigation, a more accurate representation
of how this chapter provides inputs to the subsequent chapters is illustrated
in Table 3.9.
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Table 3.9: Bridging the analysis of the Al Act (provided in this chapter) to

the thesis artefacts

Analysis of

Functional requirements for

Section 3.2. Risk-based classifica-
tion (Article 5 & Article 6)

Chapter 4. AIRO and VAIR

Subsection 3.2.1. Annex III high-
risk Al

Section 4.3. Population of VAIR
Section 5.1. Rules to be expressed
by SHACL shapes

Section 3.3. Intended purpose (Ar-
ticle 3(12))

Chapter 4. AIRO and VAIR
Section 5.2. The profile for Al use
policies (AIUP)

Subsection 3.4.1 Risk management
(Article 9) &

Subsection 3.4.2. Technical docu-
mentation (Article 11)

Chapter 4. ATIRO and VAIR
Section 5.3. SPAQRL queries for
generating documentation

Chapter 6. Al Cards framework

Section 3.5. Registration require-
ments (Article 49)

Chapter 4. AIRO and VAIR
Section 5.4. The profile for cata-
loguing AT systems (AICat)

89




CHAPTER
FOUR

ATRO AND VAIR: ONTOLOGIES FOR THE ATl ACT

Building on the initial conceptualisation in Chapter 3, this chapter ad-
dresses RO2 by developing two ontologies: (i) AIRO (AI Risk Ontology) that
provides a minimal set of concepts and relations for modelling Al use cases
and (ii) VAIR (Vocabulary of AI Risks) that is a specialisation of AIRO pro-
viding instances within a formal taxonomy. This means that AIRO contains
the foundational concepts and VAIR is where the changes, potentially intro-
duced through the previously mentioned delegated acts, reside. This modular
design enables development of various extensions of AIRO and VAIR, whose
overlaps and inconsistencies can be easily identified.

In the remainder of this chapter, Section 4.1 discusses the methodology
used for developing the ontologies. Section 4.2 and Section 4.3 introduce
ATRO and VAIR, respectively. Section 4.4 provides proof-of-concept regard-
ing how AIRO and VAIR can be used in modelling Al use cases. Finally,
Section 4.5 discusses the potential benefits and applications of AIRO and
VAIR.

4.1 Methodology for Ontology Engineering

The development of both ATRO and VAIR follows the Linked Open Terms
(LOT) methodology [56]—a lightweight methodology for developing ontolo-
gies and vocabularies that consists of four overall steps: requirements spec-
ification, implementation, publication, and maintenance. Grounded in ex-
tensive experience in ontology engineering, each step is supported with a
set of useful tools, methods, and guidelines, that assist in the development
of ontologies. Further, LOT’s iterative workflow makes it an appropriate
methodology for managing changes throughout the development process, in
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particular to reflect the changes that emerged from various mandates of the
AT Act. LOT’s alignment with industrial practices, its collaborative approach
that considers coordination of various actors (including domain experts) in
ontology development, and its flexible and iterative approach, facilitate fu-
ture efforts to extend the ontologies. In creation of the ontologies, Noy and
McGuinness’s “Ontology Development 101”7 guideline [172] are also utilised
to follow best practices.

,--New mandate

P New Requirements----===-=----1 Analysis of the Al Act 7"~ 'New Requirements

fRequiremenlsJ

/—>L0ntology requirements specification Jﬁ

Approaches & tools < ,:

———
Ontology implementation D S—
development

! I

Ontology quality evaluation

v

[[Ontology documentation & publication

v

\—L)l Ontology maintainance J

Ontology development
(from LOT methodology)

Figure 4.1: Ontology development methodology (the grey-coloured box illus-
trates that evaluation is not covered in this chapter)

A summary of the steps followed for creating AIRO and VAIR is illus-
trated in Figure 4.1 and is described in the following:

1. Ontology requirements specification: Based on the analysis presented in
Chapter 3, the functional requirements are specified in 4 sets of com-
petency questions addressing (a) identification of high-risk Al systems,
(b) describing intended purpose of Al systems, (c¢) documentation of
AT and risk information, and (d) registration of high-risk Al systems
into the EU database.
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2. Ontology implementation: In this phase, the concepts, their definitions,
and relations are primarily derived from the AI Act. As discussed in
Subsection 1.2.2, where the details required for satisfying the compe-
tency questions are not provided by the Al Act, the information mod-
elling utilises ISO/IEC standards. The ontologies are encoded in OWL
2 Web Ontology Language [49] using Protégé ontology editor [173].
Additionally, for representing concepts in VAIR, the W3C SKOS data
model [50] is used. In the encoding process, existing vocabularies for de-
scribing metadata and existing relevant ontological resources are reused
(see Subsection 4.2.3). It is worth mentioning that the ontologies re-
viewed in Subsection 2.3.3 were identified as improper for reuse, mainly
due to the fact that they are not aligned with the AI Act.

3. Ontology evaluation: AIRO and VAIR are evaluated against the compe-
tency questions to ensure their sufficiency in addressing those questions.
Their quality is ensured by following the W3C Data on the Web Best
Practices [59], and FAIR best practices for vocabularies and ontologies
[62]. They are tested iteratively using OOPS! (OntOlogy Pitfall Scan-
ner!) [60] and FOOPS! (ontology pitfall scanner for FAIR principles)
[174], as will be discussed in Subsection 7.3.2. AIRO and VAIR are also
evaluated through their application in modelling Al use cases (see Sec-
tion 4.4). In addition, their applicability in (a) determining Annex III
high-risk AI systems, (b) expressing Al intended purposes within a use
policy, (¢) documentation of Al and risk information, and (d) catalogu-
ing Al systems for registration into the EU database is demonstrated
in Chapter 5.

4. Ontology documentation and publication: The HTML documentation
is created in a semi-automated process using the ReSpec template!—
a common template for W3C specifications. WIDOCO [175], a well-
known tool for automated generation of ontology documentation, is
not used due to its limitations in supporting grouping of taxonomies of
concepts [57]. Both AIRO and VAIR use permanent URLs (PURLSs)
using the W3ID service? and are made available online at https://
w3id.org/airo and https://w3id.org/vair under the CC-BY-4.0 license?,
allowing free reuse, distribution, and modification conditioned upon
appropriate attribution. Both ontologies are indexed in the Linked

Thttps://www.w3.org/respec/
Zhttps://w3id.org/
3https://creativecommons.org/licenses/by/4.0/deed.en
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Open Vocabularies (LOV) registry* and published in Zenodo for better
findability and accessibility.

5. Ontology maintenance: During the time this research has been carried
out, the Al Act was undergoing the legislative process and therefore
requirements and concepts derived from the Act needed to be revised
as newer versions were published. Additionally, multiple drafts of the
relevant ISO/IEC standards were published over the course of the last 4
years, which to some extent influenced the ontology design. AIRO and
VAIR have been iteratively updated following the LOT methodology
in order to keep requirements, implementation, and documentation up
to date.

4.2 AI Risk Ontology (AIRO)

ATRO provides a formal representation of Al systems and their risks as
per the EU AI Act. As emphasised before, the Al Act only defines essential
requirements and relies on future harmonised standards and common speci-
fications for supporting its interpretation and implementation. With no such
standards available at the time of writing, AIRO uses existing international
standards as sources to extract concepts and their relations.

4.2.1 Iterative Development of AIRO

The first iteration of the development, in 2021, employed the following
standards from ISO’s well-known 31000 series on risk management: ISO
31000:2018 on risk management guidelines [40] and ISO Guide 73:2009 on risk
management vocabulary [41], which was later replaced by ISO 31073:2022
Risk management — Vocabulary [42]. This replacement required the sources
(dct:source) to be updated, however it did not impact the design of AIRO.
With official publication of ISO/IEC 22989 [36] in 2022, the AI concepts
and definitions were revised. While the terms used within the AT Act and
ISO/IEC 22989 are overlapping, in some cases definitions and taxonomical
relations are not exactly the same. In the process of development, the AT Act
served as the primary resource and therefore definitions from standards were
used when there was a lack of definition for a specific concept in the AT Act.
Another round of revision was conducted when ISO/IEC 23894 [39] on Al
risk management was published in 2023. Given that this standard relies on
the definitions provided in ISO 31000:2018, ISO 31073:2022, and ISO/IEC

4https://lov.linkeddata.es/dataset /lov/
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22989:2022, AIRO’s concepts and definitions did not require any changes to
be aligned with ISO/IEC 23894. In addition to the aforementioned stan-
dards, the definitions provided in ISO/IEC TR 24028:2020 — Overview of
trustworthiness in artificial intelligence [176] were used for some of the Al-
related concepts. Further, the definition for Standard was extracted from
Regulation (EU) No 1025/2012 on European standardisation [12], as the Al
Act relies on the definition of harmonised standards in this regulation. Ta-
ble 4.1 shows the non-ontological sources from which definitions for ATRO
concepts were extracted. To ensure tractability, from the Dublin Core Meta-
data Terms [177], dct:source is used to link the concepts to the source
wherein they are defined.

Table 4.1: Non-ontological sources of AIRO

Source No. of | AIRO Concepts
concepts
The AI Act, Article 3 5 AT Systemn, AT Operator, AT

Deployer, AI Provider, General
Purpose AI Model

ISO 31073:2022 [42] 8 Risk Source, Hazard, Threat,
Vulnerability, Consequence, Risk
Control, Frequency, Likelihood

ISO/IEC 22989:2022 [36] | 3 AI Component, Stakeholder, AI
Developer

ISO/IEC TR | 2 AT User, AI Model

24028:2020 [176]

Regulation (EU) No |1 Standard

1025/2012 on European
standardisation [12]

In addition to the iterations triggered by publication of standards, AIRO
was revised throughout the Al Act’s ordinary legislative process to incorpo-
rate the changes introduced in different phases®. The extent of changes to
AIRQO’s concepts and relations were minimal, primarily affecting the defini-
tions extracted from Article 3 of the Act.

It should be noted that in the process of ontology development, initially
all the concepts were included in a single ontology. As the ontology expanded
with population of the concepts, it became less reusable and more complex to
manage. Therefore, the ontology was broken down into a minimal ontology

°For the historic timeline of the AI Act refer to https://artificialintelligenceact.eu/
developments/.
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(ATIRO), that provides foundational concepts and relations, and a separate
vocabulary (VAIR) extending ATRO with hierarchies of instances.

4.2.2 AIRO Overview

AIRQO’s core concepts and relations are illustrated in Figure 4.2. The
upper half shows the main concepts required for describing a specific use of
an AI System (green boxes), and the lower half represents key concepts for
expressing Risk (yellow boxes). The relation hasRisk links these two halves
by connecting risk to an Al system or a component of the system. AIRO
incorporates 56 classes, 61 object properties, and 3 data properties. 10 of
the concepts, 9 of the object properties, and all of the data properties are
reused from existing ontologies (see Subsection 4.2.3 for details).

[ Al Capability ] [ Purpose ] { Domain } isProvidedB Al Provider
T > AlOperator |
_ hasPurpose~  isAppliedWithinDomain isDeployedB) Al Deployer :
Al Technique - !
hasCapability | |
. ; Al Subject
usesTechnique——— | Al System hasAlSubject
.
Modality hasModality hasAlUser
Al User
hasComponent

|

isUsedWithinLocality
Locality Of Use
Al Ci it
SIS [ Area Of Impact } [ Stakeholder

l‘\ Concepts regarding Al system and its use

nnnnn

hasConsequencz—)[ Consequence }haﬂmpacb[ Impact J

e

Risk Source isRiskSourceFol

i

i exploitsVulnerability

¥ :
T " T . H rdfs:subClassOf
Vulnerability Risk Concept FmodmesﬂlskConcep Risk Control | f——
| airo property
! Hopropels,

LisFoIlowedByComml i | Labels

Concepts regarding risk

Figure 4.2: Overview of AIRO’s main concepts and relations

The core concepts related to the use of an Al system are as follows:

e Domain: indicates the area, sector, or industry in which the AI system
is used.

e Purpose: specifies end goal for which the system is used.

e Locality 0f Use: specifies the locality the system is designed to be
used within, e.g. publicly accessible spaces.
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e AI User: refers to any individual or group that interacts with a system
(ISO/IEC TR 24028, 3.43).

e AT Subject: represents an entity that is subject to or impacted by the
use of Al

Regarding technical details, the key concepts are:

e AT Technique: refers to computer science approaches and techniques
used in development of a system, e.g. supervised machine learning.

e AT Capability: refers to the capability of an Al system that enables
realisation of the system’s purposes, e.g. facial recognition.

e AT Component: specifies incorporating components of the system.

e Modality: indicates the way or type in which the system exists, e.g.
service.

The key actors involved in the Al development and deployment that are
modelled in AIRO are as follows:

e AI Provider: is a natural or legal person, public authority, agency or
other body that develops an Al system or a general-purpose Al model
or that has an Al system or a general-purpose Al model developed
and places it on the market or puts the Al system into service under
its own name or trademark, whether for payment or free of charge

(Article 3(3)).

e AT Deployer: is any natural or legal person, public authority, agency
or other body using an Al system under its authority except where the

AT system is used in the course of a personal non-professional activity
(Article 3(4)).

e AT Developer: is an organisation or entity that is concerned with the
development of Al services and products (ISO/IEC 22989, 5.19.3.2).

e AT Operator: refers to a provider, product manufacturer, deployer,
authorised representative, importer or distributor (Article 3(8)).

Concerning risk, the key concepts are:
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e Risk: The AI Act defines risk as “the combination of the probability
of an occurrence of harm and the severity of that harm”. Risk in ISO
31073 is defined as “effect of uncertainty on objectives”, with a note in-
dicating that the effect can be negative, positive, or both. While both
definitions provide quantitative perception of risk, ISO 31073 considers
a broader scope of effects by including positive impacts, compared to
the AT Act that only focuses on harms, i.e. negative effects. On another
hand, the AI Act’s definition of risk, together with the language used
throughout its text, indicates a focus on harm to fundamental rights,
health, and safety, whereas ISO focuses on broad organisational objec-
tives. Based on this and the discussion provided in Subsection 1.3.1,
ATRO considers a novel definition of Risk as the state of uncer-
tainty associated with an AI system, that has the potential to
cause harms and is expressed in terms of risk sources, conse-
quences, impacts, likelihood, and severity. hasRisk relation is
used to associate a specific risk to an Al system or a component of the
system.

e Vulnerability: refers to properties of an entity, e.g. Al system or Al
component, resulting in susceptibility to a risk source (ISO 31073:2022,
3.3.21 with modifications).

e Risk Source: indicates the element which alone or in combination has
the potential to give rise to risk (ISO 31073:2022, 3.3.10). Threat and
Hazard are both types of risk sources that have potential to cause harm.

e Consequence: is the direct outcome of a risk that affects objectives
(ISO 31073:2022, 3.3.18, event is replaced with risk for better accuracy).

e Impact: represents the outcome of a consequence on individuals, groups,
society, and environment. While consequence indicates the direct out-
come of a risk on objectives, which may or may not involve external
entities, the notion of impact puts emphasis on the effect and influence
on individuals, groups, and society. This distinction addresses the con-
cern raised by Soler et al. [38] in regard to non-alignment of ISO/IEC
and Al Act, rooted in organisation-focused view of risks in ISO/IEC
documents that misses the Al Act’s centre of attention: the effect of
AT on individuals’ health, safety, and fundamental rights.

e Risk Control: ISO 31073 defines risk control as a measure that main-
tains and/or modifies risks®. In AIRO, risk control is not restricted

61SO 31073:2022, 3.3.33
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to risks and indicates a measure that is applied to detect, mitigate, or
eliminate risk sources, risks, consequences, or impacts.

To enhance flexibility in modelling various Al use cases, domain or range
of some properties are not restricted to any concepts, for example for airo:hasRisk,
no domains is specified. Another design decision made concerning object
properties in AIRO is the exclusion of inverse relations to avoid redundancy
and maintain simplicity. AIRO is published online at https://w3id.org/airo”
under the CC-BY-4.0 license and is indexed in the linked open vocabularies
(LOV) registry at https://lov.]linkeddata.es/dataset/lov/vocabs/airo. Eval-
uation of ATIRO will be discussed in Section 7.3.

4.2.3 Ontology Reuse

In addressing competency questions, as per established Semantic Web
practices, where more specialised and well-known open ontologies exists, ap-
propriate concepts and relations are reused from them, rather than modelling
them from scratch. In AIRO, classes and properties from Data Protection
Vocabulary (DPV)® [57], Data Quality Vocabulary (DQV)? [178], Data Cat-
alog Vocabulary (DCAT) [54], and DCMI Metadata Terms [177] are reused.
The list of reused concepts and properties is presented in Table 4.2.

4.3 VAIR: A Vocabulary of AI Risks

The high-level model provided by AIRO is not sufficient for annotating
AT use cases, expressing rules for identification of the AI Act’s high-risk Al
systems, and documenting and registering Al and risk information. These
require enriching AIRO with specialisations of concepts that are represented
formally and organised in hierarchies. The Vocabulary of Al Risks (VAIR)
is a specialisation of AIRO, providing a taxonomy for expressing and ex-
changing information regarding Al systems and their risks aligned with the
requirements of the Al Act.

4.3.1 Iterative Development of VAIR

As previously mentioned, the first version of AIRO included key concepts
plus their specialisations, which were modelled as sub-classes. However,

"Also available on Zenodo at https://doi.org/10.5281 /zenodo. 10894952
8https://w3id.org/dpv/
Shttp:/ /www.w3.org/ns/dqv
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Table 4.2: Ontologies reused in AIRO

Source | Classes Object properties Data
prop-
erties

DCAT dcat:Dataset None None

DPV dpv:Processing, dpv:hasProcessing, None

dpv:Data, dpv:hasData,
dpv:SensitiveData, dpv:hasDataSource,
dpv:DataSource, dpv:hasDataSubject,
dpv:DataSubject, dpv:hasLegalBasis
dpv:LegalBasis

DQV dgv:QualityMeasurement,| dqv:hasQualityMeasurement,| dqv:

dgv:Metric, dqv:isMeasurementOf, value
dqv:Dimension, dqv:inDimension,
dqv:expectedDataType

DCT None None dct:
date,
dct:
title

emergence of new standards and publication of multiple Al Act mandates
have shown that while the key top-level concepts remain largely intact, new
sub-classes are likely to be iteratively identified from multiple sources as the
understanding of Al risks evolve over time.

Therefore, the instances were de-integrated from AIRO and provided un-
der the VAIR namespace. In this modular structure, AIRO acts as a foun-
dational ontology, including only key high-level concepts and relations, while
VAIR serves as a specialisation of AIRO that contains a taxonomy of these
key concepts. This design decision contributes to better reusability of AIRO
and VAIR, in particular for creating domain-specific risk taxonomies.

VAIR was updated iteratively, upon publication of different mandates
of the AI Act. In addition to the Al Act, the EU AI Watch’s!® Al taxon-
omy [179, 180] and ISO/IEC 22989:2022 on Al terminology [36] were used
to further populate VAIR.

Providing an exhaustive and commonly-agreed taxonomy in this thesis
was not practical, firstly, due to the extensive state of the art and non-
Semantic Web efforts to build Al risk taxonomies. Secondly, building such a
taxonomy requires involvement of stakeholders to build consensus around the

10 AT Watch is the European Commission’s JRC knowledge service on Al, that supports
development and uptake of trustworthy Al in the EU.
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taxonomy. Therefore, VAIR focuses on inclusion of the concepts that are es-
sential to satisfy the competency questions and are needed for implementing
the Semantic Web approaches that are in the scope of this thesis (listed in
RO3). The latter particularly includes specialisations for the 5 concepts iden-
tified for determining Annex IIT high-risk Al systems. With the publication
of the final version of the AI Act, some of the concepts extracted from the
Act mandates were no longer essential in implementation of the approaches,
however, for better comprehensiveness no concepts have been removed, but
the wording of some concepts has been modified for better clarity.

Regarding stakeholders’ involvement in the development process, as will
be discussed in Section 8.3.2, AIRO and VAIR have been proposed to the
W3C Data Privacy Vocabularies and Controls Community Group!! (DPVCG)
to be included in DPV through a consensus-based process.

4.3.2 Overview of VAIR

VAIR is a hierarchical taxonomy, providing a specialisation of AIRO’s
concepts and therefore serves as a vocabulary for expressing Al use cases in
an interoperable manner. VAIR is provided as an OWL 2 ontology where
the concepts are defined using both skos:Concept and rdfs:Class, with
hierarchical relations between them modelled using rdfs:subClass0f. This
promotes extensibility and reusability by enabling the concepts to be used
as both instances and classes in specification of an Al system.

In total, VAIR includes 402 classes, with the following thematically-
categorised taxonomies:

e AI: contains taxonomies of techniques (number of instances in the tax-
onomy: 17), capabilities (32), types of Al systems (13), components
(23), lifecycle phases (10), modality (4) and outputs (5).

e Use of Al: includes taxonomies for defining Al use cases namely pur-
poses (118) and domains (11). In addition, 7 levels of automation, 6
types of human involvement, and 6 modes of output controllability are
included (refer to Section 6.2 for more details).

e Risk: contains taxonomies of risk sources (44), consequences (4), im-
pacts (5), risk controls (20), and areas of impact (7).

e Stakeholder: contains types of Al operators (17) and Al subjects (17),
mainly extracted from Annex IIT of the Al Act.

Uhttps://www.w3.org/groups/cg/dpveg/
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e Document and standard: contains a list of documentation (13),
including those required for conformity assessments, and standards (23)
that can potentially be used in implementation of the Al Act.

VAIR is published online as an open resource under the CC-BY-4.0 license
at https://w3id.org/vair and is indexed in LOV at https://lov.linkeddata.
es/dataset /lov/vocabs/vair'?. Evaluation of VAIR will be presented in Sec-
tion 7.3.

4.4 Modelling Use Cases Using AIRO and
VAIR

This section aims to demonstrate the applicability of AIRO and VAIR in
modelling AT use cases and their associated risks. To this end, one synthetic
use case was created and two incidents from the ATAAIC were selected. The
criteria for creation and selection of use cases are described in the following:

e The initial analysis of the use case demonstrates that it is highly likely
to be classified as high-risk as per Annex III,

e The domains in which the systems are used should not overlap. This
is to demonstrate the capability of the ontologies to be used in and/or
extended for various domains,

e Diversity in types of harmful impacts is preferred in order to include
harms to health, safety, and fundamental rights.

e For use cases selected from the ATAAIC repository, documentation that
provides detailed information about the Al system and its risks should
be available. In this, topicality of the use case is preferred.

Based on these criteria, the following use cases were selected to be mod-
elled:

e Proctify: is a synthetic, but realistic, Al use case in the education
domain (referred to in Annex III, Point 3) for student proctoring. This
use case has been designed to show the potential of AIRO and VAIR,
without being restricted to model the information provided by third-
parties.

12 Also available on Zenodo at https://doi.org/10.5281/zenodo.10894914
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e Uber’s Real Time ID (RTID) (incident ID = ATAAIC0756): is a sys-
tem to verify the identity of Uber drivers using facial recognition. This
incident was selected as an example of Al systems used in the employ-
ment domain (Annex III, Point 4). The system has negatively affected
certain demographics and has led to violation of fundamental rights.

e The Spanish Ministry of the Interior’s Al system (VioGén) (incident
ID = ATAAICO0848): is an Al system that is being used for assessing
risk of domestic violence. This use case is related to both public services
(Annex III, Point 4) and law enforcement (Annex III, Point 6) domains.
The incidents caused by VioGén have already impacted health and
safety of victims of gender violence.

In the modelling process, each use case was initially annotated manually
using AIRO. If the identified individual, which was annotated as an rdf : type
of an AIRO concept, belonged to a more specific class in VAIR, then it was
defined as rdf:type of that specific VAIR class. If the individual matched
an owl:NamedIndividual in VAIR, it was replaced with the corresponding
VAIR concept. It should be emphasised that this exercise demonstrated
applicability by presenting how AIRO and VAIR can be utilised for mod-
elling use cases, rather than illustrating their comprehensiveness, given that
development of comprehensive Al risk ontologies was not feasible.

4.4.1 Proctify

To demonstrate the potential scalability and applicability of AIRO and
VAIR, and inspired by the use cases described in [63] and [64], an Al-based
student proctoring tool called Proctify is used as an illustrative proof-of-
concept. Under the Al Act, Al systems used in the education domain for
monitoring and detecting suspicious behaviour of students during tests are
considered high-risk (Annex III, Point 3(d)). Therefore, it is highly likely that
Proctify is classified as high-risk. It should be noted that the specification
of Proctify was created in collaboration with researchers from the European
Commission’s Joint Research Centre (JRC) who had practical experience in
development and legal analysis of facial analysis systems.

Proctify is intended to detect suspicious behaviour during online exams by
analysing facial behaviour from a student’s facial video captured throughout
the exam using a webcam. Prior to this, students have explicitly consented
to be recorded during the exam and informed that they must be alone in the
room. The system incorporates a graphic interface displaying an analysis
of the student’s face including the head pose, gaze direction, and face land-
marks’ positions. This extracted information is then provided as an input to

102



4.4. Modelling Use Cases Using AIRO and VAIR

SusBehavedModel, which has been trained in-house by the system’s provider
using SusBehavedDataset, to determine whether the student is displaying
suspicious behaviour, e.g. looking away from the screen, leaving the room,
or a third person detected in the room. Detection of suspicious behaviour
raises an alarm in the interface to inform and let the human oversight actors,
e.g. human instructors, take appropriate actions, e.g. communicating with
the student.

The machine-readable representation of Proctify using AIRO/VAIR in
Turtle serialisation is available online on GitHub'®. Figure 4.3 depicts a
visualisation of this representation, created using RDF Grapher!*.

Bhttps://github.com/DelaramGlp/airo/blob/main /usecase/proctify.ttl
YMhttps://www.ldf.fi /service /rdf-grapher
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Figure 4.3: Visual representation of the graph specifying Proctify
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4.4.2 Uber’s Real-time ID Check System

Uber’s facial recognition identification system, known as the Real Time 1D
(RTID), aimed to ensure that the driver’s account is not used by anyone other
than the registered Uber driver. When the system failed to recognise a person
for two consecutive times, the driver’s contract would be terminated and
their driver and vehicle licenses would be revoked. Multiple incidents were
reported concerning the system’s failure in verifying drivers, in particular
those belong to ethnic minorities or vulnerable groups, leading to unfair
dismissal of drivers (vide [181] and [182]). This system can be considered
high-risk as per Annex III, Point 4(b) as it is used to “make decisions affecting
terms of work-related relationships”. Figure 4.4 depicts the graph expressing
Uber’s Real-time ID Check use case using AIRO and VAIR, and is available

online'.

1]
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e proe “
hasPurpose
- N
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mitigatesRiskConcept

manual_human_review

Figure 4.4: Visual representation of the graph specifying the Uber’s Real-
time ID Check use case

4.4.3 VioGén Domestic Violence Risk Assessment Sys-
tem

The VioGén System is used by the Spanish law enforcement agencies to
determine the victim’s eligibility for police protection by assessing the likeli-

https://github.com/DelaramGlp/airo/blob/main /usecase /uber.ttl
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hood of a victim of gender violence to be assaulted by the same perpetrator
again [65]. Its use of statistical models to predict the risk faced by a victim
raised questions regarding the accuracy of its predictions since these would
be highly dependent on the quality of data fed into the models. The input
data was generated based on a questionnaire answered by victims who filed
a report. The ambiguity of questions and timing of questionnaire could have
lead to inaccurate or biased predictions, and if the score was not modified
by police officers, the victims would not receive the police protection they
need. To address this risk, police officers were granted the power to increase
the risk score calculated by the system. However, according to [183], in most
cases the officers trusted the system’s scoring despite warning signs, which
led to “automation bias”, i.e. over-reliance on the system’s outcomes. Under
the AT Act, VioGén is likely to be high-risk as it is used by the police to
assess the“risk of a natural person becoming the victim of criminal offences”
(Annex III, Point 6(a)). It also can fall under the high-risk Al systems used
by public authorities to “evaluate the eligibility of natural persons for essen-
tial public assistance” (Annex III, Point 5(a)), in this case police protection.
The graph expressing the VioGén use case is provided online on GitHub!®
and is illustrated in Figure 4.5.

,»-“[ determining_access_to_police_protection

..... pe

{ assessing_risk_of_gender_violence_recidivism

hasPurposg.

vair:Software }d—hasta\lw
roducesOutput

- isUsedWithinLocality
flogorithmic_risk_scor

hasRisk

g A
poor_quality_of_input_data \sﬂlsKSoumanr—l[ inaccurate_predication ]—hasconsequence—V[ person_at_risk_remain_unprot

mmgs\e:ﬁnikconcevl itigatesRiskConcept.

[pmwdmg,suppon,m,vimims,\n,pmvidinldaa }

Figure 4.5: Visual representation of the graph specifying the VioGén use case

Yhttps://github.com/DelaramGlp/airo/blob/main /usecase/viogen.ttl
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4.5. Discussion of the Benefits and Potential Applications of AIRO and
VAIR

4.5 Discussion of the Benefits and Potential
Applications of AIRO and VAIR

As shown in the previous section, AIRO and VAIR enable modelling and
maintaining information regarding Al use cases and their associated risks in
an interoperable and queryable format. The three use cases demonstrated
the capability of the ontologies in modelling real-world Al use cases, in a
way that satisfies the competency questions. However, the modelling relies
on the information available about the Al use case and its associated risks.

It should be noted that AIRO and VAIR are insufficient for creating tech-
nical documentation, as per Annex IV, given that they only support mod-
elling a subset of the information elements that should be featured in tech-
nical documentation. Notably, ATIRO and VAIR do not support modelling
activities and processes across the Al lifecycle, which need to be demon-
strated for legal compliance. This is particularly important in cases where
an obligation entails provenance of plans as well as executed activities, and
therefore requires documentation at both ex-ante and ex-post phases [184].
An example of such obligations in the Al Act is the post-monitoring system
requirements (Article 72).

As shown in Subsection 4.3.2, there are not considerable number of spe-
cialisations for risk concepts within VAIR, due to (i) the lack of information
about Al risks in the knowledge sources this thesis investigated and (ii) the
context-dependant nature of Al risks. This is not particularly a limitation
as addition of Al risk specialisations is supported through use of open and
standardised formats.

In terms of benefits, AIRO and VAIR lay the ground for development
of RegTech solutions that facilitate tasks related to compliance with the Al
Act including determining Annex III high-risk Al systems, generating and
exchanging Al and risk documentation, and expressing policies for using Al
systems, as will be demonstrated in the next chapter.

Utilising AIRO and VAIR for modelling Al incidents helps with classifi-
cation, collation, and comparison of Al risks and impacts over time. This can
be helpful in addressing the gaps that exist between the ongoing Al regula-
tion and standardisation activities and real-world Al incidents. Both AIRO
and VAIR are provided as open and extensible resources, enabling accom-
modation of sector-specific requirements, as well as the requirements arising
from the highly-anticipated European Commission-issued guidelines, future
amendments to the Al Act (via delegated acts), and case laws.

ATRO has the potential to function as a basis for a minimal pan-European
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Al vocabulary!” to help establish a common language across different actors
involved in the AI ecosystem. This consistency in the language, accompa-
nied by a machine-readable representation, promotes interoperability and
streamlines the information exchange required for incident reporting, com-
pliance checking, and sharing best practices. As an added advantage, these
semantic models can further be improved to evolve into multilingual ontolo-
gies supporting official EU languages. These ontologies can be implemented
by adopting multilingual labels in RDF graphs for annotating concepts and
their definitions with language-tagged strings [185].

In a broader context, AIRO and VAIR could be helpful for AI providers
and deployers that operate in different jurisdictions in addressing challenges
of cross-border compliance and interoperability by providing an extensible
and adaptable structure to maintain information. AIRO and VAIR also can
be useful resources in development of risk management catalogues, such as
the CEN/CLC’s undergoing project on risk management catalogues.

17See existing examples of EU vocabularies here: https://op.europa.eu/en/web/
eu-vocabularies
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CHAPTER
FIVE

SEMANTIC WEB-BASED APPROACHES TO
SUPPORT THE ATl ACT

The previous chapter introduced AIRO and VAIR as ontologies for repre-
senting and maintaining information about Al use cases as knowledge graphs.
This chapter demonstrates how through utilisation of Semantic Web tech-
nologies these ontologies can assist with compliance with the requirements
of the Al Act. To address RO3(a), Section 5.1 shows how the rules for de-
termining Annex III high-risk AT systems can be modelled using the SHACL
shapes constraint language [52]. Section 5.2 proposes an extension of the
ODRL policy language [53] for expressing Al systems’ intended purposes as
use policies to address RO3(b). Section 5.3 demonstrates the use of SPARQL
queries [51] for retrieving information to generate documentation (RO3(c)).
Finally, Section 5.4 provides an extension of DCAT [54] for cataloguing Al
systems for registering into the EU database (RO3(d)).

5.1 SHACL for Determining Annex III High-
Risk AI Systems

Based on the analysis of Annex III high-risk Al systems (discussed in Sub-
section 3.2.1), this section explores the extent these classification rules can be
expressed using Semantic Web technologies, addressing RO3(a). To this end,
multiple Semantic Web languages that offer rule-checking capabilities can be
employed, including the Shapes Constraint Language (SHACL) [52], the Se-
mantic Web Rule Language (SWRL) [186], N3 (Notation3) rules [187], and
the Shape Expressions (ShEx) language [188]. Among these, the SHACL
constraint language is preferred to automate reasoning required for deter-
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mining Annex III high-risk Al systems since it is a W3C recommendation.
Further, it always produces a Boolean output and the results of validation
process (rule-checking in the context of this section) can be annotated to link
outputs to the related Annex III clause, to increase the explanatory power
of the checks. Since SHACL uses closed-world assumption [189], it enables
expression of rules to ensure the required information is present.

The rules for determining whether or not a particular use of an Al system
is qualified as high-risk as per Annex III are expressed in a shape graph that
contains SHACL shapes for each of the high-risk conditions. These shapes
express different combinations of the 5 concepts identified in Subsection 3.2.1,
depicted in Figure 5.1.

Domain

isAppliedWithinDomain

5 2
[ Al Subject i(—hasAlSubject{ Al System ]—hasPurpose—) Purpose

T T
isDeployedBy hasCapability

4 47% 3 l
l Al Deployer Al Capability

Figure 5.1: Semantic model of the 5 concepts required for determining high-
risk Al systems as per Annex III

As an example, consider the high-risk condition described under law en-
forcement in Annex III, Point (6e) as follows: “Al systems intended to be
used by or on behalf of law enforcement authorities or by Union institutions,
bodies, offices or agencies in support of law enforcement authorities for the
profiling of natural persons as referred to in Article 3(4) of Directive (EU)
2016/680 in the course of the detection, investigation or prosecution of crim-
inal offences”. Figure 5.2 depicts an illustration of the conceptual model of
the high-risk rule drawn up in aforementioned clause using the Chowlk visual
notation [190]. The pseudocode of the high-risk rule for Annex III, Point (6e)
is also expressed in Algorithm 1.

SHACL’s validation report is utilised to support generation of annotation
that describes the Annex III clause(s) based on which a use case is likely to
be deemed as high-risk. As detailed validation reports are generated in case
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Algorithm 1: Pseudocode to determine whether an Al system is
high-risk as per Annex III, Point (6e)

highrisk < False

if system.Domain € vair:LawEnforcement then

3 if system.Purpose € (vair:DetectingCriminalOffences U

vair:InvestigatingCriminal Offences U

vair: ProsecutingCriminal Offences) then

4 if system.AICapability € vair:Profiling then

if system.Al Deployer € (vair:LawEnforcementAuthority
U wvair: LawEnforcement AuthorityAgent U
vair: EUlnstitution U vair:EUAgency U vair: EUOffice U
vair:EUBody) then

6 L if system.AlISubject € vair:NaturalPerson then

N =

L highrisk < True

vair:.LawEnforcement

airoiisAppliedWithinDomain -7 vair:DetectingCriminalOffences

. . " __» vair:investigatingCriminalOffences
vair:NaturalPerson airo:hasAlSubject airo:hasPurpos: -

airo:isDeployedBy "X vair:ProsecutingCriminalOffences

airo:hasCapability-
[ vair:LawEnforcementAuthority ]< _____ l

ex:6eAlSystem

[ vair:LawEnforcementAuthorityAgent ]L vair:Profiling

vair: EUlnstitution |~

vair: EUAgency | ./

[ vair: EUOffice ]/[ vair: EUBody ]

Figure 5.2: High-risk Al condition as per Annex III, Point 6e

of non-compliance with the shapes graph, the shapes are encoded in a way
that they fail when the high-risk criteria are met. Therefore, all the target
shapes are expressed as negation of the high-risk rules using sh:not, given
that non-compliance with negation of a statement is equivalent to compli-
ance with that particular statement. When applying the shapes graph over
use cases, satisfying the constraints expressed within the sh:not leads the
shape to fail. As the result of this failure, a validation report is generated
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providing additional information in a sh:ValidationResult, which includes
a sh:resultMessage providing annotation that assists in identification of
the source in the legal text.

Each of the rules for high-risk AI, detailed in Appendix C, is encoded
using sh:NodeShape, against which data graphs describing Al systems can
be validated to determine whether they are qualified as high-risk under Annex
IIT of the AT Act. To ensure that the model correctly detects all the clauses of
Annex III, each shape was tested during implementation using two synthetic
use case specifications: one that satisfies the not condition (i.e. is high-risk
as per the clause under investigation) and another that does not. Listing 1
shows an example of a SHACL shape expressing the high-risk use described
in Annex III, Point (6e). Figure 5.3 depicts the validation report generated
by the SHACL Playground validator! for an example input use case that
satisfies the conditions of the aforementioned clause?.

Validation Report (1 results)
[

a sh:ValidationResult ;

sh:resultSeverity sh:Violation ;

sh:sourceConstraintComponent sh:NotConstraintComponent ;

sh:sourceShape ex:AnnexIII-6e ;

sh:focusNode <https://example.com/myexample#examplel> ;

sh:value <https://example.com/myexample#examplel> ;

sh:resultMessage "High-Risk as per AI Act Annex III-6e: Law enforcement, AI
systems intended to be used by or on behalf of law enforcement authorities or by
Union institutions, bodies, offices or agencies in support of law enforcement
authorities for the profiling of natural persons as referred to in Article 3(4) of
Directive (EU) 2016/680 in the course of the detection, investigation or
prosecution of criminal offences."@en ;

1.

Figure 5.3: sh:ValidationResult for a use case that meets the high-risk
use of Al specified in Annex III, 6(e)

The shapes were implemented for both the Council’s Common Posi-
tion [29] and the final version of the AT Act [5]*. This indicated the ability to
check a given use case against multiple set of SHACL checks, as an important
feature of using SHACL for determining high-risk Al systems. This is par-
ticularly useful when new categories of high-risk Al introduced by the Com-
mission to evaluate the influence of the proposed changes on high-risk and

thttps:/ /shacl.org/playground/

2See the example at https://github.com/DelaramGlp/airo/blob/main /high-risk-shacl/
example-6e.ttl

3The SHACL shape graphs are available online at https://github.com/DelaramGlp/
airo/tree/main /high-risk-shacl
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5.1. SHACL for Determining Annex III High-Risk AI Systems

non-high-risk Al systems that are already available on the market. However,
a caveat of the proposed approach is its reliance on the correct specification
of the AT use case under investigation using AIRO and VAIR.

Based on this, a simple web-based tool to assist in determining high-risk
uses of Al was developed (see Figure 5.4 for its user interface). To determine
high-risk Al systems, the user needs to provide the value for 5 concepts
from a list of instances, populated from VAIR. Based on the user’s input, an
RDF graph expressing the Al system is generated and then it is validated
against the SHACL shapes to determine if conditions for high-risk Al are
met. The output of the tool, shown in Figure 5.5, includes the result of
the assessment (high-risk or not high-risk) and an assessment report. This
tool can be accessed online at https://regtech.adaptcentre.ie/highrisk and
its source code, along with the instructions to run the tool, is available on
GitHub* under the MIT license®.

Compared to the state of the art approaches for classification of Al sys-
tems under the Al Act, reviewed in Section 2.4, this thesis provides a novel
codified approach for determining Annex III high-risk Al systems using 5
key concepts. A key feature of this approach is the ability to produce classi-
fication reports that can be investigated and compared. Moreover, utilising
SHACL shapes provides a structured, transparent, interoperable, and adapt-
able framework for specifying high-risk Al rules. Compared to the available
tools on the market, the developed web application is free to use, without
requiring users to share any personal information. Additionally, its source
code is available under a permissive software license, allowing further en-
hancements and modifications, including addition of rules for prohibited Al
practices and Annex I high-risk Al systems.

4https://github.com/DelaramGlp /highrisk_app
Shttps://mit-license.org
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ex:AnnexIII-6e
a sh:NodeShape ;
sh:targetClass airo:AISystem ;
sh:message "High-Risk as per AI Act Annex III-6e: Law enforcement, AI
< systems intended to be used by or on behalf of law enforcement
— authorities ... for the profiling of natural persons ...in the
— course of the detection, investigation or prosecution of criminal
— offences."Qen ;
sh:description "AI systems for detection, investigation or
— prosecution of criminal offences"Qen ;
sh:not [sh:and (
sh:property [
a sh:PropertyShape ;
sh:path airo:isAppliedWithinDomain ;
sh:class vair:LawEnforcement ; ]
sh:property [
a sh:PropertyShape ;
sh:path airo:hasPurpose ;
sh:or (
[ sh:class vair:DetectingCriminalOffences ; ]
[ sh:class vair:InvestigatingCriminalOffences;
[ sh:class vair:ProsecutingCriminalOffences; ]

~

- ]

sh:property [
a sh:PropertyShape ;
sh:path airo:hasCapability ;
sh:class vair:Profiling ; ]

sh:property [
a sh:PropertyShape ;
sh:path airo:isDeployedBy ;
sh:or (
[ sh:class vair:LawEnforcementAuthority ; ]
[ sh:class vair:LawEnforcementAuthorityAgent ; ]
# omitted other deployers here for brevity

) ]

sh:property [
a sh:PropertyShape ;
sh:path airo:hasAISubject ;
sh:class vair:NaturalPerson ; ] ) 1]

Listing 1: SHACL shape for identifying high-risk Al Systems from Annex
II1, Point 6Ge of the Al Act
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Is My Al System High-Risk?
A tool to assist you determine whether an Al system is High-Risk according to Annex Il of the EU Al Act.

Please fill out the high-risk Al checklist

My Al system

Example_HighRisk_6¢| ’

is intended to be used in the domain of

Law Enforcement v,
for the purpose of Detecting Criminal Offences Vo,
has the capability of Profiling v

The system is intended to be deployed by Law Enforcement Authority - ,

& the entity who is subjected to its use is Natural Person v

Check whether your Al system is high-risk

Figure 5.4: User interface of the tool developed for determining high-risk Al

Your Al system is likely to be High-Risk as per Al Act Annex lll-6e: Law enforcement, Al
systems intended to be used by or on behalf of law enforcement authorities or by Union
institutions, bodies, offices or agencies in support of law enforcement authorities for the
profiling of natural persons as referred to in Article 3(4) of Directive (EU) 2016/680 in the
course of the detection, investigation or prosecution of criminal offences.
Domain:LawEnforcement

Purpose: DetectingCriminalOffences

Capability: Profiling

Deployer: LawEnforcementAuthority

Subject: NaturalPerson

Figure 5.5: The results shown for an Al system meets Annex III, 6e conditions
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5.2 AIUP - an ODRL Profile for Expressing
Al Use Policies

The previous discussion in Section 3.3 highlighted the importance of in-
tended purpose in risk assessment and further proposed specifying this con-
cept within AT use policies. To reiterate, the following were identified as key
constituting elements of an Al use policy:

1. Intended purpose(s) of the Al system,
2. Precluded use(s) of the Al system,

3. Human oversight measure(s) that should be implemented by the
AT deployer,

4. AT deployer’s risk reporting obligation(s).

To include the aforementioned information within a policy, this section
proposes the Al Use Policy (AIUP) profile as an extension of the W3C’s
recommendation on Open Digital Rights Language (ODRL) [53]. Based on
the previous analysis, the requirements of AIUP are specified in Table 5.1
using the requirements specification convention established in [191].

5.2.1 AIUP Overview

As discussed in Section 3.3, policies regarding intended and precluded
uses of Al can be expressed using 7 concepts, namely, domain, purpose,
AT capability, AI deployer, AI subject, data, and locality of use. These
concepts therefore are included in the AIUP profile as left operands, enabling
describing use policies by assigning of constraints to each of them.

AIUP introduces 3 types of aiup:UsePolicy, that are aiup:UseOffer,
aiup:UseRequest, and aiup:UseAgreement. These, in addition to the afore-
mentioned left operands, enable expressing offers, requests, and agreements
from/between Al providers and deployers. By inclusion of different types of
aiup:AIComponent, the profile also allows expressing use policies for general-
purpose Al models, as required by Annex XI of the Al Act. However, for
the actors involved in defining, negotiating, and using such policies, it only
includes general concepts of aiup:Provider and aiup:Deployer.

While odrl:eq enables checking equivalency, i.e. a given value equals
the right operand of the Constraint, odrl:isA allows indicating that a given
value is an instance of the right operand (rdf:type). In the ODRL spec-
ification, it is not clear whether odrl:isA is also an indicator of a value
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Table 5.1: AIUP profile requirements specification

ATUP Profile Requirements Specification Document
1. Purpose
The purpose of this ODRL profile is to support specification of policies that express
the conditions of using an Al system aligned with the requirements of the EU AI Act.
2. Scope
The scope of AIUP is limited to policies specifying intended purpose(s) and precluded
use(s) of Al systems. In terms of the conditions for using an Al system as intended,
the scope is limited to specification of human oversight measures and risk reporting
requirements.

3. Implementation Language

OWL, SKOS, ODRL

4. Key Uses
USE 1. Expressing and communicating use policies, including those that describe
intended purposes, conditions of use, and precluded uses by Al providers.

USE 2. Comparing multiple AI use policies.
USE 3. Expressing Al agreements between Al providers and deployers
USE 4. Investigating and auditing compliance with AI use policies.

USE 5. Identifying misuses of the system based on the agreements.

5. Ontology Functional Requirements

a. Non-Functional Requirements

NFR 1. The profile shall be published online with standard documentation.
b. Functional Requirements

CQ1. What is the intended purpose(s) of the Al system?
CQ2. What is the precluded use(s) of the AT system?
CQ3. To use the system as intended, what human oversight measures should be imple-
mented by the Al deployer?
CQ4. What are the reporting obligations of the Al deployer?

being a sub-class of (rdfs:subClass0f) or semantic equivalence of (e.g.
skos:broader) the right operand®. An example of such a use in ATUP is
where the purpose is one of the sub-classes or instances of vair:ServingSafetyFunction.
To address the ambiguity around the function of odrl:isA, semantic equality
(aiup:seq) was added as an Operator to indicate presence of either “instance
of” or “sub-class of” relationships.
The development of AIUP followed the ODRL V2.2 Profile Best Prac-
tices [192], which requires the terms to be defined in the policy namespace
with skos:exactMatch to link the proposed terms to existing vocabular-

6See the related GitHub issue that has raised this matter here: https://github.com/
w3c/odrl/issues/28
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ies. Therefore, the concepts are specified within the ATUP namespace (aiup)
and further aligned with concepts form AIRO and DPV’s TECH extension
through use of skos:exactMatch, as shown in Table 5.2.

An overview of the AIUP profile is illustrated in Figure 5.6. Expressing
intended purposes and precluded uses of an Al system or component within a
policy are enabled by employing odrl:permission and odrl:prohibition
rules, respectively. For expressing the conditions of use, i.e. obligations that
should be fulfilled by a party in order to use the system or component, the
odrl:duty property should be employed.

The documentation of the AIUP profile was generated using WIDOCO
[175] and is accessible online at https://w3id.org/aiup under the CC-BY-4.0
license.

AlModel
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Deploy
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Figure 5.6: AIUP core classes and properties
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5.2. AIUP - an ODRL Profile for Expressing Al Use Policies

Table 5.2: Key elements of AIUP profile

Type ATUP term skos:exactMacth

odrl:Policy aiup:UsePolicy N/A
aiup:UseOffer N/A
aiup:UseRequest N/A
aiup:UseAgreement N/A

odrl:Asset aiup:AISystem airo:AISystem
ajup:AIComponent airo:AIComponent
aiup:AIModel airo:AIModel
aiup:GPAIModel airo:GPAIModel
aiup:Data airo:Data

odrl:Action aiup:Deploy N/A
aiup:Modify N/A
ajup:ImplementControl N/A
aiup:Report N/A

odrl:Party ajup:Provider tech:TechnologyProvider
aiup:Deployer tech:TechnologyDeployer
aiup:AIProvider airo:AIProvider
ajup:AIDeveloper airo:AIDeveloper

odrl:LeftOperand | aiup:Domain airo:Domain
aiup:Purpose airo:Purpose
aiup:AICapability airo:AICapability
aiup:Deployer tech:TechnologyDeployer
aiup:AISubject airo:AISubject
aiup:Data airo:Data
aiup:LocalityOfUse airo:LocalityOfUse
aiup:RiskControl airo:RiskControl
aiup:ReportRecipient N/A

odrl:0Operator aiup:seq N/A

5.2.2 Proof-of-Concept and Potential Benefits

To demonstrate how AIUP can be applied, a policy for Proctify, the ex-
ample use case described in Subsection 4.4.1, is expressed in the following.
Listing 2 presents a use policy, expressing the conditions of deploying Proc-
tify in a form of an aiup:UseOffer. For brevity, the policy only includes 3
constraints for describing the intended domain, purpose, and subjects. Fur-
ther, the use offer indicates that the deployer should provide training to users
of the system as a control to address the risk of over-reliance of users on the
system’s output. As will be shown in Subsection 5.4.2; the policies regarding
use of Proctify and its components can be included in Al catalogues.

In terms of potential benefits, the AIUP profile supports modelling and
comparison of policies in different stages of procurement. Given that the
ATIUP profile can be extended according to the EU’s draft for standard con-
tractual clauses for Al procurement [193], it can potentially be used by the
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:proctify-offer-01

a aiup:UseOffer ;

odrl:uid :proctify-offer-01 ;
odrl:profile ajup: ;
rdfs:comment "Offer for using Proctify"Qen

odrl:permission [

a odrl:permission ;
odrl:assigner :aiedux ;

odrl:target :

proctify ;

odrl:action aiup:Deploy ;
odrl:constraint [

odrl:and [

odrl:
odrl:

odrl

odrl

odrl

leftOperand aiup:Domain ;
operator aiup:seq ;

:leftOperand aiup:Purpose ;
odrl:

operator aiup:seq ;

:rightOperand

)

:rightOperand vair:Education 1] ,

< vair:DetectingProhibitedBehaviourDuringTest

odrl:leftOperand aiup:AISubject ;

odrl:
odrl:

odrl:duty [

operator aiup:seq ;
rightOperand vair:Student

1 1

dct:title "User training to address over-reliance"
odrl:action aiup:ImplementControl ;
odrl:constraint [

odrl:leftOperand aiup:RiskControl ;

odrl:

operator aiup:seq ;

odrl:rightOperand vair:UserTraining ] 1 ]

]

B

Listing 2: An example of aiup:UseOffer describing Proctify’s use policy

public sector for expressing contractual arrangements when procuring Al
solutions. AIUP also assists Al auditors and authorities in investigation of
non-compliance and ascertaining liable parties when investigating claims con-
cerning Al systems. When presented as an element within an Al catalogue
(see Section 5.4), discovery and filtering of Al systems or components based
on use policies would become possible.

Compared to the state of the art, reviewed in Subsection 2.4.2, AIUP
positions itself as a novel approach for specifying Al use policies through
fostering the ODRL policy language.
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5.3. SPARQL Queries for Retrieving the Information Featured in
Documentation

SELECT 7?system 7domain ?purpose 7capability 7?deployer 7subject
WHERE { ?7system a airo:AISystem;
airo:isAppliedWithinDomain 7domain ;
airo:hasPurpose 7purpose ;
airo:hasCapability 7capability ;
airo:isDeployedBy 7deployer ;
airo:hasAISubject 7subject . }

Listing 3: SPARQL SELECT query to retrieve the 5 key concepts for deter-
mining Annex III high-risk Al from an AIRO-based representation of a use
case

5.3 SPARQL Queries for Retrieving the In-
formation Featured in Documentation

To show usefulness of AIRO and VAIR in automated generation of docu-
mentation, SPARQL queries [51] are utilised in order to retrieve information
from an AIRO and VAIR-based specification of an Al use case. In doing
so, the competency questions established in Subsection 3.4.2, which also rep-
resent the elements of the Al Cards (will be introduced in Chapter 6), are
considered in implementation of the queries.

The information retrieval to generate each theme within the set of compe-
tency question is mainly implemented using SELECT queries. An example of
such queries is shown in Listing 3, where the query retrieves the information
related to identification of Annex IIT high-risk Al systems.

In high-level compliance checking and auditing of Al systems, verification
of presence of information rather than provision of that information might
be required; for example, verifying if there are any measures in place to
address the impacts on the fundamental right to non-discrimination. For this,
SPARQL ASK queries can be utilised, returning a Boolean value indicating
whether the query pattern has any matches. An example of determining if
there are any logging measures in place that addresses harms to the right to
non-discrimination is encoded using an ASK query in Listing 4.

One of the most significant advantages of using consistent and standard-
ised formats is the ability to easily integrate and collate information provided
by multiple sources. In the context of documentation, when components’ doc-
umentation is provided in standardised linked data formats, such as JSON-
LD, XML, and Turtle, information about incorporating components can be
retrieved from their documentation and integrated with an AIRO-based spec-
ification of an Al system. As an example of how this can be implemented,
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ASK {
?system a airo:AISystem ;
airo:hasRisk 7risk .
?risk a airo:Risk ;
airo:hasConsequence ?consequence .
?consequence a airo:Consequence ;
airo:hasImpact 7impact .
?impact a airo:Impact ;
airo:hasImpactOnArea vair:RightToNondiscrimination .
?control a airo:RiskControl, vair:LoggingMeasure .
?riskRelation rdfs:subProperty0f* airo:modifiesRiskConcept .
{ ?control <?riskRelation ?7risk .}
UNION { ?control 7riskRelation 7consequence . }
UNION { ?control ?riskRelation 7impact . } }

Listing 4: SPARQL ASK query to determine if there are any logging measures
are in place to address harmful impacts to the right to non-discrimination
using ATRO and VAIR

the Python script presented in Listing 5 demonstrates retrieval of informa-
tion from the JSON-based HuggingFace’s Model Cards. The script uses the
models’ ID from the HuggingFace Model Hub, which is indicated in the sys-
tem’s specification using airo:hasDocumentation relation. In cases where
components’ documentation is presented in a form of a standardised knowl-
edge graph with SPARQL endpoints available for querying, federated queries
using SPARQL SERVICE can be executed to retrieve and combine information
from multiple sources.

The set of SPARQL queries for generating documentation is available
online on GitHub”. As mentioned before, this thesis only supports modelling
and retrieval of a subset of the information that should be featured in the Al
Act’s technical documentation (this subset will be later represented within
the Al Cards documentation framework in Chapter 6). However, the overall
approach of querying discussed in this section can be further used to generate
the technical documentation and retrieve information for demonstration and
investigation of legal compliance.

"https://github.com/DelaramGlp/aicards/tree/main /sparql_queries
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5.3. SPARQL Queries for Retrieving the Information Featured in
Documentation

import rdflib
import json
from huggingface_hub import ModelCard

g = rdflib.Graph()
g.parse("/huggingFaceExample.ttl" , format="turtle")
airo = "https://w3id.org/airo"
g.parse(airo, format="ttl")
model_query = """
PREFIX rdf: <http://www.w3.org/1999/02/22-rdf-syntax-ns#>
PREFIX airo: <https://w3id.org/airo#>
SELECT “7model 7doc

WHERE {

7system a airo:AISystem ;

airo:hasModel 7model .
?model airo:hasDocumentation ?doc . } """

for row in g.query(model_query):
card = ModelCard.load(str(row.doc))
card_json_string = json.dumps(card.data.to_dict(), indent=-2)
card_json = json.loads(card_json_string)
license = card_json["license"]
print ("HuggingFaceModel:", row.doc, "license:", license)

Listing 5: Python script showing retrieval of information from HuggingFace’s
Model Cards linked to AT documentation
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5.4 AlICat - a DCAT Extension for Catalogu-
ing AI Systems

As indicated in Section 3.5, Article 49 requires providers and deployers
of Annex III high-risk Al system, with the exception of those systems that
fall under the critical infrastructure, to register their systems into the EU
database. This requirement is also applied to those providers that declare
their system, which meets Annex III conditions, as not high-risk on the basis
of derogation.

The EU database shall be “accessible and publicly available” (with some
exceptions), provided in a “user friendly manner”, and should be “easily
navigable and machine-readable” (Article 71(4)). Implementation of these
desired features requires the EU database to be supported by a layer of
metadata. To address this need, which was reflected in RO3(d), this section
aims to demonstrate how AIRO and VAIR can be applied in combination
with the Data Catalog Vocabulary (DCAT) [54] to support governance of Al
registries, including the EU database.

The key information elements identified from the AI Act’s registration
obligations, discussed in Section 3.5, shape the functional requirements of
AlCat. These requirements, which are expressed in the form of competency
questions following the methodology described in [191], are shown in Ta-
ble 5.3.

5.4.1 AICat Overview

AlCat extends DCAT version 3 [54], since this version of DCAT supports
cataloguing resources beyond datasets. By extending DCAT, AICat aims to
scale the cataloguing to include Al systems and models to address the needs
of the EU database. Table 5.4 illustrates how the identified requirements
are mapped into concepts from DCAT, AIRO, DPV, and DPV’s TECH ex-
tension. As shown in the table, intended purpose is represented as a policy
modelled using the AIUP profile (proposed in Section 5.2).

Figure 5.7 depicts an overview of AlCat’s information model. As illus-
trated in the figure, aicat:Catalog is a sub-class of dcat:Catalog that
provides a curated collection of metadata about Al systems, models, and
datasets. AlCat extends DCAT by introducing airo:AISystem and airo:AIModel
as sub-classes of dcat:Resource, enabling inclusion of their metadata in
an aicat:Catalog. Given that airo:Data is a sub-class of dcat:Dataset,
cataloguing data is also supported by AlICat. While the inclusion of Al
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5.4. AlCat - a DCAT Extension for Cataloguing Al Systems

Table 5.3: AICat profile requirements specification

AICat Requirements Specification Document
1. Purpose
The purpose of the AICat profile is to use DCAT and AIRO to describe catalogues of Al systems
and their associated components, such as datasets and AI models.
2. Scope
The scope of AICat is limited to the atomic information that should be submitted upon the reg-
istration of high-risk Al systems into the EU database, outlined in Annex VIII. This means that
descriptive information, for instance the system’s logic and findings of the fundamental rights impact
assessment, is not included in the scope.
3. Implementation Language

OWL, DCAT

4. Key Uses
USE 1. Maintaining and managing metadata about Al systems, datasets, and models in interoperable
and standardised catalogues.
USE 2. Discovering and comparing Al solutions.
USE 3. Cataloguing and sharing information about AI systems with the public in a transparent
manner. This includes the use by the European Commission for sharing metadata of the high-risk
AT systems indexed in the EU database.
5. Ontology Requirements
a. Non-Functional Requirements
NFR 1. AICat shall be published online with standard documentation.
NFR 2. AICat shall reuse concepts and relations from AIRO to the fullest extent possible.
b. Functional Requirements: Groups of Competency Questions
CQG1. AI systems CQG2. Datasets CQG3. AI models
CQ1-1. What is the name of the | CQ2-1.  Which datasets are | CQ3-1. Which models are used
system? used by the system? by the system?
CQ1-2. CQ2-2. What is the system’sin- | CQ3-2. What is the model’s re-
provider? put data? lease data?

Who is the system’s

CQ1-3. Who is the system’s de-
ployer?

CQ1-4. What is the system’s in-
tended purpose?

CQ1-5. What is the system’s
market availability status?
CQ1-6. In which countries is
the system made available?
CQ1-7. What are the addi-

CQ2-3. What is the dataset’s
use policy?

CQ3-3 What is the model’s in-
put data?

CQ3-4 What is the model’s out-
put data?

CQ3-5. What is the model’s li-
cense?

CQ3-6. What is the model’s use
policy?

tional references to the system?

systems was directly linked to the scope of the EU database, whose aim
is to index AI systems, the inclusion of models and datasets was driven
by the existing focus in the state of the art on cataloguing these Al com-
ponents, as reviewed in Subsection 2.4.4. To enable modelling the rela-
tionships between the resources, for example to show which datasets were
used for training a model, airo:hasTrainingData, airo:hasTestingData,
airo:hasValidationData, airo:hasInput, airo:hasOutput, and airo:hasModel
are reused from AIRO.

AICat’s documentation was generated using WIDOCO [175] and is avail-
able online at https://w3id.org/aicat under the CC-BY-4.0 license.
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Table 5.4: Specifications for representing Al systems and models in AICat

CQ | AI Act | Requirement Metadata Field Range
Annex
Information about AI system
1-1 | VIII, A4 | Al system’s trade | dct:title rdfs:Literal
& B4 name
1-2 | VIII, Al | Provider’s infor- | airo:isProvidedBy airo:AIProvider
& Bl mation
1-3 | VIII, C1 | Deployer’s infor- | airo:isDeployedBy airo:AIDeployer
mation
1-4 | VIII, A5 | Al system’s in- | odrl:hasPolicy aiup:UsePolicy
& B5 tended purpose
1-5 | VIII, A7 | AI system’s mar- | tech:hasMarketAvailab- | tech:MarketAva-
& B8 ket status ilityStatus ilabilityStatus
1-6 | VIII, Countries where | dpv:hasCountry dpv:Country
A10 & | system is avail-
B9 able
1-7 | VIII, A4 | Al system’s addi- | dct:isReferencedBy dcat:Resource
& B4 tional reference
Information about components
2-3 | VIII, A5 | Component’s in- | odrl:hasPolicy aiup:UsePolicy
& B5 tended purpose
Information about datasets
2-1 | VIII, A6 | Data used by the | airo:hasTrainingData, airo:Data
system or model | airo:hasValidationData,
airo:hasTestingData
2-2 | VIII, A6 | Input data used | airo:hasInput airo:Data
by the system
Information about models
3-1 | - AT models used | airo:hasModel airo:AIModel
within the system
3-2 | XII, 1-1c | Model’s date of | dct:issued xsd:date
release
3-3 | XII, 1-1g | Model’s input | airo:hasInput airo:Data
data
3-4 | XII, 1-1g | Model’s output | airo:hasOutput airo:Data
data
3-5 | XII, 1-1h | Model’s license airo:hasLicense airo:License
3-6 | XII, 1-1b | Model’s use pol- | odrl:hasPolicy aiup:UsePolicy
icy

By following DCAT-AP [144], AICat can further distinguish between
mandatory, recommended, optional, and deprecated elements based on the
requirements of the AI Act. Even though implementing such normative pro-
files can easily be realised by defining the aforementioned property types for
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5.4. AlCat - a DCAT Extension for Cataloguing Al Systems

aicat:Catalog ‘

<<Mandatory>>

+ detidentifier: rdfs:Literal [1.."]
+ dctitle: rdfs:Literal [1..*]
+ det:description: rdfs:Literal [1..]

A R <<optional>> deat:Dataset
aicat:system

+ detissued: xsd:date [0..1]
+ det:modified: xsd:date [0..1]

aicat:model dcat:dlataset

airo:AlSystem airo:AlModel airo:Data
<=Mandatory>> <<Mandatory>> <<Mandatory>>
+ detiidentifier: rdfs:Literal [1..*] + gc::i::‘enﬁ';?r erfs Lli;:ra‘; (1.
+ detditle: rdfs:Literal [1..%] + detiidentifier: rdfs:Literal [1.."] +detulile: rdis:Literal [1. r
+ det:description: rdfs:Literal [1.."] +dettitle: rdfs:Literal [1.."] : gﬁr?:sﬂr:ﬁ: f"a'i’:“L',‘S;i',[,‘al‘il 1.4
+ odrithasPolicy: aiup:UsePolicy[1.] + det:description: rdfs:Literal [1.."] h ¥ alup: -
+ A [1-1 + detissued: xsd:date [0..1]
+ dpv:hasCountry: dpv:Country [1.] + airo:hasLicense airo:License [1..*]
+ airo:isProvidedBy: airo:AlProvider [1..] + odrl:hasPolicy: alup:UsePolicy [1.]
+ airo:isDeployedBy: airo:AlDeployer [1..]

<<Optional>>

+ airo:hasModality airo:Modality [0..*]
+dct:isReferencedBy dcat:Resource [0..%]
+ det:conformsTo: det:Standard [0...*]

L

dct:hasPart, rdfs:subClassOf
airo:hasTrainingData,
airo:hasTestingData,
airo:hasValidationData,
airo:hasinputData,
airo:hasOutput,
airo:hasModel

v
dcat:Resource

airozisProvidedBy ~ airo:isDeployedBy

airo:AlProvider airo:AlDeployer

rdfs:subClassOf
v

foaf:Agent

+foaf:name rdfs-Literal[1..]
+veard:hasAddress vcard:Address|1.."]
+voard:hasEmail veard:Email[1.."]

Figure 5.7: An overview of the AICat Profile

each of the information elements, in the context of the AI Act, identification
of whether provision of an information element is mandatory, recommended,
optional, or deprecated requires additional guidelines and codes of conduct.

AlICat is introduced as a minimal extension of DCAT. This extension
introduces the aicat:Catalog class and its relations with airo:AISystem
and airo:AIModel, both added as new types of dcat:Resource. It is im-
plemented under the aicat namespace to follow the principle of modularity
and further enhance reuse. One of the key directions for improving AICat
is using SHACL shapes to specify the level of necessity for information ele-
ments—that can be mandatory, recommended, or optional. Listing 6 shows
an example of a SHACL shape indicating that each AI system should have
at least one provider. Currently, AICat does not define such a normative

profile due to the absence of recommendations and guidelines in regard to
the AT Act.
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<https://w3id.org/aicat#AIProviderShape> a sh:NodeShape;
sh:targetClass airo:AISystem ;
sh:property [
a sh:PropertyShape ;
sh:path airo:isProvidedBy;
sh:minCount 1 ]

Listing 6: Example of a SHACL shape that specifies the requirement for
presence of at least one provider for an Al system

5.4.2 Proof-of-Concept and Potential Benefits

Listing 7 presents a summarised version of an aicat:Catalog that con-
tains metadata about Proctify and its components. As shown in the listing,
the policies for using the AI system and its incorporating components are
expressed using the AIUP profile.

In terms of potential benefits, through reusing widely-used W3C stan-
dardised vocabularies, the AICat enables expressing metadata regarding Al
systems and Al components within catalogues, wherein common vocabu-
laries and open linked data-based formats are used. Therefore, the AICat
addresses the Al market needs for a consistent and interoperable mechanism
for cataloguing AI solutions [194], in a way that enables federated search
and comparison across Al, model, and data catalogues offered by different
vendors—a crucial feature often required in Al procurement processes. In
relation to this, the European Commission’s dataset of selected uses of Al
in the public sector [195] is a prominent resource, whose interoperability and
searchability can be enhanced through adoption of a cataloguing mechanism
such as AlCat.

At the organisational level, AICat could assist Al providers and deployers
in providing structured catalogues of Al systems and components.At the Eu-
ropean level, a similar approach to AICat is expected to be adopted for the
implementation of the database of high-risk Al systems as required by Ar-
ticle 71 of the AI Act. Given that AICat ensures traceability while protect-
ing privacy by providing metadata without revealing sensitive information
within a dataset, it supports the implementation of the non-public section
of the EU database and provides a structure for registration forms. AICat
potentially addresses the gap in the European open data portal in provid-
ing FAIR information regarding existing Al systems and models provided or
deployed by public organisations. AlICat also has the potential to promote
cross-border interoperability required by the recently-enforced Interopera-
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5.4. AlCat - a DCAT Extension for Cataloguing Al Systems

raieduX-catalogue-01 a aicat:Catalog, dcat:Catalog ;
dct:identifier "aiedux-catOl1"""xsd:string ;
dct:title "AIEduX catalogue"Qen ;
dct:description "AI systems and models provided by AIEduX'"@en ;
dct:created "2024-05-05"""xsd:date ;
dcat:dataset :susbehaved_dataset ;
aicat:model :susbehaved_model;
aicat:system :proctify .

:susbehaved_dataset a dcat:Dataset, airo:Data ;
dct:identifier "aiedux-d012"~"xsd:string ;
dct:title "SusBehavedDataSet"Qen ;
dct:description ".. includes suspicious behaviour data.."Qen ;
odrl:hasPolicy :susbehaved_dataset_policy

:susbehaved_model a dcat:Resource, airo:AIModel ;
dct:identifier "aiedux-m022"~“"xsd:string ;
dct:title "SusBehavedModel"Qen ;
dct:description ".. determines suspicious behaviour .."Qen ;
dct:issued "2024-02-15"""xsd:date ;
airo:hasTrainingData :susbehaved_dataset ;
odrl:hasPolicy :susbehavedmodel_policy .

:proctify a dcat:Resource, airo:AISystem ;
airo:isProvidedBy :aiedux ;
dct:identifier "aiedux-aiO31"""xsd:string ;
dct:title "Proctify"Qen ;
dct:description "An AI-based proctoring system..."Qen ;
tech:hasMarketAvailabilityStatus tech:MarketAvailable ;
dpv:hasCountry <http://dbpedia.org/resource/Italy> ;
dcat:contactPoint <http://example.org/aieduX-AIO31/contact> ;
airo:hasModel :susbehaved_model ;
odrl:hasPolicy :proctify_use_policy .

:susbehaved_dataset_policy a aiup:UseOffer
:susbehavedmodel _policy a aiup:UseOffer .
:proctify_use_policy a aiup:UseOffer .

Listing 7: An example of aicat:Catalog for describing a catalogue describ-
ing Proctify and its components
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ble Europe Act [196], particularly in the implementation of the Interopera-
ble Europe portal—the EU’s single point of entry for information related to
cross-border interoperability of trans-European digital public services (Inter-
operable Europe Act, Article 8). In this, AICat can be employed to facilitate
sharing information and best practices to support interoperability in public
procurement of Al-based solutions.

Compared to existing cataloguing approaches, reviewed in Subsection 2.4.4,
AlICat expands the scope of cataloguing to Al systems. From this literature
review, MLDCAT-AP [146] bears a close resemblance to AICat, especially
in the use of DCAT. MLDCAT-AP has been supported by the European
Commission’s Semantic Interoperability Community (SEMIC), and there-
fore it might be a candidate to be adopted in the implementation of the EU
database. However, prior to this, it needs to be extended to include speci-
fications of Al systems in the catalogue in alignment with the requirements
of the AT Act. This can be realised through the integration of MLDCAT-AP
and AICat. Another key feature of MLDCAT-AP, in comparison with AICat,
is the inclusion of risk information in the catalogue. While AICat can sup-
port DCAT-based documentation of risks by reusing airo:hasRisk, in its
current form it does not go beyond the general, non-descriptive information
elements of Annex VIII, mainly due to the absence of related official guide-
lines. Despite this, AICat offers sufficient evidence of the potential of AIRO,
VAIR, and AIUP in cataloguing Al systems, as required for registration of
Al systems into the EU database.
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CHAPTER
SIX

AT CARDS

As discussed in Section 2.5, the existing landscape of AI documentation
approaches exhibits three critical gaps: first, there is a lack of holistic view of
Al systems that focuses on intended purposes. Second, information reflecting
the efforts undertaken to manage Al risks, which is essential for Al trans-
parency and accountability [2], is underrepresented. Third, the inconsisten-
cies in the terminology used in the documentation approaches, in addition to
their unstructured formats, hinder information sharing and interoperability.

This chapter addresses RO4 by proposing Al Cards as a documentation
framework, providing a summary of key Al and risk information based on the
AT Act’s risk management system and technical documentation requirements.
The AI Cards framework addresses the above-mentioned gaps by offering a
structured approach to represent a given use of an Al system in both human-
and machine-readable formats. The human-readable representation of Al
Cards takes the form of a visual summary card, providing the wide range
of AI stakeholders with a transparent, yet summarised overview of an Al
use case. This design decision is made to address the challenges of sharing
the AI Act’s technical documentation, which arise due to its extensiveness
and confidentiality of its content. The machine-readable representation of
AT Cards builds upon AIRO and VAIR, ensuring the AI Cards flexibility
and interoperability and further enabling its automated generation using
SPARQL queries, as previously discussed in Section 5.3.

The rest of this chapter is organised as follows: Section 6.1 describes the
AT Cards development process. Section 6.2 introduces the human-readable
representation of the Al Cards framework and Section 6.3 presents its ac-
companying machine-readable specification. The chapter concludes with a
discussion of the AI Cards’ benefits and potentials in Section 6.5
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6.1 AI Cards Development Process

The AI Cards framework was co-designed in consultation with researchers
from the Joint Research Centre (JRC)—the European Commission’s inter-
nal research services to support EU policies at various stages of the policy
cycle. This collaboration primarily took place during a 6-week onsite sec-
ondment, as part of the PROTECT project (refer to Subsection 7.4.1 for
more information). In this collaborative work, first, the requirements were
identified (listed in Table 6.1). Then, the information elements were selected
from the detailed analysis of technical documentation requirements (outlined
in Appendix D) and the competency questions represented earlier in Subsec-
tion 3.4.2. The extensiveness of technical documentation and confidentiality
of its content may hinder collaboration and communication with Al stake-
holders—many of whom are not necessarily technical Al experts. Thus, in
consultation with JRC experts a deliberate decision was made to create a
summarised overview of a given use of an Al system, with the criteria for
selection defined in Table 6.1.

At the first attempt, some of the selected information elements were not
suitable for inclusion in a summary card due to their sensitivity or high-
level of details. Therefore, condensed views for these information elements
through visual aids were considered. After reaching a solid structure, the
AT Cards was further revised based on the feedback received from an online
anonymous survey, which will be discussed in Subsection 7.4.3. To ensure
that RDF-based representation of AI Cards can be generated using AIRO and
VAIR, both ontologies were reviewed and updated when solid representation
of AI Cards was reached. Therefore, Al Cards served as an additional means
for further evaluation and revision of AIRO and VAIR.

6.2 Al Cards Information Elements

Figure 6.1 shows a visualisation of the Al Cards, which condenses the
information elements into 9 sections. To enable representing Al Cards in
a time series and to allow version control required to reflect the evolving
nature of Al systems, the AI Cards’ metadata includes essential information
describing its version, issuance date, language, publisher, and contact
information. Further, in addition to the URL of the machine-readable
specification, if the system is registered into the EU database, the URL
of the entry of the AI system in the EU database by its provider
is included.
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AI Cal‘dS [Al system’s name]

ID in the EU database
Link to machine-readable specification

Card’s Version
Card’s Date (Issued)
Card’s Language
Card’s Publisher
Contact Info

1. General Information

2. Intended Use

. Domain
Version —
Moclahty. Capability
Al Technique(s) Deployer
Provider(s) Al Subject
Developer(s) Locality of use
3. Key Components 4. Data Processing
Input (from user)\l/ Processing | Legalbasis | Dara Data Source
Data#1
Component #1 Component #2 Processing #1
D p ID M Data #N
Processing #
Component #3 Component #4
D D ID S
5. Human Involvement
Component #5 Level of Automation
1D GPAI
Involved Entity|Intended | Active | Informed e
Dataset : over output
Output (to user) Al Subject#1 a
Model
o Al Subject#N
General Purpose End-user#1 [~ a
Hardware Platform End-user#N
6. Risk Profile
Impacton | Risk Measures
Likeli. |Severity |Residual| Org. | Tech. |Monit. | Secur. | Transp.| Log
Health & Safety High | VHigh | M [] [] (<]
Fundamental Rights | V:High High High (=] (%)
Society Mec Mec Low [] [>] ]
Environment Low | Low Low 8 [ 9 a
7. Quality ( 8. Pre-determined Changes
Qualicy #1 Changed Entity | Change Frequency | Purpose of Change
Data
Quality #7 Quality #2 Model
Quality #6 Quility #3 | | 9. Compliance & Certification
Regulations
Quality #5 Qualicy #4 Standards
Codes of
conduct

Figure 6.1: Human-readable representation of the Al Cards
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Table 6.1: Al Cards framework requirements

Purpose Providing an overview of technical documentation that
effectively conveys key information about a given use
of an Al system.

Knowledge The EU AT Act (Article 9 on risk management system,
sources Article 11 and Annex IV on technical documentation),
ISO/IEC 42001 on Al management system,
ISO/IEC 23894 on Al risk management.

Scope In the scope: Al system (as a whole), its context of use,

and information relevant to trustworthy AI concerns
including risk management.
Out of the scope: organisational processes, details of
management systems, and documentation of Al com-
ponents, e.g. datasets and models. The framework
is horizontal and does not take sector-specific nuances
into account.

Audience AT providers, developers, deployers, end-users, sub-
jects, auditors, and policymakers.

Representation An easy-to-understand visual human-readable repre-

formats sentation accompanied by a machine-readable specifi-
cation.

(1) General Information

This section provides the key information about the Al system including
its version, modality—which defines the form in which the system is placed
on the market, e.g. standalone software, API, or safety component of a
product—main AI techniques used, provider(s), and developer(s).

(2) Intended Use

As discussed earlier, the AI Act puts a considerable emphasis on intended
purpose of the system, which refers to the use for which an Al system is
intended by the provider. Based on the analysis provided in Section 3.3, 6
of the concepts are included in this section of the Card: domain, purpose,
AT capability, AI deployer, AI subject, and locality of use. Note that
information about data is represented in section (4) of the AI Cards.
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(3) Key Components

Many Al systems are built through integration of multiple AT models,
datasets, general-purpose Al systems, and other software elements, each of
which has an effect on the system’s behaviour and in turn its risks [152]. This
section provides the system’s high-level architecture in terms of incorporat-
ing components. For each component, its name, version, and link to
documentation or ID are presented. For detailed information about com-
ponents, the AI Cards relies on their documentation, which is presumably
offered by the components’ providers in the form of information sheets,
e.g. Datasheets, Model Cards, and Al FactSheets. Hardware platform
is also included in this part to specify the hardware on which the system is
intended to run.

(4) Data Processing

AT systems that do not process data, if they exist at all, are rare. Within
the EU digital acquis’, the GDPR [21], which protects the fundamental right
to privacy by regulating personal data, is applicable to those Al systems that
process natural persons’ data. Therefore, having knowledge of whether a
given use of an Al system involves processing of personal data is crucial to
correctly interpret the resulting legal compliance obligations. This section
of AI Cards specifies the data processing associated with the system, the
legal basis for processing data, e.g. consent, and the source of this data.

(5) Human Involvement

Involvement can take different forms depending on the phase of Al de-
velopment, the role of human actors, and the system’s level of automa-
tion—which has a range from fully autonomous to fully human-controlled
according to ISO/IEC 22989 [36]. The level of automation also has a substan-
tial effect on the safeguards, including human oversight measures, required
for controlling Al risks. This section of the Al Cards provides an overview
of involvement of two specific human actors: AI end-users, who use the
Al system’s output and AI subjects, who are subject to the outputs or
effects of the system. For these actors, the following aspects of involvement
are considered:

e Intended involvement: represents whether the involvement of a spe-
cific actor is as intended. An example of an intended Al subject in an

TAcquis refers to the body of rights and obligations that is binding across all EU
Member States.
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Al-based proctoring system is a student sitting for an online test. In
this case, other persons present in the room are unintended Al subjects.

e Active involvement: shows whether a specific actor actively inter-
acts with the Al system. For example, in the aforementioned online
proctoring system, students actively interact with the system. In con-
trast, in a CCTV-based Al system that monitors students’ behaviour
during paper-based exams, students are not actively involved.

e Informed involvement: represents whether a specific actor was in-
formed that an Al system is in place; for example, in cases where a
decision affecting a person’s education is made using Al-based solu-
tions. This can serve as a partial indication of compliance with the
AT Act’s transparency obligations for certain Al systems, outlined in
Article 50, which requires providers of the systems that directly inter-
act with individuals to inform those individuals that they are engaging
with an Al system.

e Control over AI outputs: shows the extent to which AI subjects
and end-users have control over Al outputs, in particular decisions
made by Al systems and their subsequent impacts. Inspired by the
OECD’s modes of optionality [94], the following six levels of control
are considered:

— An Al subject/end-user can opt in the system’s output.
— An Al subject/end-user can opt out of the system’s output.
— An Al subject/end-user can challenge the system’s output.
— An Al subject/end-user can correct the system’s output.

— An Al subject/end-user can reverse the system’s output ex-post.

— An Al subject/end-user cannot opt out of the system’s output.

(6) Risk Profile

This part provides a high-level summary of risk management results,
which includes an overview of likelihood, severity and residual risk as-
sociated with risks that have impact on health and safety, fundamental
rights, society—including the often-absent systemic risks in many docu-
mentation approaches [152]—and environment. Further, this section shows
whether any technical, monitoring (human oversight), cybersecurity, trans-
parency, and logging measures applied to control the risks.
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(7) Quality

With many Al incidents rooted in poor quality, ensuring that the system
is of high quality by participating in Al regulatory sandboxes, benchmarking,
and performing tests is necessary. This section of Al Cards aims to illustrate
key AI system qualities using a radar chart. This can include accuracy,
robustness, and cybersecurity, which are the key qualities explicitly men-
tioned in the Al Act (Article 15). Further, the relevant product quality and
quality in use, described by ISO/IEC 25059 on AI SQuaRE (Systems and
software Quality Requirements and Evaluation) [197] can be considered to
be included in the quality section.

(8) Pre-determined Changes

This section of the AI Cards provides a list of pre-determined changes
to the system and its performance in terms of changed entity, frequency
of change, and purpose of change.

(9) Compliance & Certification

This section of the Al Cards lists the main digital regulations the Al
system is compliant with, examples within the EU jurisdiction are the EU
AT Act, GDPR, and Union harmonisation legislation. Also, it represents key
standards to which the system or the provider(s) conform, e.g. ISO/IEC
42001 on AT management system [37], and codes of conduct followed in de-

velopment or use of the Al system, for example UNESCO’s recommendations
on Al ethics [198].

6.3 Machine-Readable Representation of the
A1 Cards

Effective AI documentation practices should enable search capabilities, fa-
cilitate meta-analysis, allow for easy comparison of multiple Al systems, and
support automation in creating, updating, and auditing of documentation
[199, 14, 153]. To support these futures, the human-readable representation
of the AI Cards requires an accompanying machine-readable specification.
Therefore, the AI Cards framework supports machine-readable representa-
tion of information by leveraging the standards, methods, and tools, provided
by the World Wide Web Consortium (W3C). This is also motivated by the
body of work discussed in Subsection 2.4.3 and the rise in the uptake of open
data formats for documentation, reporting, and sharing information by the
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AT community—for example, HuggingFace’s use of JSON Model Cards®>—as
well as the uptake of such data formats by the EU, e.g. DCAT-AP open
data portals® [144], EU vocabularies and ontologies?, and machine-readable
regulatory reporting [200],.

The provision of machine-readable specifications for Al Cards is realised
using AIRO and VAIR, as illustrated in Figure 6.2. With a knowledge graph-
based specification of Al use cases, wherein the information elements are
modelled, the human-readable specification of Al Cards can be automatically
generated, as previously discussed in Section 5.3.

The machine-readable representation of AI Cards aims to foster openness
and interoperability—both essential for exchanging information across the
AT value chain. This representation is extensible and therefore enables ac-
commodating sector-specific information requirements and allows adaptation
as per the potential future amendments to the Al Act via delegated acts, the
anticipated guidelines from authorities including the AT office, and case laws.
Grounded on formal logic, it also assists in ensuring that the information is
complete, correct, and verifiable.

Zhttps://huggingface.co/docs/hub/model-cards
3https://op.europa.eu/en/web/eu-vocabularies/dcat-ap
4https://op.europa.eu/en/web/eu-vocabularies/controlled-vocabularies
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6.4 Proof-of-Concept: AI Cards for an Al-
Based Proctoring System

This section provides an illustrative proof-of-concept implementation of
Al Cards for Proctify—an Al-based student proctoring system that aims to
detect prohibited behaviour of students during online exams, introduced in
Subsection 4.4.1.

In addition to the use case description in Subsection 4.4.1, it is important
to note that throughout the risk management process performed in relation
to Proctify, the risks and impacts of the system were identified and assessed
by the provider, including the following;:

e The system may have lower accuracy for students with darker skin
tones.

e The system may have a higher rate of false-positive alarms for students
wearing glasses.

e False-negatives and false-positives are more frequent for students with
health issues or disabilities that affect their facial behaviour.

e There is a chance of over-reliance of human instructors on the system’s
output (automation bias).

These risks have the potential to negatively impact students’ mental
health, future career, and their rights to dignity and non-discrimination.
Some of the measures applied to address the system’s risks and impacts
are:

e Ensuring the dataset is representative and diverse in demographic terms,
e Conducting rigorous and frequent testing of accuracy,

e Assigning expert human proctors,

e Creating clear protocols to act upon when an alarm is raised.

The Proctify’s AI Cards is visualised in Figure 6.3. A snippet of the machine-
readable specification is provided in Listing 8°.

SFor a comprehensive specification refer to https://github.com/DelaramGlp/airo/blob/
main/usecase/proctify.ttl
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6.4. Proof-of-Concept: Al Cards for an AI-Based Proctoring System

3 Card’s Version 1.2.3
Al Cards: PI‘OCt]fy Card’s Date (Issued) 2024-04-23
Card’s Language Eng
Card’s Publisher ~ AIEduX
com/DelaramGlp/airo/main usecase proctify.rel Contact Info proctify@aiedux.org

1. General Information 2. Intended Use

Domain: Education

Joral . . ] . -
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Modality: Software online exam
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Figure 6.3: An example of Al Cards for an Al-based proctoring system.
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ex:proctify
a airo:AISystem ;
airo:hasVersion ex:v_1.0.2 ;
dct:date "2023-09-11"""xsd:date ;
airo:hasModality vair:Software ;
airo:usesTechnique vair:DeeplLearning ;
airo:hasInput ex:facial_video ;
airo:producesOutput ex:suspicious_behaviour_alarm ;
airo:isProvidedBy ex:AIEduX ;
airo:isDevelopedBy ex:AIEduX ;
airo:hasComponent ex:facial_analysis_toolkit,
ex:susbehaved_dataset ;
airo:hasModel ex:susbehaved_model ;
airo:isAppliedWithinDomain vair:Education ;
airo:hasPurpose vair:DetectingProhibitedBehaviourDuringTest,
ex:facial_behaviour_analysis,
ex:video_analysis ;
airo:hasCapability ex:facial_recognition ;
airo:isDeployedBy ex:university ;
airo:hasAutomationlLevel vair:PartialAutomation ;
airo:hasAISubject vair:Student,
ex:other_occupant ;
airo:hasAIUser ex:instructor ;
airo:hasRisk ex:inaccuracy_risk_for_darker_skin ;
airo:hasRiskControl ex:bias_testing ;
dqv:hasQualityMeasurement ex:alarm_precision_measurement,
«» ex:alarm_recall_measurement, ex:alarm_f_score_measurement ;
airo:hasPreDeterminedChange ex:change_of_model ;
airo:compliesWithRegulation ex:EU_GDPR ,
ex:Irish_Data_Protection_Act ;
airo:conformsToStandard vair:ISOIEC42001_2023 ,
vair:ISOIEC27001_2022 ;
airo:followsCodeOfConduct
— ex:use_of_AI_and_data_in_teaching_and_learning ;
dpv:hasProcessing ex:processing_1

Listing 8: A snippet of machine-readable provision of Proctify in Turtle
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6.5 Discussion of the AI Cards’ Benefits and
Potential Applications

The AI Cards is primarily created by Al providers. However, with in-
volvement of multiple actors in the Al development, creation of the AI Cards
can transform into a collective activity, requiring exchange of information
among these actors. In the AI Cards framework, the information sharing
between Al providers and providers of its incorporating components, such
as datasets and models, is particularly important. As mentioned earlier,
the Al Cards framework relies on the components documentation provided
by their providers in form of information sheets, for example, Datasheets
and Model Cards. When this documentation is provided in an interopera-
ble manner using common ontologies and vocabularies, it enables federated
querying capabilities. Therefore, in terms of documentation management,
the machine-readable specification of AI Cards not only assists Al providers
in frequent modification and version control, but enables integration of data
regarding incorporating components from diverse sources.

Concerning the Al Act, the Al Cards assists Al providers in addressing
the obligations regarding risk management (Article 9), technical documen-
tation (Article 11), and provision of information to deployers (Article 13)
by offering a means for transparent sharing of Al and risk information with
different parties, particularly AI deployers. The summarised view offered
by the AI Cards enables Al deployers as well as end-users of the system
in capturing a holistic view of the intended use of the system, its technical
specifications, qualities, and risk profile. Further, AI deployers can use the
AT Cards for the comparative evaluation conducted for selecting appropriate
Al systems, in particular in procurement processes.

Regarding enforcement of the EU AI Act, the Al Cards can be helpful
for conformity assessment bodies in tasks related to auditing and certifica-
tion. The AI Office can benefit from Al Cards, in particular its Semantic
Web-based representation, in development of the urgently-needed automated
tools for fundamental rights impact assessment (FRIA), as mentioned in Ar-
ticle 27 (4), which has overlaps with technical documentation in terms of
information requirements. The Al Cards can further be extended to support
publishing and comparison of FRIAs, which in turn enable agile refinement
and understanding of best practices in that regard.

The Furopean Commission can benefit from the potential of the AI Cards
in serving as a template for creating public searchable repositories of Al use
cases. While the EU database (Article 71) aims at indexing Annex III high-
risk Al systems, such an open repository that contains Al risk information
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Figure 6.4: Applications of the Al Cards in the Al value chain

accelerates regulatory learning both among authorities and between prospec-
tive Al providers and deployers. Where confidentiality concerns may impede
the open access sharing of such information, using summarised views offered
by Al Cards can maximise sharing and learning. Sharing AI Cards also offers
assistance in identifying and sharing best practices in Al risk management
and impact assessment and assists in identification of reasonably foreseeable
misuses of Al. This is helpful for Al providers and deployers, especially less
well-resourced SMEs and public bodies in drawing legal certainty and further
in implementation of the Al Act. A public knowledge base of Al use cases
might be useful for the Commission in monitoring the current state of Al
adoption within the EU and more importantly assessing the need for amend-
ing the list of Annex IIT high-risk Al systems as per Article 7. Adopting
such an approach promotes the transparency in the process of adopting the
relevant delegated or implementing acts. Figure 6.4 depicts a summary of
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the potential applications of the Al Cards in the Al value chain.

The AI Cards will be evaluated in the next chapter in Section 7.4, as
part of which the potential uses of the AI Cards as perceived by survey
participants will be discussed (Subsection 7.4.3).
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CHAPTER
SEVEN

EVALUATION

This chapter first discusses the methodology used for evaluating the re-
search presented so far in Section 7.1. The validation of the Al Act analysis
(Chapter 3) is presented in Section 7.2. The evaluation of AIRO and VAIR
and evaluation of the Al Cards framework (Chapter 4) are detailed in Sec-
tion 7.3 and Section 7.4, respectively. Finally, a summary of the proof-of-
concept implementations of the artefacts proposed in the thesis is provided
in Section 7.5.

7.1 Evaluation Methodology

The methodology adopted for evaluation of the research involves 4 main
components:

1. Validity of the AI Act analysis (RO1) is determined through con-
sultation with Al and law experts, and is presented in Section 7.2.

2. The ontologies, i.e. AIRO and VAIR, (RO2) are evaluated in
regard to their (i) sufficiency in satisfying information requirements for
determining high-risk Al systems, expressing intended purpose, docu-
menting Al and risk information, and registering Al systems and (ii)
technical quality including logical consistency, adherence to best prac-
tices, freedom from errors, and FAIRness. Evaluation of AIRO and
VAIR is provided in Section 7.3.

3. The usefulness and usability of the AI Cards framework (RO4) are
evaluated through an anonymous survey. Evaluation of the AI Cards
framework is presented in Section 7.4.
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4. Applicability of the ontologies and the Semantic Web-based
compliance mechanisms (RO2 and RO3) was previously demon-
strated by the proof-of-concept implementations in Chapter 4 and Chap-
ter 5. In addition, applicability of the Al Cards (RO4) was shown in
Chapter 6. A summary of these proof-of-concept implementations is
presented in Section 7.5.

7.2 Validity of the AI Act Analysis

Since this thesis stands as an interdisciplinary research at the intersection
of Al, law, and standardisation, engagement with subject matter experts was
necessary to ensure the validity of the interpretation of the AI Act and related
Al standards.

As an initial step of validation, the analysis was continuously refined
based on the discussions with the supervisors of this thesis, who have con-
ducted extensive work on capturing requirements and semantic modelling for
compliance with the EU GDPR, and have been involved in international and
European standardisation activities regarding Al, cybersecurity, and privacy.

As part of the PROTECT project, the inputs from early-stage researchers
from the Ontology Engineering Group (OEG) at Universidad Politécnica de
Madrid (UPM), the School of Law at Trinity College Dublin (TCD), the
Department of Philosophy at University of Twente, and Rathenau Instituut
were used in validation of the risk management requirements. These require-
ments were extracted from the Commission’s proposed Al Act and other rel-
evant resources including the EU High-Level Expert Group’s (HLEG) ethics
guidelines for trustworthy AI [201], its assessment list (ALTAI) [69], and
the Medical Devices Regulation (MDR) [166]. This interdisciplinary collab-
oration within the PROTECT network further contributed to shaping the
notion of Al risk in this thesis.

Consultation with AT Act experts from the European Commission’s Joint
Research Centre (JRC), which provides science and research services to sup-
port EU policymaking, played a critical role in validating the analysis. This
consultation specifically addressed the Al Act’s documentation requirements
and therefore was directly related to the following research objectives: RO1(c),
which involved analysis of the provisions of the Al Act regarding documenta-
tion, RO3(c) that was approached using SPARQL for retrieving information
to generate documentation, and RO4, which was addressed by development
of the Al Cards framework (refer to Subsection 7.4.1 for more details). Given
the involvement of the JRC in assessing European standards at the time of
collaboration, the alignment of existing standards with the requirements of
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the AT Act’s risk management and documentation obligations was discussed,
mainly during a 6-week on-site visit to JRC, resulting in refinements in using
standards in this work.

With regard to standards, the development of Al standards at both in-
ternational and European levels were monitored through membership in the
National Standards Authority of Ireland (NSAI), ISO/IEC JTC 1/SC 42 and
CEN-CLC/JTC 21. This involvement was particularly useful in tracking de-
velopment of the relevant standards to this work, including ISO/IEC 22989 [36]
on Al terms and concepts, published in July 2022, ISO/IEC 23894 [39] on
AT risk management, published in February 2023, and ISO/IEC 42001 [37]
on Al management systems, published in December 2023. In addition, par-
ticipation in the recent discussions at CEN-CLC/JTC 21 concerning their
response to the European Commission’s Al standardisation request [13], fur-
ther helped in refining the links made between standards and the Al Act’s
requirements in this thesis.

Throughout this research, the analysis was cross-referenced with docu-
ments and statements issued by the EU officials and compared with experts’
opinions published in academic papers, previously reviewed in Section 2.2,
notably [8, 34, 85, 84, 64].

The use of the 5 concepts for describing the system’s intended use has been
also validated by Bogucka et al. [155] in both co-design and user study phases
of the development of the Al Impact Assessment Report template. Within
this template, the 5 concepts are utilised for describing the Al system’s use,
as depicted in Figure 7.1.

7.3 Evaluation of AIRO and VAIR

This section discusses evaluation of AIRO and VAIR from two aspects:

1. Ontology verification determines, on the basis of the ontology re-
quirements, whether the ontologies are built correctly [202]. Therefore,
ATRO and VAIR were compared against the information requirements
that were identified from the AI Act and the relevant standards in
Chapter 3.

2. Ontology quality assessment ensures the ontologies are of high-
quality, promoting their interoperability and reusability. The criteria
considered for AIRO and VAIR quality assessment include consistency,
freedom from errors, and FAIRness.

Usefulness of machine-readable specification of the AI Cards, which is
created using AIRO and VAIR, will be discussed as part of the user study in
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Impact Assessment Report Template

The Al System’s Name

( current phase of the system’s lifecycle )

Section 1 Information on the System's Use and Teams

1.1 System’s Use. Description of the system's intended use:

Purpose. Objective intended to be accomplished through the system’s use.
Capability. Technical capability that enables the realization of the purpose.
Domain. The area or sector selected for the system's use.

Al User. Entities or individuals in charge of deploying and managing the system.
Al Subject. Individual, group or organization impacted by the system's use.

1.2 System Components. Description of the system's underlying components, including
machine learning models and third-party technologies, and monitoring of the system's use.

1.3 System Data. Description of input data, training data, validation data, and testing data.

1.4 System Evaluation. Description of the system's performance, accuracy, reliability,

and limitations, including the reasonably foreseeable misuse.

Evaluation at development stage.
Evaluation at deployment tage.
Evaluation at use stage.
Limitations.

1.5 Teams. Description of the diversity and ethical skills of the teams overseeing the system's
development, deployment, or use.

Figure 7.1: Al system’s use section in the AI Impact Assessment Report
template [155] that uses the 5 concepts proposed by this work

Subsection 7.4.3. The results of the user study were considered as an indirect
assessment of the usefulness of the ontologies.

7.3.1 Ontology Verification

The following provides evidence of fulfilment of the information require-
ments by the ontologies. This demonstrates the extent AIRO and VAIR are
in-line with the use they are designed for.

Fulfillment of Information Requirements for Determining High-
Risk and Prohibited AI systems

The questions for determining Annex III high-risk Al, presented in Sub-
section 3.2.1, shaped the foundation of AIRO. The top-level concepts and
relations modelled in AIRO to address the information required to answer
these questions are presented in Table 7.1. The additional concepts and rela-
tions modelled to satisfy the questions for determining prohibited Al systems
(Subsection 3.2.3) are shown in Table 7.2.

Moreover, VAIR was assessed to ensure inclusion of the instances of these
concepts, that are essential for modelling the rules for determination of An-
nex IIT high-risk Al systems (SHACL shapes presented in Section 5.1). The
assessment showed completeness of VAIR in covering the instances of the 5
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Table 7.1: Fulfilment of competency questions for determining Annex III

high-risk Al

Competency question

Concept

Relation with
airo:AISystem

system used?
ing the Al system?
ployed by the AI system?

AT system?
5. Who is the Al subject?

1. In which domain is the Al
2. What is the purpose of us-
3. What is the capability em-

4. Who is the deployer of the

airo:Domain
airo:Purpose
airo:AICapability
airo:AIDeployer

airo:AISubject

airo:isAppliedWithin
Domain
airo:hasPurpose
airo:hasCapability

airo:isDeployedBy

airo:hasAISubject

Table 7.2: Fulfilment of additional competency questions for determining

prohibited Al practices

Competency question

Concepts & relations

What data is processed by
the AT system?

What is the locality of use?

What is the consequence of
using the system?

What is the impact of us-
ing the Al system?

airo:AISystem dpv:hasProcessing
dpv:Processing .

dpv:Processing dpv

airo:
airo:
airo:
airo:
airo:
airo:
airo

:hasData airo:Data.

AISystem airo:isUsedWithinLocality

Locality0fUse

AISystem airo:hasRisk airo:Risk .
Risk airo:hasConsequence

Consequence .

Consequence airo:hasImpact

:Impact .

concepts featured in the rules for determining Annex III high-risk Al, pre-
sented in Appendix C. It should be emphasised that completeness of VAIR
for purposes other than describing Annex III use cases was not assessed.

Describing AI Intended Purpose

Since the information requirements for expressing intended purpose over-
lap with the ones concerning determination of high-risk and prohibited Al,
the evaluation presented earlier in this section is applicable. As shown in
Section 5.2, the AIUP profile introduced new concepts (listed in Table 5.2)
in order to satisfy competency questions documented in Table 5.1.
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Inclusion of the AI Cards’ Information Elements as a Subset of
Risk Management and Technical Documentation

AIRO and VAIR were also evaluated to determine whether they cover
the Al Cards’ incorporating information elements, which are considered as a
subset of the information requirements arising from the AI Act’s risk man-
agement and technical documentation obligations. This evaluation ensures
presence of the concepts and relations needed for generation of the Al Cards
using the queries provided in Section 5.3.

Registration Requirements

Fulfilment of registration requirements was previously illustrated in Ta-
ble 5.4. The AICat competency questions were addressed using AIRO, VAIR,
and ATUP, as well as reusing some existing vocabularies and ontologies, in-
cluding Dublin Core Terms, DCAT, ODRL, and DPV.

7.3.2 Quality Assessment

Quality assessment of AIRO and VAIR was carried out in accordance
with the following criteria:

1. Syntax validity and logical consistency: Throughout the develop-
ment process, the syntax was checked using Protégé. Logical consis-
tency was tested using build-in Protégé reasoners including FaCT++ 1.6.5
and HerMiT 1.4.3.

2. Adherence to ontology development best practices: In addition
to following LOT as an ontology development methodology, quality of
AIRO and VAIR was ensured by following best practices and guidelines
from the Semantic Web community, including the W3C’s Data on the
Web Best Practices [59], the W3C Recipes for Publishing RDF Vocab-
ularies [58], FAIR best practices for vocabularies and ontologies [62],
and WIDOCO best practices for ontology documentation [175].

3. Freedom from common ontology pitfalls: OOPS! (OntOlogy Pit-
fall Scanner!) [60], was used to detect and further resolve common errors
and pitfalls of AIRO and VAIR!. The key unresolved pitfalls raised by
OOPS! concerned the following:

'Re-assessment of the final version of both ontologies using OOPS! was not possible
due to the unavailability of the OOPS! service in September 2024.
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o / Ontology Pitfall Scanner for FAIR (Beta) Validator  About

URI ‘

[ https://w3id.org/airo ]

Example: https://w3id.org/example (click here to enter this ontology)

Title: (aRo )

UR: (https://waid.org/airo )

License (https: i .0/ )

Findable (9/9)

100%

Reusable (9/9) Accessible (3/3)

Interoperable (3/3)

Figure 7.2: A screenshot illustrating the result of evaluating AIRO using
FOOPS!

e Missing annotations: It was raised due to the absence of defini-
tions for those classes and properties reused from other ontological
resources.

e Missing disjointness: This issue was raised as disjointness between
some classes are not defined, given that they can share individuals.

e Missing domain or range in properties: This pitfall addressed the
deliberate design decision, discussed in Subsection 4.2.2, to en-
hance AIRO’s flexibility in modelling Al use cases by not restrict-
ing domain or range for some properties.

e Inverse relationships not explicitly declared: This issue addressed
the lack of inverse relations (owl: inverse0f) between object prop-
erties. This was intentional to keep AIRO minimal and simple, as
also discussed in Subsection 4.2.2.

e Equivalent classes not explicitly declared: This was a false posi-
tive, incorrectly identifying equivalent classes.

4. FAIRness: Adherence of the ontologies to FAIRness principles was
evaluated using FOOPS! [174]. The fairness scores for both AIRO and
VAIR, as calculated by the FOOPS! web service?, showed their full
compliance with FAIRness principles for ontologies. Figure 7.2 depicts
the result of evaluating ATRO using the FOOPS! web service.

Zhttps://foops.linkeddata.es/FAIR validator.html
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7.3.3 Comparison with the State of the Art

With a focus on the coverage of concepts, Table 7.3 compares the 6 key
generic Al taxonomies, reviewed in Subsection 2.3.1, with AIRO and VAIR.
In this table, and the following ones in this chapter, a black circle (o) indicates
presence and a blank circle (o) signifies absence. Further, an asterisk (*)
indicates involvement of the author in the development of the ontology.

Table 7.4 provides a comparison of AIRO with the existing ontologies
related to Al risks, presented in Subsection 2.3.3. In this table, the ontologies
that have been developed based on AIRO with involvement of the author,
which are the Health Al Risk Taxonomy (HART) [67] and DPV 2.0 [57],
are also included to ensure the comprehensiveness of the evaluation (see
Subsection 8.3.2 for the details of these two ontologies).

These comparisons show that AIRO and VAIR include concepts for ex-
pressing information related to technical aspects of Al systems, their con-
text of use, and risks in standardised formats that not only enable machine-
readable representation of AI use cases, but allow further reasoning. As
shown in Table 7.3, AIRO and VAIR do not include explicit categorisation
of Al impacts (harms). This is due to the way impact is specified in AIRO,
using impacted entities and area of impact. AIRO is a generic ontology and
therefore can be applied, and extended if needed, for modelling Al use cases,
regardless of the sector they are used within, their technology, and the types
of risks they impose. At the time of writing, AIRO and VAIR are the only
ontologies aligned with the requirements of the EU AT Act. Both AIRO and
VAIR have been published under open and permissive licenses, allowing their
free reuse.

Leveraging of Semantic Web technologies and alignment with the AT Act
and ISO/IEC standards are two distinctive features of AIRO and VAIR, fill-
ing the gap associated with the lack of data models for Al risks. Another
key feature of AIRO and VAIR is their practical application, which has been
demonstrated in this thesis through implementation of a set of RegTech so-
lutions.
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Table 7.3: Comparison of AIRO and VAIR with SOTA generic Al taxonomies
(a black circle (o) indicates that the criterion has been satisfied and a blank
circle (o) indicates that the criterion has not been fulfilled)

S s g - =
> 18 |2 |8 |8 |8 |8
S 2 < 2 = >
& |0 |2 |v P = =
< < <
Machine- OWL2| o o o o o JSON
readable format
Al technical | e ° . . ° ° o
concepts
Al lifecycle con- | e ° o o o o °
cepts
AT use concepts | o ° ° ° o ° o
Types of harms | o °
Risk manage- | e ° o . ° o o
ment concepts
Existing tools | e o o o o ° °
empowered by
the taxonomy
Alignment with | e o o o o o o
the AI Act
Alignment with | e o o o o o o
standards
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Table 7.4: Comparison of AIRO with ontologies related to AI Risks (* illustrates the involvement

of the author)

Ontology Scope Al AT use | AI risk Open- | Docum+ Peer- proof-
tech- source | enta- review | of-
nology code tion concept

AIRO AT systems, their use, | ° Risks as per | e . ° °

and associated risks the Al Act &
ISO/IEC  stan-
dards

HART* [67] AT risks in the health | o . Types of AI risks | e . . o

domain in the health do-
main

DPV 2.0* [57] | Processing of personal | e . Risk management | e . . °

data and use of tech- based on ISO
nologies 31000 series

EA-Ontology Technology ethics as- | o ° Ethical risks ° ° ) .

[110] sessment

ASCENT [111] | AI explainability o . Measures related | e o o .

to explainable Al

ExplainableML| Al explainability ° o Measures related | e o ° °

Ontology [112] to explainable Al

FIDES [113] Accountability of sta- | e o o . o . .

tistical ML models

Doc-BiasO Al Bias documenta- | e . Al bias & its mea- | o o ° )

Ontology [114] | tion sures

ATO [115] AT terminology Types of bias o

TAIR* [116] Alignment of trustwor- o o

thy Al requirements
ATPO [117] Alignment of trustwor- | o o o . o o .

thy Al principles
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7.4 Evaluation of AI Cards

7.4.1 Expert Consultation

The AT Cards was created in close collaboration with 3 experts based in
the JRC’s digital transformation and data directorate (JRC T). In addition,
throughout the development process, the analysis of the Al Act’s provisions
and the Al Cards framework was discussed with 9 JRC experts, whose back-
grounds were in digital policymaking in the EU, particularly the AT Act, Al
transparency and documentation, explainability, cybersecurity, standardisa-
tion, use of Al in the public sector, and Semantic Web. This consultation
aimed to ensure alignment of the Al Cards framework with EU digital poli-
cies, adoption of correct terminology, and suitability of the framework for
addressing common concerns of Al stakeholders. Based on the feedback re-
ceived, the visual representation of the AI Cards was refined 4 times, with
minor subsequent adjustments to the semantic models, in particular AIRO.

Additionally, once a solid structure for the AI Cards was reached, a sub-
sequent consultation was conducted with JRC experts, who were not directly
involved in the development process. In this phase of consultation, a draft of
a paper on Al Cards® was shared for internal feedback. Constructive feed-
back was received on the use of ISO/IEC standards, which resulted in minor
modification of the analysis and the Al Cards framework.

It is important to note that the views expressed by the JRC researchers
were their individual expert opinion and therefore should not be regarded as
an official position of the European Commission.

7.4.2 Comparison of Al Cards with the State of the
Art

Given its dual representations, the Al Cards framework is compared with
the two sets of related work reviewed in Chapter 2. First, it is compared
with AI use and risk documentation practices reviewed in Subsection 2.5.2
and Subsection 2.5.3 using the criteria discussed in Subsection 2.5.4. The
comparison, which is provided in Table 7.5, shows that in terms of infor-
mation coverage, the template for AI impact assessment [155] and Al Risk
Profiles [157] are closely aligned with the Al Cards. Compared to the vi-
sual representation of Al Cards, the template for Al impact assessment [155]
features detailed risk management information (risk profile section), which
comes at the cost of a summarised view. AI Risk Profiles [157] also heavily

3The published version of this paper is [72].
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Table 7.5: Comparison of Al Cards with existing Al use case and risk docu-
mentation approaches

Approach Tech. | Context | Risk | Al Summ- | Machine-

of use Act arised readable
view

Al Cards ° ° ° ° °

Use Case | o ° o . °

Cards [64]

Al Usage | o ° . o o °

Cards [137]

Al Impact As- | o . ° . o o

sessment Re-
port Template

[155]

RISKCARDS | o o ° ° o o
[156]

AI Risk Pro- | e ° ° ° ° o
files [157]

relies on lengthy unstructured textual information with the summarised view
limited to risks, mitigation measures, and certifications.

The second aspect of comparison focuses on setting the Al Cards frame-
work side by side with machine-readable documentation approaches, that
were previously investigated in Subsection 2.4.3. As shown in Table 7.6, the
scope of existing machine-readable documentation, reviewed previously in
Subsection 2.4.3, is limited to semantic specifications for dataset and model
documentation®. In addition, none of these studies consider alignment with
the requirements of the AT Act. The semantic specification for the Al Cards,
which is created using AIRO and VAIR, models Al use cases and their risks.
This, to some extent, fills the gap in the state of the art regarding open
knowledge models that enable expressing Al use cases, aligned with the re-
quirements of the EU Al Act.

The AI Cards framework, consisting of both human- and machine-readable
representations, distinguishes itself from existing documentation approaches
through:

e [ts modular and future-proof design, rooted in its semantic nature, that
ensures the scalability required to address documentation requirements
arising from forthcoming Al regulations, policies, and standards. This

4To avoid confusion, the use of DPV for GDPR-required documentation previously
reviewed in Subsection 2.4.3 is not included.
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Table 7.6: Comparison of Al Cards (machine-readable representation) with
existing approaches for machine-readable documentation of Al and its com-
ponents

Approach Scope License Al Act | Peer-
review

AT Cards Al use case | CC-BY-4.0 ° °
and risk

Open DataSheets | Dataset MIT License o o

[133]

MCRO [135] Model Attribution 3.0 | o .

Unported

LMDC [136] Dataset & | Apache License | o o

model 2.0

scalability is achieved by extending the AIRO and VAIR at the concep-
tual level through inheritance or concept specialisations or by reusing
them in semantically richer ontologies within separate namespaces.

e Its alignment with the EU AI Act’s provisions in regard to technical and
risk management documentation, as well as use of ISO/IEC standards
related to Al risk management and management systems.

e Its dual approach towards information representation, which makes
the framework accessible to both humans and machines. This facil-
itates communication, ensures consistency, and promotes interoper-
ability needed in documentation generation and maintenance activities
performed by several entities across the Al value chain. In addition,
the Semantic Web-based representation enables automation, which is
much-needed in AI documentation approaches to ensure the documen-
tation is in sync with the Al system development and usage practices
[154]. As discussed before, automation is also crucial for investigation
of technical documentation by Al auditors and conformity assessment
bodies for compliance checking and certification.

e Its holistic Al use-focused approach, which allows inclusion of infor-
mation regarding the context of use, risk management, and compliance
in addition to technical specifications. While most existing documen-
tation practices address potential risks or ethical issues at a very high
level in an unstructured format [93], the Al Cards framework draws a
picture of the risk management system that is already established by
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illustrating an overview of the identified risks and applied mitigation
measures.

7.4.3 Evaluation of the AI Cards Framework through
a User Study

In continuation of the collaboration with JRC and to evaluate the Al
Cards, a user study was conducted to assess (i) the alignment of the AI Cards
framework with the overall objectives of the AI Act and (ii) the potential of
the AI Cards in implementation and enforcement of the AI Act.

The questionnaire, which is presented in Section E.2, incorporates four
groups of questions that inquire about (1) the participant’s background,
(2) (only) the visual representation of the AI Cards, (3) (only) machine-
readable representation of the Al Cards, and (4) the Al Cards framework
(both human- and machine-readable representations). In the last of these,
to assess how stakeholders envisage usability of the AI Cards, the System
Usability Scale (SUS) [203] was used. As the SUS is originally designed for
assessing perceived usability of interactive human-computer interfaces, minor
wording changes were applied to fit it with the purpose of Al Cards’ assess-
ment and to provide more clarity. Table 7.7 shows the list of SUS-based
questions for assessing the AI Cards’ usability, each answered on a 5-point
Likert scale ranging from 1 (strongly disagree) to 5 (strongly agree).

Preliminaries

Ethics approval: Prior to carrying out the survey, it was reviewed and
approved by the ethics committee within the School of Computer Science
and Statistics at Trinity College Dublin.

Informed consent: At the beginning of the survey, the participants
were asked to agree to the informed consent form (it was a mandatory field).
Then, they could start completing the survey. The survey was anonymous
and participation in the survey was optional.

Introducing AI Cards: Essential introduction about AI Cards was
provided within the survey, with links to an example of Al Cards for Proc-
tify (presented in Section 6.4)°. Further, a one-pager infographic was shared
with participants, attached to the invitation email. Where possible or re-
quested by participants, information about the Al Cards was presented in a
preliminary interactive session. In total, four sessions were held. However,

5The information that was shared regarding the example is also available at: https:
//delaramglp.github.io/aicards/example/
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Table 7.7: SUS questions used for evaluating usability of Al Cards

No. Question

SUS01 I think that AI stakeholders would like to use the Al Cards
framework frequently.

SUS02 1 find the AI Cards framework unnecessarily complex.

SUS03 I think the AI Cards framework is easy to use.

SUS04 T think that Al stakeholders would need the support of a tech-
nical person to be able to use the AI Cards framework.

SUS05 I find the various aspects (i.e. information elements and human-
and machine-readable formats) in the AI Cards framework are
well integrated.

SUS06 I think there is too much inconsistency in the Al Cards frame-
work.

SUSO7 I would imagine that most people would learn to use the Al
Cards framework very quickly.

SUS08 I find the AI Cards framework very cumbersome to use.

SUS09 I feel very confident using the Al Cards framework.

SUS10 I need to learn a lot of things before I could get going with the

AT Cards framework.

due to anonymity of the survey, investigating the effect of running interactive
sessions on the results was not possible.

Recruitment

The following three groups of participants were asked to take part in the
survey in a sequential manner:

e Student cohort: 23 students were recruited from the Data Gover-
nance module in Dublin City University, attended by students enrolled
in Masters of Art (MA) in Data Protection and Privacy (MDPP) and
the European Master in Law, Data and Artificial Intelligence (EMIL-
DAI). It is important to highlight that, due to the nature of this module,
some of the participants (30 percent) have notable positions in public
organisations, industry, and NGOs.

e Academic cohort: Following oral presentations at the ADAPT Cen-
tre’s annual scientific conference (AASC’2024) and ADAPT Law &
Tech working group, an invitation email was sent to the centre’s mem-
bers. 18 participants contributed to validation of AI Cards by com-
pleting the survey.
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e Industry, policy, and standard actors cohort: In the final round,
a wider call was issued aiming to capture industry, policy, and stan-
dard players’ opinions. The call, which targeted those who are familiar
with the AT Act, was disseminated through email as well as other com-
munication channels, including LinkedIn®, X7, Slack groups, and the
NSATI portal. 9 participants contributed to validation of AI Cards by
completing the survey.

The responses received from each cohort were analysed separately, con-
sidering the different time intervals during which the survey was conducted
for each cohort. Minor adjustments were made to the Al Cards design af-
ter the first round of the survey with students as well as consultations with
JRC experts. However, the overall design of the Al Cards and survey ques-
tions shared with the cohorts remained unchanged. The integrated findings
and the impact of the survey results on the AI Cards are discussed in the
remainder of this section and presented in details in Appendix E.

Findings

In total, 50 responses were collected. The following refers to the comments
regarding the missing and additional information elements, which directly
impacted the design of the Al Cards. Moreover, a discussion of the potential
of the AI Cards, as perceived by the participants, will be provided. The
detailed analysis of the responses is presented in Appendix E.

Human-readable representation: Most participants (86%) indicated
that the human-readable representation of the AI Cards is useful (useful or
very useful) in providing key AI and risk information. Some participants
suggested including additional information. Table 7.8 illustrates a summary
of the suggestions that impacted the design of Al Cards. Some comments
mentioned inclusion of detailed information within the human-readable rep-
resentation. As inclusion of such detailed information was not aligned with
the objective of providing a summarised view, these comments did not impact
the visual representation. However, they were considered as new information
requirements for the ontologies (for these comments please refer to Table E.1,
Table E.2, and Table E.3).

In the context of implementation and enforcement of the Al Act, the re-
sults showed that the AI Cards is perceived by the majority of participants

6See the call here: https://www.linkedin.com/posts/delaramglp_
call-for-participants-i-would-like-activity-7217456286454456321-JcrU?utm_source=
share&utm_medium=member_desktop.

"See the call here: https://x.com/DelaramGlp/status/1811691465715695887.
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Table 7.8: Changes applied to the Al Cards based on the participants’ com-
ments

Participant’s comment ‘ Impact on the AI Cards

General comments
Descriptive text of key words and ab- | Clarified the fields as much as possible.
breviations used (mentioned by 3 par-
ticipants)

Risk Profile

“be more specific about what kind of | Rights was reworded to fundamental
rights are meant. Individual rights? | rights.
Fundamental rights? ”

Data Processing
“a link to the GDPR ... adding a | The structure of the data processing
short version of the requirements of | section was changed by focusing on
data processing...” Processing.
Legal basis was added.
. a place to list input datasets that | The structure of the data process-
are not personal or sensitive...” ing section was changed by removing
types of data (i.e. sensitive and non-
personal) to avoid confusion.

[13

“How the data was sourced” Data Source was added to the data
processing section.
Components
“Where the Al is run” Hardware platform was added to the

Components section.

Other comments
“Information related to the registry | ID in the EU database was added.
process”

as adaptable for the following tasks related to the AI Act: compliance check-
ing, creating technical documentation, risk management documentation, and
crafting guidelines (for details see Figure E.7). The potential uses of the
human-readable representation of AI Cards mentioned by the participants
highlights three themes:

e Sharing and communicating Al and risk information with different par-
ties with different levels of Al literacy and technical knowledge (this
was the most common use mentioned by the participants),

e Auditing and monitoring of Al systems,

e Drawing comparisons between multiple Al systems.
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Machine-readable specification: The majority of the participants be-
lieved that the machine-readable representation is useful or to some extent
useful for developing automated tools, establishing a common language, and
structuring the EU registry of Al systems. Among these, establishing a com-
mon language around Al and risks rated useful by a higher proportion of par-
ticipants, compared to the other tasks (see the details in Figure E.9). Further,
the participants indicated that machine-readable specifications could assist
in compliance tasks, including determining risk category, reporting, building
AT governance tools, and achieving interoperability.

The overall framework: According to the participants, the three key
objectives of the Al cards are transparency (80%), accountability (62%), and
comprehensibility (62%). The following objectives were also mentioned by
the participants: human oversight, terminological alignment, and fairness.

In terms of potential target users, participants found the AI Cards par-
ticularly beneficial for AI providers and Al deployers (see the results in Fig-
ure E.11). Civil society, researchers, and the general public were among the
stakeholders identified by participants as potential beneficiaries of the Al
Cards.

SUS scores: The results of SUS are shown in Figure 7.3 using a box plot,
where due to the mixed tone of the items, a higher score for odd-numbered
items and a lower score for even-numbered items are desired. The overall
score in the range of 0 to 100 is calculated using the equation for standard
SUS score proposed in [204]:

SUS = 2.5(20 + SUM (SUS01, SUS03, SUS05, SUS07, SUS09)—

7.1
SUM (SUS02, SUS04, SUS06, SUS08, SUS10)) (7.1)

There were 8 instances of missing values where a participant did not
provide an answer to a SUS question. These missing values, that were dis-
tributed across 5 questions, were imputed by the median score calculated
for the corresponding question. After missing data handling, the scores had
a mean of 62.95 and median of 61.25, which is interpreted as a fairly good
score, according to [204] and given that the AI Cards has been provided as
a static visual framework without an interactive user interface. The pre-
dominantly favorable responses to frequency of use, ease of use, and ease of
learning (SUS 01, 03, and 07) are indicators of the high perceived usability
of AT Cards, which can be further enhanced by providing an interactive user
interface to overcome technical barriers noticed by participants (SUS 04 and
10).

Another key aspect in evaluation of effectiveness and usefulness of an Al
documentation framework is the extent of its adoption by the Al community,
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Figure 7.3: Box plot representing summary of SUS evaluating the AI Cards’.
The scores are in a Likert 5 points scale where for odd-numbered items a
higher score and for even-numbered a lower score are desired.

as evidenced in widely-adopted documentation approaches, e.g. Datasheets [134],
Model Cards [147], and Factsheets [149]. Given that the AI Act was only
published recently, the extent of Al Cards’ adoption will need to be assessed
over time. As indicated by one of the participants, “The real world applica-
tion would be interesting to see and may require changing based on different
Member State authorities requiring other information be made available for
documentation purposes”.

Assessing the ease with which human users can fill out the AI Cards is
relevant and further illustrates the usability and usefulness, however, this
aspect of assessment is not included in the evaluation. This is due to the fact
that the primary focus for generating Al Cards has been on automation of
information retrieval using SPARQL queries, as illustrated in Section 5.3.
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7.5 Evaluation of the Applicability of the The-
sis Artefacts

As mentioned earlier, the applicability of AIRO and VAIR, the Semantic
Web-based compliance mechanisms, and the Al Cards was demonstrated
through proof-of-concept implementations in the previous chapters. Table 7.9
provides an overview of these proof-of-concept implementations. Given that
the evaluation ultimately aimed to discover the extent to which Semantic
Web technologies can be utilised, limited examples were used to demonstrate
the application of the artefacts using at least one Al use case.

Table 7.9: An overview of the proof-of-concept implementations that demon-
strate applicability of the thesis artefacts

Artefact Applicability in proof-of-
concept pre-
sented in

AIRO and VAIR Modelling AT use cases and their as- | Section 4.4

sociated risks
Annex IIT high-risk | Determining high-risk Al systems Section 5.1
AT determinator
AIUP Using AIUP for expressing intended | Subsection 5.2.2
purpose within an aiup:UsePolicy
Queries for generat- | Retrieving Al and risk information | Section 5.3
ing Al and risk doc-
umentation

AlICat Using AICat for providing metadata | Subsection 5.4.2
of AT use cases and their components
in an aicat:Catalog

AT Cards Providing a summarised view of an | Section 6.4
AT use case
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EIGHT

CONCLUSION

This chapter concludes the work presented in this thesis by revisiting the
research question and objectives in Section 8.1 to demonstrate the extent
to which they have been achieved. In Section 8.2, a summary of the con-
tributions is provided. Section 8.3 refers to the impact the contributions
have already made. Section 8.4 outlines potential directions for future work
based on the research presented in this thesis. The thesis concludes with
final remarks in Section 8.5.

8.1 Addressing the Research Question through
Fulfilment of the Objectives

As a reminder, the research question of this thesis was:

To what extent can Semantic Web technologies facilitate compliance with
the EU Al Act’s risk management, documentation, and registration require-
ments?

The extent question was mainly determined through fulfilment of RO2
and RO3, with influence from RO4. Achieving these objectives was not
possible without fulfilling RO1.

Fulfilment of RO1

The first research objective (RO1) concerned analysing the Al Act to
identify the information requirements related to risk management, documen-
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tation, and registration. To address this objective, the analysis (presented
in Chapter 3), covered the following aspects:

e To fulfil RO1(a), an analysis of the risk-based classification for Al sys-
tems was presented in Section 3.2. The analysis covered Article 6 high-
risk Al systems and Article 5 prohibited Al practices. Regarding high-
risk Al systems, while all the AT applications specified in Annex I1I were
investigated, only two examples of the Union harmonisation legislation
(Annex I) were briefly discussed, given that a complete assessment was
not feasible due to the depth of Annex I legislation. Although this
analysis was limited, it showed that the overall approach in capturing
the core concepts can be applied for determining Annex I high-risk Al
systems. This can inform future efforts in structuring Annex I analysis
and in turn lead to enhancing AIRO, VAIR, and the SHACL shapes
by inclusion of Annex I conditions.

e To fulfil RO1(b), the intended purpose was conceptualised using the
concepts identified for determination of high-risk and prohibited Al
systems in Section 3.3.

e To fulfil RO1(c), the Al Act’s risk management system requirements,
outlined in Article 9, were analysed in Subsection 3.4.1 and technical
documentation requirements, referred to in Article 11 and Annex IV,
were detailed in Subsection 3.4.2. In this, relevant ISO/IEC standards,
including ISO/IEC 42001 [37] and ISO/IEC 23894 [39], which are can-
didates for harmonisation, were used to guide the analysis.

e To fulfil RO1(d), registration obligations for high-risk Al providers and
deployers (Article 49 and Annex VIII) and the characteristics of the
EU database (Article 71) were detailed in Section 3.5.

This analysis only covered a subset of the Al Act, which was previously
defined within the research scope (Subsection 1.2.1). Despite this, it is suffi-
cient for addressing the research question since it investigated the key articles
related to risk-based classification of the Act, risk management, technical
documentation, and registration. It is worth noting that the obligations for
general-purpose Al models were excluded from the scope, given that these
recently-introduced obligations seem to be separate from the EU product
safety framework (specified in NLF), adopted for Al systems in the Act. This
suggests that analysing such requirements for developing semantic models re-
quires additional guidelines, which are not currently available.
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Fulfilment of RO2

To meet RO2, Chapter 4 introduced AIRO and VAIR as ontologies for
modelling AT use cases and their associated risk management information in
a FAIR manner. The reliance of the ontologies on the interpretation of the
AT Act and the relevant standards might limit their use. However, being
implemented as open knowledge graphs, both ontologies can be adopted and
enhanced freely through inheritance or concept specialisations. They can
also be reused in other ontologies within separate namespaces. While this
reuse might be limited due to the specific conceptualisation of risk in the
ontologies, the adoption of the widely-used ISO 31000 series in shaping this
conceptualisation could enhance the expected broad applicability and reuse
of the ontologies.

Fulfilment of RO3

AIRO and VAIR provided the basis upon which the Semantic Web-based
approaches were developed in Chapter 5 to fulfil RO3. These FAIR ap-
proaches are listed in the following:

e RO3(a) was fulfilled by developing a set of SHACL shapes for deter-
mining Annex III conditions for high-risk AI systems (Section 5.1),

e RO3(b) was fulfilled by AIUP as a policy profile that extends ODRL
to describe intended, precluded, and conditions of Al use as described
by the Al Act (Section 5.2),

e RO3(c) was fulfilled by implementing SPARQL queries for information
retrieval to generate documentation, particularly the AT Cards (Sec-
tion 5.3),

e RO3(d) was fulfilled by implementing AICat as an extension of DCAT
for cataloguing Al systems and their components in Al registries. AICat
was designed based on the information elements that should be pro-
vided upon registration into the EU database (Section 5.4).

A caveat regarding these artefacts is that their applicability has been
evaluated using only a limited set of examples, rather than comprehensive
real-world use cases. However, it is important to note that such real-world use
cases demonstrating compliance with the AI Act have not yet materialised
and may not do so for several years to come.
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Fulfilment of RO4

RO4 was accomplished by introducing AI Cards in Chapter 6. The Al
Cards framework was designed in alignment with the requirements of the Al
Act in regard to technical and risk documentation. It consists of a human-
readable representation, as well as an open, interoperable machine-readable
specification, which is empowered by AIRO and VAIR.

Addressing the Research Question

In the light of the accomplishment of the research objectives, the research
question can be evaluated. As mentioned earlier, fulfilment of RO2 and RO3
directly correspond to the extent aspect of the research question by provid-
ing FAIR ontologies and approaches, which enable modelling Al and risk
information and support implementation of specific tasks to facilitated com-
pliance with the AI Act. Therefore, the extent question has been addressed
by demonstrating the capabilities and benefits of different Semantic Web
technologies in modelling Al and risk information, validating this informa-
tion for determining Annex III high-risk Al systems, expressing the intended
purpose within AT use policies, querying the information in particular for gen-
erating documentation, and cataloguing Al systems for registration into the
EU database. Though this covers the scope of the research question, there
are numerous tasks within the AI Act landscape that can potentially be ad-
dressed using Semantic Web technologies, including determining compliance
obligations to which a system or entity is subjected, compliance checking,
mapping the forthcoming harmonised standards to the Act’s requirements,
and conducting fundamental rights impact assessments, to name a few. An-
other caveat, as mentioned earlier, is that the thesis artefacts have only been
evaluated against a limited number of use cases, therefore their applicability
in real-world use cases, which are independently assessed against the Al Act,
is yet to be evaluated as these use cases become available. Nevertheless, this
thesis provides the foundation for such higher-function applications. It is
also important to acknowledge that this thesis only offers one possible route
to address the research question, and future research may lead to alternative
approaches.

Supported by the evidence provided throughout this thesis, especially in
Chapter 4, Chapter 5, and Chapter 6, the thesis concluded that Semantic
Web technologies offer promising solutions towards compliance with require-
ments of the EU Al Act regarding risk management, documentation, and
registration. It also demonstrated the impact of knowledge engineering ap-
proaches in alleviating compliance complexities and in turn reducing the
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considerable amount of effort the implementation and enforcement of the Al
Act require. Moreover, the thesis demonstrated a high degree of adaptability
in the proposed approaches—an essential feature that is required to facilitate
implementation of the necessary updates arising from future delegated and
implementing acts, case laws, policies, standards, and guidelines.

8.2 Contributions

This research yielded two major and one minor contributions, described
in the following.

8.2.1 Major Contribution: A Set of FAIR Artefacts to
Assist with Compliance with the AI Act

In the absence of structured, open, interoperable, and extensible RegTech
solutions to support the AI Act, this thesis introduces the first set of FAIR
semantic models and approaches to assist with the AI Act’s compliance tasks.

AIRO and VAIR advance the state of the art by providing novel Al risk
ontologies and vocabularies based on the EU Al Act and ISO/IEC standards
related to Al risks, including ISO/IEC 22989 [36], ISO/IEC 23894 [39] and
ISO 31073 [42].

Compared to the state of the art Al risk ontologies, reviewed in Sub-
section 2.3.3, AIRO and VAIR are currently the only open semantic models
developed as per the Al Act requirements. From the existing ontologies
that model AI risk-related information, reviewed in Subsection 2.3.3, Doc-
BiasO Ontology [114] and AIO [115] are the closest to this work, however
both lack the holistic view of modelling Al use cases wherein technical in-
formation, context of use, and risk management information are provided.
In addition to inclusion of the aforementioned aspects in AIRO and VAIR,
they set up the foundation for implementing RegTech solutions for the Al
Act, as demonstrated in Chapter 5. Provided under open licenses and in a
modular form, AIRO and VAIR can be enhanced and extended to meet the
sector-specific requirements and provisions of the forthcoming guidelines and
standards. Further, they can be expanded as per national Al policies and
guidelines that might be issued by Member States. These extensions can
co-exist under separate namespaces reusing the open, consistent, and stan-
dardised representation of information offered by AIRO and/or VAIR. In
this case, a key advantage of utilising open knowledge modelling standards,
as opposed to proprietary solutions, is in providing an open and transparent
way to conduct mappings, assess alignment with the AI Act, and check their
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consistency. This is specially helpful in supporting the coordination among
Member States and market surveillance authorities to tackle differences in
interpretations of the AI Act—in particular those related to fundamental
rights, that might disrupt the functioning of the EU digital single market.

The overall approach towards the design of AIRO and VAIR is also a
manor contribution, which provides a manageable and modular approach in
constructing consistent and integrable vocabularies for Al risks. This is par-
ticularly of importance for building the specific Al risk ontologies and tax-
onomies; such as sector- or technology-specific ones.

The thesis further demonstrated the application of AIRO and VAIR in
implementation of a SHACL-based rule-checking tool for determination of
Annex IIT high-risk Al systems. The SHACL shapes, as well as the tool,
are limited in determining prohibited Al practices, Annex I high-risk AI sys-
tems, and exceptions to high-risk Al systems (Article 6(3)). However, using
SHACL for modelling the high-risk conditions provides a transparent and
codified approach that can be adopted for other categories and updated as
per the forthcoming “comprehensive list of practical examples of use cases
of Al systems that are high-risk and not high-risk” that should be provided
by the Commission before 2 February 2026 (Article 6(5)). In addition, the
semantic models of Al use cases can assist in discovering new patterns of
high-risk Al systems that will emerge as the field progresses, which can be a
helpful resource for the European Commission in updating the list of Annex
IIT high-risk AT applications. Providing the classification rules using SHACL
shapes also allows expressing additional rules that might be introduced by
Member States, similar to the additional GDPR’s DPIA requirements that
have been introduced by EU Member States. Further, it enables compar-
ing these additional rules, if any, to identify nuances that could potentially
fragment the digital single market.

AIUP, the ODRL profile for declaring AT use policies, enables describing
and sharing the intended purpose of an Al system, the precluded uses, and
conditions of use in a machine-readable and open format. AIUP enables
expressing legally binding statements regarding usage of Al systems in a
consistent and transparent manner. This consistency is helpful in comparing
multiple offers made by different Al providers, especially when procuring Al
solutions. Moreover, expressing agreements between providers and deployers
using AIUP ensures transparency in adoption of Al solutions, particularly
by the public sector. Utilising AIUP for agreements also can foster better
auditability in investigation of incidents or non-compliance, and in turn can
promote accountability. Although the profile includes limited parties and
actions, its extensibility feature allows further enhancements to express usage
policies related to Al systems, general-purpose Al models, and datasets, as
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required by the AT Act.

Information retrieval using SPARQL queries provides a dynamic and au-
tomated approach in generating Al documentation. While modelling AT use
cases using AIRO and VAIR assist in maintaining the information and ensur-
ing the consistency, SPARQL queries enable extracting information to create
customised documentation for multiple purposes. This thesis provided the
evidence on how a subset of the AI Act’s technical documentation, in the
form of AI Cards, can be created using SPARQL. It also showed how inter-
operability can be achieved through the use of the proposed semantic models
and queries to integrate information from multiple sources. In practice, this
approach reduces the resources required for managing the extensive infor-
mation about Al systems and their risks that needs to be maintained and
updated constantly. Moreover, it can be a helpful tool for auditors, enabling
them to run complex queries to uncover non-compliance with the Act, as
well as wider Al trustworthiness issues related to an Al system. Using a
consistent and standardised model can also significantly facilitate joint in-
vestigations, that are performed through collaboration of multiple market
surveillance authorities or the joint efforts of the Commission with market
surveillance authorities (Article 74(11)).

Ultimately, AICat was proposed as an extension of DCAT to provide in-
formation about Al systems and their components in catalogues to support
data governance in Al registries, including the EU database of high-risk Al.
AlICat enhances management of open metadata regarding Al systems in a
machine-readable, searchable, and interoperable manner—the desired char-
acteristics for the EU database of high-risk Al systems (Article 71). Further-
more, the metadata of the upcoming Commission-issued lists of high-risk
and not high-risk Al use cases, which was mentioned earlier, can be deliv-
ered through AICat catalogues. AICat can be also expanded to be used as
a mechanism for sharing the insights gained through the regulatory learning
process, including those from regulatory sandboxes, between authorities in-
volved in enforcement of the AI Act, such as market surveillance authorities
within a Member State or across Member States. Using AICat and AIUP
together facilitates discovery, integration, and sharing information and poli-
cies associated with Al systems and components amongst the stakeholders
involved in the AI value chain based on the existing proven mechanism of
(open) data portals.

This major contribution advances the state of art by providing a set
of open, common, interoperable, and extensible artefacts, upon which re-
searchers can build specific risk ontologies and tools for conducting, docu-
menting, and sharing Al risk and impact assessments. AIRO and VAIR can
be leveraged for annotating Al use cases and incidents to classify, collate,
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and compare Al risks and risk assessment activities over time. These on-
tologies therefore can be utilised as an open and transparent instrument for
comparing risk and impact assessments performed by participation of vari-
ous stakeholders in the public interest. The Semantic Web-based RegTech
solutions proposed in this thesis can be adopted by actors across the Al
value chain, in particular Al providers and deployers who can enjoy the ben-
efits of these solutions in alleviating compliance tasks and further reducing
the compliance costs. The tool for determining Annex III high-risk Al can
be beneficial in empowerment of Al end-users, Al subjects, and potentially
affected stakeholders regarding the AI Act and therefore contribute to in-
creasing public legal awareness. As discussed so far, the artefacts of the
thesis can be adopted to facilitate the enforcement of the AI Act. In addi-
tion, they can be leveraged in development of harmonised standards related
to risk management and documentation by the European standardisation
bodies, notably CEN/CLC JTC 21, as state of the art approaches.

8.2.2 Major Contribution: the AI Cards Framework

The AI Cards framework serves as the second major contribution of this
thesis, offering the first holistic framework for documenting a given use of an
Al system that encompasses information regarding technical specifications,
context of use, and risk management in both human- and machine-readable
formats, based on the requirements of the AI Act. In addition, as discussed
in Subsection 7.4.2, the AI Cards framework distinguishes itself from the
state of the art by providing a summarised view of Al and risk information
that can be automatically retrieved through querying the machine-readable
specification of an AI use case. Supported by open formats of data rep-
resentation, the Al Cards framework provides the adaptability required for
addressing the future changes to the technical documentation information re-
quirements, which will be introduced by the Commission through delegated
acts (Article 11(3)). This format of representation also allows automation,
as a much-needed feature to reduce the efforts and resources needed for gen-
erating and maintaining documentation [153, 14].

Co-design and evaluation of documentation frameworks have not been a
common practice until recently—well-known documentation approaches such
as Datasheets [134] and Model Cards [147] are neither developed through
stakeholder engagement, nor formally evaluated. However, some recently-
proposed documentation frameworks, which were mentioned earlier in Sub-
section 2.5.3, including [64, 155], consider stakeholder engagement and formal
evaluation of their work. To actively involve stakeholders, the Al Cards has
been developed in collaboration with JRC researchers, who were involved in
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EU digital policymaking. The framework was further evaluated by 50 survey
participants with expertise in Al and law.

In terms of benefits to stakeholders, the AI Cards assists Al providers
in document generation, Al deployers in comparison of multiple Al systems
for purposes such as Al procurement, and conformity assessment bodies in
compliance checking tasks. In addition, the Al Cards as a framework has the
potential to be adopted and used by various stakeholders, as the user study
in Subsection 7.4.3 showed. While the Al Cards framework is characterised
as a structured and adaptable Al documentation template that can be used
for multiple purposes by variety of stakeholders, it is not a one-size-fit-all
artefact. It rather offers a customisable solution that can be modified in
accordance with the needs of specific stakeholders or particular sectors. This
feature is rooted in provision of Al and risk information in a knowledge graph,
upon which a variety of queries can be run to generate a specialisation of
the AI Cards. Thus, the AI Cards can serve as an insightful resource for
the Commission in development of the “simplified technical documentation
form” for SMEs, as required by Article 11(1).

8.2.3 Minor Contribution: Analysis of the AI Act

The EU AI Act is a relatively new piece of regulation, considering that
it has been published in July 2024. Therefore, as mentioned multiple times,
there are limited resources and no authoritative guidelines to assist with
interpretation of the final version of the AI Act. In this void of related
work, this thesis makes a contribution by providing detailed, transparent,
and independent analysis of the following articles and annexes:

e Articles 3(12) - definition of intended purpose,
e Article 5 - Prohibited AI practices,

e Article 6 - Classification rules for high-risk Al systems, Annex I - List of
Union harmonisation legislation, and Annex III - High-risk ATl systems
referred to in Article 6(2),

e Article 9 - Risk management system,

e Article 11 - Technical documentation and Annex IV- Technical docu-
mentation referred to in Article 11(1),

e Article 49 - Registration, Article 71 - EU database for high-risk Al
systems listed in Annex III, and Annex VIII - Information to be sub-
mitted upon the registration of high-risk Al systems in accordance with
Article 49.
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The interpretation offers a streamlined, yet extensive, view of risk man-
agement and technical documentation requirements by endorsing guidance
from key recently-published ISO/IEC Al standards, namely ISO/TEC 42001
on Al management system and ISO/IEC 23894 on risk management. Imple-
mentation of the Al Act is a subject of controversy as some are concerned
that its reliance on international standards might result in significant in-
fluence from the large digital platforms who provide most of the technical
experts to the subcommittees that shape these standards [8], while some be-
lieve that the wide discretion in setting technical parameters, e.g. Annex III
high risk categorisations, is not undertaken with sufficient transparency. This
work offers a detailed, transparent, and traceable independent analysis that
further led to a baseline technical solution for documenting and exchanging
Al and risk information. As of August 2024, to the best of the author’s
knowledge, there are no publicly-available studies that cover the aforemen-
tioned aspects of the Al Act with the degree of details and clarity provided
in this thesis.

Overall, this analysis is a helpful resource for those who need to develop an
understanding of the risk management and documentation requirements of
the AI Act. To be more specific, the analysis mainly benefits Al providers and
deployers in understanding their obligations under the EU Al Act regarding
risk management, documentation, and registration. Given that the analysis is
made openly accessible, it can significantly assist SMEs and less-resourced
organisations, such as NGOs and the public sector, who aim to deploy Al
or already are AI deployers, in interpreting the AI Act. At the European
level, this analysis can be used as an independent reference for the AI Office
and the European Commission in development and structuring guidelines, as
well as delegated and implementing acts. Notably, the 5-concept structure
for describing high-risk Al systems can be adopted for structuring the list
of practical examples of high-risk and not high-risk Al, that the European
Commission is obliged to provide (Article 6(5)).

A summary of the key compliance and conformity assessments tasks that
are supported by the contributions of this thesis is depicted in Figure 8.1.
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Al Act articles Compliance and conformity assessment tasks Roles
Art. 6
Classification rules for Determining high-risk Al
high-risk Al systems systems per the Al Act
Implementing risk management
system
Art. 9
Risk management system
O
w 4
Generating risk documentation
Art. 11 Al provider
Technical documentation .
<< includes >>
Generating technical
documentation
Art. 13
Transparency and provision Communicating intended
Of iNfOrmMaton t0 deployers [+ ) purpose of Al system
Art. 49
. a o fRegistering high-risk Al system
Registration into the EU database
\‘—__/—\ .
Art. 27
Fundamental rights impact . .
assessment for high-risk Al | _ Cond!.lctlngtfundamentalt rights Al Deployer
systems impact assessmen
Art. 43 Querying risk information for
Conformity assessment assessing the conformity with the O
_\_/——\ Al Act
Art. 71 .
EU database for high-risk Al . EU Authorities
systems listed in Annex [[] [ Setting up the EU database

Figure 8.1: The key compliance and conformity assessments tasks supported
by the thesis artefacts
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8.3 Impact and Uptake of the Work

This research has been continually progressed with the Al Act’s develop-
ment process, till it was officially accepted as an EU law and published in the
Official Journal of the European Union in July 2024. Consequently, the re-
sults of this work have increasingly attracted interest from the academics and
wider audiences. This impact can be estimated through an analysis of the
citations to the publications and the projects that reused AIRO and VAIR.

8.3.1 Analysis of Citations

As of August 2024, the 5 first-authored peer-reviewed publications related
to this thesis have received a total of 25 citations (excluding self-citations)
that the author is aware of. Table 8.1 and Table 8.2 provide an overview of the
citations to the most influential papers stemmed from this work, which are
“AIRO: An Ontology for Representing Al Risks Based on the Proposed EU
Al Act and ISO Risk Management Standards” [70] and “To Be High-Risk, or
Not To Be—Semantic Specifications and Implications of the AI Act’s High-
Risk Al Applications and Harmonised Standards” [71]. In this overview,
self-citations and non-English studies are excluded.
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Table 8.1: Papers cited “AIRO: An Ontology for Representing Al Risks Based on the Proposed EU Al Act and ISO

Risk Management Standards” [70] since its publication in 2022

Paper Type Year | Reason for citation
EA-Ontology: Ethical Assessment Ontology [110] | Conference | 2022 | Related work.
paper

PaTrOnto, an ontology for patents and trademarks | Workshop 2023 | Related work.

[205] proceedings

OntoVAT, an ontology for knowledge extraction in | Workshop 2023 | Related work.

VAT-related judgments [206] proceedings

Using Ontological Knowledge and Large Language | Conference | 2023 | Related work.

Model Vector Similarities to Extract Relevant Con- | paper

cepts in VAT-Related Legal Judgments [207]

An Approach to the Instantiation of the EU AI Act: | Conference | 2023 | Related work.

A Level of Done Derivation and a Case Study from | paper

the Automotive Domain [208]

Towards Trustworthy-Al-by-Design Methodology | Conference | 2023 | Considers using AIRO in their future work.

for Intelligent Radiology Systems [209] paper

Analysing and organising human communications | Journal pa- | 2024 | Related work.

for AT fairness assessment [210] per Follows the iterative approach used in develop-
ment of ATIRO for building a conceptual model
that captures information regarding Al fairness
assessment processes in the public sector.
Reuses definition provided in AIRO in their
model.

SoK: How Artificial-Intelligence Incidents Can | Conference | 2024 | Background information about Al incidents.

Jeopardize Safety and Security [211] paper

Leveraging Ontologies to Document Bias in Data | Preprint 2024 | Reuses AIRO in an ontology for documenting

[114] bias of ML (Doc-BiasO Ontology).
Adopts the overall approach used in develop-
ment of ATRO and VAIR.

A DSL for Testing LLMs for Fairness and Bias [212] | Conference | 2024 | Related work

paper




Table 8.2: Papers cited “To Be High-Risk, or Not To Be—Semantic Specifications and Implications of the Al Act’s
High-Risk AT Applications and Harmonised Standards” [71] since its publication in 2023

Paper Type Year | Reason for citation
Reading the drafts of the Al Act with a technical | Workshop 2023 | Related work.
lens [213] paper
Design of a Quality Management System based on | Preprint 2024 | Provides an implementation of the high-risk Al
the EU Artificial Intelligence Act [7] determinator using the 5-concept model.
Co-designing an Al Impact Assessment Report | Preprint 2024 | Uses the 5 concepts for describing use of an
Template with AT Practitioners and AT Compliance AT system within the Impact Assessment Report
Experts [155] Template.
Suggests utilising VAIR to guide filling out the
AT system’s use section of the report.
The Atlas of AI Incidents in Mobile Computing: | Conference | 2024 | Uses the 5 concepts format to visualise Al use
Visualizing the Risks and Benefits of Al Gone Mo- | paper cases in order to communicate Al risks in a sim-
bile [214] plified and effective manner.
Uses the 5 concepts to assist with determining
the risk category under the AI Act.
ExploreGen: Large Language Models for Envision- | Preprint 2024 | Identifies the 5 concepts from Al use cases us-
ing the Uses and Risks of AT Technologies [215] ing an LLM-based framework and further uses
the concepts to assist with determining the risk
category under the Al Act.
Good Intentions, Risky Inventions: A Method for | Journal ar- | 2024 | Utilises the 5 concepts in LLM prompts to gen-
Assessing the Risks and Benefits of Al in Mobile | ticle erate description of a use case and also uses them
and Wearable Uses [216] to assist with determining the risk category un-
der the AI Act.
Uses the 5 concepts for describing use of an Al
system in the proposed Risk Assessment Check-
list for Mobile Computing.
Leveraging Ontologies to Document Bias in | Preprint 2024 Adopts the overall approach used in develop-
Data [114] ment of AIRO and VAIR
Information That Matters: Exploring Information | Preprint 2024 | Background information about affected stake-

Needs of People Affected by Algorithmic Decisions
[217]

holders.
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8.3.2 Analysis of Ontology Reuse
Contribution to DPV

The Data Privacy Vocabulary (DPV), which is being developed and main-
tained by the W3C Data Privacy Vocabularies and Controls Community
Group! (DPVCG), enables providing machine-readable specifications for per-
sonal data processing and use of technology based on legal requirements.
While the first version of DPV [138] focused on modelling personal data ac-
tivities, the scope of DPV 2.0 [57] has been expanded to cover the Al and
digital regulatory landscape, partly owing to the author’s work. DPV 2.0, in
particular EU-AIAct? and TECH? extensions, includes concepts from AIRO
and VAIR, due to the author’s contributions to DPV. Thorough integration
of AIRO and VAIR with DPV is underway.

Contribution to the PROTECT Project

In collaboration with Early Stage Researchers (ESR) across the PRO-
TECT ITN network, a specialisation of AIRO for risks associated with the use
of Al systems in the health sector was developed. The Health AT Risk Taxon-
omy (HART) provides a catalogue of known Al risks captured from real-world
incidents indexed in the AIAAIC repository. An overview of HART is illus-
trated in Figure 8.2. Development of HART involved one legal researcher,
two technology ethicists, and two knowledge engineers, including the author
of this thesis. HART is available online at http://w3id.org/hart under the
CC-BY-4.0 license.

In the compendium of PROTECT results, VAIR was used in A-ERAP*—a
tool that automatically annotates Al use cases®. A-ERAP uses Named En-
tity Recognition (NER) and Named Entity Linking (NEL) techniques to
annotate an input text according to VAIR and other ontologies developed by
PROTECT researchers.

GitHub Projects Used AIRO

Two degree-required projects at Trinity College Dublin used AIRO, whose
source code is available on GitHub. An MSc. project extended AIRO for

Thttps:/ /www.w3.org/groups/cg/dpveg/

2https://w3id.org/dpv/legal /eu/aiact

3https://w3id.org/dpv/tech

4https://tair.adaptcentre.ie/aerap.html

See some use cases examples here: https://tair.adaptcentre.ie/use_cases/index-use.
html
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Figure 8.2: An overview of HART

AT bias, which contains different types of bias and enables documenting and

reporting bias tests®. A final year project utilised LLMs to annotate Al
incidents with AIRO concepts’.

8.4 Directions for Future Work

8.4.1 Semantic Web Technologies for Compliance with
Other Requirements of the AI Act

The AT Act is an extensive piece of legislation that has given rise to new
challenges, a fraction of which are addressed in this thesis and in some of
the related work. Yet, many of these challenges have remained unexplored.
Two closely related requirements to the work presented in this thesis are
requirements for fundamental rights impact assessments and general-purpose
Al models. In the following, developing RegTech solutions for these two
requirements is discussed as a possible direction for future work.

Shttps://github.com/drd00/msc-dissertation-files /blob/master /main.tt]
Thttps://github.com/paddyocallaghan/dissertation/tree/main/Annotated_incidents
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Fundamental Rights Impact Assessment

The obligation for high-risk Al deployers to conduct Fundamental Rights
Impact Assessments (FRIA), set out in Article 27, has considerable overlaps
with the risk management requirements, as illustrated in Table 8.3. In per-
forming FRIA, AI deployers are permitted to use impact assessments that
are already conducted by the Al provider (Article 27(2)). This implies a need
for sharing risk and impact assessments among Al providers and deployers.
As shown in this thesis, such exchange of information across the Al value
chain can be supported by adoption of interoperable data formats.

Table 8.3: Summary of information requirements for FRIA

Article 27 | Information requirement
clause
la Deployer’s processes in which the system is used
1b Period of time within which the system is used,
Frequency of using the system
lc Context of use,
Categories of natural persons likely to be affected in a specified
context,
Groups likely to be affected in a specified context
1d Risks of harm likely to impact the identified categories of persons
or groups
le Information about implementation of human oversight measures
1f Measures to address materialisation of risks

According to Article 27(5), one of the next steps for the AI Office is
providing a template and an automated tool to simplify compliance with
the FRIA requirements. The contributions of this work have great potential
in supporting implementation of such tools. Furthermore, using this work
alongside existing vocabularies, such as DPV [57], to support convergence
of FRIA with other legally-required impact assessments, in particular the
GDPR’s DPIA, for conducting shared impact assessments [139] is a path
worth exploring. With all these being said, the set of Semantic Web artefacts
presented in this thesis can be extended for addressing the following research
question:

To what extent can Semantic Web technologies facilitate compliance with the
EU AI Act provisions regarding fundamental rights impact assessments and
assist with the convergence of different impact assessments required by other
digital requlations in the EU, in particular the GDPR’s DPIA?
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Obligations for General-Purpose AI Models

Under the AI Act, general-purpose Al models are subject to a set of obli-
gations, listed in Article 53, regardless of their risk level. This suggests that
these models are inherently high-risk. An additional set of obligations is set
out in Article 55 for those general-purpose Al models that impose systemic
risks®. Given the similarities between the obligations for general-purpose
AT models, that include technical documentation and risk assessment, with
those examined in this thesis, the outputs of this work, specifically AIRO,
VAIR, AIUP, and AICat, can be customised as per the obligations outlined
in Articles 53 and 55 to support compliance with general-purpose Al mod-
els. Therefore, this work can be used in addressing the following research
question:

To what extent can Semantic Web technologies assist in addressing re-
quirements of general-purpose Al models in regard to risk management and
documentation and further facilitate information sharing between providers

of general-purpose AI models and downstream providers, as required by the
Al Act?

8.4.2 Navigating the Landscape of Digital Regulations
within the EU and Beyond

Within the EU, a dense area of digital regulations has been established,
wherein the pieces of legislation have overlapping scopes and mutual depen-
dencies. Thus, it is highly likely that a given entity that incorporates Al,
whether it is a smart toy or a chatbot or a social media platform, needs to
comply with multiple EU regulations. While there have been studies look-
ing into the interplay between these EU regulations, vide [218, 219, 220],
navigating compliance with multiple EU regulations, and the harmonised
standards associated with them, from a practical perspective is yet to be
explored. In this, identification of the similar and overlapping requirements
and further integrating them using a consistent and interoperable manner is
essential. Examples of such overlapping requirements are risk management,
impact assessments (as discussed earlier), transparency, documentation, and

8Article 3(65) defines systemic risk as “a risk that is specific to the high-impact ca-
pabilities of general-purpose Al models, having a significant impact on the Union market
due to their reach, or due to actual or reasonably foreseeable negative effects on public
health, safety, public security, fundamental rights, or the society as a whole, that can be
propagated at scale across the value chain”.
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reporting obligations.

In the global context, as a result of the EU’s influence on technology-
related rulemaking, developing Al regulations has become a priority for gov-
ernments worldwide [4]. Thus, soon stakeholders will face a challenge in
how to structure, document, and share information in the context of their
AT systems or components such that this information assists with fulfilling
different regulatory requirements of different legal jurisdictions, without im-
peding rapid progress in global markets. The EU-US Trade and Technology
Council’s report on trustworthy Al and risk management [221] indicates pre-
liminary efforts from the political bodies, that govern Al within the EU and
the US, to develop common terminology, measures, and thresholds, that can
assist in addressing challenges of compliance with multiple Al regulations in
different jurisdictions.

Against this background, a key question is how the artefacts proposed
in this thesis can be reused and integrated with other RegTech solutions
to address the challenges of compliance with multiple digital regulations in
various jurisdictions. In a broader form, this question is stated as:

To what extent can Semantic Web-based artefacts presented in this thesis
be used for compliance tasks related to risk and impact assessments, docu-
mentation, and sharing that stem from digital requlations within the EU or
other jurisdictions?

8.4.3 Use of LLMs for Population of VAIR

Al risk is a fast evolving area of research—by way of evidence, during
the final stages of writing this thesis, multiple Al risk taxonomies were pub-
lished, including MIT’s Al risk database® [1], Google DeepMind’s taxonomy
of GenAl misuse tactics [222], and the Al Risk Categorization Decoded (AIR
2024) [223]. Capturing and maintaining the current Al risk knowledge within
VAIR, or any other risk taxonomies, is a resource-intensive task. Stream-
lining the taxonomy development process can be achieved through (semi-
Jautomated ontology learning and generation. With the significant recent
advancement in LLMs, novel knowledge engineering approaches that utilise
LLMs have been proposed recently (vide [224, 225, 226, 227]). A notable
work focused on Al risks is ExploreGen [215], mentioned earlier in Subsec-
tion 8.3.1, that uses LLMs to identify the 5 key concepts, proposed by this
thesis, from Al use cases. While the idea of LLM-supported Al risk taxon-

9https://airisk.mit.edu/
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omy generation is appealing, the risks of using LLMs, such as automation
bias!® and hallucination, can have severe consequences. This does not mean
that LLMs should not be utilised for knowledge engineering, but it highlights
the serious need for risk and impact assessments and quality assurance. This
discussion leads to the following research question:

To what extent can Large Language Models (LLMs) facilitate population
and maintenance of Al risk taxonomies?

This thesis concludes by stating these 3 paths for further work. By build-
ing the foundation for the future research, the ending of this thesis is only a
beginning in disquise.

8.5 Final Remarks

With the publication of the EU AI Act and its subsequent enforcement,
the AI value chain is now faced with a new set of requirements and obli-
gations to comply with. This thesis only investigated a small, yet crucial,
subset of the challenges arising from these requirements. With adopting an
open, transparent, standardised, interoperable, and extensible approach to-
wards addressing the challenges, this thesis established a foundation upon
which a range of solutions for implementation and enforcement of the Al
Act and, more broadly, for trustworthy implementation and use of Al can be
developed.

While the contributions of this work have already received positive feed-
back from academics, industry actors, policymakers, and standardisers, it
is to be hoped that what is proposed in this thesis contributes to shaping
an ecosystem wherein Al systems are not only legal, but —above all— are
trustworthy and ethical.

10Uncritically accepting the outputs of an algorithm.
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APPENDIX
ONE

PREFIXES AND NAMESPACES

Table A.1: Prefixes and Namespaces

Prefix Namespace

Description

aicat https://w3id.org/aicat# AT Catalogue vocabulary

airo  https://w3id.org/airo# AT Risk Ontology

aiup  https://w3id.org/aiup# AT Use Policy profile

dcat  https://www.w3.org/TR/ Data Catalog Vocabulary - Ver-
vocab-dcat-3/ sion 3

dct http://purl.org/dc/terms/ Dublin Core Metadata Terms

dpv https://w3id.org/dpv# Data Privacy Vocabulary

dqv http://www.w3.org/ns/dqv# Data Quality Vocabulary

freq  http://purl.org/cld/freq/ Dublin Core Collection Descrip-

tion Frequency Vocabulary
odrl  https://www.w3.org/ns/odrl/2/ Open Digital Rights Language
owl http://www.w3.org/2002/07/owl# The OWL 2 Schema vocabulary
(OWL 2)

rdf http://www.w3.0rg/1999/02/ The RDF Concepts vocabulary
22-rdf-syntax-ns# (RDF)

rdfs  http://www.w3.0rg/2000/01/ The RDF Schema vocabulary
rdf-schema# (RDFS)

tech  https://w3id.org/dpv/tech# DPV’s technology extension

vair  https://w3id.org/vair# Vocabulary of Al Risks

xsd http://www.w3.org/2001/ W3C XML Schema Definition

XMLSchema#

Language (XSD)
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APPENDIX
TWO

ANALYSIS OF PROHIBITED AT PRACTICES

This Appendix provides the analysis of Article 5 clauses wherein the
conditions that make an Al system prohibited under the Al Act are outlined.
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Table B.1: Analysis of prohibited AI practices listed in Article 5, Points (1a) to (1d)

Art. Domain| Purpose Capability Data processed AT subject Locality| Consequence Impact
5 of use
clause
(1la) Any Any Subliminal Capa- | Any Person Any Impaired  Deci- | (Significant)
bility, Group of Persons sion Making Harm
Manipulation,
Deception
(1b) Any Any Exploitation Of | Any Vulnerable Per- | Any Materially  Dis- | (Significant)
Vulnerability son, torting Be- | Harm
Vulnerable haviour,
Groups Of Per- Exploiting  Vul-
sons nerability
(1c) Any Evaluation Of | Social Scoring Social ~ Behaviour | Natural Person, Any Any Discriminatory
People, Data, Group of Persons Treatment,
Classification Of Known, Inferred or Detrimental
People Predicted Personal Treatment,
Characteristics Unfavourable
Known, Inferred or Treatment
Predicted Personal-
ity Characteristics
(1d) Any Assessing  Risk | Profiling, Any Natural Person Any Any Any
of  Committing | Personality
a Criminal Of- | Traits Assess-
fence, ment,
Predicting Risk | Personality
of Committing a | Characteristics
Criminal Offence | Assessment




Table B.2: Analysis of prohibited Al practices listed in Article 5, Points (1le) to (1h)

Art. Domain Purpose Capability Data processed AT subject Locality of use Conse- | Impact
5
clause quence
(Le) Any Creating Fa- | Web Scraping Facial Images From | Natural Person | Any Any Any
cial Recognition The Internet
Databases, Facial Images From
Expanding Fa- CCTYV Footage
cial Recognition
Databases
(1f) Employment,| Any Emotion  Recogni- | Any Natural Person | Workplace, Any Any
Education tion Education Insti-
tution
(1g) Any Any Profiling Special Category | Natural Person | Any Any Any
Data
(1h) Law En- | Remote Identifica- | Real-Time Remote | Biometric Data Natural Person | Publicly Acces- | Any Any
forcement tion Biometric Identifica- sible Spaces

tion




APPENDIX
THREE

ANALYSIS OF ANNEX IIT HIGH-RISK AT SYSTEMS

This Appendix illustrates how the 5 concepts, identified in Subsection 3.2.1,
are applied to each clause in Annex III of the AI Act, which defines the con-
ditions that make an AI system high-risk. In this, for each clause there is
one corresponding 5-concept model, except for Points 4b and 5d (shown in
Table C.4 and Table C.5), which are subdivided into two specific conditions.
Additionally, the conditions pertaining to the use of polygraphs (Annex III,
Points 6b and 7a) can be modelled in two different ways (see Table C.6 and
Table C.7).
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Appendix C. Analysis of Annex III High-Risk Al systems

Table C.1: Analysis of Annex III, Point 1 high-risk AI systems

Clause

The 5 concepts

(1a)

Domain: Any

Purpose: Any

Capability: Remote Identification OR Biometric Identification
Deployer: Any

AT Subject: Natural Person

(1b)

Domain: Any

Purpose: Categorisation

Capability: Biometric Categorisation OR. Sensitive Attribute Infer-
ence

Deployer: Any

AT subject: Natural Person

Padi el Al o S

(1c)

Domain: Any

Purpose: Recognising Emotions OR Detecting Emotional State
Capability: Emotion Sensing OR Biometrics-Based Emotion Sens-
mg

4. Deployer: Any

5. Al subject: Natural Person

W = o

Table C.2: Analysis of Annex III, Point 2 high-risk AI systems

Clause

The 5 concepts

(2)

1. Domain: Critical Infrastructure

2. Purpose: Serving Safety Function In Operation Of Critical Digital
Infrastructure OR

Serving Safety Function In Management Of Critical Digital Infrastruc-
ture OR

Serving Safety Function In Operation Of Road Traffic OR

Serving Safety Function In Management Of Road Traffic OR

Serving Safety Function In Operation Of The Supply Of Water OR
Serving Safety Function In Management Of The Supply Of Water OR
Serving Safety Function In Operation Of The Supply Of Gas OR
Serving Safety Function In Management Of The Supply Of Gas OR
Serving Safety Function In Operation Of The Supply Of Heating OR
Serving Safety Function In Management Of The Supply Of Heating OR
Serving Safety Function In Operation Of The Supply Of Electricity OR
Serving Safety Function In Management Of The Supply Of Electricity
3. Capability: Any

4. Deployer: Any

5. AI subject: Any
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Table C.3: Analysis of Annex III, Point 3 high-risk Al systems

Clause

The 5 concepts

(3a)

1. Domain: Education

2. Purpose: Determining Access To Educational Institutions OR
Determining Access To Vocational Training Institutions OR
Determining Admission To Educational Institutions OR
Determining Admission To Vocational Training Institutions OR
Assigning Persons To Educational Institutions OR

Assigning Persons To Vocational Training Institutions

3. Capability: Any

Deployer: Any

Al subject: Natural Person

(3b)

Domain: Education

Purpose: Fvaluating Learning Outcomes

Capability: Any

Deployer: Educational Institution OR. Vocational Training Insti-
tution

5. Al subject: Natural Person OR Course Attendee

L Skl s

(3¢)

1. Domain: FEducation

2. Purpose: Assessing Level Of Education OR Assessing Accessible
Level Of Education

3. Capability: Any

4. Deployer: FEducational Institution OR Vocational Training Insti-
tution

5. Al subject: Natural Person

(3d)

1. Domain: Education

2. Purpose: Monitoring Prohibited Behaviour During Test OR De-
tecting Prohibited Behaviour During Test

3. Capability: Any

4. Deployer: FEducational Institution OR Vocational Training Insti-
tution

5. AI subject: Student
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Appendix C. Analysis of Annex III High-Risk Al systems

Table C.4: Analysis of Annex III, Point 4 high-risk Al systems

Clause

The 5 concepts

(4a)

1. Domain: Employment

2. Purpose: Recruiting OR Job Candidate Selection OR. Placing
Targeted Job Advert OR. Job Application Analysis OR Job Application
Screening OR. Job Application Filtering OR FEvaluating Job Interview
OR FEvaluating Job Candidates

3. Capability: Any

4. Deployer: Any

5. Al subject: Natural Person OR Job Applicant OR Potential Job
Applicant OR Job Candidate

(4b)-
1

1. Domain: Employment

2. Purpose: Making Decision On Terms Of Work Related Relations
OR Making Promotion Decision OR Making Contract Termination De-
cision OR Monitoring Employee Performance OR Evaluating Employee
Performance OR Monitoring Employee Behaviour OR Evaluating Em-
ployee Behaviour

3. Capability: Any

Deployer: Any

Al subject: Natural Person OR Employee

(4b)-
2

Domain: Employment

Purpose: Allocating Tasks

Capability: Behaviour Analysis OR Personality Traits Analysis
Deployer: Any

AT subject: Natural Person OR Employee

Al ol RN
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Table C.5: Analysis of Annex III, Point 5 high-risk Al systems

Clause

The 5 concepts

(5a)

1. Domain: Public Service

2. Purpose: Fvaluating Eligibility For Public Assistance Services OR
Granting Public Assistance Services OR Reducing Public Assistance
Services OR Revoking Public Assistance Services OR, Reclaiming Public
Assistance Services OR Evaluating Eligibility For Healthcare Services
OR Granting Healthcare Services OR Reducing Healthcare Services OR,
Revoking Healthcare Services OR Reclaiming Healthcare Services

3. Capability: Any

4. Deployer: Public Authority OR Public Authority Agent

5. AI subject: Natural Person OR Family OR Public Services Ap-
plicant OR, Potential Public Services Applicant OR, Public Services Re-
cipient

(50)

1. Domain: Public Service OR Private Service

2. Purpose: Assessing Creditworthiness OR Determining Credit
Score

3. Capability: Any

4. Deployer: Any

5. Al subject: Natural Person

(5¢)

1. Domain: Public Service OR Private Service

2. Purpose: Health Insurance Risk Assessment OR. Health Insurance
Pricing OR Life Insurance Risk Assessment OR Life Insurance Pricing
3. Capability: Any

4. Deployer: Any

5. Al subject: Natural Person

(5d)-
1

1. Domain: Public Service OR Private Service

2. Purpose: Fualuating Emergency Call OR Classifying Emergency
Call

3. Capability: Any

4. Deployer: Any

5. Al subject: Natural Person

(5d)-
2

1. Domain: Public Service OR Private Service

2. Purpose: Dispatching Emergency Service OR Prioritisation Of
Emergency Service OR. Emergency Triage

3. Capability: Any

4. Deployer: Emergency Service Provider OR Emergency Healthcare
Provider OR. Police Or Fire Brigade OR Medical Aid Provider

5. Al subject: Any
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Table C.6: Analysis of Annex III, Point 6 high-risk Al systems

Clause | The 5 concepts
(6a) 1. Domain: Law Enforcement
2. Purpose: Assessing Risk Of Becoming Victim Of Crime
3. Capability: Any
4. Deployer: Law Enforcement Authority OR Law Enforcement Authority
Agent OR EU Institution OR EU Agency OR EU Office OR EU Body
5. AI subject: Natural Person
(6b) 1. Domain: Law Enforcement
[2. Purpose: Any
3. Capability: Lie Detection ]
OR
[2. Purpose: Detecting Lies
3. Capability: Emotion Recognition |
4. Deployer: Law Enforcement Authority OR Law Enforcement Authority
Agent OR EU Institution OR EU Agency OR EU Office OR EU Body
5. AI subject: Natural Person
(6¢) 1. Domain: Law Enforcement
2. Purpose: Evaluating Reliability Of Evidence In Investigation Of Criminal
Offences OR Ewvaluating Reliability Of Evidence In Prosecution Of Criminal
Offences
3. Capability: Any
4. Deployer: Law Enforcement Authority OR Law Enforcement Authority
Agent OR, EU Institution OR EU Agency OR EU Office OR EU Body
5. Al subject: Any
(6d) 1. Domain: Law Enforcement
2. Purpose: Assessing Risk Of Offending OR Assessing Risk Of Re-
offending OR. Assessing Personality Traits OR Assessing Past Criminal Be-
haviour
3. Capability: Any
4. Deployer: Law Enforcement Authority OR Law Enforcement Authority
Agent OR, EU Institution OR EU Agency OR EU Office OR EU Body
5. AI subject: Natural Person or Group
(6e) 1. Domain: Law Enforcement

2. Purpose: Detecting Criminal Offences OR Investigating Criminal Of-
fences OR, Prosecuting Criminal Offences

3. Capability: Profiling

4. Deployer: Law Enforcement Authority OR Law Enforcement Authority
Agent OR EU Institution OR, EU Agency OR EU Office OR EU Body

5. Al subject: Natural Person
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Table C.7: Analysis of Annex III, Point 7 high-risk Al systems

Clause

The 5 concepts

(7a)

1. Domain: Migration Management OR Asylum Management OR
Border Control Management

[2. Purpose: Any

3. Capability: Lie Detection |

OR

[2. Purpose: Detecting Lies

3. Capability: Emotion Recognition ]

4. Deployer: Public Authority OR Public Authority Agent OR EU
Institution OR EU Agency OR EU Office OR EU Body

5. Al subject: Natural Person

(7b)

1. Domain: Migration Management OR Asylum Management OR
Border Control Management

2. Purpose: Assessing People Related Risk OR Assessing Security
Risk OR Assessing Health Risk OR Assessing Risk Of Irreqular Immi-
gration

3. Capability: Any

4. Deployer: Public Authority OR Public Authority Agent OR EU
Institution OR EU Agency OR EU Office OR EU Body

5. Al subject: Natural Person OR Individual Intends To Enter State
OR Individual Entered State

(7c)

1. Domain: Migration Management OR Asylum Management OR
Border Control Management

2. Purpose: Examining Asylum Application OR Examining Visa Ap-
plication OR Examining Residence Permits Application OR Examining
Migration Related Complaints OR FEwvaluating Reliability Of Evidence
In Migration Related Applications

3. Capability: Any

4. Deployer: Public Authority OR Public Authority Agent OR EU
Institution OR EU Agency OR EU Office OR, EU Body

5. Al subject: Natural Person OR Asylum Seeker OR Residence
Permit Applicant OR Visa Applicant

(7d)

1. Domain: Migration Management OR Asylum Management OR
Border Control Management

2. Purpose: Detecting Individuals OR Recognising Individuals OR
Identifying Individuals

3. Capability: Any

4. Deployer: Public Authority OR Public Authority Agent OR FEU
Institution OR EU Agency OR EU Office OR EU Body

5. Al subject: Natural Person
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Table C.8: Analysis of Annex III, Point 8 high-risk AI systems

Clause

The 5 concepts

(8a)

1. Domain: Administration Of Justice OR Administration Of Demo-
cratic Processes

2. Purpose: Researching Facts OR Interpreting Facts OR Research-
ing Law OR Interpreting Law OR Applying The Law To Facts OR
Settling Dispute

3. Capability: Any

4. Deployer: Judicial Authority OR Judicial Authority Agent

5. AI subject: Any

(8b)-
1

1. Domain: Administration Of Justice OR Administration Of Demo-
cratic Processes

2. Purpose: Influencing Election Outcome OR Influencing Referen-
dum Qutcome

3. Capability: Any

4. Deployer: Any

5. AI subject: Any

(8b)-
2

1. Domain: Administration Of Justice OR Administration Of Demo-
cratic Processes

2. Purpose: Influencing Voting Behaviour

3. Capability: Any

4. Deployer: Any

5. Al subject: Natural Person
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APPENDIX
FOUR

ANALYSIS OF ANNEX IV ON TECHNICAL
DOCUMENTATION

The following provides an analysis of Annex IV, as stated in the European
Commission’s proposed Al Act [28]. Within this, the ID of requirements
explicitly mentioned in the legal text starts with R and ID of those extracted
from standards or added with the purpose of structuring starts with A.

D.1 General Description of AI System

1. A general description of the Al system including: (a) its intended purpose,
the persons developing the system the date and the version of the system;

R1a-1. Al system’s intended purpose,
AR1a-2 Al capability(ies),

R1a-3. Al developer(s),

AR1a-4. Al provider(s),

R1a-5. Al system’s release date,
R1a-6. Al system’s version,

(b) how the Al system interacts or can be used to interact with hardware or
software that is not part of the Al system itself, where applicable;

R1b-1. External® software the Al system interacts with,
R1b-2. Details of interaction with external software,
R1b-3. External hardware the Al system interacts with,
R1b-4. Details of interaction with external hardware,

Not part of the AI system.
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R1b-5. External software that can be interacted with using the Al system,

R1b-6. Details of interaction with external software through the Al sys-
tem,

R1b-7. External hardware that can be interacted with using the Al sys-
tem,

R1b-8. Details of interaction with external hardware through the Al
system,

(c) the versions of relevant software or firmware and any requirement related
to version update;

AR1c-1. Al system’s version release note,
R1c-1-1. Al version update’s software requirements (dependencies),
R1c-1-1-1. Software the Al system is dependent on,
R1c-1-1-2. Version of the software the Al system is dependent on,
ARI1c-1-2. Al version update’s hardware requirements,
R1ic-1-3. Al version update’s firmware requirements,
R1c-1-3-1. Firmware the Al system is dependent on,
R1c-1-3-2. Version of the firmware the Al system is dependent on,
R1c-1-4. Al version update’s additional requirements,

(d) the description of all forms in which the Al system is placed on the market
or put into service;

R1d-1. Form(s) (modalities) in which the Al system is placed on the
market or put into service,

R1d-2. Description of each form in which the Al system is placed on the
market or put into service,

(e) the description of hardware on which the Al system is intended to run;

Rle-1. Hardware (components) required for running the Al system,
R1e-2. Description of the hardware (components) required for running
the Al system,

(f) where the Al system is a component of products, photographs or illustra-
tions showing external features, marking and internal layout of those prod-
ucts;

R1f-1. Entities (e.g. products, photographs, and illustrations) of which
Al system is a component,

R1f-2. External features of the entity of which the AI system is a com-
ponent,
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D.2. Description of the Al Elements and Development Processes

R1f-3. Marking of the entity of which the Al system is a component,
R1f-4. Internal layout of the entity of which the Al system is a compo-
nent,

(g) instructions of use for the user and, where applicable installation instruc-
tions;

R1g-1. Instruction for use,
R1g-2. Installation instruction,

D.2 Description of the AI Elements and De-
velopment Processes

2. A detailed description of the elements of the Al system and of the process
for its development, including:

(a) the methods and steps performed for the development of the Al system,
including, where relevant, recourse to pre-trained systems or tools provided
by third parties and how these have been used, integrated or modified by the
provider;

R2a-1. Methods used for the development of the Al system,

R2a-2. Al system’s development processes (steps),

R2a-3. Third-party systems, e.g. pre-trained systems, used in/for the
development of the Al system,

R2a-4. Description of how third-party systems have been used, inte-
grated, or modified by the Al provider,

R2a-5. Third-part tools used in/for the development of the Al system,

R2a-6. Description of how third-party systems have been used, inte-
grated, or modified by the Al provider,

(b) the design specifications of the system, namely the general logic of the
Al system and of the algorithms; the key design choices including the ratio-
nale and assumptions made, also with regard to persons or groups of persons
on which the system is intended to be used; the main classification choices;
what the system is designed to optimise for and the relevance of the differ-
ent parameters; the decisions about any possible trade-off made regarding the

technical solutions adopted to comply with the requirements set out in Title
111, Chapter 2;

R2b-1. Al system’s design specifications
R2b-1-1. Overall logic of the Al system,
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AR2b-1-2. Al system’s algorithmic design,
AR2b-1-2-1. Algorithms used within the Al system,
R2b-1-2-2. Logic of the Al system’s algorithms,
R2b-1-3. Description of Al design choices made during AI develop-

ment,

R2b-1-3-1. Rationale of design decisions,
R2b-1-3-2. Assumptions made in regard to design designs,
R2b-1-3-3. Al subjects considered in design decisions,

R2b-1-4. Choices made in regard to classification tasks,

R2b-1-5. Optimisation purpose of the Al system, i.e. quality param-

eters the Al system is optimised for,

R2b-1-6. Relevance of Al parameters,
R2b-1-7. Trade-offs made in implementing technical solutions to com-

ply with the Al Act’s requirements for high-risk Al systems,

(c) the description of the system architecture explaining how software compo-
nents build on or feed into each other and integrate into the overall processing;
the computational resources used to develop, train, test and validate the Al
system;

R2c-1. Al system architecture illustrating the components incorporating
the system and their relationships,
R2c-2. Al system architecture description (documentation),

R2c¢-2-1. Software components incorporating the Al system,
R2c-2-2. Description of software component development,

R2c-2-3. Description software components integration,

R2c-2-4. Description of how software components are integrated into

the overall processing of the Al system,
R2c-3. Computational resources used in different stages of the Al lifecy-

cle,

tem,

R2c-3-1. Computational resources used for Al development,

R2c-3-2. Computational resources used for training of the Al system,
R2c-3-3. Computational resources used for testing of the Al system,
R2c-3-4. Computational resources used for validation of the AI sys-

(d) where relevant, the data requirements in terms of datasheets describing
the training methodologies and techniques and the training data sets used,
including information about the provenance of those data sets, their scope
and main characteristics; how the data was obtained and selected; labelling
procedures (e.g. for supervised learning), data cleaning methodologies (e.g.
outliers detection);
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D.2. Description of the Al Elements and Development Processes

ARZ2d-1. Models trained,
R2d-1-1. Training methodology,
R2d-1-2. Training technique,
R2d-1-3. data requirements which include:
R2d-1-3-1. Information about the datasets used for training the
model (training datasets),
R2d-1-3-1-1. Training dataset’s provenance information,
R2d-1-3-1-2. Training dataset’s scope,
R2d-1-3-1-3. Training dataset’s characteristics,
R2d-1-3-1-4. Training data acquisition process (how the training
dataset was obtained),
R2d-1-3-1-5. Training data selection process (how each dataset
was selected),
R2d-1-3-1-6. Data labelling procedure,
R2d-1-3-1-7. Data cleaning methodologies,

(e) assessment of the human oversight measures needed in accordance with
Article 14, including an assessment of the technical measures needed to facili-
tate the interpretation of the outputs of Al systems by the users, in accordance

with Articles 13(3)(d);

ARZ2e-1. Description of human oversight measure,

AR2e-1-1. Purpose of human oversight measure, e.g. interpretation
of the output (see Article 14(4) for more examples)  AR2e-1-2. The risks
the human oversight measures aim to minimise (Article 14(2)),

AR2e-1-3. Type of human oversight measure, e.g. technical and
organisational,

ARZ2e-1-4. Implementation type of human oversight measure, as de-
scribed by Article 14(3): “measures (a) identified and built, when technically
feasible, into the high-risk Al system by the provider before it is placed on
the market or put into service; (b) identified by the provider before placing
the high-risk ATl system on the market or putting it into service and that are
appropriate to be implemented by the user.”

R2e-2. Assessment of Human oversight measures,

(f) where applicable, a detailed description of pre-determined changes to the
Al system and its performance, together with all the relevant information
related to the technical solutions adopted to ensure continuous compliance of
the Al system with the relevant requirements set out in Title III, Chapter 2;

R2f-1. Description of pre-determined changes to the Al system,
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R2f-2. Description of pre-determined changes to the Al system’s perfor-
mance,

R2f-3. Technical solutions in place to ensure compliance with the re-
quirements of high-risk Al systems in the aftermath of the pre-determined
changes to the Al system and its performance,

(g) the validation and testing procedures used, including information about the
validation and testing data used and their main characteristics; metrics used
to measure accuracy, robustness, cybersecurity and compliance with other
relevant requirements set out in Title III, Chapter 2 as well as potentially
discriminatory impacts; test logs and all test reports dated and signed by
the responsible persons, including with regard to pre-determined changes as
referred to under point (f).

R2g-1. Al system validation procedures,

R2g-2. Information about the datasets used for validating the model
(validation datasets),

R2g-3. Al system testing procedures,

R2g-/. Information about the datasets used for testing the model (testing
datasets),

R2g-5. Al system characteristics, including but not limited to accuracy,
robustness, cybersecurity, compliance with the requirements of high-risk Act,
and bias,

R2g-5-1. Metrics used to measure the characteristic,

AR2g-5-2. Tests, benchmarks and/or standards used for measuring
the metric and their results,

AR2g-6. Test documentation,
R2g-6-1. Test log,
R2g-6-1-1. Test log date,
R2g-6-1-2. Responsible person(s) for test log,

R2g-6-1-3. Log of tests conducted in regard to the AI system’s
pre-determined changes,

R2g-6-2. Test report,
R2g-6-2-1. Test report date,
R2g-6-2-2. Responsible person(s) for test report,

R2g-6-2-3. Report of tests conducted in regard to the Al system’s
pre-determined changes,
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D.3. Monitoring, Functioning, and Control

D.3 Monitoring, Functioning, and Control

3. Detailed information about the monitoring, functioning and control of
the Al system, in particular with regard to its capabilities and limitations in
performance, including the degrees of accuracy for specific persons or groups
of persons on which the system is intended to be used and the overall ex-
pected level of accuracy in relation to its intended purpose; the foreseeable
unintended outcomes and sources of risks to health and safety, fundamental
rights and discrimination in view of the intended purpose of the Al system;
the human oversight measures needed in accordance with Article 14, includ-
ing the technical measures put in place to facilitate the interpretation of the
outputs of Al systems by the users; specifications on input data, as appropri-
ate;

R3-1. Information about monitoring of the Al system,
R3-1-1. Monitoring of the Al system’s capabilities,
R3-1-1-1. Monitoring of the Al system’s performance,
R3-1-1-2. Monitoring of the Al system’s accuracy for intended Al

subjects,

R3-1-1-3. Monitoring of the Al system’s overall accuracy,
R3-1-2. Monitoring of the Al system’s limitations,

R3-1-2-1. Monitoring of the Al system’s performance limitations,

R3-1-2-2. Monitoring of the Al system’s limitations in regard to

the degree of accuracy for intended Al subjects,

R3-1-2-3. Monitoring of the AI system’s limitations in regard to

its overall degree of accuracy,

R3-1-3. Monitoring for foreseeable unintended outcomes,
R3-1-4. Monitoring for risk sources,
R3-1-/-1. Monitoring for sources of risk to health,
R3-1-4-2. Monitoring for sources of risk to safety,
R3-1-4-3. Monitoring for sources of risk to fundamental rights,
R3-1-4-4. Monitoring for sources of risk to non-discrimination, i.e.

bias risk,

R3-1-5. Monitoring of human oversight measures,
R3-1-6. Monitoring of input data as per its specifications,
R3-2. Information about functioning of Al system,
R3-2-1. Al system’s capabilities,
R3-2-1-1. Al system’s performance,
R3-2-1-2. Al system’s accuracy for intended Al subjects,
R3-2-1-3. Al system’s overall accuracy,
R3-2-2. Al system’s limitations,
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R3-2-2-1. Al system’s performance limitations,

R3-2-2-2. Al system’s limitations in regard to the degree of accu-
racy for intended Al subjects,

R3-2-2-3. Al system’s limitations in regard to its overall degree of
accuracy,

R3-2-3. Functioning of the system in the event of foreseeable unin-
tended outcomes,

R3-2-4. Functioning of the system in the event of materialisation of
risk sources,

R3-2-4-1. Functioning of the system in the event of materialisation
of sources of risk to health,

R3-2-4-2. Functioning of the system in the event of materialisation
of sources of risk to safety,

R3-2-/-3. Functioning of the system in the event of materialisation
of sources of risk to fundamental rights,

R3-2-4-4. Functioning of the system in the event of materialisation
of sources of discrimination risk,

R3-2-5. Functioning of human oversight measures,

R3-2-6. Functioning of Al system in regard to input data specifica-
tions, R3-3. Information about control of Al system, R3-3-1. Controls
in place to ensure the Al system’s expected capabilities,

R3-3-1-1. Controls in place to ensure the Al system’s expected
level of performance,

R3-3-1-2. Controls in place to ensure the Al system’s expected
level of accuracy for intended Al subjects,

R3-3-1-3. Controls in place to ensure the Al system’s expected
overall accuracy,

R3-3-2. Controls in place in regard to the Al system’s limitations,

R3-3-2-1. Control in place in regard to the Al system’s perfor-
mance limitations,

R3-3-2-2. Controls in place in regard to the Al system’s limitations
regarding the degree of accuracy for intended Al subjects,

R3-3-2-3. Controls in place in regard to the Al system’s limitations
regarding its overall degree of accuracy,

R3-3-3. Controls for foreseeable unintended outcomes,

R3-3-4. Controls in place regarding risk sources,

R3-3-4-1. Controls in place regarding sources of risk to health,

R3-3-4-2. Controls in place regarding sources of risk to safety,

R3-3-4-3. Controls in place regarding sources of risk to fundamen-
tal rights,
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R3-3-4-4. Controls in place regarding sources of discrimination
risk,
R3-3-5. Controls in place in regard to human oversight measures,
R3-3-6. Control of Al system in regard to input data specifica-
tions,

D.4 Risk Management System

4. A detailed description of the risk management system in accordance
Article 9;

with

R4-1. Description of Al risk management system,
AR/-1-1. Role of the organisation in relation to the Al system,
AR/-1-2. External context of Al system related to the AI risk man-
agement system,
AR/-1-3. Internal context of Al system related to the Al risk man-
agement system,
AR4-1-3-1. Intended purpose of the Al system,
ARJ-1-4. Needs and expectations of stakeholders (interested parties)
in regard to Al risk management,
AR4-1-5. Scope of Al risk management system,
AR4-1-6. Al risk management policies,
AR/-1-7. Al risk management system roles and responsibilities,
4-1-8. Al risk management information,
AR4-1-8-1. Scope of Al risk management,
AR4-1-8-2. Al risk management objectives,
AR4-1-8-3. Al risk management tools,
AR4-1-8-4. Al risk management techniques,
AR4-1-8-5. Al risk management resources,
AR4-1-8-6. Al risk management responsibilities,
AR4-1-8-7. Internal context of the AI system related to Al risk
management,
AR/-1-8-8. External context of the Al system related to Al risk
management,
AR4-1-8-9. Al Risk criteria (for evaluation of risk significance),
AR4-1-8-10. Al risk assessment information,
AR4-1-8-10-1. Al risk identification information,
AR4-1-8-10-1-1. Assets and their value,
AR4-1-8-10-1-2. Risk sources (events),
AR4-1-8-10-1-3. Entities associated with risk sources,
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AR4-1-8-10-1-4. Risks,
AR4-1-8-10-1-5. Consequences,
AR/J-1-8-10-1-6. Impacts,

AR4-1-8-10-2. Al risk analysis information,
AR/-1-8-10-2-1. Analysis of risk sources,
AR4-1-8-10-2-2. Analysis of risks,
AR/-1-8-10-2-3. Analysis of consequences,
AR/-1-8-10-2-4. Analysis of impacts,

AR4-1-8-10-3. Al risk evaluation information,
AR4-1-8-10-3-1. Evaluation of risk sources,
AR4-1-8-10-3-2. Evaluation of risks,
AR4-1-8-10-3-3. Evaluation of consequences,
AR4-1-8-10-3-4. Evaluation of impacts,

AR4-1-8-11. Al risk treatment information,

AR/J-1-8-11-1. Statement of applicability,
AR4-1-8-11-1-1. Control measures,
AR4-1-8-11-1-2. Objectives of the measures,
AR4-1-8-11-1-3. Residual risk,

AR4-1-8-12. Al system impact assessment,
AR4-1-9. Al quality objectives,
AR4-1-10. Al management system change plan,
AR4-1-11. Al risk management system resources,
AR4-1-12. Information regarding competence,

AR4-1-13. Information regarding operation of Al risk management
system processes,

AR4-1-1/. Results of Al risk assessments,
AR4-1-15. Results of Al risk treatments,
AR/-1-16. Results of Al impact assessments,

AR/J-1-17. Results of monitoring, measurement, analysis and evalua-
tion of the AI risk management system,

AR4-1-18. Information regarding implementation of the audit pro-
gramme,

AR4-1-19. Audit results,
AR4-1-20. Information regarding Al risk management system review,

AR4-1-21. Information regarding non-conformity and corrective ac-
tions,
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D.5. Changelog

D.5 Changelog

‘ 5. A description of any change made to the system through its lifecycle;

R5-1. Description of the changes made to the Al system,
ARS5-2. Description of the changes made to the components incorporating
the Al system,

D.6 Harmonised Standards

6. A list of the harmonised standards applied in full or in part the references
of which have been published in the Official Journal of the European Union;
where no such harmonised standards have been applied, a detailed description
of the solutions adopted to meet the requirements set out in Title III, Chapter
2, including a list of other relevant standards and technical specifications

applied;

R6-1. Harmonised standards applied,
R6-1-1. Level of conformity, i.e. full or in part,
ARG6-1-2. Type of conformity assessment, e.g. self-assessment, third-
party assessment,
R6-2. Other standards applied,
R6-2-1. Level of conformity, i.e. full or in part,
R6-2-2. The AT Act’s high-risk Al requirements met by applying the
standard,
ARG6-2-3. Type of conformity assessment, e.g. self-assessment, third-
party assessment,
R6-3. Technical specifications applied,
R6-3-1. Level of conformity, i.e. full or in part,
R6-3-2. The AI Act’s high-risk Al requirements met by applying the
technical specification,
ARG6-3-3. Type of conformity assessment, e.g. self-assessment, third-
party assessment,
R6-4. Description of other solutions adopted to meet the Al Act’s
high-risk Al requirements

D.7 EU Declaration of Conformity

‘ 7. A copy of the EU declaration of conformity;
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R7-1. EU declaration of conformity,

D.8 Post-Market Monitoring System

8. A detailed description of the system in place to evaluate the Al system
performance in the post-market phase in accordance with Article 61, including
the post-market monitoring plan referred to in Article 61(3).

R8-1. Description of the AI performance evaluation plan, which
is a part of the Al management system (see ISO/IEC 42001, point 9 on
performance evaluation),

R8-2. Post-market monitoring plan, according to Article 61(3), an
implementing act containing a template for the post-market monitoring plan
will be adopted by the European Commission.
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FIVE

AT CARDS SURVEY

E.1 Informed Consent

The consent form, which is designed following the Trinity College Dublin’s
research ethics and data protection policies and guidelines, is shown at the
beginning of the questionnaire as follows:

Important notes for the participants

Individual results are anonymous and your data is not identifiable.

The resulting data will be stored as summary tables with numeric rat-
ings provided, the opinions provided in textual format, and the numeric
answers of the usability test.

The resulting data will be stored safely using the IT services called
MyZone Google Drive which complies with GDPR rules.

The lead researcher (Delaram Golpayegani) and the collaborators (Dr.
Isabelle Hupont (JRC) , Dr. Cecilia Panigutti (JRC), Dr. Sven Schade
(JRC), Prof. Harshvardhan Pandit (DCU), Prof. Declan O’Sullivan

(TCD), and Prof. Dave Lewis (TCD)) will be the only people with
access to the data until its publication in an open data repository.

We will perform a quantitative analysis of the ranges and the usability
scores using statistical summaries, reporting aggregated results. Opin-
ion analysis will be conducted and documented manually by the lead
researcher. None of your personal details will be recorded.

You are free to withdraw your consent at any time until submitting the
questionnaire.
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Publication

The result of this work would be published in relevant academic con-
ferences and journals, as well as the PhD thesis of the lead researcher
(Delaram Golpayegani) at Trinity College Dublin.

Conflict of interest

The collaborators will not participate in the survey.

Declaration

[ am 18 years or older and am competent to provide consent.

I have read, or had read to me, a document providing information about
this research and this consent form. I have had the opportunity to ask
questions and all my questions have been answered to my satisfaction
and understand the description of the research that is being provided
to me.

I agree that my data is used for scientific purposes, and I have no
objection that my data is published in scientific publications in a way
that does not reveal my identity.

I understand that if I make illicit activities known, these will be re-
ported to appropriate authorities.

I understand that I may refuse to answer any question and that I may
withdraw at any time without penalty.

I understand that if the results of the research have been published,
or my data has been fully anonymised so that it can no longer be
attributed to me, then it will no longer be possible to withdraw.

I understand that I may stop electronic recordings at any time, and
that I may at any time, even subsequent to my participation [request
to] have such recordings destroyed (except in situations such as above).

[ understand that, subject to the constraints above, no recordings will
be replayed in any public forum or made available to any audience
other than the current researchers/research team.

I freely and voluntarily agree to be part of this research study, though
without prejudice to my legal and ethical rights.
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e [ understand that my participation is fully anonymous and that no
personal details about me will be recorded.

e [ understand that if I or anyone in my family has a history of epilepsy
then I am proceeding at my own risk.

e | understand that personal information about me, including the trans-
fer of this personal information about me outside of the EU, will be
protected in accordance with the General Data Protection Regulation.

[J T consent to participate in this study, and consent to the data processing
necessary to enable my participation and to achieve the research goals of this
study.

E.2 Survey Questions and Results

E.2.1 Background Question

1. What is the sector of your current employment? Please select all that
apply to you.

(] Public organisation

U EU institution

U Industry

[0 Academia and research

0 NGO

[J Other

See the distribution of participant’s sector of employment in Figure E.1.
2. Please select all the roles that apply to you:

0 AI developer

O AT researcher (in any areas, such as computer science, law, and ethics)

O AT deployer (i.e. deploying Al in domains such as public sector and
healthcare)

O AT auditor
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Figure E.1: Distribution of participants’ sector of employment

AT Policymaker

Al Standardiser
AT consultant
Legal expert
Technology ethicist

Other:

See the distribution of participants’ roles in Figure E.2.

3.

one)

4

0

What is your level of familiarity with the EU AI Act ? (Mark only

Extremely familiar [I have read the AI Act and have knowledge about
most of the provisions o the EU Al Act]

Moderately familiar [I have read some parts of the EU AT Act and have
knowledge about some of the provisions of the AT Act]

Somewhat familiar [I am aware of the overall objectives, structures,
and requirements of the EU AT Act]

O Slightly familiar [I am aware of the overall objectives of the EU AT Act]

Not familiar at all [I have no knowledge or awareness of the EU AT Act]
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Figure E.2: Distribution of participants’ roles

Count

Slightly familiar
16.0%

Somewhat familiar

ot familiar at all

Moderately familiar
0%

Figure E.3: Participants’ level of familiarity with the AT Act

See participants’ level of familiarity with the AI Act in Figure E.S.

4. If there are any specific articles or aspects of the EU Al Act that you
are particularly familiar with, please select them:

O AI risk management (Art. 9)
O Data and data governance (Art. 10)
OO0 Technical documentation (Art. 11 and Annex IV)

O Transparency (Art. 13)
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O Human oversight (Art. 14)

O Accuracy, robustness and cybersecurity (Art. 15)
O Conformity assessment (Art. 43)

O Harmonised standards (Art. 40)

O Other:

For the participants’ familiarity with AI Act articles see Figure E.J.

nnnnnnnnnnn

Figure E.4: Al Act Articles the participants were most familiar with

E.2.2 Visual Representation of AI Cards

This section asks your opinion about the visual representation of the
Al Cards show below. Also, you can find an example of the visual rep-
resentation of Al Cards for an Al-based student proctoring system here:
https://delaramglp.github.io/aicards/example/.

la. In general, how would you rate the usefulness of the AI Cards vi-
sualisation in representing key AI and risk information? (please don’t limit
yourself to any regulation)

O 0 [Not useful]
01
L2
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a3
O 4 [Very useful]

For the results, refer to Figure E.5.

Usefulness Al Cards visualisation in representing key Al and risk information

30

1[Slightly useful] 2[Moderately useful] 3[Useful] 4[Very useful]

Figure E.5: Usefulness of the human-readable representation of AI Cards

1b. If there is any key information that you miss in the visualisation of
AT Cards, please list them; noting that an AI Card acts as a summary card
of an AI system and its risks?

See the participants’ comments in Table E.1, Table E.2, and Table E.3.
The participants’ comments in these Tables, and the subsequent ones, have
not been modified in any way.

lc. Is there any information within the visualisation of AI Cards that
you believe should not be presented? If yes, please list them.
See the participants’ comments in Table E.4 and Table E.5.
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Table E.1: The information participants missed in the human-readable representation of Al Cards - part 1

Sector

Role

Level of familiarity
with the Act

Comment

Academia and re-
search

Industry

Academia and re-
search
Industry,
Academia
research
EU institution

and

Academia and re-
search
Academia and re-
search
Academia and re-
search

AT researcher

Al researcher, Al
governance expert
Legal expert

Al developer, Al

researcher

AT researcher

AT researcher
AT researcher

Legal expert

Slightly familiar

Extremely familiar
Moderately familiar

Moderately familiar

Moderately familiar

Moderately familiar
Moderately familiar

Somewhat familiar

“1. Specifics about the deployer (which university, which department,
contact point) 2. Link to further legal compliance documents (e.g.
GDPR Privacy Notice)”

“Details about the anomalies (which law article is not fulfilled, which
quality requirement is violated, etc.)”

“method of risk assesment + other fundamental rights”

“Descriptions of potential risks specific to the model”

“As a summary, it is a very nice representation. But I cannot help
thinking that all data visually marked on the card must be adequately
substantiated, and for me that ”substance” is the most relevant part
when assessing risk mitigation. For example, ”fundamental rights” in-
cludes many types of fundamental rights, and the Al card does not allow
to identify which ones. Or, when referring to the measures, it is unclear
if these measures are efficient and relevant or not. I guess that the Al
Card has to be understood to be accompanied by additional information
to support everything set out in it. I also miss the clear identification
regarding the fact that the card focuses on ”systems” rather than on
models (note that a very important part of the AT Act now focuses on
general-purpose Al models). ”

“I think maybe in the impact section, it could be more specific about
what kind of rights are meant. Individual rights? Fundamental rights?”
“There is no overall summary /traffic light that shows me the status, just
many details”

“Information related to the registry process”




Table E.2: The

information participants missed in the human-readable representation of AI Cards - part 2

Sector

Role

Level of familiarity
with the Act

Comment

Academia and re-
search

Academia and re-
search
Industry

Public
tion

organisa-

Academia and re-
search
Public
tion

organisa-
Academia and re-
search

Academia and re-
search

Academia and re-
search

AT researcher

AT researcher

Al consultant, Le-

gal expert
Data  protection
practitioner in

public sector
Al researcher

AT researcher
Technology ethi-
cist

AT researcher

AT researcher

Extremely familiar

Moderately familiar

Moderately familiar

Somewhat familiar

Slightly familiar

Somewhat familiar

Moderately familiar

Moderately familiar

Somewhat familiar

“I think more information needs to be represented in the general infor-
mation to assist with using the Al cards at later stages by other actors
in the lifecycle. ”

“Maybe the link to the GDPR, can be useful in this visualization, and for
full compliance maybe adding a short version of the requirements of data
processing, that would make the cards useful specifically for enterprises
7

“Heading: Controls/Limitations - retention period of data if personal
data processed - last test/bug/issue and date ”
“A legend/key to explain the abbreviations.
online resource.)”

(Could be a link to an

“They seem very confusing”

“What is the role of the model? What is it actually detected? How do
you ensure fairness? Such explainability is important - especially for the
general public”

“It would be great to capture the as-of-yet unknown aspects and risks.
The cards currently presuppose that all/main uses and impacts can al-
ready be identified.”

“useful, but it does make it appear as if risk is a linear, uniform cate-
gory. Perhaps it appears like that in law (even though it is not), but it
certainly is a situation of comparing apples and pears when seen from
an interpretive perspective. That means I feel a certain hesitation /
resistance when looking at the cards. Not my notion of risk. I have the
same feeling with risk in the AI act.”

“No it looks quite comprehensive to me”




Table E.3: The information participants missed in the human-readable representation of Al Cards - part 3

Sector

Role

Level of familiarity
with the Act

Comment

Academia and re-
search

Academia and re-
search

Academia and re-
search

AT developer, Al
researcher

Al researcher

AT researcher, Al
Standardiser

Somewhat familiar

Moderately familiar

Slightly familiar

“Where is Al is run (i.e. in house by the developer, on the cloud, etc)
Whether 3r parties can see that Al, its data, or its output Where the
data is held (i.e. in house by the developer, on the cloud, etc) How the
data was sourced (for example, scraped from online, licenced, etc — and
whether explicit permission was granted or whether there could be a
copyright conflict)”

“It may be just the representation as an image but to be useful, the card
needs to have links to explanations or illustrative examples so that the
user can quickly understand the scope of each of the sections. Also, such
assistance would provide more insight into the importance/impact/con-
sequences of each section. Finally it’s not really clear who the form/card
is intended for. I had thought it was intended for the developers/im-
plementers to track/document/manage risk and compliance. However,
considering it again, is this intended for a 3rd party to explain/provide
verification of compliance?”

“scores”




Table E.4: The information participants identified as additional in the human-readable representation of Al Cards

- part 1
Sector Role Level of familiarity | Comment
with the Act

Academia and re- | Al researcher Slightly familiar “Versions of components: Will the AI Card version change (and will

search users have to review them then) with every update of any component,
although the other elements of the card remain the same?”

Academia and re- | Legal expert Moderately familiar | “instead of checklist add more space for descriptive analysis”

search

Industry, Al developer, Al | Moderately familiar | “Quality heptagon”

Academia and | researcher

research

Academia and re- | Al researcher Moderately familiar | “I’'m not sure about point 7. Quality. Maybe it is important to include,

search but I don’t know where these principles come from? Are they included
in the AI Act?”

Academia and re- | Al researcher Moderately familiar | “There does not seem to be a place to list input datasets that are not

search personal or sensitive. It may be important to know these as they could
be combined with the other types within the system”

Law Legal expert, Stu- | Moderately familiar | “Place in which the card was issued, as well as a declaration of good

dent faith filling ”
Academia and re- | Al researcher Slightly familiar “I’'m not sure what the predetermined changes section is for”
search




Table E.5: The information participants identified as additional in the human-readable representation of AI Cards

-part 2

Sector

Role

Level of familiarity
with the Act

Comment

Academia and re-
search

Academia and re-
search

AT researcher

AT researcher

Moderately familiar

Moderately familiar

“there are something that are unclear, but I don’t run an Al so perhaps
it’s me. I don’t get what "modality” refers to. From the perspective
of ”user studies” I would state that the input - output model is an
abstraction while in reality it is not that simple. Everyone knows that,
but the cards put the respondent in a position where there is no choice
but to go along with it.”

“I’'m not exactly clear what you mean by ’components’ in section 3. If
you wish to identify data sets, (AI) models used, general purpose then
why not ask for them directly? There are so many ’important’ compo-
nents in a system at different levels of abstraction etc. it’s easy to get
too complex (and therefore overwhelming for the reader & developer).
It may be easier just to ask about the dataset used or generated in
the system (indicating what components are responsible for them), Al
models (indicating what components are responsible for their execution)
etc., general purpose etc. Also it’s a little surprising why you ask for
general purpose after asking about individual models (cognitively this
would normally come first).”




E.2. Survey Questions and Results

The extent the visualisation of Al Cards represents the key aspects of the EU Al
Act's risk management and documentation requirements

1[Slightly useful] 2[Moderately useful] 3[Useful] 4[Very useful]

Figure E.6: Participants’ view on the extent the visualisation of Al Cards
represents the key risk and Al information as per the Al Act

2a. To what extent the visualisation of AI Cards represents the key
aspects of the EU AI Act risk management and documentation requirements?

O 0 [No extent]
01
g 2
a3

O 4 [Large extent)|

2b.If you can, please elaborate on your response.
For comments refer to Table F.6.
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Table E.6: Comments regarding the extent the visualisation of AI Cards represents the key aspects of the EU Al
Act’s risk management and documentation requirements

Comment

“I am not sure, which are the key aspects ot Al Act’s requirements.”

“as in the GDPR, risk management is an undefined notion leading to lower the assessment and thus the management.”

“It’s high level, and risk management is about processes, hence I don’t think a high-level visualization would provide any actionable insight
into the AT Act RM.”

“Sorry not to be more positive, but again, although it is a very interesting summary, the mere visualisation does not represent the key aspects
in my opinion. For the same reason than before, I also miss the part on risk management and document requirements for GPAI models,
which is now one of the most important parts of the EU AI Act. ”

“I can see that many areas of consideration are covered.”

“It closely resembles the requirements in the conformity assessments, making it extremely relevant.”

“They give a concise first approach to the risk-based method upon which the AT Act was built. ”

“As it is based ithe 5 pillars of the Al act, it contains the necessary information”

“It presents the main information that allows the AI agent (provider, deployer, user or regulatory bodies) to understand the key operations
made by the Al system and the risks involved.”

“These above components provide an overview of the Al system which makes it easier for auditing and standardisation across multiple Al
systems within a company. The real world application would be interesting to see and may require changing based on different Memeber
State authorities requiring other information be made available for documentation purposes.”

“I think that the card provides a very useful overal indicative summary, but which would complement detailed documentation. For example,
documentation which elaborates on each section of the card.”

“The field of application will have its own specific requirements, updates at each level may be required to fulfill both transparency and data
protection.”

I chose ”2” as there is no option ”I don’t know” and I am not familiar with the details of the act. You should test your survey with people
outside your expert group before rolling it out to catch issues like this.”

”T think it might be important to include a more detailed justification for why and how the risk level was determined, as well to outline
specific risks introduced by the Al system.”

“they are not the key aspects to me. But, I can imagine that the legal categorization of risk is very important to others. So the idea is very
good. But it seems as if the cards are intended to have a decisive result, (e.g. what level of risk) The function of the cards seems to be a
discussion, or reflection. Which is it? Let’s elaborate (why not) The risk category in law has a very specific history in policy making (going
back to Chernobyl and nuclear science). From the point of view of my field, this is the second time that ”european law” takes shape around
a category of risk. Naturally this risk category is alien to Al or computer science. Rather than normalizing its usage, through discussions
and reflection, the process seems to be to formalize the category instantly. On the one hand, the cards could help, opening up the reflection
on risk in Al, on the other hand, the legal conception of law is presented as fact, as a fixed category, as simply a matter of implementation.
The cards are a bit of both, and i fear that will limit its utility.”

“It looks great. I know it is a summary but some short descriptive text of the key words in general information would be useful.”




E.2. Survey Questions and Results

Use of Al Cards visualisation for risk management system Use of Al Cards visualisation for compliance checking
documentation

30

25

20

5

- 0

I'am not familiar with ~ Notuseful atall  To some extent useful Useful
I'am not familiar with the task ~ To some extent useful Useful the task

Use of Al Cards visualisation for creating technical Use of Al Cards visualisation for crafting implementing acts
documentation and guidelines

25 30

20

Iam not familiar with ~ Not useful atall  To some extent useful Useful I'am not familiar with ~ Not useful atall  To some extent useful Useful
the task

Figure E.7: Usefulness of the human-readable representation of the Al Cards
for AT Act compliance and enforcement tasks

3a. In regard to implementation and enforcement of the EU Al Act, how

do you rate the use of Al Cards visualisation to assist with the following
tasks?

e Documenting risk management system

e Creating technical documentation

e Compliance checking

e Crafting implementing acts and guidelines

For results, see Figure E.7.

3b. If you can, please elaborate on the other potential uses of Al Cards
visualisation that you foresee.

For results, see Table E.7.

4a. How would you rate the usefulness of Al Cards as a tool to facilitate
exchange of information regarding an Al system and its risks?

e Within AI development eco-system

e For communication with authorities (for legal compliance)

253



Appendix E. Al Cards Survey

Table E.7: Potential uses of the human-readable representation of Al Cards,
identified by participants

Potential uses of human-readable representation of the Al Cards
“summarizing Al systems and scenarios, high-level information for natural per-
sons. Long texts won’t be read, probably.”

“Dashboarding.”

“it can be useful for the end user as well to understand quickly the system”
“Collectible trading cards”

"It is important to visualise many of these things as a time series as the system
is often constantly evolving and it is hard to see how this fits with the snapshot
provided. Often in Cybersecurity there is also a Plan of Actions and Milestones
associated with the risk mitigations so a link to that would be good”

“Raising awareness”

“One of the main benefits I find in the EU cards is the traceability and trans-
parency therefore, I believe they might be very useful for the development p fa
process, additionally T believe that keeping them updated is doable”

“Al cards could also be useful for monitoring the system, review periods for
pre-determined changes, and explaining the core concepts to clients who lack
technical knowledge.”

“The cards might be best for comparing different AI technologies, but not so
much as a summary for a particular technology- they seem too simplistic but
at the same time too busy”

“This system may be useful when examining new regulations and their compli-
ance with existing law and regulations - or need for updating old regulations”
“Could the AI cards be made interactive? They provide a high-level overview
of the application, but contextual boxes or links can offer more detailed where
needed/required.”

“I can imagine a set of cards for discussing Al and risk broadly, a set for cat-
egorizing how law would designate risk in relation to a certain Al system, and
one that is aimed at communication with third parties.”

“Public comms about various AIS and their safety — honeslty I think that’s
where the greatest contribution of Al cards may lie”

e For communication with the public

See the results in Figure FE.8.

E.2.3 Machine-Readable Representation of AI Cards

This section asks your opinion regarding the machine-readable repre-
sentation of AI Cards. An example of machine-readable representation of
Al Cards for an Al-based proctoring system can be accessed here: https:
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E.2. Survey Questions and Results

Exchange of information within Al development eco-system Exchange of information within Al development eco-system
Y

0
Moderately useful Useful Not useful Moderately useful Useful

Exchange of information for communication with the public

Not useful Moderately useful Useful

Figure E.8: Usefulness of of the human-readable representation of the Al
Cards for information exchange

//delaramglp.github.io/aicards/example/

la. How would you rate the usefulness of the machine-readable represen-
tation of Al Cards in the following tasks?

e Development of automated tools for legal compliance and conformity
assessment

e Establishing a common language around Al and its risks

e Structuring databases of Al Systems, e.g. EU database of high-risk Al
systems

See the results in Figure E.9.

1b. If you can, please elaborate on the other potential uses of the machine-
readable representation of AI Cards that you foresee.

See the potential uses of machine-readable representation of AI Cards
from the participants’ perspective in Table E.S.

E.2.4 Overall Framework

This section seeks your opinion about the AI Card Framework which
includes both human and machine readable formats of Al and risk documen-
tation.
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Figure E.9: Usefulness of the machine-readable representation of the Al

Usefulness of machine-readable Al Cards in development of

Useful

automated tools for legal compliance and conformity assessment

Usefulness of machine-readable Al Cards in establishing a
common language around Al and its risks

Useful

25

I'am not familiar with the task  Not useful at all

Moderately useful

Usefulness of machine-readable Al Cards in structuring databases
of Al Systems, e.g. EU database of high-risk Al systems

Useful

Cards for tasks related to AI Act’s compliance and enforcement

1. Overall, how would you describe the key objective(s) of the AT Cards

framework?

e Transparency

See the results in Figure E.10. The following objectives also mentioned by
the participants: human oversight, visualisation, terminological alignment,

Interoperability
Accountability
Trustworthiness
Comprehensibility
Other:

fairness, data protection, interpretation, and comprehension.

2a. How do you rate the degree each stakeholder could benefit from the

Al Cards framework?

e Al developers

e Al providers

e Al deployers
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Table E.8: Potential uses of the machine-readable representation of Al Cards,
identified by participants

Potential uses of machine-readable representation of the AI Cards

“catalog”

“To be honest, I find it difficult to evaluate this part. I can’t really tell you whether
the selected format is the most suitable or can be improved in some way. ”
“Development of cross-organisational Al governance tools within an AI provider
toolchain”

“To understand under which risk category an Al system should be subject to”
“Building models with better compliance capabilities.”

“I think this cards are very useful to give hace an idea of the models, further information
might be required for a deeper understanding”

“May be used as a standard for checking with other AI regulations for example in the
Us”»

“Regarding question la above (Establishing a common language around AI and its
risks) - for the public this may set up a structured check but it is not educating the
public about the AI risk.”

“They would make sense as the default approach for ensuring and reporting Al act
compliance. However, that would require significant buy-in from stakeholders, or a
decision at the regulatory level.”

“If i understand correctly it is suppose to be helpful that the cards are machine readable.
In the context of establishing a common language that means that the interpretation
that they facility is reduced. That’s a problem. It’s useful as a tool for communication of
stakeholders, if that communication is shared fully, in its richness, and experience. Not,
if it is brought back to data points or standardized language of policy making. This leads
to an extra layer of bureaucracy (as we have seen with previous technologies), and not
to greater involvement in the policy making by a variety of stakeholder. Interpassivity
(where you have to engage) vs. interactivity (where you want to engage).”
“Machine-readable representation is very useful and detailed with a lot of properties
which could be used to boost interoperability”

“I am unsure who would be writing the machine-readable version — if its the developers,
and their claims are not audited, it would be quite easy for them to hide something —
but that is not uniqu of an issue to Al Cards, of course.”

“My larger concern would be the contology used to express their system (your
ex:jnamey). Since this system does not use a formal, defined ontology here, querying
it from the end-user perspective will be very hard, as it will require a person to poten-
tially query every Al system individually with different ontologies. I'd be concerned
about how usable this system is in the absence of all components being fully-defined
ontologyies, in all honesty.” I put ””moderately useful”” above mostly because this
goes a good way towards that final goal — but without more precise ontologies, I am
unsure if this would be widely useful in practice.”

e Al auditors, including conformity assessment bodies
e Lay users

e Al policymakers and regulators, including the EU Al office
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Transparency

Trustworthiness

Interoperability

Accountability

Comprehensibility

0 10 20 30 40

Figure E.10: Distribution of the AI Cards’ objectives according to the par-
ticipants’ opinions

e Al standardisation bodies

See results in Figure E.11.

2b. Are there other stakeholders that you think might benefit from the
Al Cards?

The participants mentioned the following stakeholders: civil society (3
mentions), researchers (3 mentions) organisations, the general public (2 men-
tions), Al subjects, end-users, AI brokers (for comparing AI Systems). Also,
one of participants stated that: “The danger in this approach is trying to be
‘all things to all people’. There may be abstrations of the AI Cards which are
useful to different user types (e.g. developers, deployers, policy makers) but
the level of depth/specificity is probably different.”

AI Cards Framework Usability Test

1. I think that AT stakeholders would like to use the Al Cards framework
frequently.

Mean of the results: 3.9, median of the results: 4

2. I find the AI Cards framework unnecessarily complex.

Mean of the results: 2.32, median of the results: 2

3. I think the AI Cards framework is easy to use.

Mean of the results: 3.7, median of the results: /

4. T think that AI stakeholders would need the support of a technical
person to be able to u the Al Cards framework.
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Al Cards for Al providers Al Cards for Al developers
40 40
30 »
20 »
10 10
o o 1 Beneficial
lam not familar with  Notbeneficial  Moderately beneficial  Beneficial the stakoholder
the stakeholder
Al Cards for Al deployers Al Cards for Al auditors
o 4
%0 30
20 20
10 10
’ fami neficial eficial i
T arm rot with Not - I ?ﬁ;nmvh Not ber Moderately ben Beneficial
e sasonoii ponefical - Moderaialyberefcial - Beneficia
Al Cards for lay users Al Cards for Al policymakers and regulators
40 40
30 e
2 »
10 10
° | am not familiar with Not beneficial Moderately beneficial Beneficial
| am not familiar with Not beneficial Moderately beneficial Beneficial the stakeholder
the stakeholder
Al Cards for Al standardisation bodies
40
330
20
10
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Figure E.11: Benefits of Al Cards for different stakeholders as perceived by
participants

Mean of the results: 3.46, median of the results: 3.5

5. I find the various aspects (i.e. information elements and human- and
machine-readable formats) in the AI Cards framework are well integrated.

Mean of the results: 3.88, median of the results: /

6. I think there is too much inconsistency in the Al Cards framework.

Mean of the results: 2.04, median of the results: 2

7. I would imagine that most people would learn to use the AI Cards
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framework very quick

Mean of the results: 3.72, median of the results: 4

8. I find the AI Cards framework very cumbersome to use.

Mean of the results: 2.24, median of the results: 2

9. I feel very confident using the Al Cards framework.

Mean of the results: 3.24, median of the results: 3

10. I need to learn a lot of things before I could get going with the Al
Cards framework

Mean of the results:3.2, median of the results: 3
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