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Abstract

Traditional approaches to modeling the availability of a system often do not formally take into account
uncertainty over the parameter values of the model. Such models are then frequently criticised because the observed
reliability of a system does not match that predicted by the model. Instead this paper extends a recently published
segregated failures model so that, rather than providing a single figure for the availability of a system, uncertainty
over model parameter values are incorporated and a predictive probability distribution is given. This predictive
distribution is generated in a practical way by displaying the uncertainties and dependencies of the parameters
of the model through a Bayesian network. Permitting uncertainty in the reliability model then allows the user to
determine whether the predicted reliability was incorrect due to inherent variability in the system under study, or
instead due to the use of an inappropriate model. Furthermore, it is demonstrated how the predictive distribution
can be used when reliability predictions are employed within a formal decision-theoretic framework.

Use of the model is illustrated with the example of a high-availability computer system with multiple recovery
procedures. A Bayesian network is produced to display the relations between parameters of the model in this case
and to generate a predictive probability distribution of the system’s availability. This predictive distribution is then
used to make two decisions under uncertainty concerning offered warranty policies on the system: a qualitative
decision, and an optimisation over a continuous decision space.

NOTATION
k number of recovery levels
F set of failure types
F set of failures served at level j
Fiype, set of failures of type j
Prec; conditional probability of recovery at level j
Prneat; conditional probability of progressing to service at level j + 1
Diast; conditional probability of immediately progressing to service at level k
Ptype; probability that failure is of type j
Tj time taken to serve failure at level 7 (mins)
1 restoration rate
A expected number of failures per year
Atype; expected number of type j failures per year
v actual number of failures in next year
Vtype; actual number of type ; failures in next year
Ttype; total downtime due to a type j failure (mins)
ta; expected total yearly downtime due to failures of type j (mins)
Ty expected total yearly downtime (mins)
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c; coverage factor for recovery level j

TN(-,-) Truncated Normal distribution
B(-,-)  Beta distribution

u(-) Utility function

H(-) Heaviside function

E[] Expectation operator

Iy Indicator function

I. INTRODUCTION

HE quantification of uncertainty in mathematical models is essential to decision making. This paper

combines data with expert knowledge in order quantify the uncertainty over the input parameters of
an availability model. A Bayesian network (BN) is then used to display the connections and dependencies
between the parameters of the model and the combination of data and expert knowledge. The data
and expert knowledge are combined in such a way that the uncertainty in the parameter values can
be propagated through the mathematical availability model in order to generate a predictive distribution
of the behaviour of the system. It is then shown how this prediction can in turn, with minimal effort, be
incorporated into a formal decision-making framework.

The type of system to be considered here is such that, when system failure occurs, several recovery
levels can be applied. It is assumed that some recovery procedures will be fast, but of limited application,
whilst others will be slow, but applicable to a wider range of failures. In this setting a recovery strategy
is considered to be a schedule of how the recovery procedures will be applied. A recovery strategy can
be divided into several levels, each of which involves applying a separate recovery procedure.

In a fixed recovery strategy the order in which the recovery procedures will be applied is specified in
advance. One choice of recovery strategy is to sequentially apply recovery levels so that the recovery level
requiring the least amount of time is applied first. If following the application of this recovery level the
system is not restored, then the next fastest recovery level is applied, and so on. It is presumed that the first
few recovery levels will be applied automatically, and that the final recovery procedure, usually involving
manual repair or replacement, is guaranteed to restore the system. However, for specific hardware failures
it may be that automatic recovery levels are not likely to be successful. In this case all intermediate
levels could be omitted, hence allowing the final recovery level to be immediately applied. An example
of the use of such a recovery strategy is the Alcatel-Lucent Technologies Reliable Clustered Computing
(RCC) product [1], which incorporates various recovery strategies in order to guarantee availability of
commercial telecommunications systems.

There is a considerable literature on availability estimation in the situation when system parameters are
known, but little for when their values are uncertain. However, quantifying this uncertainty is important
if the model is to be used within a decision making analysis. As such this work addresses the particular
issue of predicting the total downtime of a system, over the duration of a one year period, when the
fixed recovery strategy is as described in [2] and [3], but where uncertainty is permitted over the correct
value of the input parameters for the reliability model. In doing this, prior expert knowledge concerning
likely values of input parameters is assumed available and used to model and quantify the uncertainty via
relevant probability distributions. The effect that permitting uncertainty over parameter values has upon
decision problems such as specifying a warranty price is also explored.

The number of parameters required in a suitable reliability model for a system can be large, and the
connections and dependencies between their values can be complicated. In order to predict the availability
of a system with variable behaviour, a joint probability distribution over all relevant parameters must be
specified. However, identifying a suitable joint distribution immediately will often be a very difficult task.
Instead a common technique in stochastic modeling is to determine the joint distribution through the
use of a graphical model that displays the relationships between parameters (see, e.g., [4]). A BN is a
type of graphical model with the advantage that it facilitates the clear specification of the relationships



between system parameters and significantly reduces the computational cost of making statistical inference.
Moreover, the versatility of BNs is becoming increasingly recognised in not only the field of reliability
(see, for example, [5]-[9]), but also many other disciplines (e.g., the modeling of genetics [10], and the
modeling of financial systems [11]).

The remainder of this paper is structured as follows. Section II formally describes the segregated failure
model and introduces an example system in which its use would be appropriate. Section III discusses how
the example system may be modelled as a random process. Section IV introduces BNs, and shows how
they are used when seeking to simulate the predictive distribution of the downtime in the example system.
Section V discusses how data is incorporated and how the predictive posterior distribution is derived.
Section VI discusses how the posterior predictive distribution is used within a decision making context
concerning the selection of warranty costs. Finally, Section VII offers discussion and concluding remarks.

II. MODEL FOR SYSTEM RECOVERY
A. Model for System Failure

The segregated failure model is used in [2] and [3], and is as follows. Let there be k possible recovery
levels, with recovery level k representing manual repair or replacement, and denote the set of all possible
types of failure by F'. If a failure occurs in the system and recovery level j is applied, then the failure is
said to have been served at level j. The set of failures that are served at level j is denoted as F; C F'.
Unless the final recovery level is applied, recovery levels are applied consecutively in order of time
required until successful restoration of the system has been achieved. Hence, for j # k, f € F} implies
feF, 0<l<jy.

A failure f is said to be of type j if and only if recovery level j is the lowest level that will successfully
recover the system from f. The set of all failures of type j is denoted as Fype,. Hence, F .. C F; and
the sets Ftypej partition F', i.e.,

F = U Fy,, (1)
and
Fiype, N Fype, =0,V 5,1:1 < 5,1 < k. )

There are three possible outcomes if a failure is served at level j. The first possible outcome is that
the failure is recovered. The conditional probability that a failure is recovered at level j given that it is
served at level j will be denoted by Drec;» Where

DPrec; = PI'Ob[f € Eypej | f € E] (3)

The second possible outcome is that the system is not recovered and no specific hardware failure is
identified. In this situation the failure is served at recovery level j 4+ 1. The conditional probability of
serving the failure at recovery level j + 1 given that it was served at recovery level ; will be denoted by
Pneat;» Where

Prext; = PrOb[f S F1j+l ‘ f S F‘J] (4)

The final possible outcome is that the system is not recovered but that some specific hardware failure
is identified, hence making manual repair or replacement necessary. In this situation the intermediate
recovery levels j+1,...,k—1 are bypassed and the failure is served at recovery level k. The conditional
probability that the failure is next served at recovery level k£ given that it has just been served at recovery
level j will be denoted by pjas;, Where

plastj =1~ preCj - pnextj- (5)



Probability p.., is defined for 1 < j < k, whilst the description of ppc.¢; and pjas; are only suitable
for 1 < j <k —1. It is assumed that the final recovery level always recovers the system, thus p,.. = 1.
For COHSiStenCy we fix Diasty, = Pnext;, = Plasty_1 = 0 and Preaty,y = - Precy,_1-

There may also exist failures that can be escalated to the final recovery level before being served at
recovery level 1. The probability that a failure will only be served at recovery level £ will be denoted by
Diasty» Whilst the probability that a failure will at least be served at recovery level 1 will be denoted by

Prexty = 1-— Plastq -
Hence, the probability that a failure will be of type 1 is given by

Ptyper = PreciPnextq- (6)
The probability that a failure will be of type j, 1 < j < k, is given by

j—1
Ptype; = Prec; (H pnextl> Preaty- (7)

=1

The probability that a failure will only be recovered if it is served by the final recovery level k is given
by

k-1 j—1 k—1
Ptype,, — (plastl + Z {pl(zstj Hpne:rtl} + Hpnextl> X Pnextg + Piastq» (8)
=1 =1

=2

or more simply

k—1
Ptype, = 1-— Zptypej~ (9)
=1

B. Model for System Downtime

It is assumed that the expected number of failures that occur in a given year is equal to the value of
a parameter A, and this will be referred to as the rate of failure. Also, the amount of time (measured
in minutes) required to serve a failure at recovery level j will be denoted as 7;. The reciprocal of 7,
p; = 1/7;, is referred to as the restoration rate.
Fig. 1 below provides a graphical representation of the segregated failure model as given in [2].
In this setting every recovery level can be fully described by parameters (1;, Drecjs Pneat; s plastj), and as
such, a system with & recovery levels will be described by the 4k+2 parameters (\, ppesty, (145, Drec; > Preat ;> Plast; )?Zl).
The expected number of failures of type j that will occur in a given year is denoted as Ay, and this
is then found to be the following probability weighted proportion of the failure rate A:

Atype; = ADiype;s J = 1, ..., k. (10)

If there are v failures in a year, then we can decompose this number into the number of failures that
were of type j, for j = 1,..., k. The number of failures that occur within a year that are of type 7 will
be denoted as vyy,.; and hence

k
V= Ve, (11)

j=1

The amount of time in minutes required to recover a failure of type j is denoted as 7y, and as
mentioned above, the service time 7; is the time taken to serve a failure at recovery level j. Hence, the
total recovery time in minutes that the system in down for due to a failure of type j < k includes the



type

Fig. 1. The segregated failure model as given in [2].

time taken to serve the failure at recovery level j, 7;, plus any additional time that was spent serving the
failure at previous recovery levels, i.e.,

J
Tigpe, = 3 _Tind =1, k=1, (12)
=1

For failures of type k the total recovery time will depend on whether or not the failure was served at
recovery levels j =1,... k— 1.

The expected overall downtime in minutes per year due to failures of type j will be denoted as 4,
and for j < k is calculated as
ta; = Mtype; Teype;»J = 1,k — 1. (13)

J

The expected total downtime in minutes per year for the system, to be denoted as 7, will then be
k
Ti=>"ta,. (14)
j=1

C. Example: Reliable Clustered Computing (RCC)

The RCC system is a collection of connected processors for which the segregated failure model is
applicable as the recovery strategy. In particular, there are k = 4 possible recovery levels:

1) A switch-over from a failed active node to a spare node.

2) An automatic processor restart.

3) Reload data from disk, followed by an automatic processor restart.

4) Manual processor repair.

In [2] it is suggested that pi,; = 0, for 1 < j < 4. This means that a failure will only be diagnosed
as being a serious hardware failure, hence requiring manual repair or replacement of the RCC, if it is
diagnosed as such before being served at recovery level 1. However, a failure may indeed be of type 4



TABLE 1
FAILURE PARAMETER VALUES

Param. Value

A 8 per year
1 2 minutes
To 5 minutes
T3 30 minutes
T4 240 minutes

Cq,C1,c2 | 0.9
c3 0.99

without it being diagnosed as such, and if this happens the failure will be served at all recovery levels.
Additional suggested parameter values for the segregated failure model are provided in Table I.

The ability of a recovery level to successfully restore a failure is called a coverage factor. The coverage
factor for a recovery level j is defined to be the proportion of failures served at level j that are indeed
fixed by recovery level j. In the RCC example the coverage factors cy, ¢y, and c3 are the proportion
of processor recoveries after switchover, processor restart, and restart with data reload, respectively. The
value 1 — ¢, is used to represent the proportion of serious hardware failures that are initially diagnosed
as being such, and which are thus immediately served at recovery level 4.

The parameters pyype,, ¢ = 1,...,4 used in the segregated failure model can be determined from the
values of the coverage factors ¢y, co, c3, and ¢, in the following way:

Dtype, = C1Cq, from (6) (15)
Prypes = C2(1 — ¢1)cq,  from (7) (16)
Prypes = C3(1 —¢1)(1 — c2)cq,  from (7) 17
Prypes = Ca (1 —c1)(1 —c2)(1 —c3) — 1)+ 1, from (8) . (18)

Suggested values for the coverage factors in this example are also available in Table I.

III. MODELING SYSTEM VARIATION: A STOCHASTIC MODEL

The downtime of most systems will inherently be variable. It may be true that for a given system
the same operations will produce the same results every time, yet failures may still be governed by a
random process such as, for example, the usage profile of the system. In practice the parameters of the
system will not be known exactly, and a suitable and natural method for modeling such system variability
is to permit uncertainty over the values of relevant parameters included in the failure model. Rather
than specifying a fixed and presumed correct value for relevant parameters, uncertainty can formally be
taken into account by instead eliciting probability distributions that are based upon expert knowledge.
Such probability distributions concerning parameter values can then be used to generate a probability
distribution concerning system availability.

One possible extension to the segregated failure model is to assume that failures can only occur when
the system is not recovering, and that when the system is operational failures occur as though following
a Poisson process with rate A per year. Hence, assuming that the proportion of time the system is in
recovery is relatively small, the number of yearly failures v follows a Poisson distribution with mean A:

v| A ~ Poisson(\), (19)

Here v|\ is notation specifying that the stated distribution of v is conditional upon knowledge of the value
of \. Also note that the assumption of failures occurring as though following a Poisson process means
that the duration times between failures are independent and that the expected number of failures over a
given duration is constant, regardless of where in the year this duration is considered.



The rate that failures occur is specified by the parameter A\. However, it may be that there is uncertainty
over \’s value itself, in which case it too must be taken into account by specifying an appropriate
probability distribution. To model the uncertainty over the rate of failure it is assumed that given parameters
Am (affecting the expected failure rate) and )\, (affecting the level of uncertainty concerning the true value
of the failure rate), A follows a truncated Gaussian normal distribution, i.e.,

A Ay Ag ~ TN( A, Ao2). (20)

Here the distribution is truncated at zero so as to prevent the possibility of a negative failure rate. Also
note that although a Gaussian distribution is assumed for representing uncertainty over A, it is trivial to
replace this distribution with another that may better represent expert knowledge.

The segregated failure model also assumes that recovery levels 1,...,k — 1 (levels 1, 2, and 3 in the
RCC example) are automated, and thus it may be reasonable to consider them as being stable processes
with negligible variance in completion time. For this reason the values 7;, j =1,...,k — 1, are assumed
constant. The final recovery level, however, is likely to take a variable length of time to complete. Let 7,
be the i observed completion time for recovery level k. In order to model uncertainty over the completion
time of recovery level £ it is assumed that given parameters 7, (affecting the mean completion time)
and 7, (affecting the amount of dispersion in completion times), 7, also follows a truncated Gaussian
normal distribution, i.e.,

Thms Tho ~ TN(Thm, Tho2)- (21)

Tk,

k3

This distribution is also truncated at zero so as to prevent the possibility of negative recovery times, and
again it would be trivial to replace this distribution if another was believed to better represent expert
knowledge.

Furthermore, we can permit uncertainty over the parameters 7y, and 7., hence allowing observations
of recovery times for recovery level k to affect beliefs over their values. The uncertainty over 7, and 7,
will be assumed to be such that the use of a truncated Gaussian normal distribution is again appropriate,
ie.,

Tkm | Tkmom s Tkme ™ TN(Tkmma Tkma2>a (22)

2
Tko ’ Tkoms Tkoo ™ TN(Tkama Tkoo ) (23)

This is known as a hierarchical model (see, e.g., [12]), where parameters of probability distributions are
considered uncertain and are themselves assigned a probability distribution. The values i, Tkm, > Thops
and 7., are assumed fixed and derived from expert knowledge. They affect the expected mean recovery
time, the amount of uncertainty concerning mean recovery time, the expected amount of dispersion in
recovery times, and the amount of uncertainty concerning dispersion in recovery times, rspectively. Their
values, however, will play an ever decreasing role in the model as data concerning observed final level
recovery time is made available.

Finally, we can permit uncertainty over the coverage factors that are used to determine the probability
that a failure is of a given type. Here it is assumed that the expert knowledge concerning the coverage
factors in the RCC example is such that a Beta probability distribution is appropriate with specified and
fixed prior parameters, i.e.,

& ‘ Ciaaciﬁ ~ 6(Cia7ci5)7i = 17273a (24)
Ca | CansCay ~ B(Can, Cay)- (25)

As with all the distributions discussed in this section, it would be trivial to replace these if they were not
in agreement with expert knowledge.



IV. BAYESIAN NETWORKS

A Bayesian network (BN) is a directed acyclic graph and is used to provide a graphical representation
of the dependencies between the set of random variables within a probability model (see, e.g., [13]). The
network represents causal relationships between the variables and there is one node for each variable in
the problem. A directed edge from node A to node B represents the situation where the variable at node A
‘causes’ what happens to the variable at node B. More formally, a directed edge from A to B represents
the situation in which the probability distribution of the variable at B is a function of the value of the
variable at node A.

A key property of a BN is that the joint probability distribution of all the variables in a network can be
decomposed from it. If the network contains n random variables Xy, ..., X,,, then their joint probability
distribution can be simplified to

3

8

p(Xi=w1,.... Xy =1,) = [[p(Xi = 2| parents of X;). (26)
i=1
A parent of X; is a variable whose node has an edge that leads to the X; node.

Fig. 2 shows the Bayesian network of the subset of the RCC system corresponding to only the first
recovery level. Rectangular nodes represent parameters with fixed, known, values. In practice, however,
many parameters will have an uncertain value, and these are represented in the network by circular
nodes. Following the usual Bayesian approach, prior distributions should be specified for such uncertain

parameters by referring to expert knowledge of the system.

p type,

Ttype 1

QRO

Fig. 2. The BN describing the variability of the subset of the system corresponding to failures of type 1. The BN includes uncertainty about
A, but assumes perfect knowledge about piype, and Tiype, . The prior parameters for A are constant and are thus represented by rectangular
nodes.

Fig. 2 illustrates that the total downtime of the system due to failures of type 1, ¢4, is uncertain, but
has a probability distribution that depends only on the known duration of time required to fix a failure of
type 1, Tiype,, and the number of type 1 failures that occur over the year, vy, (provided that these values



are known). However, vy,,., is itself uncertain, but has a probability distribution that depends only on the
known probability that a failure will be of type 1, pyype,, and the total number of failures that occur over
the year v (again provided that these values are known). The total number of failures is, however, also
uncertain, but has a probability distribution that depends only on the failure rate A when that parameter is
known. Finally, A is also uncertain, but has a probability distribution depending only on the known prior
parameters \,, and \,.

The BN can hence be used to decompose the joint probability distribution in the following way:

p(tdl ) Utype1 » U, A ’ Ttypel ) ptypen )\ma >\0')

= p(tdl | Utyper s Ttypes )p(vtypel | vatypel)p(v ‘ )‘>p()‘ ’ Am, )‘0)' (27)

With the exception of p(vyype, | U, Prype, ), all of the distributions on the right hand side of Equation
(27) have already been specified. In order to model the uncertainty concerning viype,, j = 1,...,k, it
is assumed that (vVeype,, - . -, Ugype, ) follows a multinomial distribution with parameters (piype, ;- - - , Prypes )

and sample size v.

V. INCORPORATING DATA
A. Including Data in the BN

As data from the observation of failures in previous years or identical systems are observed, the
uncertainty concerning the system’s parameter values would be expected to decrease, and Bayes’ theorem
provides us with a convenient formula for updating beliefs concerning the system’s parameters. If v is
regarded as the uncertain number of system failures that will occur in the next year, then knowledge of
(v1,v9,...,0y,,), with v; the number of failures previously observed over the duration of a year for an
identical system 7, will clearly be relevant in determining beliefs over v. If such data is available, then
using the structure of the BN and Equation (26) the joint distribution of (vq,vs,...,v,,), v and A can be
determined as

PV1, 02, - Uy, 0 N Ay ) = (0 | A)p(A | Ay Ao) [ (i | A)- (28)
i=1
Bayes’ theorem then informs us that the probability distribution of v given knowledge of the data
V1, ..., Uy, is proportional to [ p(v | \)p(A | Ay Ao) TT12, p(vi | A)dA.

The BN can thus be extended to have one node for each data observation v;, 2 = 1,...,n,. However, a
tidier way of representing these variables within the BN is to use a shaded rectangular node (rectangular
as the data is known and not uncertain), with the shading symbolising that more than one observation of
the same system attribute is represented. Fig. 3 shows the subgraph of the BN that takes into account the
model of failure occurence.

The process of generating the posterior distribution of v given the data (v, va,...,v,,) is easily seen
through examination of the BN. First samples must be drawn from the posterior distribution of A given
the data (vy,vs,...,v,,). After this samples may be drawn from distribution p(v | A). Depending on the
form of the probability distributions employed within the model, the posterior distribution may be found
in closed form. However, alternative methods for determining the posterior distribution exist if this is not
possible. Here the adaptive rejection Metropolis sampling (ARMS) technique has been used to simulate
from all posterior distributions. This technique was implemented using the arms [14] software package
within the software programme R [15].

If along with the data concerning previous failures it was noted that there had been n,, failures served
at the final recovery level, and that the duration of time required for each of these was recorded, then a
posterior distribution may also be found in a similar way for the time in which it takes to apply the final
recovery level 7.



Vi, i=1,...,n

Fig. 3. BN including n, observations of annual number of failures, (v1,v2, ..., vn, ), and prior uncertainty for A. The data is represented
by a rectangular shaded node to make the graph more tidy.

B. A Complete BN for the Reliable Clustered Computing Model

The full BN for the segregated failure model as applied to the RCC system is now presented in Fig. 4.
This diagram facilitates easy identification of the joint distribution of the variables involved. Furthermore,
once the joint distribution has been identified, common Bayesian statistical methods can be applied in
order to determine the posterior predictive distribution of any variables of interest, and in particular for
this model, total annual downtime.

The BN of Fig. 4 demonstrates that the RCC failure model has a joint probability distribution as
specified in Equation (29). The right hand side of Equation (29) consists of a product of distributions,
each of which has been specified within the model. The proportionality sign is included because of the
omission of known distributions that are actually deterministic relations, e.g., p(Diype, | €1, Ca)-

LetP = {Ca; C1, C2, C3, Ptypey s - - - » Ptypea> >\ U, Utypers - + - s Vtypear Tdmy Tdo s Ttypedy s - - Ttype%t tdl ’ td27 td37 td47 Td}
be the set of uncertain parameter values in the BN of Fig. 4. In addition, let C = {)\m, Aoy Cags C1a, 2,5 C34s Cagy Clg, C2

8
be the set of fixed and constant values and let D = {v;}*, U {74,};74 be the observed data. Then,

3
p(P,D|C) x p(A| A, Ao)p(v | A) Hp (vi | A) | p(ca | Cag»Cay) HP(CHCz‘MCiﬁ) (29)
i=1
Xp(vtypep e 7Utype4 | vvptypep R 7ptype4>p(7-4m ’ Tamm s Tdme, )p<7—40 ‘ T4om 7—400)
Ny

HP(7'41- | Tam, 7—40) p(Ttype41 PRI Ttype4vtype4 | Utype47 Tamy Tdos Ca, Ttypeg)-
As mentioned previously, p(Uype,, - - - Vtypes | U, Prypers - - - » Diypes) follows a multinomial distribution,
and the expression p(Ttype41, s Ttypes,, | Viypess Tam, Tao» Ca» Types) €an be simplified further when it is

Utypey

realised that each 7y, is an independent sample that with probability 1 — ¢, is from the distribution
TN (T4, T15), OF otherwise is from the distribution TN(Ty, Tas) + Teypes-

Equation (29) looks rather complicated, and indeed would be more so if instead the full expression
that includes the deterministic relations had been given. However, and as discussed previously, once the
joint distribution has been identified, its use allows easy determination of the posterior distribution for
any parameters of interest.

The procedure used here for determining posterior distributions involves sampling from the joint
distribution of the parameters and data. To do this the variables whose distribution only depends on
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Fig. 4. The full BN for modeling total yearly downtime of the RCC system. The simulation method to determine the predictive distribution
is relatively straightforward to identify once this graph is defined. Notice that the graph does not specify the distributions of individual
variables, making it appropriate even if expert knowledge is not represented by the distributions assumed here.

known constants are sampled first. Following this samples are drawn of the variables whose distribution
only depends on known constants and those variables that have already been sampled, and so on. Taking
enough samples then allows an approximation of any posterior distribution of interest. The only difficulty
in the case of the RCC example and the BN of Fig. 4 is that 74, and 74, are both linked to the constant data
values 74,, T4, - - -  Thr, hence leading to dependency between the samples of 74, and 74,. This results
in an inseparable posterior distribution p(7Tum,, Tus | Tay, Tags - - -  Th,, ). Nevertheless, posterior samples of
these variables may still be determined through the use of Gibbs sampling (see, e.g., [12]), whereby
samples are sequentially taken in turn from the conditional distributions p(7y, | T4, T4, , Tag, - - - ,7'4%4) and
p(7—40' | Tamy T4y Tdgs - - - 77_4n74)-

As mentioned previously, in demonstrating the concept of permitting uncertainty over parameters and
determining the joint distribution through the use of a BN, it was assumed that expert knowledge was
such that the prior distributions for A, 74, and 74, were all truncated Normal distributions. The priors
for the coverage factors c,, c1, co, and c3 were all assumed to be beta distributions and the variables
Utypers - - - » Utype, are assumed to be multinomially distributed given the parameters piype, ;- - -, Prype, and
sample size v. The values of the other parameters within the BN can be determined functionally from
these.



The required initial constants for the BN are assumed to be as given in Table II, with these values
being derived from the values used in [2].

TABLE I
PRIOR PARAMETERS

Parameter Value | Parameter Value
Am 8 | Cay, 9
Ao 2 Cag 1
Tam, 240 Ci, 9
Tam, 20 C1 8 1
TAo 20 C2,, 9
Tho 5 10 023 1
T 2 mins | c3, 99
Ty 5 mins | cs, 1
T3 30 mins

In order to determine posterior distributions data concerning previous failures is required. In place
of this, however, it is assumed that the data concerning the number of previous annual failures for 10
identical systems equals 10 samples from a Poisson distribution with mean A = 8. It is also assumed
that observations of repair times for the final recovery level equal samples from the truncated Normal
distribution TN(240, 82). An example of the type of data used to determine posterior distributions is given
in Table III.

TABLE III
RELIABILITY DATA FOR 10 IDENTICAL SYSTEMS

Number of Failures | Final Level Repair Times (mins)
8 233, 223
10 251
9 242
8 239
4 236, 247
10 250, 242
9 -
7 241, 247, 249
11 244
3 233, 243

An approximation of the posterior predictive distribution for total annual downtime 7 based on 10,000
samples is provided in Fig. 5. Both the density function in Fig. 5 and the density function in Fig. 7 are
estimated with the use of Gaussian kernels.

The multi-modal shape of the probability density function of Fig. 5 is caused by the length of time
required for manual repair, with each peak corresponding to the number of manual repairs required in a
year. The predictive distribution of 7} is also highly skewed, with the mean value of 7}; being 198 minutes
and the median value being 20 minutes. This corresponds to a mean predicted proportion of availability
time of 0.9996252 and a median predicted proportion of availability time of 0.999962.

Further features of the system can also be established using the simulation of the joint posterior
distribution, and Table IV offers some summary statistics.

Additional results of the sampling procedure show that there were some samples in which no failure
of the system occurred, hence leading to a minimum annual downtime of zero. Moreover, the occurrence
of a zero median value for the total downtime due to a given failure type in Table IV means that in more
than half of the 10,000 simulations there was no observation of that failure type, and this is found to be
the case for failure types 2, 3 and 4.

The joint posterior distribution can also be used to answer additional questions of interest. For example,
it might be important to determine which failure types are causing the most extreme losses of availability,
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2.5% Percentile | Median | Mean | 97.5% Percentile
td, 2 12 | 12.85 24
ta, 0 0| 4473 21
td, 0 0| 0977 14
ta, 0 0| 1973 934

The posterior predictive distribution for downtime of the system over one year given data as in Table III. Units for the x-axis

and hence it may be useful to know the distribution of failures when the total annual downtime is greater
than 300 minutes. This distribution can be found by restricting attention to only those samples in which

it is found that 7; > 300, and summary statistics for this situation are provided in Table V.

DISTRIBUTION OF MINUTES/YEAR FOR EACH TYPE OF DOWNTIME Ty > 300.

TABLE V

2.5% Percentile | Median | Mean | 97.5% Percentile
ta, 2 12 | 12.24 24
ta, 0 0 | 4534 21
ta, 0 0| 1.027 14
ta, 2442 528 615 1325

Both Tables IV and V demonstrate that the main cause of downtime is the requirement for manual

repair.

Finally, rather than examining only the estimate for the expected annual downtime of the system, an
idea of the level of variation in annual downtime is also important. To determine prediction intervals
for T; the simulated values are placed in increasing order and percentiles noted. For example, the fifth
and ninety-fifth percentile of the simulated sample provides a 90% prediction interval, which in this case
is found to be [8mins, 804mins]. Such statistics over variation in downtime would not be available if
uncertainty over the model’s parameters had not been explicitly included.



VI. DECISION MAKING UNDER UNCERTAINTY
A. Employing the Posterior Distribution within a Decision Analysis

Obtaining the joint posterior probability distribution of all the variables in the failure model is not
necessarily the end goal. Rather, the objective will often be to use such information within a decision
analysis, e.g., in deciding the warranty cost for the system. To achieve this the problem is framed as
one of decision making under uncertainty, the theory of which falls neatly in line with that of Bayesian
statistical analysis (see, e.g., [16]). However, in order to specify the decision problem a utility function
is required that describes the worth of each possible outcome. Once this has been identified, the theory
stipulates that the decision maximising expected utility should be selected. The outcome of the decision
problem in this instance is assumed to be monetary return.

For a set of possible outcomes X', a utility function is defined as a map v : X — R that is in agreement
with the decision maker’s preferences, i.e., if X;, Xy € X are two possible outcomes with the property
that u(X;) > u(Xs), then the decision maker holds that outcome X is at least as preferable as outcome
Xo.

As an example of the type of decision analysis that may be relevant consider the situation in which
the supplier of the system offers a warranty policy that includes stated penalties to be paid depending on
the system’s performance over its first year of use. In particular, suppose that if the annual downtime is
greater than 600 minutes, a penalty of $200 + (7, — 600) x $10 is paid, whilst if the annual downtime is
between 400 and 600 minutes, a penalty of $200 is paid. However, no penalty is to be paid if the annual
downtime is less than 400 minutes.

Presuming that the appropriate utility function for outcomes that take the form of monetary returns is
a linear function, the utility function for this warranty policy is a function of total annual downtime and
is such that

w(Ty) = —200 (H(T; — 400) — H(T,; — 600)) — H(T; — 600) (200 + 10(T} — 600)) . (30)

Here H (-) represents the usual Heaviside function. Also note that this is the utility function for the supplier
of the system. Fig. 6 plots the financial return to the supplier for various values of Tj.

Warranty Policy
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Fig. 6. The warranty policy depends on the observed downtime over the first year of use of the system with the function u(7y) =
—200(H (T4 — 400) — H(Ty; — 600)) — H(Ty — 600)(200 + 10(T; — 600)) representing both cost and utility due to the assumption of
linearity.

The approximated posterior predictive distribution of annual downtime 7;; can now be used to determine
the expected financial return to the supplier of the warranty policy after one year, and as here it is assumed



that utility is a linear function of monetary returns, can be used to determine the expected utility for offering
such a warranty on this system. If L samples 7}, ,...,7;, are taken of the annual downtime 7}, then the
expected cost can be approximated as

L

ZZ’L:I u<sz)
7 . 31)

However, suppose the supplier of the system has the option to sub-contract all manual repairs at a fixed
cost of $100 per repair, but where each such repair is then guaranteed to take precisely 150 minutes. In
this situation the supplier faces the problem of deciding whether or not to agree to such a sub-contract.
Let O, refer to the option of not sub-contracting and let O, refer to the option of sub-contracting.

A BN for the model of system failure under O, can again be provided, and in conjunction with the
stated utility function, be used to determine whether or not the supplier should sub-contract manual repair.
Indeed, the appropriate BN for O, is a simplification of that given in Fig. 4, and corresponds to reducing
the set of parents of iy, (o {Vtypess Cas Teypes }-

A simulated posterior predictive probability distribution function for total annual downtime 7}; under
O, is provided in Fig. 7. The multi-modal structure of this distribution is similar to that of the distribution
under O, but now the modes are closer together and there is less probability mass between them.
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Fig. 7. Predicted distribution of annual downtime of the system with fixed manual repair time. Units for the x-axis correspond to minutes
per year.

Taking a simulation of L = 10,000 samples of T; under Oy, Ty, , ..., Ty, , the expected utility of this
option is approximated to be
L
U(Tdil )
w(Oy) = 2 — = —$320. (32)
To determine the expected utility of option O,, the fixed manual repair costs must also be taken into
account. Taking a simulation of L = 10,000 samples of T, under Os, Ty, ,, ..., Ty, . the expected utility
of this option is approximated to be
w(Ty,,) — 100vgpe,,
u(0s) = Z e — —$40. (33)

=1




Hence fixing the manual repair time to be 150 minutes at an additional cost of $100 per repair of this
type reduces the expected cost of the warranty policy by $289.

B. Continuous Decision Space

Another interesting challenge is to alter aspects of the warranty policy so as to maximise expected
utility/financial return. Maintaining the same overall shape of the original warranty policy, the utility
function can be parameterised using the parameters ¢, ..., ¢4 so that

W(Ty, Veypess $1, - -, a) = —3(H(Ty — ¢1) — H(Ty — ¢2)) (34)
— H(Ty — ¢2)(¢3 + ¢a(Ta — ¢2)) — 100vype, -

Here ¢, is the maximum amount of downtime permitted over the year before a penalty is incurred, ¢ is
the maximum amount of annual downtime that is permitted for a single fixed penalty to be incurred, ¢
is the fixed penalty incurred for when ¢, < Ty < ¢, and ¢, is the additional penalty incurred for each
minute of annual downtime beyond T, = ¢,. These parameters are restricted to be such that ¢; € [0, ),
for i = 1,...,4, and such that ¢y > ¢.

Of course as the problem stands, maximum utility is guaranteed when ¢35 = ¢, = 0. However, providing
such a warranty policy would clearly affect sales of the system, as in effect it states that no penalty will
be incurred by the system supplier regardless of the system’s total annual downtime. Instead, and to make
the problem more realistic, it is assumed that the values of ¢4, ..., ¢, affect the likelihood that the system
is purchased by the customer.

Let B be the event that a customer buys the system and B¢ the complement event where the customer
does not buy the system. If B occurs, then the product is sold for a profit P, but will also be subject
to an uncertain warranty cost w(7y, Viype,, @1, - - -, ¢4), Whilst if B¢ occurs there is no profit or loss. The
expected utility return for a given selection of warranty parameters ¢, ..., ¢4 is thus:

U(¢1, . 7qf)4> = P(B|¢1, e ,§b4) (P —l—u(Td,vtype4,gz51, . .,¢4)) (35)

The decision problem is thus to select values of ¢i,...,¢, so as to maximise the expectation of

U(or,...,04).
EU(¢1,...,04)] = E[p(Blor, ..., 04) (P +u(Ta, Viypey, O15 - - - 1)) (36)

= p(-B’QSl’ ceey ¢4) (P + /U<Td> Utype47 (bla v 7¢4)p(Tda Utype4) de dvtype4) .

The expression Int = [ w(Ty, vigpess D1, - - - P2)P(Liy Vigpes )dTadVsype, can be further simplified as
Int = —¢3 x p [Ty > ¢1] — G4BTy — d2|Ty > Po] — 100 E [Ugype, |- (37

To proceed a form for the probability p(B|¢1,. .., ¢4) is required, and whilst this is a difficult elicitation
problem in itself, here it is assumed that this distribution takes the logistical shape (where Iy, is the
indicator function that takes value 1 when z is true and value O otherwise)

1
p(B‘¢17 s 7¢4) = 1 + 675761¢1I{¢,3>0}752¢)21{¢4>0}753¢3*54¢4 '

(38)

Data from customer surveys, past sales experience, or expert knowledge can be used to determine the
values of the fixed constants 9,1, ..., d4.
Hence, the problem is to determine

{P — @3 X p[Ta > ¢1] — G4BTy — po|Ty > ¢2] — 100E [vgype,] } (39)

1 4+ e 0011022 —03¢p3—0achs



To solve this problem the samples from the BN can again be made use of and, given values for the
constants P, 9, and 9y, ..., 04, optimal values for the parameters ¢, ..., ¢4 can be found easily by using
the optim function in R.

For example, assuming (P, ¢, d1, d2, d3, 64) = (1000, 2, —0.003, —0.01, 0.000008, 2) the optimal parame-
ter values are approximated to be (¢1, da, 3, ¢4) = (194.0,194.9, 252.0, 1.2), leading to an approximated
maximum expected return of $543. Of note in this instance is that the feature of allowing a range of
system downtime in which only a fixed cost is incurred provides little additional benefit, with the range
being only 0.9 minutes in the optimal policy.

The important distinction, however, is that without incorporating uncertainty into the model, only an
estimate of expected downtime would be available, rather than the predictive distribution that is required
in a formal decision-theoretic setup. The expected downtime for a system can have zero penalty under a
specific warranty policy, yet this is unlikely to be the true expected cost of offering that particular policy.
Indeed, given the values employed in the above example it is found that expected downtime is 159.5
minutes, below the 194 minutes of downtime that must occur before any penalty is incurred.

Only if uncertainty over the value of annual system downtime is taken into account can the true expected
warranty cost be determined, a clear motivation for the use of this modeling approach, especially if it
is deemed more important to have knowledge of the true expected warranty cost than to simply have
knowledge of the expected annual downtime.

VII. DISCUSSION AND CONCLUSIONS

When mathematically modeling a system it is common practice to return a constant output parameter
for different values of the input parameters. Instead in this paper the use of prior distributions concerning
expert knowledge has been utilised to fully specify the knowledge available about the state of each
parameter before calculating the model. It was then shown how this knowledge can be updated using
available data.

The approach of representing dependencies through a BN permitted easy determination of necessary
predictive distributions by sampling from the relevant joint distribution of the system parameters. For more
complex systems, however, the speed of such a simulation may become important. If this is indeed the
case then it may be beneficial to select prior distributions that, whilst not being a perfect representation
of expert knowledge, allow easy determination of posterior distributions. Further examination of the
appropriate utility function could also be included, for whilst here it is assumed that a linear function was
representative of true preferences, there is no reason why this can not be changed to another if it were
deemed more reasonable, e.g., a logarithmic function so as to capture feelings of risk-aversion.

The clear difficulty to the approach outlined here is that it is heavily dependent on information from
domain experts, whose time will undoubtedly be of value. Nevertheless, if such information is available,
then it should be included in order to generate a model that fits closely with observed results.

Finally, possible extensions are to consider the use of continuous-time Bayesian networks (CTBNs) for
modeling system dependencies (see, e.g., [5]), and to incorporate a cost for data collection that could then
be included in the formal decision problem. A possibility for the latter of these would be the method of
sampling the decision space as used in, for example, [17].
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