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Abstract

Global Computing is a massively networked infrastructure supporting a large 

population o f diverse but cooperating entities. The composition and characteristics o f 

this infrastructure will be both dynamic and unpredictable. An entity in this 

heterogeneous, unreliable context is required to be capable o f  dealing with unexpected 

interactions and previously unknown entities. The properties o f the global computing 

infrastructure introduce new security challenges that are not adequately addressed by 

existing security models and mechanisms. Human society has developed the 

mechanism o f trust to overcome initial suspicion and gradually evolve privileges. 

Fundamentally, it is the ability to reason about trust that allows entities to accept risk 

when they are interacting with other entities.

A key requirement o f  security assessment in global computing is to characterize the 

extent to which risks are associated with the privileges that may be assigned to an 

unknown entity, so that the level o f trust in an entity can be used to establish its level 

o f privilege. It has long been recognized that an element o f risk is part o f  the context 

o f  trust; if trust is to become a basis for access control decisions then trust, risk and 

privilege must be associated within a computational model. Particularly, risk 

probability estimation as a fundamental quantitative analysis is playing an important 

role in risk assessment in global computing.

Risk probability estimation is dififlcult in the global computing environment. First, the 

datasets containing information about heterogeneous context and entities in global 

computing vary a lot. At the same time, the size o f  the datasets might be very small at 

the initial stage as some entities have little prior information and could become very big 

with entities accum ulating more experience. This requires that the method is 

independent o f the data configuration and self-adaptive. Second, the entity in global 

computing could be a computer, a PDA, a mobile phone or even an intelligent sensor. 

The computing capabilities are different while a powerful central server is absent. All 

the entities are required to make decision on a request within at least a semi-real time



interval. This requires the risk probability estimation method to be fast enough. Third, 

the risk probability estimation method should provide an accurate prediction and 

benefit the security assessment in global computing. Therefore though risk probability 

estimation is not a new problem for both academic and industrial research, most o f  the 

existing estimation methods are not suitable in global computing.

This thesis proposes a new risk probability estimation method for security assessment 

in global computing from a global view that is quite general, adaptive and therefore 

independent o f the data configuration. The new algorithm complies completely with 

the requirements identified in this thesis for estimating risk probabilities. In the 

evaluation experiments, it proves to be very powerful in processing various datasets; 

fast enough to respond to requests and estimating risk probability precisely to support 

the defense-in-depth security in global computing.
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1 Introduction

This chapter will briefly introduce the concerns o f  this work, present its key 

contributions and outline the remainder o f the thesis.

1.1 Introduction

Information systems have long been at risk from malicious actions or inadvertent user 

errors and from natural and man-made disasters [Ahuja, 1996], [Hill, 1995], [James, 

1989] and [Jon, 2001], In recent years, systems have become more susceptible to 

these threats because computers have become more interconnected and, thus, more 

interdependent and accessible to a larger number o f  individuals. M oreover, global 

communications infrastructures, such as the Internet, mean that computers can be 

accessed from anywhere worldwide, which means that global as well as local 

attackers have to be considered. As our reliance on information systems and global 

communications infrastructures increases, the risks arising from malicious or 

accidental damage to this infrastructure increase dramatically. Computer and 

communications security has therefore risen to the top o f  the research agenda [Chris, 

2004], [Debra, 2002] and [William, 2001].

Construction o f  secure information and communication technologies is difficult, 

because there are no absolutes with security. Protecting the confidentiality, integrity 

and availability o f critical information is not easy to achieve due to various 

infrastructures and insufficient information. Especially, the global computing 

environment has changed from centralized stationary computers to distributed and 

mobile computing in recent years. The characteristics o f  a massively networked 

infrastructure in this environment will be dynamic and unpredictable since this 

infrastructure has to support a large population o f  diverse but cooperating entities, 

while the entities will be both autonomous and mobile.

In order to effectively protect the system, an important first step is to build a complete 

security policy that establishes acceptable behavior. The next, and more critical step, 

is to determine the level o f  trust in the system, i.e., that the system conforms to its 

functional security specifications and that it does not perform unintended functions 

that could compromise its security and to implement security mechanisms that 

enforce the security policy [W indowSecurity, 2002]. Determining the level o f  trust in
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a system is the purpose o f security assessments in which assessing risic is one key 

element o f a set o f security assessment activities. This provides the basis for 

establishing appropriate security policies and selecting cost-effective techniques to 

enforce these policies [Thomas, 2001].

While there are a few information security assessment standards, methodologies and 

frameworks that talk about what areas of security must be considered [Finne, 1998], 

[Kazman, 2000], [Meadows, 2000], [NCSC, 1985], [Stonebumer, 2001], [Stoneburner, 

2001a] and [Yoon, 1995], they do not contain specifics on HOW  security measures 

should be assessed precisely. The reason behind this is that qualitative measurements 

often are provided while quantitative analysis remains few and estimating risk 

probability estimation is one o f unavoidable difficulties. Qualitative risk assessment 

processes do not provide sufficient information to make fine grained decisions, and, 

while quantitative processes offer the ability to make finer grained decisions, the 

quantitative results are based on highly subjective estimates o f the risk environment. 

Besides the above challenges, in the potential dynamic environments of global 

computing, by lack of information or due to uncertainty, there is a probability that 

previously unknown computing third-parties in foreign places are malicious. Users 

would be overloaded by making decisions every time the context changes. The 

usability requirement implies that most decisions will have to be made by the 

computing entities themselves, probably autonomously.

Generally, the entities and context of an interaction in global computing can be 

abstracted as a point (or a feature vector) in n-dimensional space. If  the interaction is 

as expected, the response o f the point is set to 0. Otherwise, the response of the point 

is set to 1. Essentially, risk probability estimation is to examine how the probability of 

the response o f a new point to be 1 based on the distribution o f historical points with 

known responses. In a global computing environment, since context and entities from 

heterogeneous contexts can be very different, the risk probability estimation method 

has to be adaptive to the data distribution. The central server is absent in this 

environment and the computing capability o f entities could be small. This requires 

that the estimation method be fast enough. At the same time, the risk probability 

estimation method should provide an accurate prediction and should benefit the 

security assessment in global computing.

This thesis examines the problem of risk probability estimation in security assessment 

in a global computing environment, which is one o f the most important quantitative
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security analysis techniques. Some o f the existing models often become a poor 

predictor when their assumptions cannot be met. Some are not precise in estimating 

the risk probability since they limit themselves to a local inside o f  point distribution. 

This thesis presents a new risk probability estimation method from a risk relativity 

measurement. This measurement can not only measure how many points there are in a 

neighborhood as well as how close these points are to each other within the 

neighborhood, but it can also consider the influence o f the distribution o f  sample 

points both inside and outside o f  the neighborhood. A weighted probability is 

constructed and M inimum Relative Information Principle is introduced to confirm 

parameters in the relative measurement. Although concrete global computing 

environments do not exist yet, simulated experiments are provided to evaluate how 

the method benefits the security assessment in global computing.

1.2 Thesis Contributions

This thesis offers three two major contributions to the state-of-the-art in risk 

probability estimation. Firstly, the thesis explores the nature o f  risk probability and 

presents design requirements for estimating risk probability in global computing. 

These requirements include;

• The method must be adaptive to the data distribution.

• The method must be fast enough.

• Method must be precise and benefit the security assessment in global 

computing.

To achieve precision o f  estimation, this method measures:

• How many points there are in a neighborhood

• How close they are to each other within a neighborhood

•  The influence o f  points distribution both within and outside o f  the 

neighborhood

•  The relativity o f  different types o f  points according the above three 

requirements.

Secondly, a new risk probability estimation method based on a relativity measurement 

from a global view without any assumptions is proposed according to these 

requirements. The Minimum Relative Information Principle is applied to confirm the 

parameters in the measurement.
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A third major contribution o f  this thesis is the implementation o f the proposed method 

in a research prototype, which has allowed us to subject it to empirical evaluation in 

the context o f a peer-to-peer community.

1.3 Thesis Structure

Chapter 2 opens this thesis with an introduction o f  the field o f  information technology 

security assessment in global computing. Before discussing the m ajor techniques 

currently being used to assess the security and risk in a system, some key terms which 

are common used are defined and clarified. This is helpful to reduce ambiguity 

regarding the definitions o f  this discipline. Then, it discusses security in general, in 

order to give an introduction to the subject for those who are not familiar with it and 

also to serve as a basis for the discussions in the remainder o f  the chapter. As a way to 

increase the system security, the major security assessment and risk assessment 

techniques are examined afterwards. The SECURE framework is introduced which is 

the background project o f  this thesis. Risk probability estimation, as an unavoidable 

issue for quantitative risk analysis, is touched upon and the mathematic formulas with 

some assumptions are discussed.

Chapter 3 reviews the current state o f the art in risk probability estimation. As the 

typical parametric estimation methods, parametric probability density functions and 

logistic regression both assume a predefined relationship existing between the feature 

vector and its response. Unlike those parametric estimation methods, k-nearest 

neighbor method (KNN) and Parzen Window method explore the point distribution in 

a certain neighborhood without these parametric assumptions. Probabilistic neural 

networks based on the Parzen windows with constant window width and multivariate 

additive regression splines originally designed respectively for classification and 

regression as well as being used for risk probability estimation are discussed. A 

summary table to compare existing approaches to estimate the risk probability is 

presented at the end.

Chapter 4 presents the m ajor theoretical contributions o f  this thesis. The chapter 

presents the main principles o f  designing risk probability estimations. It also clarifies 

that a good classifier is not necessary a good risk probability estimator. A general 

method based on those principles is described in detail. This includes a new relativity 

measurement and its parameters confirmation from a global view.
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Chapter 5 discusses evaluation criteria and metrics. It is not easy to evaluate degree o f 

correspondence between the estimated risk probabilities o f  a model and the actual 

underlying distribution though it is a very important component in the whole 

estimation procedure.

Chapter 6 describes the empirical evaluation o f  the proposed method and analyzes its 

result. A peer-to-peer community is selected as the context o f  the experiment. The 

dataset is from raw TCP dump data o f  an intrusion detection program. Each 

connection is labelled as either normal, or as an attack, with exactly one specific 

attack type. The aim o f  the experiment is to see how the risk probability estimation 

method could benefit the security assessment in global computing. The performance 

o f  applying the method proposed in the experiment is analyzed and compared with the 

results by using KNN and logistic regression.

The seventh, and final, chapter o f  this thesis summarizes and discusses the findings 

from the main part, and draws conclusions on the ideas presented. It also suggests a 

number o f promising areas for further work in the spirit o f  the research described here.
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2 Background

2.1 Introduction

There has been a tremendous increase in information security research from both 

academia and industry since too much damage has been caused by attacks and viruses 

[Andrew, 1992], [Anderson, 2001] and [Malphrus, 2000], Protecting the 

confidentiality, integrity and availability o f critical data and networks is difficult to 

achieve due to a variety o f infrastructures and insufficient information. Especially in 

recent years, the computing environment has changed from centralized stationary 

computers to distributed and mobile computing. This evolution has profound 

implications for security models, policies and mechanisms in an increasingly globally 

interconnected computing infrastructure. Traditionally, identity-based security 

mechanism cannot authorize an operation or resource without authenticating the 

claiming entity. This means that no interaction can take place unless both parties are 

known to each other. Furthermore in a global computing environment, mobile users 

need the ability to autonomously authenticate and authorize other parties that they 

encounter on their way, without relying on a common authentication infrastructure. 

Therefore, an effective method to evaluate the impact o f  vulnerabilities and threats on 

the distributed, heterogeneous network infrastructure is needed.

This chapter will serve as an introduction to the field o f  security assessment in global 

computing. Before discussing the major techniques currently being used to assess the 

security and risk in a system, section 2.2 will define and clarify some key terms which 

are used in the following chapters and which are necessary to clearly understand the 

whole thesis. As a way to increase information technology security, the major security 

assessment and risk assessment techniques will be examined in section 2.3 and 2.4. 

Section 2.5 will describe the Secure Environments for Collaboration among 

Ubiquitous Roaming Entities (SECURE) framework which is the background project 

o f  this thesis. Section 2.6 will focus on the main topic o f  this work: risk probability 

estimation. Finally, a short summary o f this chapter will be presented.



2.2 Term inology

To help reduce ambiguity regarding the definitions o f this discipline, a few key terms 

should be defined. Moreover, we clarify some terms that we believe are often 

misunderstood and abused.

Risk: John Adams provides a detailed analysis o f  the risk term in [Ada, 1995], 

drawing upon all definitions and usages o f the word. He defines risk as the follows;

Risk is the probability o f  an adverse event in a stated time period. This is the 

definition o f common parlance.

He also states that social scientists see risk as being an inherently subjective quantity 

—  people see the world differently and react differently, so it is hard to measure 

objective risk because behavior is modified in response to perceived risk. A classic 

example is when roads that are felt to be highly dangerous by local residents have 

statistically fewer accidents because people are more vigilant. However, in a 

computational decision-making framework, this distinction o f perceived and objective 

risk is irrelevant. If  risk can be perceived then, in a computational world, it must be 

quantifiable. Within the insurance industry, risk is defined as being the potential 

variation from the expected outcome, which can be measured using standard deviation 

o f the outcome distribution [AB, 2000].

Within the safety-critical programming industry, the following definition o f  risk 

seems to be widely, although not universally, accepted [Lev, 1995]:

A hazard is defined as a state that together with other conditions in the environment 

will lead inevitably to an accident. It has two components:

1. Severity (the worst possible accident that could result from the hazard given 

the environment in its unfavorable state);

2. Likelihood o f  occurrence

The risk o f  an event is the probability o f some combination o f hazard states occurring 

concurrently. Risk is the hazard combined with:

1. The likelihood that the hazard will lead to an adverse event;

2. Hazard exposure or duration (latency).

This thesis will adopt this definition and focus on the former one, i.e., risk probability.
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R isk A ssessm ent is the ongoing process o f  assessing the risk to information resources 

or systems, as part o f  a risk-based approach used to determine adequate security for a 

system by analyzing the threats and vulnerabiUties.

Security  A ssessm ent is an identification o f  critical assets, an understanding o f  the 

internal and external threats and vulnerabilities and an evaluation o f  policy and 

control effectiveness. Risk Assessment is a part o f security assessment.

R isk  vs. U ncerta in ty

Much has been made o f Frank H. Knight’s famous distinction between “risk” and 

“uncertainty” [Knight, 1921]. In Knight’s interpretation, “risk” refers to situations 

where the decision-maker can assign mathematical probabilities to the randomness 

which he is faced with. In contrast, Knight's “uncertainty” refers to situations when 

this randomness “cannot” be expressed in terms o f  specific mathematical probabilities. 

E stim ating vs. M easuring

Dr. David A. Hillson and Dr. David T. Hulett in their paper provided a good 

explanation [David, 2004]: “Risks are possible future events that have not yet 

occurred, and as such their probability o f occurrence cannot be measured but can only 

be estimated. In a philosophical sense it can even be said that the risk does not have a 

real existence in the present, but it only exists in the future. It is therefore not possible 

to measure any characteristic o f  a risk since it is not present in reality. It is only 

possible to estimate what the risk might be like if  and when it should arise.”

2.3 Security  A ssessm ent

The idea o f information security is certainly not new and the need to protect valuable 

information is as old as mankind [Christmas, 1991], [Cyrus, 2004], [Graham, 2000] 

and [Vijay, 1996]. Heads o f  state and military commanders understood that it was 

necessary to provide some mechanism to protect the confidentiality o f  written 

correspondence and to have some means o f detecting tampering Since the early days 

o f writing. Persons desiring secure communications have used wax seals and other 

sealing devices to signify the authenticity o f  documents, prevent tampering, and 

ensure confidentiality o f  correspondence. Julius Caesar is credited with the invention 

o f  the Caesar cipher c50 B.C. which was created in order to prevent his secret 

messages from being read should a message fall into the wrong hands.



World War II brought about much advancement in information security and mark the 

beginning o f  the professional field o f information security. In that period, 

advancements are saw in the physical protection o f  information with barricades and 

armed guards controlling access into information centers. The introduction o f 

formalized classification o f data is also introduced based upon the sensitivity o f  the 

information and identification o f  those who could have access to the information. 

Background checks were also conducted before granting clearance to classified 

information.

At the end o f the 20th century and early years o f  the 21st century, the rapid growth 

and widespread use o f  electronic data processing and electronic business conducted 

through the Internet, along with numerous occurrences o f  international terrorism, 

fueled the need for better methods o f protecting the computers and the information 

they store, process and transmit. The academic disciplines o f  com puter security, 

information security and information assurance emerged along with numerous 

professional organizations - all sharing the common goals o f  insuring the security and 

reliability o f  information system: In 1990, Thomas Lane(Lane 1990) developed a 

framework for classifying user interface design knowledge so that software designers 

could make good structural choices based on the user’s fiinctional requirements. 

Kontio (Kontio 1996) first proposed using a well-known decision analysis technique 

called Analytic Hierarchy Process(Saaty 1990) to help software engineers make 

systematic decisions about selecting com m ercial-off-the-shelf (COTS) products. The 

ISO/IEC 27002:2005 Code o f  practice for information security management was 

presented in 2005 as a very important information security standard for security 

assessment. There has been an increasing interest in information security over the last 

few years. The reason behind this research interest is that numerous published reports 

indicate that automated operations and electronic data are inadequately protected 

against risks from malicious actions or inadvertent user errors and from natural and 

man-made disasters. Today, systems have become more susceptible to these threats 

because computers have become more interconnected and, thus, more interdependent 

and accessible to a larger number o f individuals. Information security is often 

conceptualized as being the protection or preservation o f  four key aspects o f  

information: availability, integrity, authenticity, and confidentiality.

• Availability: Accessibility o f  information for a purpose
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• Integrity: Completeness, wholeness, and readability o f  information, and the 

quality o f  being unchanged from a baseline state

• Authenticity: Validity, conformance, and genuineness o f  information

• Confidentiality: Limited observation and disclosure o f knowledge to only 

authorized individuals

Security assessment examines the level o f  trust that a system or a product (e.g., 

operating system, firewall, database, web server, and telecom switch) conforms to its 

functional security specifications and does not perform unintended functions that 

compromise its security according the above four aspects o f  information security. 

Since current systems are extremely complex, distributed and often not under unitary 

control; in order to effectively protect the system, security must be assessed from 

muhiple viewpoints for the best overall picture. An effective security assessment 

enables automated information system decision makers and administrators to 

understand how much security is needed and why, what security currently exists and 

how effective it is and what degree o f  confidence they can rightly place in that 

knowledge. Therefore the steps include an identification o f  critical assets, an 

understanding o f  the internal and external threats and vulnerabilities, and a prioritized 

set o f cost-effective risk-mitigation measures.

Most assessment methods can be divided into two categories: quantitative and 

qualitative. The former has an emphasis on numerical calculations and depends on 

historical data, while the latter relies more on “best guess” ratings.

Qualitative risk assessment methods often assess the likelihood o f  an attack and its 

subsequent impact in general terms— high, medium, or low— rather than estimate 

specific probabilities to these events. Despite a brief mapping o f  qualitative ratings to 

quantitative values, for instance in the National Institute o f  Standards and 

Technology’s (NIST) risk management guide qualitative method, probabilities ( 0 - 1 )  

are assigned to the high-medium-low rankings. Impacts o f  an attack are classified 

from 0 to 100 to determine a threat-vulnerability risk level. The result o f  the NIST 

method is a qualitative assessment o f  high, medium, or low risk for each asset 

[Stoneburner, 2001].

In contrast to qualitative risk assessing methods, quantitative methods attempt to 

make precise security decisions based on a series o f  “best estim ates” (e.g., estimated 

probability and expected damage). They measure the uncertainty about the probability
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o f attack and the uncertainty about the consequences o f the attaci< as objective as 

possible based on effect factors within the context overall.

The main advantage o f  a qualitative analysis is that it prioritizes the risks and 

identifies areas for immediate improvement in addressing the vulnerabilities and 

threats. The disadvantage o f  qualitative analysis is that it does not provide specific 

quantifiable measurements o f the magnitude o f the effects, therefore making a cost- 

effective analysis o f any recommended controls difficult.

The major advantage o f  a quantitative analysis is that it provides a measurement o f 

the effect magnitude, which can be used in the cost-effective analysis o f 

recommended controls. The disadvantage is that the lack o f  reliable data often 

precludes precise determinations o f which information security risks are the most 

significant and comparisons o f which controls are the most cost-effective. 

Furthermore, the meaning o f quantitative analysis may be unclear. Because o f these 

limitations, a combination o f  quantitative and qualitative measurements and estimates 

are often used to assess security.

The assessment methods can also be categorized into two types from decision result 

view: probabilistic methods and deterministic methods. Deterministic methods use a 

combination o f  algorithms and business rules to determine if  the threats are real 

attacks. In a system using deterministic methods, for example, one rule might instruct 

the system to match two records with different names if the login in name and 

password coincide. Algorithms catch simple common errors such as typos, phonetic 

variations and transpositions. The result is an either/or outcome: Either records match 

the requirements o f  the business rule or they don't.

Systems using deterministic methods have a relatively lower degree o f  accuracy 

compared to probability matching. Such methods are best suited for applications 

where the information is relatively small, there are few data attributes and there is no 

great consequence o f  error. For example, for the mailing list processing, if  the system 

matches a name to an incorrect address, the mailing would be sent to the wrong 

person, resulting in the sending company wasting postage costs.

Probabilistic methods use likelihood ratio theory to assign comparison outcomes to 

the correct or more likely decision. This method leverages statistical theory and data 

analysis and, thus, can establish more accurate links between system with more 

complex typographical errors and error patterns than deterministic methods.

1 1



Typically, probabilistic methods assign a percentage indicating the probability o f  how 

a threat becomes a real attack. Because these systems pinpoint variation and nuances 

to a much finer degree than a deterministic approach, they are better suited for 

businesses that have complex data systems with multiple databases. Due to the size 

o f these data systems, the change o f information, the potential for duplicates, human 

error, and discrepancies is far greater, making a system designed to determine links 

between records with complex error patterns much more effective.

Probabilistic methods adapt to the data to which they are being applied and do not 

require much manual tuning to implement and maintain.

Shawn A. Butler proposes the Security Attribute Evaluation Method (SAEM ) as an 

alternative to current cost-benefit analysis methods in her thesis [Shawn, 2003]. More 

specifically, SAEM develops a quantitative risk assessment that security managers 

can use to compare and select security technologies. SAEM uses multi-attribute 

decision analysis techniques from the field o f  decision sciences to guide a security 

manager in his or her selection o f risk-mitigation controls for the organization’s 

information system security architecture.

SAEM consists o f  four steps: 1) a risk assessment, 2) a securitj' technology benefit 

analysis, 3) a coverage analysis, and 4) a security-technology tradeoff analysis. Figure 

2-1 shows how the steps are related.

System
Threats Design

Coverage
Analysi-s

’riorit ze I
Thre 2. Benefit
' Anaiysfs

CounSCTrn sasui

Technology 
■Tfadeoff Analysis

Possible
CountermeasuresOutcofiies

Figure 2-1: SAEM Steps

Risk assessment is the first step o f the SAEM and relies on the additive model to 

determine the relative ranking o f an organization’s threats. The risk assessment 

consists o f  six steps:
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1. Determine the threats and initial risk ordering

2. Deteniiine the attack outcome attributes

3. Elicit expected values

4. Weight the attributes

5. Compute and rank threats

6. Conduct sensitivity analysis and refine

As the second step a security technology benefit analysis determines which security 

technologies provide the greatest risk mitigation. Benefit analysis uses the results o f 

the risk assessment and consists o f  three sub steps:

1. Threat/security technology mitigation identification

2. Effectiveness elicitation

3. Effectiveness computation

The coverage analysis step evaluates the security m anager’s overall mitigation o f 

information system threats. Coverage analysis is dependent on the security 

technologies identified during the first step o f  benefit analysis.

Although the benefit analysis step determines which security technologies are the 

most effective in mitigating threats, security managers must consider purchase cost, 

maintenance, skill level requirements, false positives, etc. before selecting a 

technology for inclusion in the security architecture. In fact, the security manager 

often considers purchase cost or maintenance to be more important than the 

effectiveness o f  the technology. The security tradeoff analysis helps the security 

managers to compare security technologies using multi attribute analysis techniques 

to rank each security technology according to the organization’s decision objectives.

2.4 Risk Assessment

Assessing risk is one key element o f  a broader set o f  security assessment activities 

[IRM, 2002] and [Stoneburner, 2001]. Other elements include evaluating policy and 

control effectiveness. Although all elements o f  the security assessment process are 

important, risk assessment provides the foundation for other elements o f the cycle. In 

particular, risk assessment provides a basis for establishing appropriate policies and 

selecting cost-effective techniques to implement these policies.

Risk assessment techniques attempt to guide decisions by a logical and systematic 

consideration o f  possible outcomes. They encourage the consideration o f  both all the
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risks to ail the stakeholders and o f  all the costs and all the benefits o f  activities 

associated with risk.

There are perhaps some reasons for the increased emphasis on risk assessment. One is 

the increasing pace o f  change. Basing decisions on past experiences is becoming 

increasingly unreliable. Decisions now need to take account o f  a range o f  possible 

futures and to optimize opportunities and minimize loss in an uncertain and changing 

environment. The second reason that risk assessment has increased in prominence is 

the apparently increasing number o f  malicious actions or inadvertent user errors from 

natural and man-made disasters that (retrospectively) could have been avoided or 

better managed. Administrators have to think about the risks o f  their decisions and to 

ensure that appropriate actions are taken to keep risks under control. Part o f  this 

apparent increase is due to improved communication in the IT field, rather than an 

actual increased frequency o f  loss. However, disasters do also have an increased 

impact outside their immediate area because o f the complexity o f  modern society. The 

third reason is that the success o f  risk assessment in insurance encourages researchers 

in IT to seek for a similar mechanism or transfer the policies to avoid or mitigate 

losses resulting from poor decisions and poor control o f  computer associated risks by 

an organization.

In practice, risk assessment methodologies have not yet fully come to grips with how 

to identify possible future scenarios. People still tend to fall back on using experience 

to predict what might happen in the future. The major challenge for risk assessment is 

to find better ways, either qualitative or quantitative, o f  considering possible 

outcomes so that decisions can take a complete view o f  the problem.

Australia and New Zealand have developed standards for managing risk which 

involves a series o f  logical steps, similar to some o f the steps in the SAEM model. 

However, these steps focus on risk management and do not include the more general 

security analysis elements o f  the SAEM model. The logical steps are illustrated in the 

diagram below [Felix, 1999] (see Figure 2-2).

• Establish Context

• Identify Risks

• Analyze Risks

•  Evaluate Risks

• Treat Risks
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• Monitoring and Review

• Communication and Consultation

TREAT RISKS

ANALYSE RISKS

IDENTIFY RISKS

EVALUATE RISKS

ESTABLISH THE CONTEXT

LU
tn w w cE

Figure 2-2: Standard AS/NZS 4360: Risk management

The National Institute o f Standards and Technology o f  the United States recommends 

a more detailed description o f  the risk assessment procedure [Stonebumer, 2001]. 

According to this standard there are nine steps to risk assessment:

1. System Characterization

2. Threat Identification

3. Vulnerability Identification

4. Control Analysis

5. Likelihood Determination

6. Impact Analysis

7. Risk Determination

8. Control Recommendations

9. Results Documentation

Steps 2, 3, 4, and 6 can be conducted in parallel after step 1 has been completed. 

Figure 2-3 depicts these steps and the inputs to and outputs from each step.
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In assessing risks for a system, the first step is to define the scope o f  the effort. In this 

step, the boundaries o f  the system are identified, along with the resources and the 

information that constitute the system. Characterizing a system establishes the scope 

o f the risk assessment effort, delineates the operational authorization boundaries, and 

provides information essential to defining the risk.

The second step is looking for possible threats or hazards. The goal o f  this step is to 

identify the potential attacker and compile a threat statement listing potential attackers 

that are applicable to the system being evaluated. In assessing threat-sources, it is 

important to consider all potential attackers that could cause harm to a system and its 

processing environment.

The analysis o f  threats to a system must include an analysis o f  the vulnerabilities 

associated with the system environment. The goal o f  this third step is to develop a list 

o f system vulnerabilities (flaws or weaknesses) that could be exploited by potential 

threat-sources.

The fourth step is control analysis which aims to analyze the controls that have been 

implemented or are planned for implementation by the organization to minimize or 

eliminate the likelihood (or probability) o f  a threat exploiting a system vulnerability.
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Figure 2-3: Risk Assessment Work Flow (Adapted from (Stoneburner, 2001])

Control analysis involves an examination o f the information such as threat-source 

motivation and capability, nature o f the vulnerability and existence and effectiveness 

o f  current controls, collected from the previous steps. The likelihood that a potential
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vulnerability is exercised by a given attackers can be ranked as a real number between 

0 and 1 or described as high, medium, or low.

The next major step in measuring level o f  risk is to determine the adverse impact 

resulting from a successful exploitation o f the vulnerability. The adverse impact o f  a 

security event can be described in terms o f  loss or degradation o f  any, or a 

combination o f  any, o f  the four security goals; integrity, availability, authenticity and 

confidentiality.

Step 7 is risk determination which purpose is to assess the level o f  risk to the system. 

The determination o f  risk for a particular threat/vulnerability pair can be expressed as 

a function o f  the likelihood o f a given attacker attempting to exploit a given 

vulnerability, the magnitude o f  the impact should a threat-source successfully exploit 

the vulnerability and the adequacy o f  planned or existing security controls for 

reducing or eliminating risk.

The aim o f  step 8 (recommended controls) is to reduce the level o f  risk to the system 

and its data to an acceptable level. It should be noted that not all possible 

recommended controls could be implemented to reduce loss. To determine which 

ones are required and appropriate for a specific objective, a cost-benefit analysis 

should be conducted for the proposed recommended controls.

Once the risk assessment has been completed (threat-sources and vulnerabilities 

identified, risks assessed, and recommended controls provided), the results should be 

documented in an official report or briefing. It is also recommended to review the 

assessment and revise it periodically. This is the final step o f  the risk assessment 

process.

These are common steps for assessing risks o f  a system. For a particularly system, 

some adjustment may need to be made to fit the specific task.

2.5 SECURE Framework

Though some security models as above outlined have been proposed in recent years, 

they do not fully meet the requirements o f  security assessment for global computing. 

Traditionally, those security mechanisms cannot authorize an operation without 

authenticating the claiming entity. This means that no interaction can take place 

unless both parties are known to each others’ authentication framework. Spontaneous 

interactions would therefore require that a single or a few trusted Certificate
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Authorities (CAs) emerge, which, based on the inability o f  a Public Key 

Infrastructures (PKI) to emerge over the past decade, this seems highly unlikely in the 

foreseeable future. In the current environment, a user who wishes to partake in 

spontaneous collaboration with another party has the choice between enabling 

security and thereby disabling spontaneous collaboration or disabling security and 

thereby enabling spontaneous collaboration. The state-of-the-art is clearly 

unsatisfactory.

In global computing environments, a massively networked infrastructure has to 

support a large population o f  diverse but cooperating entities. The composition and 

characteristics o f  this infrastructure will be dynamic and unpredictable: entities will 

be both autonomous and mobile, and will have to be capable o f  dealing with 

unforeseen circumstances ranging from unexpected interactions with other entities to 

disconnected operation. In this potentially dynamic environment, users would be 

overloaded by making decisions every time the context changes. The usability 

requirement implies that most decisions will have to be made by the computing 

entities themselves, probably autonomously.

This peer-to-peer type o f  interaction in an uncertain world where interactions are 

needed to go forward resembles what occurs in human social networks. The notion o f 

trust has emerged in human society to allow humans to make decisions under such 

circumstances.

Trust engines, based on computational models o f  the human notion o f  trust, have been 

proposed to make security decisions on behalf o f  their owner. For example, this thesis 

has been carried out as part o f  the SECURE project, which has built a generic and 

reusable security framework based on a trust engine.

The EU-IST funded SECURE (Secure Environments for Collaboration among 

Ubiquitous Roaming Entities) project, was a three year research project (January 2002 

-  December 2004) that aimed to produce a novel approach to security to meet the 

challenges outlined above. Five institutions were involved in SECURE: Trinity 

College Dublin, University o f Cambridge, University o f  Aarhus, University o f 

Geneva, and the University o f  Strathclyde. Trinity College Dublin led the work on the 

security framework, including the risk and access control aspects o f  the project, and it 

is in this area that this thesis makes its contribution.

In this framework, each computing entity would run a trust engine. These trust 

engines allow the entities to compute levels o f trust based on sources o f trust evidence,
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that is, knowledge about the interacting entities: local observations o f  interaction 

outcomes or recommendations. Based on the computed trust value and given a trust 

policy, the trust engine can decide to grant or deny access to a requesting entity. Then, 

if access is given to an entity, the actions o f the granted entity are monitored and the 

outcomes, positive or negative, are used to refine the trust value.

Trust is an elusive concept with many competing definitions found in the literature 

[Josang 1996]. Intuitively, there is no reason to require trust unless there is something 

at risk. It has long been recognized that the concepts o f trust and risk are closely 

related, and the nature o f  this relationship will need to be examined. Accordingly, if 

trust is to become the basis for access control decisions, then trust, risk, and privilege 

must be associated within any computational model. Once an entity has established 

trust and risk parameters for their situation, security policy will determine how they 

proceed with any interaction. Whilst the goal o f  access control is to restrict access to 

resources and protect their integrity, global computing will only succeed if  new 

relationships can be established and collaborations take place in environments where 

an entity was previously unknown.

Figure 2.4 depicts the high-level view o f  the SECURE Framework. A decision

making component is called when a requested entity has to decide what action should 

be taken due to a request made by another entity, the requesting entity.

SECURE ENGENfE
Trust value 
compulation

RequeitEvidence
Manager Decision

Making ER
DecisionEvidence

Store

Risk Anal^is

Figure 2-4 High-level views of the SECURE framework

In order to take this decision, two sub-components in the framework are used:
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• One that can dynamically compute the trust value, that is, the trustworthiness 

o f  the requesting entity based on pieces o f evidence ([W agealla, 2003]);

• A risk module that can dynamically evaluate the risk involved in the 

interaction [Dimmock, 2003], [Dimmock, 2004]; risk evidence is also needed.

The Entity Recognition (ER) module deals with digital virtual identities and is in 

charge o f  dynamically recognizing them. In the background, another component is in 

charge o f  gathering evidence: recommendations, comparisons between expected 

outcomes o f  the chosen actions and real outcomes. This evidence is used to update 

risk and trust information. A key observation on the use o f  trust is that trust is 

unnecessary unless there is something at risk. Therefore the risk engine determines 

the risk o f the current situation using information supplied by the Evidence Manager. 

The chosen action should maintain the appropriate risk/benefit ratio. Depending on 

dispositional trust and system trust, the weight o f  the trust value in the final decision 

may be small. This thesis is concerned with the risk aspects o f  the SECURE 

framework.

Risk probability estimation is one o f  the most important components in SECURE 

framework and also difficult due to global computing environment. The datasets 

containing information about heterogeneous context and entities in global computing 

vary a lot. At the same time, the size o f the datasets might be very small at the initial 

stage as some entities have little prior information and could become very big with 

entities accumulating more experience. This requires that the method is independent 

o f the data configuration and self-adaptive. In global computing the entity could be a 

computer, a PDA, a mobile phone or even an intelligent sensor. The computing 

capabilities are different while a powerful central server is absent. All the entities are 

required to make decision on a request within at least a semi-real time interval. This 

requires the risk probability estimation method to be fast enough. The risk probability 

estimation method should provide a prediction and benefit the security assessment in 

global computing. Therefore though risk probability estimation is not a new problem 

for both academic and industrial research, most o f existing estimation methods are not 

suitable in global computing. These are where the main motivation for the estimation 

method presented in this thesis arose from.
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2.6 Risk Probability Estimation

When quantitative risk analysis is performed, it is difficult to avoid estimating the risk 

probability involved. Figure 2-5 illustrates the relationships o f security assessment, 

risk assessment and risk probability estimation.

security assessm en t

risk assessm en j

quantitative
analysis

risk probability 
estim ation

Figure 2-5: Security Assessment Content

Most o f the current methods for analyzing and addressing risk o f event e use a 

derivative o f this formula;

R{ e ) ^ P{ e ) x V{ e )  (2.l)

Where P{e) is the probability o f event e happening; V{e) is the impact or 

consequence o f even te .

This is not an actual formula that should be used for quantitative analysis. Rather, it is 

a guideline that illustrates the components for risk evaluation. This formula tells us 

that risk evaluation is defined in two dimensions:

1. The uncertainty dimension: how often or how likely something is to happen, 

i.e., probability o f occurrence.

2. The effect dimension; how big the consequence is, i.e., impact on objectives. 

Proper evaluation o f risks requires an appropriate assessment o f both probability and 

impact. The effect on objectives is relatively simple to estimate, as once the event can 

be confirmed, the optimistic and pessimistic expected loss estimate can consist of a 

lower limit and upper limit o f an interval for impact on objectives. Utility theory as 

developed by Von Neuman and Morgenstem provides an elegant way to make 

consistent choices among risky alternatives by maximizing the expected value of a

22



personal utility function over known probability distributions o f outcomes. The theory 

is usually presented in the context of a single (possibly complex) decision, where it 

gives little guidance on the choice of a utility function [Neumann and Morgenstern, 

1947]. This thesis only focuses on estimating probability o f occurrence.

Some event probabilities can be predicted, such as the likelihood of getting the latest 

malicious virus if your systems are not patched. But it is not always true for an 

arbitrary event. An assumption is that what we predict is not the behavior of irrational 

people or such entities. Additionally, there must be adequate historical data which has 

covered all possible patterns for future events. It is hard to estimate the risk for a 

person o f riding a motorcycle as he may have experience on riding a bicycle but no 

experience in riding a motorcycle, i.e., the patterns o f riding a bicycle do not cover the 

pattern of riding a motorcycle. It is a strict constraint as well as one o f the 

disadvantages o f all quantitative methods.

There are some mathematical formulas that need to be introduced for the following 

chapters. We assume that any event can be represented as a feature vector and that the 

vector elements are comparable. This is reasonable as different discrete numbers can 

denote even different non-numeric features. The features describe the context of and 

the principals engaged in the event. R" denotes the n-dimensional feature space. An 

event which has n-dimensional features is represented by a point v e R" . 

V = which is normally called feature vector or independents. A

general risk probability formula is

wherei? is the probability o f the risk o f a certain event, whose range is(o ,l) '. It is 

normally called dependent, v is the feature vector and P  is an unknown map which 

maps R ” -> (0,1).

If the result o f  the event is unexpected, we say that the response o f  v is I and v is an 

unexpected point; otherwise the response o f v is 0 and v is a normal point. If there are 

m observations in the historical data(v,, Vj, v3,...v„), we convert the formula (2.2) to:

' W e assume that it does not reach 0 or 1 because 1 means that the event is definitely going to happen while 0 
means that it is im possible to happen. They are either certain events or impossible events and neither can be 
considered a risk.

R = P(v) (2.2)

R = P{\vv (2.3)
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For example, suppose driving car can be represented by a feature vector (location, 

time, victim). Then (Dublin, Morning, Tom) is a concrete feature vector which means 

Tom is driving a car in the morning in Dublin. If he met an accident in the morning, 

then the response is 1. Otherwise, the response is 0. The {(Dublin, Morning, Tom), (1 

or 0)} can describe the event and its result. (Dublin, Morning, Tom) is called 

independents or feature vector. (1 or 0) is called dependent or response. Let us assume 

that the feature vector and its response are observed once a day. If data about the 

driving performance for 30 days is collected, then 30 feature vectors are collected. For 

a new day, we can estimate the risk probability o f  an accident (i.e., the response is 1) 

according to the previous 30 days experience.

Risk probability can also be conceived to be a ratio between the number o f  

unexpected results o f  some events and the total number o f  events in some 

neighbourhood. Therefore, a general computable risk probability definition is the 

following:

(2.4)
K ( v ) | l

Where N^(v)  is an r-neighbourhood o f point v , A^,(v) = : /?(v,7 ) < r } . The r -

neighbourhood is not necessary a super sphere. ||Â (̂v)j| is the number o f  all the points 

in this neighbourhood. U{N^(v))  is the number o f  unexpected points in this 

neighbourhood.

Some existing estimation methods consider the risk probability estimating a 

regression procedure. Therefore, if the actual underlying formula 

is = /*(V|,V2 , V3 ,...v^) , the regression analysis formula i s : /? = P '(v ,,v 2 , v3 , .. .v „ ). 

Here function P'  is an approximation to the function P .

There are two broad categories o f  probability interpretations which can be called 

'objective' and 'subjective' probabilities [Singpurwalla and Wilson, 1999]. Objective 

probabilities, which are also called physical or frequency probabilities, are associated 

with random physical systems such as roulette wheels, rolling dice and radioactive 

atoms. In such systems, a given type o f event (such as the dice yielding a six) tends to 

occur at a persistent rate, or 'relative frequency', in a long run o f  trials. Objective 

probabilities either are, or are invoked to explain, these stable frequencies. Thus talk
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about physical probability makes sense only when dealing with well defined random 

experiments.

Subjective probability, also called evidential or Bayesian probability, can be assigned 

to any statement whatsoever, even when no random process is involved, as a way to 

represent its subjective plausibility, or the degree to which the statement is supported 

by the available evidence. On most accounts, evidential probabilities are considered to 

be degrees o f  belief, defined in terms o f dispositions to gamble at certain odds. 

Obviously, this paper presents the estimation method for subjective probability.

In order to find a way to estimate the risk probability precisely, it is also necessary to 

understand the general data distribution and configuration. There are three data 

distribution categories according to where the mode o f the data is located: unimodal 

distributions, bimodal distributions and multimodal distributions. In a set o f  data, the 

mode is the most relative frequently observed data value. There may be no mode if no 

value appears more frequently than any other.

Unimodal Distribution A distribution has only one mode. A typical example is the 

Gaussian distribution which happens to be also symmetrical, but many unimodal 

distributions are not symmetrical (e.g., typically the asymmetry distribution is left- 

skewed, see Figure 2-6).
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Figure 2-6: Gaussian and Skew Distribution

Bimodal Distribution A distribution has two modes (thus two “peaks” as shown in 

Figure 2-7).
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Figure 2-7: B im odal D istribu tion

Bimodality o f the distribution may provide important information about the nature o f 

the investigated variable (i.e., the measured quality). For example, if  the variable 

represents a reported preference or attitude, then bimodality may indicate a 

polarization o f opinions. Often however, the bimodality may indicate that the sample 

is not homogenous and the observations come in fact from two or more “overlapping” 

distributions.

M ultim odal D istribu tion  A distribution has multiple modes (thus two or more 

“peaks”) as in Figure 2-8.

A multinomial distribution is a generalization o f  the binomial distribution to more 

than two categories. M ultimodality o f  the distribution may provide important 

information about the nature o f  the investigated variable (i.e., the measured quality). 

For example, multimodality may indicate that there are several pronounced views or 

patterns o f  response in the questionnaires if the variable represents a reported 

preference or attitude. The multimodality also may indicate that the sample is not

Multimodal Distribution
30

Figure 2-8: M ultim odal D istribu tion
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homogenous and that observations in fact come from two or more “overlapping” 

distributions.

Multinomial distribution arises when a response variable is categorical in nature, i.e., 

consists o f  data describing the membership o f the respective cases to a particular 

category. If  the categories for the response variable can be ordered, then the 

distribution o f  that variable is referred to as ordinal multinomial. For example, if in a 

survey the responses to a product quality are recorded such that respondents have to 

choose from the pre-arranged categories “excellent”, “very good”, “good”, “ it is ok”, 

and “bad”, then the number o f  respondents that endorsed the different categories 

follows an ordinal multinomial distribution. Mixture models, and in particular 

Gaussian mixtures, are the most common way to define multimodal continuous 

distributions

The type o f data distribution is a very important factor to select a suitable method for 

risk probability estimation. Many methods work very well for datasets with a specific 

known distribution while they are not valid for other types. However, a few methods 

are designed to be able to process the data as general as possible though they may not 

be very precise. Since current systems are extremely complex, distributed, and the 

data produced from the system consists o f  many different types o f  distributions, more 

people prefer to seek a dynamic, general and precise method to estimate the risk 

probability with the help o f  knowledge o f the data distribution.

2.7 Summary

This chapter defined some terms and clarifies their ambiguous usage in order to better 

understand the rest o f this thesis. As long as quantitative analysis is needed in 

assessing security and risk, risk probability estimation is an unavoidable challenge. 

This thesis focuses on this challenge and shall discuss the existing methods in the 

following chapter.
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3 Existing Risk Probability Estimation Methods

3.1 Introduction

This chapter reviews the existing literature on risk probability estimation. There are 

mainly two kinds o f estimation methods; one is parametric estimation and the other is 

non-parametric estimation. The former assumes that there is a predefined relationship 

between the feature vector and its response. The model parameters are then fitted to 

the data. The latter does not have this assumption and explores the nature o f the data 

distribution.

Parametric models are divided into two classes: generative and discriminative. In a 

generative model, P{feature \ class) is defined, while in a discriminative model 

P(class I feature) is defined. Generative methods learn a model o f the joint 

probability, P {x \y ) ,  o f the inputs x and the label y, and make their predictions by 

using Bayes rules to calculate P{y \ ;c), and then picking the most likely label y. 

Discriminative methods model the pos-terior P{y \ x) directly, or learn a direct map 

from inputs x to the class labels. For example: considering a task which is to 

determine the language that someone is speaking. Generative approach is to learn 

each language and determine as to which language the speech belongs to. 

Discriminative approach is to determine the linguistic differences without learning 

any language. Popular generative models include Gaussians, Naive Bayes and 

Mixtures o f multinomials. Popular discriminative models include Logistic regression, 

SVM, Traditional neural networks and Nearest neighbour.

Section 3.2 presents an overview of existing research in parametric estimation which 

includes parametric estimation o f probability density fiinction (PDF) and logistic 

regression model. Section 3.3 summarizes existing approaches to estimate the risk 

probability non-parametrically. They estimate risk probability from different point of 

views, k-nearest neighbor (KNN) and Parzen window methods explore the point 

distribution in a certain neighborhood; probabilistic neural network (PNN) supposes 

that the window width is a constant based on the Parzen windows; multivariate 

additive regression splines (MARS) looks at the risk probability estimation as a fit
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procedure. Finally, a summary o f  work to evaluate existing methods is presented in 

Section 3.4.

3.2 Parametric Estimation Methods

Parametric estimation methods assume that there is a predefined relationship between 

the feature vector and its response. The data is drawn from a specific model and the 

model parameters are then fitted to the data. In the general risk probability formula

V is the feature vector with n elements and P  is an unknown map which maps 

R" ->  (0,1). For the parametric estimation methods P  is explicitly defined and can be 

completely determined by some parameters. The only thing left to do is to estimate 

the parameters according to the historical data (This is also called training data in 

some literature).

A linear relationship with least square estimation is commonly assumed to exist 

between the feature vector and the response, either 1 or 0 . However, a linear 

probability model (LPM) does not work for nonlinear relationships [Wang, 2001] and 

people therefore seek more complex models for data with binary response.

There are two main alternatives to be considered. The first one, known as PDF, uses a 

priori function to express the underlying mapping between the feature vector and its 

response, for example, Gaussian function or Gamma function. The insurance industry 

has done much work to model the PDF for different contexts. The other method, 

called logistic regression, assumes that there is a linear relationship between the 

logistic o f  the feature vector and the response instead o f  a directly linear relationship 

between the feature vector and the response. Statistics software packages, such as 

SAS and SPSS, make it easier to model the binary response by using logistic 

regression.

3.2.1 Parametric Probability Density Function

Since the probability that a vector v will fall in the region R  is:

R = P(v) (3.2.1)

(3 .2 .2)
R

where j9(v) is the PDF.

29



Therefore, if  p(v) is known, the risk probability is easy to calculate. PDFs can be 

categorized into two types: discrete and continuous. A discrete PDF is a statistical 

distribution whose variables can take on only discrete values while in continuous 

PDFs variables may take on a continuous range o f  values. Typical discrete and 

continuous distributions are shown in Figure 3-1. Abram owitz and Stegun 

[Abramowitz, 1972] contain a table o f  the parameters o f the most common 

distributions.

P(n) for p = 0.6 
0 . 6 :

Bernoulli Distribution

0 1 

Figure 3-1: (A) Discrete distribution

t-D istribution
Fix)

(B) Continuous distribution

A PDF has two theoretical properties:

•  The PDF is non-negative for every possible outcome.

•  The integral o f  a PDF over its entire range o f  values is one.

A PDF is not a single function. Rather a PDF is a family o f  functions characterized by 

one or more parameters. Once the parameters o f a PDF are chosen, the function is 

uniquely specified.

If a particular form o f  the density function is assumed or known, then parametric PDF 

estimation is used. I f  nothing is assumed about the density shape, nonparametric 

estimation is employed. Due to implications o f  the central limit theorem, the normal 

(Gaussian) distribution is arguably the most important probability distribution. It is
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specified by tw o param eters: a m ean / /a n d  variance cr^ denoted as Figure

3-2 is a one-dim ensional norm al distribution shape.

Figure 3-2: Normal distribution

The central lim it theorem  is one o f  the m ost rem arkable results o f  probability  theory. 

In its sim plest form , the theorem  states that given a d istribution w ith a m ean u and 

v a r ia n c e s , the sam pling  d istribution o f  the m ean approaches a norm al distribution 

with a mean (m ) and a variance I N  as N,  the sam ple size, increases.

Let X ^ , X 2 , X ^ , . . . X a set o f  N  independent random  variables and each ^ ,h a s  an 

arbitrary probability  d istribution w ith m ean m, and a  finite variance cr̂  . Then the

normal form  X̂ ^̂  ̂ =  ^  '~=—  has a lim iting cum ulative d istribution function

which approaches a norm al distribution.

An exam ple illustrates the central limit theorem  m eaning in F igure 3-3 w hich show s 

the histogram s fo r 2000 repetitions o f  taking sam ples o f  n random  variables and 

com puting the sum . The random  variable is uniform ly d istributed  betw een -0.5 and 

+0.5. The sum  is norm alized by d ividing the square roo t o f  the sam ple size n. A s the 

sample size n gets larger the distribution m ore closely approxim ates the shape o f  the 

normal d istribution w ith m ean equal to  zero.

N  N
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Illustration of the 
Central Linit Theoren 

Sample Size = 2

V2 0 + V 2
Illustration of the 

Central Limit Theorem 
Sample Size = 8

+ V8

Illustration of the 
Central Limit Theorem 

Sample Size = 1

0 + VI
Illustration of the 

Central Limit Theorem 
Sample Size = 16

-V16 + V16

Figure 3-3 Illustration of central limit theorem (Adapted from [Thayer, 2000])

The central limit theorem guarantees that the distribution o f  the sum o f  a large number 

o f  random variables is Gaussian when they are independent and their means and 

variances exist; however in many cases the assumption about independence and the 

large number is too strong to satisfy and the theorem does not provide a direct 

description o f  the distribution o f independents. In summary, an a priori choice o f  the 

PDF model is not suitable for many scenarios since it might provide a false 

representation o f  the true PDF

3.2.2 Logistic Regression

Logistic regression is probably the most popular regression model for binary response 

variables in many fields and most statistical software package can perform it very 

easily [Fred, 2000], [James, 2001], [Pregibon, 1981] and [Varela, 2003]. For instance, 

some credit-scoring applications use logistic regression to model the probability that a 

subject is credit worthy [David, 2004]. A company that relies on catalog sales may 

determine whether to send a catalog to a potential customer by modeling the 

probability o f  a sale as a function o f indices o f  past buying behavior [Gerald, 2000].
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Genetics experts use logistics regression to estimate quantitative trait effects 

[Henshall, 1999].

1
Logistic regression is named for using the logistic function y  ■■

I-he
- as the kernel

function, like in Figure 3-4, when x ->  °o, y  ^  \ and x  -<», j  0 . The gradient 

o f the curve is small when x ^  oo or x -oo and its slope steepest when x -> 0 .

Figure 3-4: Logistic function

Suppose the feature vector v o f  an event has n elements x , , x 2 , x 3 ,...x„

i.e., V = {xf , x 2 ,xj , . . .x„),  the logistic regression model is

1 ___________
!■) + b \X \  + ... + b „ x ^ )

(3.2.3)
= 1|X, ,X2,X3, . . .X„) =

1 + e - ( a  + bfXj +b2X2 + byX y + ...+b„x„ )

a + b̂ x̂  + b2X2+biX^ + ...+b„x„

1 +

Since the probability o f  an unexpected event is p { y  = \\x^,x2 ,x^,...x„) , so the 

probability o f  the normal event is

\ - p { y  =
1

1 + ea-^b^x^+b2X2 -¥byXy+..A-b„x„
(3.2.4)

The ratio o f  the probability o f  an unexpected event to the probability o f  the normal

(3.2.5)
p(y = l|x,,x2,x3,...x„) event i s -------t— '-j-------------------r _  g i 2 : 3 3

\ -  p\y  = \\x ,̂x2,x ,̂...x„)

This is normally called the odds o f  experiencing an event.

In order to understand its advantages and disadvantages, it is necessary to examine the 

solving procedure o f  the model. Unlike using least square in linear regression models, 

the logistic regression model uses maximum likelihood estimation. Before applying 

maximum likelihood estimation, a likelihood function is built to make the
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probabilities o f  the data observed as a function o f the unknown parameters. Then 

maximum likelihood estimation is used to select the parameters in order to maximize 

the likelihood function.

Supposed that a random sample consists o f  m events v ,,v 2,v 3,...v„ ; the observed 

responses are denoted a s y ^ , y 2 , y 3 ,■■■y„ ; p, = p{y, = l |v j  is the risk probability o f  the 

unexpected event given v, ; so the risk probability o f  the normal event given 

V. is p{y^ =  0|v,) = \ -  Pf.  Therefore, the probability o f  an observed event is

P{yi)=^ P ,T '^   ̂ (3•2-6)

Where y^ or y^ = 0 .  When = 1, )= Pi', otherwise, ) = ! - / ? , .

Since the observed events are independent, their jo in t distribution is the product o f  the 

marginal distributions.
m , \

L { e ) = Y \ p r { \ - p . T ^ ‘  ̂ (3.2.7)
/= !

^a -^h^X ^-k-b2X 2+ byX ^+ ..A -b„ X „

Replace p ,{y  = \ \x„x^,x, , . . .x„)=  ̂^ ' "t o the above equation

(3 .2 .7) yields the likelihood function. Maximum likelihood estimation is to select the 

parameters a,b^,b 2 ,-b„ that m axim izeL (^). However, it is very difficult to find a 

direct way to maximize L(0) . Normally, the log likelihood function In{L(o))  is 

maximized instead o f  L(0) . This is easier and reasonable since In{L[9)) is a 

monotone increasing function o iL{9 ) .  However, the likelihood equation does not 

always have a finite solution. Sometimes there is a non-unique maximum on the 

boundary o f  the param eter space, at infinity. The existence, fmiteness, and uniqueness 

o f maximum likelihood estimates for the logistic regression model depend on the 

patterns o f data points in the observation space [Albert, 1984].

Consider a binary response model. Let yj  be the response o f  the yth subject and let

Vj be the vector o f  variables. There exist three mutually exclusive and exhaustive

types o f  data configurations: complete separation, quasi-complete separation and 

overlap.

There is a complete separation o f data points if  there exists a vector b that correctly 

allocates all observations to their response group; that is.
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b'Vj >0 , y j  = 1  

b'Vj < 0, yj  = 0
(3.2.8)

This configuration gives non-unique infinite value o f  estimates for L{0) . If the 

iterative process o f maximizing the likelihood function is allowed to continue, the log 

likelihood diminishes to zero, and the dispersion matrix become unbounded.

If the data are not completely separable but there is a vector b such that

Z>'v > 0 , 7  =1 , .

b Vj < 0 , y j  = 0

and equality holds for at least one subject in each response group. This configuration 

is called quasi-complete separation. It will also yield non-unique infinite value o f  

estimates forL(^). If the iterative process o f  maximizing the likelihood function is 

allowed to continue, the dispersion matrix becomes unbounded and the log likelihood 

diminishes to a nonzero constant.

If neither complete nor quasi-complete separation exists in the sample points, there is 

an overlap o f  sample points. In this configuration, maximum likelihood estimates 

exist and they are unique.

Figure 3-5, 3-6 and 3-7 illustrate the effect o f completely separable data on logistic 

regression. Figure 3-5 is a binary image which represents a 2-dimentional feature 

space and its result. In fact, the coordinate (;c,>’) represents a feature vector (x, y)  and 

the point is black at the coordinate (:«,>') if the response of(;c,3̂ ) is 1 which means 

that the result o f  the event is unexpected; otherwise, the point is white. The z values 

in Figure 3-6 are the risk probability calculated by the method introduced in the next 

chapter. Figure 3-7 is the fitted result by logistic regression. Obviously, the result 

from Figure 3-6 is much better than the one from Figure 3-7.
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Figure 3-5: Binary image (2-dimension feature vectors with responses)

Figure 3-6: Risk probability calculated by our method

Figure 3-7: Risk probability calculated by logistic regression

Logistic regression is popular in part because it enables the researcher to overcome 

many o f the restrictive assumptions o f  least square estimations [David, 2001]:

• Logistic regression does not assume a linear relationship between the 

dependents and the independents. It may handle non-linear effects even when 

exponential and polynomial terms are not explicitly added as additional 

independents because the logistic function on the left-hand side o f  the logistic 

regression equation is non-linear. However, it is also possible and permitted to 

add explicit interaction and power terms as variables on the right-hand side o f 

the logistic equation.

• The dependent variable need not be normally distributed (but it is assumed its 

distribution falls within the range o f the exponential family o f  distributions, 

such as the normal, Poisson, binomial, gamma distribution).
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• The dependent variable need not be homoskedastic for each level o f  the 

independents; that is, there is no homogeneity o f  variance assumption.

• Normally distributed error terms are not assumed.

• Logistic regression does not require that the independents be interval.

• Logistic regression does not require that the independents be unbounded.

However, other assumptions still apply which are also disadvantages o f  logistic 

regression [Hosmer, 1989], [Menard 2002]:

• Meaningful coding: Logistic coefficients will be difficult to interpret if not 

coded meaningfully. The convention for binomial logistic regression is to code 

the dependent class o f greatest interest as 1 and the other class as 0, and to 

code its expected correlates also as +1 to assure positive correlation. For 

multinomial logistic regression, the class o f  greatest interest should be the last 

class. Logistic regression is predicting the log odds o f being in the class of 

greatest interest.

• Inclusion o f  all relevant variables in the regression model: I f  relevant variables 

are omitted, the common variance they share with included variables may be 

wrongly attributed to those variables, or the error term may be inflated.

• Exclusion o f  all irrelevant variables: If  causally irrelevant variables are

included in the model, the common variance they share with included 

variables may be wrongly attributed to the irrelevant variables. The more the 

correlation o f  the irrelevant variable(s) with other independents, the greater the 

standard errors o f  the regression coefficients for these independents.

• Error terms are assumed to be independent (independent sampling): Violations 

o f  this assumption can have serious effects. Violations are apt to occur, for 

instance, in correlated samples and repeated measures designs, such as before- 

after or matched-pairs studies, cluster sampling, or time-series data. That is, 

subjects cannot provide muhiple observations at different time points.

•  Low error in the explanatory variables: Ideally assumes low measurement 

error and no m issing cases.

•  Linearity. Logistic regression does not require linear relationships between the

independents and the dependent, but it does assume a linear relationship

between the logistic o f  the independents and the dependent. When the
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assumption o f linearity in the logistic is violated, then logistic regression will 

underestimate the degree o f  relationship o f the independents to the dependent 

and will lack power (generating Type II errors, thinking there is no 

relationship when there actually is).

•  Additivity: Logistic regression does not account for interaction effects except 

when interaction terms (usually products o f standardized independents) are 

created as additional variables in the analysis. [Jaccard, 2001]

• No multicollinearity: To the extent that one independent is a linear function of 

another independent, the problem o f multicollinearity will occur in logistic 

regression, as the independents increase in correlation with each other, the 

standard errors o f  the logistic (effect) coefficients will become inflated. 

M ulticollinearity does not change the estimates o f  the coefficients, only their 

reliability. High standard errors flag possible multicollinearity.

• No outliers. The researcher should analyze standardized residuals for outliers 

and consider removing them or modeling them separately.

• Large samples. Logistic regression uses maximum likelihood estimation rather 

than ordinary least squares to derive parameters. MLE relies on large-sample 

asymptotic normality which means that reliability o f  estimates decline when 

there are few cases for each observed combination o f independent variables. 

That is, in small samples one may get high standard errors. In the extreme, if 

there are too few cases in relation to the number o f  variables, it may be 

impossible to converge on a solution. Veiy high parameter estimates (logistic 

coefficients) may signal inadequate sample size.

• Expected dispersion. In logistic regression the expected variance o f  the 

dependent can be compared to the observed variance, and discrepancies may 

be considered as under- or over-dispersion. If  there is moderate discrepancy, 

standard errors will be over-optimistic and one should use adjusted standard 

error. Adjusted standard error will make confidence intervals wider. However, 

if there are large discrepancies, this indicates a need to specify the model again 

or that the sample was not random or has other serious design problems.

Though the logistic regression model has become, in many fields, the standard 

method o f data analysis concerned with describing the relationship between a 

response variable and one or more explanatoty variables where the response variable
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follows a binomial distribution, researchers have to consider if the data configuration 

satisfies the assumptions instead of abusing it as a universal method.

3.3 Non- Param etric Estimation Methods

As the data distribution is usually unknown, unrealistic assumptions are frequently 

made, thus compromising the performance of the algorithms in question. A common 

approach to this problem is to estimate the risk probability fi'om the data themselves. 

Non- parametric estimation methods do not assume that there is a predefined 

relationship between the feature vector and its response. They explore the nature of 

risk probability and the points’ distribution more dynamically. Generally, they can be 

divided into two categories. One considers the density of the data such as k-nearest- 

neighbor method and Parzen window method. The other uses dynamic regression 

procedures to estimate the risk probability since the responses o f the feature vector are 

either 1 or 0.

3.3.1 N on-Param etric Density Estimation

As previously mentioned (see formula 3.2.2 in section 3.2.1), if nothing can be 

assumed about the density shape, nonparametric density estimation has to be used. 

Histograms based on the historical dataset are the simplest nonparametric methods for 

approximating the probability density functions directly. Histograms are normally 

smoothed by averaging over a local region o f the feature space. The procedure is as 

follows:

Divide the sample space into a number of bins and approximate the density at the 

centre o f each bin by the fraction of points in the historical data that fall into the 

corresponding bin (see Figure 3-8). If count{x) is the number o f samples (out o f a 

total ri) in the same bin as x  and width{x) is the width o f the bin containing x, then

(3 3 ,)
n width{x)
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Figure 3-8; Histogram example

Since histograms have artificial discontinuities (at bin boundaries) due to bin width 

and locations, there are problems with selecting the bin size especially when the 

number o f dimensions o f the feature space is high. Researchers therefore seek other 

more precise methods.

The probability that a vector v falls within the region is expressed by formula 3.2.2, if 

piy)  is continuous and the region R is small enough that p{v) does not vaty 

significantly within it, the formula can be written as:

P  = I  piy) dv = /j(v) V (3.3.2)

where v is a point within R and V is the volume enclosed by R .

Suppose the sample size is n and there are ^unexpected points that fall in to ^ , then

Jcthe ratio — is a good estimate for the probability/*. Replace the ratio into equation 
n

(3.3.2), yields; 

k

p ( y ) = n = J L
^  '  V nV

(3 .3.3)

Theoretically, p(v) is obtained only if V approaches zero. However, practically, 

V cannot be allowed to be very small since the number o f samples is always limited. 

If  an unlimited number o f samples is available, we can circumvent this difficulty: to 

estimate the density o fv , we form a sequence of regions R^,R^,R^ ...containing v: 

the first region to be used with one sample, the second with two, and so on.

Let V„ be the volume ofi?„, k„ the number of samples falling ini?„, and p„iy) be the

n th estimate for jo(v) ;
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There are two different ways o f obtaining sequences o f regions such that p„{y) 

converges to /7(v)[S. Raudys, 1991]:

• Shrink an initial region, such as = -!= . This is called the “Parzen window
yin

estimation method”

• Specify as some function ofA?, such as^:„ = 4 n ,  the volume is grown 

until it encloses neighbors of v . This is called “the k-nearest neighbor 

estimation method”

3.3.1.1 Parzen window

Assume that region is a <5? -dimensional hypercube with sides o f length h and 

centered at the estimation point v . The volume o f the hypercube is:

V = h‘‘ (3.3.5)

The number k  o f  samples falling within the hypercube will be found by defining the 

kernel function K{u)a.s follows:

= H < ' ' 2  (3.3.6)
yO Otherwise

This kernel function, which corresponds to a unit hypercube centered at the origin, is 

known as a Parzen window. The number of sample points within the hypercube of 

region R is:

/ = i

Therefore, the density estimate is:

By defining a function<J(v) as a kernel function that takes the value M V within the 

region o f volume V and 0 outside, the density function p{v)  can be rewritten:



Parzen window density estimation is essentially an interpolation based on a kernel

points.

p{y)  is the sum obtained by placing the centre of the kernel ^(v) at the data points. 

The parameter/? affects both the amplitude and width o f^ (v ) :

• If is very large, then v, should be far apart from v before ( ^ ( v - v j  

changes significantly.

•  If /2 is very small, then the peak value of <5(v -  v, ) is quite large, and it occurs

in the vicinity o f v = v.

• If /j approaches 0, then ^(v -  v,) approaches a Dirac delta function centered 

atV(

However, there are some drawbacks of the Parzen window method based on the 

kernel:

• Density estimates have discontinuities.

• All data points are equally weighted regardless o f their distance to the 

estimation point v.

There is therefore a need to smooth the density estimate. Generally, it is assumed that 

^K{u)du = \ and that is symmetric, that is,A!̂ (M) = One popular choice

The kernel size h is the most important characteristic o f the Parzen density estimate. 

One can compute the ideal or optimal value of h by minimizing the mean-square 

error between the true and estimated densities, with respect toh :

The MSE is a function o f v and so the optimal kernel size h is also a function o f v . In 

order to minimize the MSE, a best compromise between variance and bias must be 

selected. Using Taylor series approximations of the moments o f Pf,(v) and noting 

that

function K{u) and resembles a histogram whose location is determined by the data

is the Gaussian kernel K{u) (3.3.10)

MSE{p,(v)} = E { [ p , ( v ) - p (v ) Y } (3 .3 . 11)

MSE{p^(v)} = [£{^;,(v)} -  p ( v ) f  + Var{p^(v)} (3 .3 . 12)

where
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E{p^{v)}= ^K{u)p{v + hu)du (3.3.13)

and

Var{p,(V)} =  1  [(1 {u)p{v + hu)) - E ^ p , { y ) } ] ,  (3.3.14)
N  /2 •'

The optimal value of the kernel size can be shown to be equal to 

p{v) \K^{u)du

provided that h -> Q,N -> 'x>, Nh —>• oo.

The notation indicates that the kernel is symmetric. As can be seen from

equation (3.3.14), the optimal kernel size depends on the value o f the density function 

and on its second derivative. It is also possible to obtain an optimal constant kernel 

size independent o f v by minimizing either the integral mean-square

error ^MSE{pf^{v)}dv or the expected mean-square error ^MSE{pf^(\>)}p{v)dv.

Clearly, in practice, one does not have access to the true density function p{v)  which 

is proposed to be estimated. Although h is usually taken to be a constant, several 

approaches have been proposed to vary it [Chiu, 1992], [D. Loftsgaarden, 1965], [L. 

Breiman, 1977], [I. Abramson, 1982], [G. Terrell, 1992], [P. Hall, 1991], [Sheather, 

1991], [Silverman, 1978] and [Taylor, 1989].

The Parzen window method is very powerful for its generality. There is no need to 

make any assumptions about the distributions and it can be convergent even for 

complicated density functions provided there are enough samples.

3.3.1.2 k-nearest neighbor (KNN)

Instead of choosing the window width as a function o f the number o f samples, k- 

nearest-neighbor makes it a function o f the training data.

The algorithm procedure is:

• Centre the window cell at the data point v

• Let the cell volume V grow until it encloses samples {k„ is a function o f« )

k  I
• Estimate the density as p^ (v) = —  —

n V„

The samples enclosed within V are the k„ nearest-neighbors o fv .

The size o f V depends on the density of samples in the vicinity o f v :
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• If we select as shown below, then the volume V has a similar form as in 

the case o f Parzen window method, but it is determined by the nature o f the

data rather then an arbitrary choice. 

k.
k„=yfn=> p{v) = - (3.3.15)

" p{v)y[n 4n

It can be proven that the conditions necessary and sufficient for the 

convergence o f /?„(v) are:

lim = 0 0  and lim —  = 0
n —>00 n—>00 ^

(3.3.16)

Figure 3-9 (adapted from [Duda et al., 2001 ]) illustrates the effects o f the k„ selection 

for two distributions; Gaussian and bimodal. Obviously from Figure 3-9, for these two 

distributions,

• Accuracy increases with k^ and

• Estimates for finite n values can be quite spiky.

H-l

\

0 ] 2 4

•>f i J 4i)

Jm:y \ j
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f i  I  2  i / » 4

Figure 3-9: Effects of the k„ selection
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Some techniques for selecting A:„ have been proposed to adjust the window width 

until the classifier yields the lowest error on an alternate set o f  samples [Katkovnik, 

2000] and [Fukunaga, 1973], Some fast algorithms are also introduced in order to 

speed up the calculating procedure [Gray, 2003] and [Yang, 2004].

Building a kernel function begins with finding the k-neighborhood o f  each data point 

in the historical set. The k-neighborhood consists o f  the point itself and its k-1 nearest 

neighbors. It dose not assume any prior knowledge o f  the data configuration and 

therefore is also a general approach to estimate the density like the Parzen Window 

method. . Figure 3-10 shows the result o f classifying the points by KNN for the same 

points distribution example as Figure 3-5. Obviously, the KNN is very robust to data 

configuation and well classifies the points.

I
Figure 3-10: Points classified by KNN

However, they both have severe requirements on computation time and storage and 

their demand for large numbers o f  samples grows exponentially with the 

dimensionality o f the feature space. Besides those disadvantages, we shall further 

detail their drawbacks for estimating risk probability in the following chapters.

3.3.2 Probabilistic neural network

An artificial neural network (ANN) is a powerful data modelling architecture that is 

able to capture and represent complex input and output relationships. It is inspired by 

the way biological nervous systems, such as the brain, process information. Unlike 

standard statistical models, ANN take advantage o f  non-linear relationships which are 

frequently observed and encountered in practice including biology, computing, 

electronics, mathematics, medicine, physics, and psychology and has the potential o f
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accurately describing the behavior o f  extremely complex systems. It has been applied 

in many applications such as pattern recognition, image processing and data 

classification, through a learning process, though some statisticians point out that 

many types o f  neural networks are similar or identical to conventional statistical 

methods, “NN learning is nothing more than a form o f  statistical estim ation” [Sarle, 

1994],

The approaches to this area are very diverse, as are the aims. The m ost commonly 

used network architectures for process modelling include the feed forward network 

and the radial basis function network.

The most common type o f feed forward network consists o f  three groups or layers o f 

units: a layer o f  “input” units is connected to a layer o f  “hidden” units, which is 

connected to a layer o f “output” units (see figure 3-11).

• The activity o f  the input units represents the raw information that is fed into 

the network.

• The activity o f  each hidden unit is determined by the activities o f  the input 

units and the weights on the connections between the input and the hidden 

units.

• The behavior o f  the output units depends on the activity o f  the hidden units 

and the weights between the hidden and output units.

O utputs

Hidden layer

Inputs

Figure 3-11: Feed Forward Network

This simple type o f  network is interesting because the hidden units are free to 

construct their own representations o f the input. The weights between the input and 

the hidden units determine when each hidden unit is active, and so by modifying these 

weights, a hidden unit can choose what it represents.
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Feedback networks can have signals travelling in both directions by introducing loops 

in the network. They are very powerful and can get extremely complicated. Feedback 

networks are dynamic; their state is changing continuously until they reach an 

equilibrium point. They remain at the equilibrium point until the input changes and a 

new equilibrium needs to be found. Feedback architectures are also referred to as 

interactive or recurrent, although the latter term is often used to denote feedback 

connections in single-layer organizations.

The vast majority o f ANN models have used a feed-forward back-propagation (BP) 

learning algorithm, which can learn arbitrary mappings or classifications. Moreover, 

the inputs (and outputs) can have real values. BP works well for pattern matching and 

for trend analysis. It is a feed forward network that uses supervised learning to adjust 

the connection weights. In a feed forward network, the results o f  each layer are fed to 

each successive layer. A conventional BP uses three layers o f  nodes, but it can use 

more middle layers.

In contrast to the heuristic approach inherent in BP networks, Specht has developed 

an alternative neural network, the probabilistic neural network (PNN) [Specht, 1990], 

which uses Bayesian strategies for pattern recognition as well as probability ranking. 

PNN has a feed-forward architecture and supervises training algorithm similar to back 

propagation. It learns to approximate the PDF o f  the training examples. More 

precisely, PNN is interpreted as a function which approximates the probability density 

o f the underlying distribution. The development o f  the probabilistic neural network 

relies on Parzen windows classifiers.

PNN consists o f  nodes allocated in three layers (see Figure 3-12):

• Input layer: There are n nodes whose number matches the dimensionality o f  

the feature vector. During training, input is normalized to unit length so
n

that ^v,^  = 1 and weight are initialised as w = v , netj -  w^jV,j = 1,2,3...m ,
1=1

where v = (v,, v2 ,....v„, is the feature vector.

•  Pattern layer: There are m pattern nodes in which every unit is responsible 

for each training sample. Each pattern node forms a product o f  the weight 

vector and the given example for classification, where the weights entering a 

node are from a particular example. After that, the product is passed through 

the activation function;
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(3.3.17)

•  Category layer; The output nodes are binary neurons that produce the 

classification decision.

The connections in the neural network have two functions:

1. Modifiable weights connect input to pattern units ( Wj, is the weight

linking input unit i to pattern unit j ).

2. Each category unit sums the contribution of the pattern units connected 

to it {Qj .̂ is weight linking pattern unit j  to category u n it^ ).

Figure 3-12: PNN Architecture

The complete training and classification procedure written in PASCAL pseudo code 

is shown in the following;

(3.3.18)

m

Training: Classification:

Sample V „ V ^ , V j  = (v^,, Vj^ ) Pattern v = (v, , )

begin

7 =  1

<̂jk = O.y = = l,2,3...c

Do

y = y + i

Begin

y = i

Do

J = J +

net, = V
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II>> If

Then g* = g* + e

-  V
Until j  -  m

Return class = argmaxg^
k

Then End

a j k  = ^

Until j  = m

End

Probabilistic neural networks offer several advantages over back propagation 

networks [Wasserman, 1993], Training is much faster, usually a single pass. Given 

enough input data, PNN will converge to a Bayesian (optimum) classifier. 

Probabilistic neural networks allow true incremental learning where new training data 

can be added at any time without requiring retraining o f  the entire network. And 

because o f  the statistical basis for PNN, it can give an indication o f  the amount o f 

evidence it has for basing its decision. Figure 3-13 shows the result o f  classifying the 

points by PNN for the same points distribution example as Figure 3-5. Obviously, the 

PNN is also good as a classifier compared with logistic regression, but not better as 

KNN.

The main disadvantage o f  PNN is that it is a black box and therefore non-interpretable. 

At the same time, since PNN inherits from Parzen Window, it essentially only 

explores the local point distribution and lacks a global view.

M
Figure 3-13: Points classified by PNN
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3.3.3 Multivariate Additive Regression Splines

Multivariate adaptive regression splines (MARS) is a multivariate non-parametric 

regression procedure introduced in 1991 by world-renowned Stanford statistician and 

physicist, Jerome Friedman [Friedman, 1991], It is a generalization o f  a decision tree 

and a kind o f hybrid between generalized additive models and classification trees. It is 

designed to find low-order additive structures as well as interactions between factors. 

MARS makes no assumption about the underlying functional relationship between the 

dependent and independent variables. Instead, MARS constructs this relation from a 

set o f  coefficients and basis functions that are entirely “driven” from the regression 

data. In a sense, the method is based on the “divide and conquer” strategy, which 

partitions the input space into regions, each with its own regression equation. This 

makes MARS particularly suitable for problems with higher input dimensions (i.e., 

with more than 2 variables), where the curse o f dimensionality would likely create 

problems for other techniques [Moisen, 2002] and [D Barber, 1997].

The MARS algorithm operates as multiple piecewise linear regression, where each 

breakpoint (estimated from the data) defines the “region o f  application” for a 

particular linear regression equation. Figure 3-14 (adapted from [Hastie, 2001]) 

shown below is a simple example o f two basis functions {t -  x)^ and (x -  0+ • 

Parameter t is the knot o f  the basis functions (defining the “pieces” o f  the piecewise 

linear regression); these knots (parameters) are also determined from the data. The 

“+” signs next to the terms ( / - a:) and ( x - / )  simply denote that only positive results 

o f  the respective equations are considered; otherwise the respective functions evaluate 

to zero.

0.6 

0.5 

0 .4 .

0.3 

0.2 

0,1

- 0.1 .......................................................................................................
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Figure 3-14: Example of two basis functions of MARS

In form ula(3 .2 . 1 ) , = / ’(v,,v 2 ,v 3 ,...v„) involvesw observations on « right-hand-side

variables, v ,,v 2 ,v 3 ,...v^ which are the elements o f  the feature vector. The MARS 

procedure attempts to approximate the non-linear function P{)  by

= (3.3.19)
j = i

Where P(v)  is an additive function o f the product basis functions

associated with the s sub regions and Cj is the coefficient for

the product basis function. I f  all sub regions include the complete range o f  each o f

the right-hand-side variables, then the coefficients can be interpreted as

Ordinary Least Squares (OLS) coefficients o f  variables or interactions among 

variables. The MARS procedure can identify the sub regions under which the 

coefficients are stable and detect any possible interactions up to a maximum number 

o f possible interactions controllable by the user. For example, assume the model

for + 3,v, + e V, > 100 , ,
= ' ' (3.3.20)

[or + /^2Vi + e  V, < 100

In terms o f the MARS notation, this is written

R  = a '  + c,(V| - C 2 (r* - v ,) ^  + e  (3.3.21)

where r* = 100 and ()^ is the right (+) truncated spline function which takes on the 

value 0 if the expression inside is negative and its actual value if  the expression 

inside ()^ is > 0 . Here c, = /?,,C2 = . In terms o f  equation (3 .3 .20),

^ i (v |)  = (v, - t *),A:2(v,) = (t* - ; c) (3.3.22)

Note that the derivative o f  the spline function is not defined for values o f  v, at the

knot value o f  100. Friedman [Friedman, 1991] suggests using either a linear or cubic

approximation to determine the exact R  value. As an aid in determining the degree o f 

model complexity, a modified form o f the generalized cross validation criterion 

(MGCV) is suggested to use:
m

M G C V  = [ ( l/m )X ( /? ,  -P (v ) ) '] / [1  - [ C ( M ) ‘ I m f ]  (3.3.23)
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Where there are m observations and C{M)*  is a complexity penalty. The default is 

to set C( M) '  equal to a function o f  the effective number o f  parameters. The formula 

used is

C (M )’ = C ( M )  + SM . (3.3.24)

The param eter^ is user controlled, but Friedman suggests setting the default value to 

3 [Friedman, 1991].C (M ) is the number o f  parameters being fit and M  is the number 

o f non-constant basis functions in the model. The MARS approach starts out by 

investigating where to place the knots for a non-interaction model. Next more 

complex interactions are investigated up to a user-controlled maximum number of 

interactions and maximum number o f  parameters in the model. Once the forward 

selection is completed, the MGCV statistic is used to eliminate parameters that do not 

improve the model. The MGCV value controls how many parameters will finally 

remain in the model and can be used to form an estimate o f  the relative importance o f 

each V; variable in the model.

Unlike researchers who use recursive partitioning models with disjoint sub regions 

and hence have problems approximating a linear model, Friedman recommends that 

the parent region should not be eliminated when sibling sub regions are formed. As 

Lewis and Stevens [Lewis, 1991] note, “an immediate result o f  retaining parent 

regions is overlapping sub regions o f the domain. Moreover, each parent region may 

have multiple sets o f  sibling sub regions. With this modification, recursive 

partitioning can produce linear models with the repetitive partitioning o f  the initial 

region by different predictor variables. Additive models with functions o f more than 

one predictor variable can result from successive partitioning with different predictor 

variables. This modification also allows for multiple partitions o f  the same predictor 

variable from the same parent region.”

According to [Salford-systems, 2004], MARS core capabilities include:

•  Automatic variable search; Large numbers o f  variables are examined using 

efficient algorithms and all promising variables are identified.

•  Automatic variable transformation: Every variable selected for entry into the 

model is repeatedly checked for non-linear responses. Highly non-linear 

functions can be traced with precision via essentially piecewise regression.

•  Automatic limited interaction searches: MARS repeatedly searches through 

the interactions allowed by the analyst. Unlike recursive partitioning schemes,
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MARS models may be constrained to forbid interactions o f certain types, thus 

allowing some variables to enter only as main effects, while allowing other 

variables to enter as interactions, but only with a specified subset o f  other 

variables.

•  Variable nesting: Certain variables are deemed to be meaningful (possibly 

non-missing) in the model only if  particular conditions are met.

•  Built-in testing regimens: The analyst can choose to reserve a random subset 

o f  the data for testing or use v-fold cross-validation to tune the final model 

selection parameters.

Since MARS is designed for regression rather than classification, the M ARS model 

has to be converted into logistic models by using the model matrix produced by the 

MARS procedure to estimate the binary responses [Ennis, 1998]. Although MARS is 

currently not superior in theory to logistic models for binary responses, it is a very 

promising technique, as it is very dynamic and self-adaptive to the data configuration.

3.3.4 Support Vector Machine

A Support Vector Machine (SVM) is another typical classifier and it performs 

classification by constructing an N-dimensional hyper plane that optimally separates 

the data into two categories. Viewing the input data as two sets o f  vectors in an n- 

dimensional space, an SVM will construct a separating hyper plane in that space, one 

which maximizes the "margin" between the two data sets. To calculate the margin, we 

construct two parallel hyper planes, one on each side o f  the separating one, which are 

"pushed up against" the two data sets. Intuitively, a good separation is achieved by the 

hyper plane that has the largest distance to the neighboring data points o f  both classes. 

The hope is that, the larger the margin or distance between these parallel hyper planes, 

the better the generalization error o f the classifier will be.

SVM models are closely related to neural networks. In fact, a SVM model using a 

sigmoid kernel function is equivalent to a two-layer, perception neural network 

[David Meyer, 2003].

SVMs showed mostly good performances both on classification and regression tasks. 

However it is not appropriate for this application because o f  their computation time, 

so we would not discuss more details on it.
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3.4 S um m ary

Risk probability estimation is not an easy task though some methods have been 

proposed and applied in different applications. There are mainly two kinds o f 

estimation methods. One is parametric estimation; the other is non-parametric 

estimation. The former assumes that relationship between independents and 

dependents are predefined. For example, the Gaussian distribution is often supposed 

to be the probability density function in insurance industry applications. Although 

logistics regression does not assume a linear relationship between the dependents and 

the independents it does assume a linear relationship between the logistics o f  the 

independents and the dependent.

The latter does not assume that relationships between independents and dependents 

are fixed. It often explores the nature o f  risk probability and point distribution in some 

neighborhood such as k-nearest-neighbor and Parzen window method. However, it 

only focuses on a local region and lacks a global view. Other methods such as 

multivariate additive regression splines are essentially a kind o f  regression algorithm 

instead o f  risk probability estimation. The following table summarizes and compares 

the main existing methods for risk probability estimation.

P aram etric -

PDF

Logistics

Regression

k-nearest-

neighbor

P arzen

W indow

(P robabilistic

N eural

N etw ork)

IVIultivariate

A dditive

R egression

Splines

Explicit

Function

Yes Yes No No No

Adaptive Low Middle High High High

Interpretability High High Middle Middle Low

Computation

complexity

Low Middle High High High

Accuracy Low Middle

(varies on data)

Low Middle Middle
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Others Strongly depends Strongly depends Weakly depends W eakly depends Essentially is

on data on data on data on data interpolation

configuration configuration. configuration configuration fitting instead o f

(only valid for while lacking w hile lacking risk estimation

overlap data and global view global view

not alid for

quasi-complete

separation and

complete

eparation)

Table 3-l:Summary o f mainly existing methods risk probability estimation 

methods

Since various vulnerabilities and threats on the heterogeneous or homogeneous 

infrastructure arise, a more precise, dynamic and self-adaptive to the data 

configuration risk estimation method in security assessment is necessary to explore 

the data from a global viewpoint for the best over all picture. In the next chapter, the 

design o f a general risk probability method is described as the core contribution o f 

this thesis.
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4 Design of the General Risk Probability Estimation

4.1 Introduction

Some o f the existing models developed to estimate the risk probability become poor 

predictors when their underlying assumptions cannot be met because o f  the 

heterogeneous contexts in global computing. Some o f  them are not accurate as 

expected because they consider the point distribution from a local view. It is therefore 

necessary to develop a valid and general method to estimate the risk probability.

This chapter proposes a new method for risk probability estimation from a global 

view, which constitutes the core contribution o f this thesis. This method introduces a 

relativity measure o f  risk probability which measures how many points there are in a 

neighborhood as well as how close they are to each other inside the neighborhood. As 

a global estimation, this method also considers the influence o f  the distribution o f 

points outside o f  the neighborhood although the influence o f  these points is less than 

the influence o f  points inside the neighborhood. In order to confirm parameters in the 

relativity measure, a weight probability is constructed and the M inimum Relative 

Information Principle is introduced to calculate it.

4.2 The Nature o f Risk Probability

We have pointed out that the type o f  data distribution often becomes a very important 

factor for selecting a suitable method o f risk probability estimation because some 

assumptions o f  the method may not be met by a specific dataset. For instance, logistic 

regression works very well for datasets with an overlap distribution while it is not 

valid for datasets with complete separation or quasi-complete separation. Since 

current distributed systems are extremely complex and the datasets produced from 

modeling or measuring such systems consists o f  many different types o f  local 

distributions, it is necessary to explore the nature o f risk probability. A few methods, 

such as KNN and Parzen window, explore the point density in some neighborhood 

and are able to process data in that neighborhood as generally as possible. However, 

their performance is often disappointing because o f  their local view. Before
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examining the nature o f  risic probability, it is first necessary to further understand the 

essence o f risk.

First o f all, risk is relative. When people talk o f the risk involved in an event, they 

implicitly compare the current event with previous or other kind o f  events. Take or 

instance the statement “a connection in the afternoon has higher risk” . This statement 

implies that a connection during the afternoon is more likely to be an attack than 

connections during other periods such as during the morning. This does not say how 

much risk one point has in a situation alone and implies that risk probability must be a 

relative value.

Moreover, risk is very dynamic inside a risk domain. Even if the point, which 

represents an event, does not change in itself, changes in the distribution o f  points in 

its neighborhood may impose corresponding changes in the risk probability o f  the 

original point. This is not difficult to understand. In Figure 4-1, the location o f  point 

V, does not change which means that the event represented by the coordinates of 

pointv, remains the same. However, in Figure 4-1 (B), there are more points in its

neighborhood and according to the formula 2-4 for computing the risk probability, its 

risk probability increases compared to the value in Figure 4 -1(A).

(A) (B)

Figure 4-1: Changes in neighborhood of a point may impose corresponding 

changes of its risk probability value

In order to illustrate this point, we consider the real life example o f  deciding the 

premium o f  car insurance for young drivers. Originally, a particular young man is 

evaluated as having low risk for driving a car. When more young people start driving 

cars and the number o f  accidents increases, the young man, like all others, will be 

evaluated as having higher risk and his premium will go up. The changed evaluation 

o f his risk is from the change o f his “neighborhood”- accidents. It is ft'om other young 

people instead o f  himself.
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For similar reasons, the change o f the point itself does not definitely lead to a change 

in its risk probability value, because the influence o f other changes o f the point 

distribution in its neighborhood may balance the change caused by the point itself 

Therefore, risk probability calculation can be considered as a ranking procedure 

according to some rules and partly depending on the point distribution in some 

neighborhood.

Secondly, the point density alone is not enough to estimate the risk probability. 

Density is commonly used to calculate the risk probability. The following equation:

there are more points in the /--neighbourhood o f point v, this neighbourhood is denser 

and the risk value o f the point is higher. However, suppose that the sample size is«

Jcand there are k  unexpected points that fall into/?, then the ratio — is a good estimate

probability P .

In fact, the density is an ideal concept as it assumes that the points are uniformly 

distributed. The above equation is only valid if either the region R is big enough that 

the difference o f points inside it can be omitted and therefore the points are nearly 

uniformly distributed or the points are indeed uniformly distributed. For instance, in 

Figure 4-2, there are the same number o f unexpected points in the same 

neighborhoods o f point a and point b which means that the point densities o f both 

points are the same. However, since the distances between other points and point a in 

its neighborhood are less than the distances between other points and point b in its 

neighborhood, if other factors are not considered, the risk probability of point 

a should be higher than the risk probability o f point b . So a more complex 

measurement is needed to describe how many points there are (density property) and 

how close they are to each other (distance property) inside the neighborhood.

R

is only valid when densityp(v) does not vary significantly inside the region/?. If

n

for the probability P  and then density p (v );

k

(4.2)

Once we have the value p ( v ) , then according to (4.1), we shall get the risk
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(A)

Figure 4-2: Density does not examine the distance property

Thirdly, not only the influence of the point distribution in some neighborhood, but 

also the influence o f the point distribution outside the neighborhood must be 

considered. The density cannot be the only factor in the estimation. One reason is that 

we have to think about how close they are to each other inside the neighborhood, i.e., 

distance property. The other reason is that it is difficult to establish a correct 

boundary for the neighborhood, because it isolates the relationships between the 

points inside and outside o f the neighborhood, which is a static procedure that may 

lead to imprecise results. For example, in Figure 4-3, cluster A has the same 

distribution as cluster C. Cluster C is closer to cluster B than Cluster A is to cluster B. 

In figure 4-3, a black point means an unexpected point. Cluster B is denser and covers 

a bigger area. According to the density estimation algorithm, a point x  in cluster A 

has the same risk value as the corresponding point z  in the cluster C. However, the 

risk value o f point z should be higher than the risk value in point x  since the 

unexpected points in cluster B have more influence on the points in cluster C. The 

underlying reason is that the classification only considers points inside the cluster 

while omitting the influences o f points outside of the cluster.

B

Figure 4-3: Points outside of the neighborhood have influence on the risk 

probability estimation

In fact, if the influence o f the point distribution outside the neighborhood is 

considered, the risk probability value calculated by density methods for the relative 

denser point may be higher than the real value because the denser area is distracted by 

the fewer unexpected points out of the neighborhood. For example, in Figure 4-4, if
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we only consider the influence within the neighborhood, suppose the risk probability 

o f point Vg is 0.9 since there are many unexpected points. However, if  we consider 

the influence o f  points outside o f the neighborhood, the risk probability o f  Vg is 

should be less than 0.9 because there are many different type points.

(A)

calculated value without 
considering influence of points 
outside of neighborhood in denser area

real value

/ V

(B)

Figure 4-4:Comparison of risk probability values considering the influence of 

points outside o f the neighbourhood and w'ithout considering it in a denser area

Similarly, if  the influence o f  the point distribution outside o f  the neighborhood is 

considered, the risk probability value calculated by density methods for relative 

sparser points may be lower than the real value because the sparser area is reinforced 

by the denser points outside o f the neighborhood. For example, in Figure 4-5, if  we
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only consider the influence within the neighborhood, suppose the risk probability of 

point Vg is 0.1 since there are many expected points. However, if we consider the

influence o f points out o f the neighborhood, the risk probability o f should be 

greater than 0.1 because there are many unexpected points out o f the neighborhood.

/ X X
X X

(A)

real value

calculated value w ithou t 
>  considering influence of points

outside of neighborhood in sp a rs e r  a rea

(B)

Figure 4-5:Comparison of risk probability values considering the influence of 

points outside o f the neighbourhood and without considering it in sparser area

So when the risk probability is estimated, the new measurement has to consider the 

influence o f the distribution of points outside o f the neighborhood though the 

influence o f points outside o f the neighborhood is less than the influence o f points 

inside the neighborhood.
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In summary, the measurement o f risk probability should not make any assumptions

about the data distributions or make as few assumptions as possible and it has to

satisfy the following requirements to be an accurate estimator:

1. Measure how many points there are in a neighborhood

2. Measure how close the points are to each other inside a neighborhood

3. Measure the influence o f the distribution o f  points both inside and outside o f 

the neighborhood (global view)

4. Measure the relativity o f  different types o f  points according the above three 

requirements

Most o f  the currently popular estimation methods do not satisfy the above 

requirement. For example, logistic regression does not work for datasets with 

complete separation or quasi-complete separation distribution. KNN has no 

requirements on data configuration, but it does not consider conditions 2 and 3. This 

could lead to very disappointing estimation results. For instance, as shown in Figure 

4-6 (a), there are three points a(l,l),fe(l,0) ,c (3 ,0 ). The responses o f  point <3 and b are 

1 and the response o f  point c is 0. According to the KNN method, we can identity 

k = \ as the best option. So the probability o f  point a  is 1, the probability o f point b 

is 1 and c is 0.5. When a new point c/(3,l) with response 0 joins these points (as 

depicted in Figure 4-6 (b)). A: = 1 is still the best option. So the risk probability o f 

point a  and 6 does not change. This is not reasonable as the estimation method does 

not consider the influence outside o f neighborhood. In fact, it is a commonly existing 

problem for all methods based on classifier, because their original purpose was to 

distinguish points instead o f  estimating the risk probability based on the points 

distribution.

a ( i ,  1)

b ( i ,  0) C(3,  0)

(a)

a i l .  i ) \ l  d ( 3 , 1)

(b)

62



I

I

Figure 4-6: KNN cannot update the risk probability value as it does not consider 

points outside of neighborhood.

4.3 Risk probability calculation

In order to create the risk probability measure, we first define the attractor between 

point vand point v^as

a«r(v,v,.) =

d { v . v , y

e i f  V, ^  V

d ( y y „ f

e i f  v^ =v ,

here v„ is the nearest point o f  v ; cr is the parameter to be confirmed; d (v, ) is the

distance between point v and v ,. Essentially, this attractor is Gaussian measurement

function also called radial basis function ([Alexander, 1998], [Fukunaga, 1975] and 

[Schnell. 1964] have a similar notion). This function is adopted by many classifier 

algorithms such as SVM and neural network. The main different is that we use the 

attractor between a point and its nearest point to replace the attractor between the 

point and itself because we believe that the attractor value being 1 which is maximum 

value from itself is not reasonable especially for a new point with unknown response.

Then we introduce two sets:

• Set U is the set containing all unexpected points, i.e., the responses o f  all 

points in this set are 1.

• Set V is the set containing all expected points, i.e., the responses o f  all

points in this set are 0

Obviously, U r \V  =  ̂ , U kjV contains all the points. Then we calculate risk

probability by the following formula 

^  «///•( v,v,)
;.(v) = _______ __________________  (4.3)

Y,attr{v,v,)+ Y,attr{v,vj)
v.eU

from the definition o f  the attractor.
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d{y,v .)  measures how close the points are to each other. This distance can be any

kind o f formula such as the Euclidean distance or Mahalanobis distance, cr is a 

parameter to be confirmed by the dataset.

V2(T determines the size of the neighbourhood. By this, this measurement considers 

the difference o f influence o f points outside and inside the neighbourhood:

When (5?(v,V,) < V2<t , d{y,v^)  is smaller and the attractor is bigger. Likewise,

When (^(v, V;) > V 2cr, d{y,v^)  is smaller and the result is also bigger, but this

significance is much less than for values when<5?(v,vj < y j l c j .

^  describes the density property and d{y,v^)  describes the distance property, at the

same time, the numerator is responsible for the influence of the points with response 1 

and the denominator is responsible for the influence o f all points. This completely 

satisfies all the requirements listed above.

4.4 Parameter to confirm

In the measurement, cr is a very important parameter to be confirmed, as it 

determines the difference between the influence o f points inside and outside the 

neighbourhood. If cr is too big, the influence of points outside the neighbourhood will 

be too small. If  cr is too small, the influence of points inside the neighbourhood is not

Y,attr{v,v.)
significant. The measurement r(v) -  - = ------ — --------- can be looked at as

Y^attr{v,v,)-^Y.^ttr{y,v,)
v-elJ V j^V

the weight o f point in the global distribution o f the points. When the value is bigger; 

the point v weighs more in the global graph which consists o f all the points in the 

dataset. Once a  is fixed, the weights of all the points are then confirmed and vice 

versa. Therefore, the problem o f how to confirm parameter o 'can be converted into a 

new problem of how to allocate the weights of the points in a reasonable way. 

Entropy theory helps us solve this new problem.
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4.4.1 Apply entropy theory to confirm parameter

Entropy in information theory is introduced to select a suitable value for this 

parameter. Information theory is a relatively new branch o f mathematics that was 

made mathematically rigorous only in the 1940s. In the past sixty years the literature 

on information theory has grown quite voluminous and apart from communication 

theory it has found deep applications in many social, physical and biological sciences, 

for example, economics, statistics, accounting, language, psychology, ecology, pattern 

recognition, computer sciences, fuzzy sets, etc [Abramson, 1963], [Ahlswede, 1975], 

[Berlekamp, 1974], [Cornwell, 1985], [Daniel, 1988], [Daniel, 1986], [Norman, 1992], 

[Skilling, 1984], [Steinbach, 2002], [Wilson, 1970] and [Wyatt, 1971].

In order to determine a unique epistemic probability distribution, the principle o f 

minimum entropy is a method for analyzing the available information; When a prior 

distribution q{x)  that estimates the underlying density p(x)  is known in addition to 

some constraints; then of all the densities p{x)  which satisfy the constraints, we 

should select the underlying probability density as that which yields the minimum 

relative information.

S ^ ^ p f l o g p ^  is famous as Shannon's entropy. Besides Shannon’s entropy

definition, there are two other main types o f entropy in information theoiy, known as 

Renyi entropy and Burg entropy. The decision to choose Shannon entropy, Renyi 

entropy or Burg entropy is based on practical considerations. [Kapur, 1992], [Kapur, 

1994] and [Renyi, 1976]. Since calculation o f Burg entropy is easier than others and 

speed is one o f most important factors when considering the method, this thesis will 

use Burg entropy:

where ^ p ,  = 1.

In the measurement function(4.3), when calculating the risk probability o f point 

its weight \sr(p^).  Suppose there are m points in total, so the probability weight of 

point p, in m points is:

Burg B = Yj^ogp, (4.4)

(4.5)

Z'-(Py)
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Td
neighbourhood divided by V2 , i.e., a  < — , here is the radius o f  the

Obviously, ^ ^ > ( h',) = 1 . Then the minimum relative information principle can be
(=1

applied in order to estimate the parameter.

Parameter <r has some constraints. Firstly, a  should be bigger than the minimum 

distance between two points with different responses divided by ^|2 , 

min(j(v,v;))
i.e.,<T > — ----- 7=------- , otherwise all the points are out o f  the neighbourhood and then

V2

the influences yield no significant difference between the points inside and outside the 

neighbourhood. Secondly, a  should be less than the radius o f  the densest

densest neighbourhood.

'"dhigher! -  {radius o f  S | point w' e  S and S is most densest neighborhood}

In denser areas, a  should be bigger so that the influence o f the points inside the 

neighbourhood is more significant as the neighbourhood contains more points. So in 

the densest area which ju st is the -neighbourhood, cr reaches the maximum

value. Since > m in (J (v ,v ,)) , so the constraint is:

min(i/(v,v;)) f d
 ̂ (4.6)

V2 V2

4.4.2 Search for densest area

The point associated with the highest risk value is called the highest point. Though 

these kinds o f  points and the densest areas may not be unique, there is still only one 

maximum radius o f  all the densest areas. For the densest area it has a desirable 

property; no m atter how the neighbourhood increases or decreases, the risk value 

associated with it is the global maximum value. This property means that the 

following procedure can find the highest point inside the densest area:

1. Increase the radius o f  the neighbourhood o f  a point which contains at least one 

unexpected point and one expected point from the smallest to the largest; 

calculate the ratio between the number o f  unexpected points and the total 

number o f  points in the neighbourhood. Select the maximum ratio as the local 

highest risk value.
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2. Perform step 1 for every point in the dataset; from all the local maximum rates, 

select the maximum rate that is the risk value associated with the highest point. 

The detailed algorithm is the following:

Suppose there are k  points (p,,/?2 P 3 ,.••)/»*) ^ dataset, denotes the distance

between the points pair

Consider the distances between pointp, and other points: .

1. Sort the distances J,, <d,. <d.. <,...< d,, .
W, W j 1/3 5 I /* _ i

2. 7 =  1

3. In the J,; -neighbourhood of the point , if there are at least one unexpected

(X) )
point and one expected point, calculate the risk probability =

(^)

(That the neighbourhood includes some unexpected and expected point is to 

avoid some local dense area where the risk of some points reaches 100% or 

0%)

4. Otherwise, y = 7  + 1 and increase neighbourhood radius toc?,,  ̂ . Go to step 3.

5. Letr„^ = m a x { r , 2 , r , 3 , r , .

Do the same steps for the other points p ^ ,h -2 ,3 ,.. .k  , calculate

• e t = m a x ( r 2,̂ r3,^,/;,^,.../i,J . So the point p„ and the

associated risk probability are the highest point and highest risk respectively. 

Phighesi denotes the highest point and denotes the associated value.

Figure 4-7 illustrates an example of searching the local maximum risk procedure for 

point Vg in a simple case, x represents unexpected points and 0  represents normal 

points.
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VI

V6V4

V8 V9

Figure 4-7: Searching the local maximum risk procedure for point Vg 

4.4.3 Confirm parameter

By applying the minimum relative information principle to the weight probability 

with the constraint, the question converts to: find a suitable cr to satisfy:
m

min (5  = ^ lo g p (w ,) )  (4.7)
M P . P : ) )

7!

An approximation can be reached by numeric solution as follows:
m

Note, that in (4 .7 ), 5  = ^ logp(M ',) is a continuous function. For continuous
/ = J

functions, there is a very important property: extreme value theorem.

[Extrem evaluetheorem ]

As showed in Figure 4-8, suppose that /  is a function which is continuous within the 

closed interval [a,b\. Then there exists a real number c in [a,b] such that /  has a 

minimum value at jc = c .

min(t/(v,v,)) min(<s?(v, v,))
< cr < — 'f=^ is a closed interval with x, = —^

V2 ~ 72  ' V2

^ higher

7T
vd^  _  ' ^ h i g h e s t
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To find the minimum value, we can simply separate this interval into many

small intervals o f the same width [x^,x2 ],[x2 ,x^],[xj,x^],...[x„_^,x„] and plug

m

v a l u e s i n t o  (4.7). Suppose 5  = ^ log ;? (vvJ reaches the minimum value
;=1

at X, , then cr = j:, is the approximated result.

f(b)

c

Figure 4-8: Continuous function can reach minimum value on a closed interval

From the above description o f the method, the dataset must contain at least one 

expected point and one unexpected point to estimate the risk probability. This is 

reasonable because if  all points are the same type, the risk probability should be either 

0 or 1 and this means that the action represented by the point certainly happens or 

never happens.

4.5 Case Studies

We use a very simple dataset to illustrate how this method calculates the risk 

probability and updates the risk probability when new point joins.

Case Study 1

As shown in Figure 4-9, suppose that there are three points a(l,l),6 (l,0 ) ,c (3 ,0 ). The 

responses o f point a and b are 1 and the response o f point c is 0. Intuitively, the risk
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probability of point a should be highest, the risk probability o f b is middle and c is 

the smallest one because the distance between point c and a is bigger than the 

distance between point c and b ; so point c should have more influence on b than on 

a .

b ( l .  0) |C (3 , 0)

Figure 4-9: Three points dataset

I. Confirm the range o f a : »  s  a  i  ^ highest

~

Obviously, min(£/(v,,v^))(here responses o f v, and v̂  are different) is the distance

between point b and c ,  so min(c?(v, , v̂  )) = 2 . is the radius o f the densest

neighbourhood containing unexpected points and expected points. According to the 

searching algorithm, equals the distance between point b and c , sord îgf,^,, = 2 •

2 2 2Therefore < a  < —?=, cr must be .
V2 V2 V2

2. According the formula in (4.3), we have:

1

 ̂ attr{a,a)+attr{a,b) _ 2e
attr{a, a) + attr{a, b) + attr{a, c)

2 0 - “

2e +e  
1

1 4

p(jj^- attr{a,a)+attr{a,b)  _ 2e 
attr{b,a)+attr{b,b)+attr{b,c) ^

S 4

, , attr(c,a) +attr(c,b) e +e
attr[c,a)+ attr[c,b) + attr(c,c) ^
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Then according to the form ula(4 .5), we have:

p(„)=----- ---------------
p { a )  + p{b )  + p {c )

— m—

p{a )  + p{b)  + p{c)

P M -  ^ -------p{a )  + p{b )  + p {c )

m in(5  = log p { w j  + log p(w^) + log/?(w^))
'̂ -T 2

o -= 1 .5 /7 2 -1 .0 6 0 7

Then the risk probabilities o f  three points are 

/?(«) = 0.9221 

= 0.8835 

p (c ) = 0.6214

These values match the intuitive idea.

C ase S tudy 2

As shown in Figure 4-10, suppose there are three points a(l,l),Z )(l,0 ),c(3 ,0) and an 

additional point d{3,l)  jo ins this dataset. The responses o f  point a and b are 1 and the 

response o f  point c and d  is 0. Intuitively, the risk probability o f  all the old points 

a , b  and c should get smaller as an expected point d  jo ins the dataset. At the same 

time, according to the symmetry rule, point a  and b should have the same value and 

point c and d  should have the same value.
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a( i ,  i) \ d (3 ,1)

b ( l ,  0 )  IC(3 ,  0)

Figure 4-10: Four points data set

Confirm the range o f  ^ < a < - highest

■

2
Similarly, we can calculate that cr must be .

2 .

I
 __________ attr{a, a] + attr{a, b)_______________   2e ___

attr{a,a) +at tr(a,b)+at tr{a,c)+at tr{a,d)  —
2e + e

 i_
attr{b,a) + attr{b,b) _ 2e

attr{b,a) + attr{b,b)+ attr{p,c) + attr{p,d)  ̂ ^
2e  + e  + e

 ^   ^
 ̂  ̂_  attr{c, a) + altr{c, b) _  g + g

attr{c,a)+attr(c,b)+attr{c,c)+attr{c,d) e 2cr +  g  20- 4 2e

5 _^
_  attr{d, a) + attr{d, b) _  e + e

attr(d,a) + attr(d,b)+at tr{d,c) + attr{d,d)
e  2 a  +  g  20- -f  2 e

P M -

=

p{w,)  =

p{a)  + p(b)  + p(c)  + p(d)

 _________
p(a)  + p(b) + p(c)  + p(d)

_________ P(c)_________
p(a)  + p(b) + p(c)  + p(d)
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p{a)  + p{b) + p{c)  + p{d)

mm{B = log p(w  J  + log p{w^) + log M  ) + log p{Wj  ))

o- = 1.5/V 2 = 1.0607 

p{a) = 0.8222 

p{b)  = 0.8222 

/7(c) = 0.1778 

p(i/) = 0.1778

These values match the intuitive idea again.

4.6 Summary

This chapter presents a new risk probability estimation method from a risk relativity 

measurement. This measurement can not only measure how many points there are in a 

neighborhood as well as how close they are to each other in the neighborhood, but 

also considers the influence o f  the distribution o f  points both inside and outside o f the 

neighborhood. In order to confirm parameters in the relative measurement, a weight 

probability with some constraints is constructed and the minimum relative 

information principle is introduced to calculate it. Finally, we use two simple datasets 

to illustrate how this method calculates the risk probability and updates the risk 

probability when a new point joins. The next chapter shall describe how to evaluate 

the method in general.
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5 Evaluation Methodology

5.1 Introduction

Having modelled the data using the method described in the previous chapter, the 

question arises as to whether this model is suitable for global computing environments. 

To answer this question one needs to consider effective model evaluation. Evaluating 

model is to measure how this estimating method could benefit the security assessment 

in global computing environments. It is an important com ponent in the whole 

estimation procedure.

5.2 Evaluation Criteria and Metrics

In a global computing environment, a massively networked infrastructure has to 

support a large population o f  diverse but cooperating entities. In such dynamic and 

unpredictable environments entities will be both autonomous and mobile, and will 

have to be capable o f dealing with unforeseen circumstances ranging from unexpected 

interactions with other entities to disconnected operation. The usability requirement 

implies that entities have to make decisions eveiy time once the context changes and 

most decisions will have to be made by the computing entities themselves, probably 

autonomously. A successful risk probability estimation method must suitable for peer- 

to-peer type o f interaction in an uncertain world. To evaluate the method proposed in 

this thesis, we investigate four evaluation metrics to see how our risk probability 

estimation benefits the security assessment in global computing.

Effectiveness

The peer-to-peer type o f  interaction in the global computing environment requires that 

the participating entities make decisions to accept or reject the request. A good risk 

probability estimation method should improve the interaction success rate in the 

community consisting o f all such entities in the long term because it permits the 

rejection o f  malicious requests and enhances productivity and community security 

levels. A community with good security mechanism is effective. Therefore, we define
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interaction success rate as a metric to measure tiie effectiveness o f  tliis method. An 

interaction is considered successful if  the request from an entity is accepted and this 

entity performs as expected. Otherwise one or both o f  the entities is faced with the 

risic o f malicious behaviors from the other peer. The successful interaction rate is 

defined as a ratio o f  the number o f successful interactions over the total number o f 

interactions with the accepted requests in the community over a period o f  time. A 

community with a higher interaction success rate has a higher productivity and a 

stronger level o f security.

Adaptivity

In global computing environments, entities could face variable scenarios. They have 

to assess what the situation in real-time. The decision o f  an entity could be different 

even for the requests from the same other entity as the context may change, this entity 

could accumulate more knowledge on the time while they may have little prior 

knowledge at the initial stage. This presents a major challenge to our method o f risk 

probability estimation. O ur estimation method must be adaptive to heterogenic data 

and data size.

Therefore, adaptivity o f  an estimation method should be considered as an important 

measurement. We will control the size o f dataset and compare the result by applying 

different methods to see how the methods can fit the different dataset.

Accuracy

We define estimation accuracy as a metric to evaluate how well the risk probability 

estimation helps entities in making decisions. If  the risk probability o f  an interaction 

is greater than cut point value c e  [0,1], the entity that requests a service or resource 

will be considered “unexpected” . Otherwise, it will be considered “expected”. 

Estimation is considered correct when a trustworthy entity is evaluated as expected or 

a risky entity is evaluated as unexpected. In contrast, estimation is considered 

incorrect if  a trustworthy entity is evaluated as unexpected or a risky entity is 

evaluated as expected. For the first case, the entity that requests a service or resource 

may miss an opportunity to interact with a trustworthy entity. For the second case, the 

entity that requests a service or resource may end up interacting with an untrustworthy
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entity and running into the risk o f  misbehavior from the other entity. The estimation 

accuracy is defined as the ratio o f the correct estimation over the total number o f 

estimation.

A 2 x 2  frequency table can be obtained by cross-classifying the observed and 

predicted behavior o f  the entities in the interactions which are generally used to 

calculate accuracy. For example, consider the risk o f  a road-traffic accident. The 

sample size is 1000 including 665 accidents and 335 normal driving. I f  0.6 is the cut 

point, all the driving events with predicted values greater than 0.6 are regarded as 

accidents and all the driving events with predicted values less than 0.6 are regarded as 

the normal. Suppose that 706 accidents and 294 normal are observed according to the 

cut point. I f  589 predicted accidents o f the 706 predicted accidents are right 

predictions and 218 predicted normal o f 294 predicted normal are right predictions, 

then 706-589=117 predicted accidents are actually the normal and 294-218=76 

predicted normal are actually the accidents. Therefore, there is a classification table as 

follows and accuracy is (589+ 218 )/l000=80.7%.

Accidents

(Predicted)

Normal

(Predicted)

Total

Accidents

(Observed)

589 76 665

Normal

(Observed)

117 218 335

Total 706 294 1000

Table 5-1: An example of classification table

Speed

The entity in global computing could be a computer, a PDA, a mobile phone or even 

an intelligent sensor. The computing capabilities are different while a powerful central 

server is absent. In the real global computing applications, an entity has to respond to 

a request in real-time or at least semi-real time. This requires the risk probability 

estimation must be finished at 10 seconds intervals. However, m ost existing 

algorithms cannot respond in such limited time. If  the estimation method proposed in 

this thesis could not solve this problem, it still could be not a good estimator.
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Therefore, we shall analyse how the method suits the distributed infrastructure to 

provide the estimation within a limited period o f  time.

Generally, most o f  current existing methods have performance in these four aspects as 

dash rectangle. They could be stronger in accuracy, however much weaker in other 

aspects. Our estimation method will try to balance them to suit global computing 

environment. In such an environment, a good estim ator must have no special 

weakness.

Accuracv

Figure 5-1 Performance in four evaluation aspects

5.3 Summary

This chapter discusses how to evaluate the risk probability estimation. For a given 

application domain, a computational system should be able to select an interaction 

partner (or partners) such that the risk o f  interacting with that entity is deemed to be 

acceptable to the decision-maker. Clearly the most important criterion for any 

application is how well it improves on the current situation. Beyond that, we realize 

that the special requirements from the global computing environments must be 

considered, such as the method adaptivity and speed. They will be applied in the 

empirical evaluation in the context o f a network intrusion detection system in the next 

chapter.
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6. Applying Risk Probability Estimation in P2P Community

6.1 Introduction

As described in Chapter 2, the SECURE project aims to be a general security model 

for the global computing infrastructure, whereby an entity could evaluate a request 

from other entities using SECURE framework in global computing environment. 

Figure 6.1 depicts the working flow o f an entity assessing a request from another one. 

Entity b sends a request to entity a.  Entity a will search for the related evidence 

which could be first-hand pieces of evidence, e.g., its observation o f the previous 

behavior o f entity' b or second-hand pieces o f evidence such as recommendation from 

other entities. Then the evidence is used as the input for the risk analysis component 

and the trust engine. The risk analysis component will firstly, estimate the risk 

probability, secondly the interaction outcome (it could be an interval by optimistic 

and pessimistic value) and finally the combination of each as the final risk value. This 

risk value will collaborate with the trust value from trust engine to help the entity a to 

make decision.

Therefore, to evaluate the risk probabilities estimation method, ideally, we should 

examine how risk probability helps the SECURE framework to enhance the security 

o f a system in a global computing environment. However, because the concrete global 

computing environments do not yet exist, we will simply use risk probability as the 

only security assessment method in simulated experiments. It means that the entity 

will make a decision based only on the risk probability estimation o f an interaction. 

We must point out that this will affect some evaluation metrics described in Chapter 5 

such as accuracy because in this situation the risk probability estimation method 

becomes a binary classifier based on the historical entity behavior.

In the remainder o f this chapter. Section 2 will address the design the experiments and 

related parameters. Section 3 will describe the dataset from DARPA intrusion 

detection system used in the experiment and discuss the data pre-processing. Section 

4 will analyze and compare the results from the four evaluation criteria by using the 

different techniques to estimate risk probability before a brief summaiy in Section 5.
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Request

Make decision

Recognition

Evidence

Observation
Recommendation
Reputation
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Risk
Probability
Estimation

Optimistic
Pessimistic
Outcome

Risk assessment

Collaboration with trust

Figure 6-1: Working flow of an entity assessing a request in SECURE

framework

6.2 Experiments Design and Related Parameters

Because there is no global computing environment available for empirical evaluation, 

we built a simulated environment in which a P2P community contains entities, 

whereby every entity could send a request to another one for some resource. Some o f 

the requests in this community are from malicious entities and malicious entities may 

have the unexpected performance such as destroying the resource if  an entity accepts 

the request from these kinds o f  entities. The normal entity will have expected 

performance if  an entity accepts the request from the normal entity.
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A decision-making component is called when a requested entity has to decide what 

action should be taken due to a request made by another entity, the requesting entity. 

This component is SECURE engine. As in figure 6-2, The Entity Recognition module 

deals with digital virtual identities and is in charge o f dynamically recognizing them. 

In the background, another component is in charge o f  gathering evidence: 

recommendations, comparisons between expected outcomes o f  the chosen actions and 

real outcomes. This evidence is used to update risk and trust information. The risk 

engine determines the risk o f  the current situation using information supplied by the 

Evidence Manager. The chosen action should maintain the appropriate risk/benefit 

ratio. Depending on dispositional trust and system trust, the weight o f  the trust value 

in the final decision may be small. Ideally the risk probability value should be 

combined with outcome o f  an event as risk value. Then this risk value will link to 

trust value to help the decision maker to make correct judgem ent on a request.

For example, an entity Bob sends a request to Alice to get a set o f  files. The entity 

recognition module o f  SECURE engine in Alice will firstly check Bob’s profile, 

collect the evidence such recommendation, reputation about Bob. Risk evaluation 

module will estimate outcome o f  the request and the probability o f  risk involved in 

based on bob's profile, request and evidence. The trust value from trust engine will be 

combined with the risk value as final value for Alice. Alice has to make decision 

according to this value and observe the behaviour o f  Bob. This observation and 

outcome o f  decision making will be stored into evidence manager for future 

evaluation and other entities. These are the whole cycle o f  security analysis for an 

interaction in the global peer to peer environment.

To simplify the experiment, in this thesis, the entity will make decisions only based 

on the risk probability value o f  a feature vector which is abstracted from the request, 

entity and context.

To make the experiments more real, all the feature vectors are from an actual 

intrusion detection system which is the DARPA Intrusion Detection Evaluation 

Program. This program will be described in detail in next section.
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Figure 6-2 High-level views of the SECURE framework

We set the total number o f  entities in this community to 100. Each request from 

normal entities should be as expected, i.e. if  a request from the normal entity is 

accepted, this normal entity will not destroy the resource. All o f  the unexpected 

requests are from malicious entities. However, if a request from the malicious entity is 

accepted by an entity, the malicious entity will not necessarily destroy the resource, 

i.e. the response o f  the request is not certain to be 1. The experiments proceed as each 

entity is randomly chosen to perform an interaction with each other entity.

Every entity observes the behavior o f  the other peer o f  interaction, once it thinks the 

request is safe enough and accepts it. I f  the behavior is as expected, then the response 

o f  the request will be set to 0 and kept as evidence. Otherwise, the response o f the 

request will be set to 1 and stored as evidence. At the same time, the feature vector o f 

the request and distances between the feature vector and others existing feature 

vectors will be stored as evidence also. This evidence is depicted in Figure 6-1 as a 

component o f  the SECURE framework

In a global computing environment, every entity could receive some requests from 

unknown entities and at the initial stage all the entities have little knowledge o f others. 

Entities will accumulate more experiences with time and then make more correct 

decisions. The first experiment will simulate this procedure. For the first experiment, 

we vary the number o f  average requests from entities and see how the different risk 

probability methods could be adaptive to situations and help the entity make correct 

decisions which lead to the high success rate o f  interaction in the community. The 

second experiment will focus on the estimation accuracy o f  the different methods.



The third experiment explores how fast the different methods could provide the 

estimating in this context.

6.3 Dataset Description and Preprocessing

As the description o f  experiments in last section, the most important thing is to 

generate the requests within the community. However, because concrete global 

computing environments do not yet exist, we use a dataset from DARPA Intrusion 

Detection Evaluation Program to make our experiments more real. In the dataset, 

every record will be the feature vector o f an interaction which is abstract represent o f 

a request, receiver, sender and other context information.

In 1998, the DARPA Intrusion Detection Evaluation Program was prepared and 

managed at the M IT Lincoln Labs. The objective was to survey and evaluate research 

into intrusion detection. Lincoln Labs set up an environment to acquire nine weeks o f 

raw TCP dump data for a local-area network (LAN) simulating a typical U.S. Air 

Force LAN. They operated the LAN as if it were a true Air Force environment, but 

peppered it with multiple attacks. A standard set o f  data to be audited, which includes 

a wide variety o f  intrusions simulated in a military network environment, was 

provided.

Intrusion Detection System (IDS) is a type o f security management system for 

computers and networks. It gathers and analyzes information from various areas 

within a computer or a network to identify possible security breaches, which include 

both intrusions (attacks from outside the organization) and misuse (attacks from 

within the organization), and raises alarms when the system is under attack. An 

Intrusion Detection System is a component in security system used to detect 

unauthorised access to a computer system or network in a traditional fixed 

infrastructure. It provides an online auditing capability to alert the defender that 

something appears to be wrong. Early work on intrusion detection was carried out by 

Anderson and Denning [Anderson, 1980] and [Denning, 1987], but since then, it has 

become a very active field o f  research [Allen, 2000], [Amoroso, 1998], [Boeckman, 

2000], [Briney, 1999], [Debar, 1999], [Durst, 1999], [Lippmann, 2000], [Lippmann, 

2000(a)], [Larson, 1999], [McHugh, 2000], [Northcutt, 1999] and [Ptacek, 1998].
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The whole raw data from this program was about four gigabytes o f  compressed binary 

TCP dump data from seven weeks o f network traffic. This was processed into about 

five million connection records.

A connection is a sequence o f  TCP packets starting and ending at some well defined 

times, between which data flows to and fi'om a source IP address to a target IP address 

under some well defined protocol. Each connection is labeled as either normal, or as 

an attack, with exactly one specific attack type. Each connection record consists o f 

about 100 bytes.

In theory, the risk probability values o f  the same types o f  connections should have 

similar risks, while inhomogeneous connections have distinct values. However, it is 

worthwhile to note that this is not always true because the risk o f  a point is 

determined by its characteristic as well as the distribution o f  points in its 

neighborhood. For example, people who are addicted to drugs in a poor area are 

supposed to have a higher risk o f catching a certain disease. But a similar person in a 

rich area is supposed to have a lower risk o f  catching the disease. The reason is that 

more people are addicted to drugs in the neighbourhood in the poor area, which 

increases the risk o f  catching the disease when the characteristics o f  the individual 

person are the same.

For the IDS context, the normal connections could have the higher risk as the 

unexpected connections if  the point representing the normal connection is in a dense 

“unexpected” region in which there are more unexpected points and less normal 

points around. (See Figure 6-2(a)). Similarly, if the point representing the unexpected 

connection is in a dense “normal” region in which there are more normal points and 

less unexpected points around, the risk probability value o f  point could be lower as 

the normal connections in its neighborhood. (See Figure 6-2(b))

Jt
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Figure 6-3 (a) Normal point in “unexpected” region (b) unexpected point in

“norm al” region

All simulated attacks in the dataset fall into four main categories;

•  Denial o f service (DOS): these attacks have the goal o f limiting or denying 

service provided by to a user, computer, or network. A common example is the 

SYN-Flood attack, where the attacker floods the victims host with more TCP 

connection requests than it can handle, causing the host to be unable to respond to 

valid requests for service.

•  User-to-root (U2R); The goal o f these attacks is gaining root or super-user access 

on a particular computer system on which the attacker previously had user-level 

access. Common examples of U2R’s are buffer-overflow attacks on various 

operation system programs, including eject, ffbconfig, and fdformat on Solaris.

•  Remote-to-local (R2L): these attacks are to gain local access to a computer or 

network to which the attacker previously only had remote access. Examples are 

attempting to guess a password to illegally login to a computer system and the 

“imap” bufifer-overflow, where a specifically crafted binary string sent during an 

“imap” mail connection yields access to the Linux system, for a particular version 

of imapd.

•  Probe: These attacks are to gain knowledge o f the configuration o f a computer 

system or network. A common example is the IPsweep attack where the attack 

sweeps one or more IP addresses in a given range to determine which addresses 

correspond to live hosts.

Figure 6-3 shows an example o f raw TCP/IP dump data record. VARl,

VAR2...VAR41 are 41 various quantitative and qualitative features . VAR42 is

labeled as “normal” which means this connection is not an attack, i.e., all the packets

in Figure 6-3 show normal traffic.
VARl IVAf12|VAR3jVAR4! VARS { VAR6 1 VAR7J 1 GO V A R ^ VARloJ 1 1 ro !v aR 1 3 | VAli VAR39 1 VAR40 1 VAR41 1 VAR42

0 tcp http SF 215 45076 0 0 0 0 0 0 0 0 0  lyarmi

0 Icp http SF 162 4528 0 0 0 0 0 1 0 0 0 0 notmal.
0 tcp http SF 236 1228 0 0 0 0 0 1 0 0 D noimaL
0 tcp SF 233 2032 0 0 0 0 0 1 0 0 G 0 normal.

0 tcp http SF 239 488 0 0 0 0 0 1 0 0 0 0 notmd.
0 tcp http SF 238 1282 0 0 0 0 0 1 0 0 0 0 normal.

0 tcp http SF 235 1337 0 0 0 0 0 1 0 0 G 0 nocmaL
0 tcp http SF 234 13G4 0 0 0 0 0 0 0 0 0 normal.
0 tcp http SF 239 1295 0 0 0 G 0 1 0 0 0 0 normal.
0 tcp http SF 101 5450 0 0 0 0 0 1 0 0 0 0 normal.

0 (cp http SF 184 124 0 0 0 0 0 1 0 0 0 0 normal.
0 tcp http SF 185 9020 0 0 0 0 0 1 0 0 0 0 normal.
0 tcp http SF 239 1295 0 0 0 0 0 1 0 0 0 0 normal.
0 tcp http SF 181 5450 0 0 0 0 0 1 0 0 0 0 normal.
0 tcp http SF 236 1228 0 0 0 0 0 1 0 0 0 0 normal.

 ̂Qualitative features are those features whose types are not numeric such as nominal.
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Figure 6-4: An example of a raw data record for training

These features are taken directly from the raw dataset. Extraction o f some higher- 

level features should be helpful in distinguishing normal connections from 

attacks. For example, the “same service” feature that is a time-based traffic feature of 

the connection records examines only the connections in the past two seconds that 

have the same service as the current connection. Though derived features should be 

able to help us to achieve more precise prediction, we have not used them for 

simplifying this prototype experiment.

In the set data, the distribution of connection types is shown in Figure 6-4. There are 

around 19.69% normal connections in the dataset and the others are attacking 

connections. So the average unexpected connection rate is 80.31%^. In the remaining 

connections, the two predominant attacks are “sm urf’ and “Neptune” and have 

70.78% and 27.02 records respectively (see details Figure 6.5)

19.69%

80.31%

E3 n o rm a l  a a t t a c k

 ̂ This number is very high but from original data set. It means that there are over 80% attacks in the original data 
set.
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Figure 6-4: Distribution of connection types
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Figure 6-5: Distribution of a ttack  types

Among the 41 features, one variable is removed as it’s always zero and there are 3 

nominal variables; protocol type, service, flag (in Figure 6.3, they are VARl, VAR2 

and VAR3). Nominal variables have to be continuous numbers, such that the 

associated feature vector could be a computable one.

We assign each nominal value as a binary dummy variable which is the normal 

method to convert a nominal value to a numeric value [Teknomo, 2006]. For example, 

for variable protocol type, it has three possible values: TCP, UDP and ICMP. We use 

three new variables (TCP, UDP and ICMP) to represent the variable protocol type 

(see Figure 6.6);

• If the value of protocol type is TCP. Then the value o f variable TCP is set as 1,

the value of variable UDP is set as 0 and the value of variable ICMP is set as 0.

• If the value o f protocol type is UDP. Then the value o f variable TCP is set as 0,

the value o f variable UDP is set as 1 and the value o f variable ICMP is set as 0.

• If the value o f protocol type is ICMP. Then the value of variable TCP is set as 

0, the value o f variable UDP is set as 0 and the value o f variable ICMP is set 

as 1.
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Figure 6-6: Convert nominal variable to numeric value

Typically, to make a classifier valid, the dataset containing the features vectors and 

their responses should be split into two parts. One is for training and the other is for 

validation. For example, in the KNN method, parameter k is selected in training 

dataset, then be applied into validation dataset to make sure k is still valid.

In the simulated experiments, every entity observes the behavior o f  other peer 

involved in the interaction if the request o f  the peer is accepted, keeps the observation 

result into evidence store and then updates some parameters o f  estimation method. 

This update is ju st the training and the validation procedures. This update m ust be 

performed as long as the entity gains new evidence in order to guarantee the accuracy 

o f estimation, therefore the dataset from the evidence store has to be split into two 

parts every time.

6.4 Experiment Implementation and Result Analysis

The computing tools for the experiment include SAS8.0, Matlab6.5 in Intel PC 

platform (Pentium 4, 1.7GHz, 256M memory, 5G hard disk available). Since logistic 

regression and KNN are the most popular methods to estimate risk probability, we 

will use them and the method proposed in this thesis to perform the experiments. As
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discussed in Chapter 5, we evaluate the results from four views: effectiveness, 

adaptive, accuracy and speed.

Effectiveness & Adaptivity

We already define successfiii interaction rate as the effectiveness metric in global 

computing environment, which is the ratio o f the number o f  successftil interactions 

over the total number o f  interactions, with the accepted requests in the community up 

to a certain period o f  time.

In order to demonstrate that the risk probability estimation could improve the level of 

security besides applying logistic regression, KNN and method proposed in this thesis, 

we designed an experiment without any security assessment. In this experiment, every 

entity does not estimate the risk probability and makes a decision on a request total 

randomly. We vary the number o f average requests per entity from 5 to 90 which are 

5, 10, 20, 30,40, 50, 60, 70, 80 and 90 respectively. There are 100 entities in this 

community totally. So the total number o f requests also increases in every experiment. 

Before these experiments start, we assume that every entity has stored some evidence 

which is requests and behavior, i.e. the feature vectors and their responses. Initially, 

every entity keeps 60 feature vectors and their responses which are random selected 

from the raw TCP dump data. In a real global computing environment, an entity may 

not have any evidence initially. This entity can only guess the behavior o f  the other 

involved peer, observe the peer’s behavior and store the request and the behavior as 

evidence unless this entity can get any recommendation, reputation or other trust 

related information about the peer. According the description o f the proposed method 

in Chapter 4, the method can work as long as an entity have evidence for one request 

with expected behavior and another request with unexpected behavior. However, with 

so little information KNN and logistic regression both do not work. There is no 

necessary to compare them at all. We find that if the number o f  records random 

selected from the raw TCP dump data is over than 30, the ratio o f  records with attack 

label and records with normal label can be consistent with the ratio o f  them in original 

dataset. So we set 60 feature vectors and responses as initial evidence in which half o f 

them are for training and the other half o f  them is for validation. The complete results 

o f experiments are shown in Figure 6.7. Logistic regression only works when the 

number o f average requests is 10 and 20. Except the two times, SAS package gives 

warnings “Quasi-complete separation o f  data points detected” and “The maximum



likelihood estimate may not exist” for 8 times. It demonstrates that this parametric 

estimation method strongly depends on data configuration and is only valid when 

particular assumptions are met. In the experiments without any security assessment, 

the entity accepts requests randomly, so the distribution o f  successful interaction rate 

is similar with the percentage o f  normal connections in the dataset. By comparing the 

KNN and method proposed in this thesis, we find that they are both very robust to the 

data configuration. When the number o f  interactions is small, the successful 

interaction rate in the community using method in this thesis is higher than using 

KNN. However, with more interactions, the performance o f  KNN is a little better than 

the method proposed in this thesis. Another interesting result is that the value o f k as 

the parameter o f  KNN always equals to 1 in the set o f  experiments.

120.00%  1   ^
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Average num ber of interactions per entity

Figure 6.7: Effectiveness and adaptivity of risk probability methods 

Accuracy

The estimation accuracy is the ratio o f the correct estimation over the total number o f 

estimations. When calculating the accuracy, we should consider both accepted 

requests and refused requests (the latter being different to successful interaction rate, 

as calculating successful interaction rate only considers the accepted requests). 

However, since the entity that refuses requests to a service or resource may miss an 

opportunity to interact with a trustworthy entity, only using the successful interaction

■  • ■ ■ l i f t *
▲

A ■ ^
•  ♦ ♦ logistic regresson 

■ knn
A  method in tliis thesis 
X no security assessment

. ) t  . .  J ,  1 K  n  ,
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rate as an evaluation metric is not enough. They should be both high in a perfect 

evaluation. Because logistic regression does not work for most o f  the dataset in our 

experiments, we select the experiment when the number o f  average requests per entity 

is 20 so that all o f  the three methods produce the results.

Q total accuracy 
■ success rate

logistic knn method in this
regression thesis

Figure 6.8: Accuracy o f each estimation method

As shown in Figure 6.8, the results are satisfied; the accuracy rate and successful 

interaction rate both increase in the same direction. It is not surprising that KNN has 

the highest performance level, accuracy o f  the method proposed in this thesis is at a 

little lower and the logistic regression is the last one because KNN has good 

reputation as a classifier. However, in the risk probability values produced by KNN 

most o f them are either 1 or 0. They mean that the interactions certainly happen or 

never happen. We believe that this is because the value o f  k as parameter o f  KNN 

keeps the same: 1 and in such a small neighborhood most o f  the risk probability 

values have to be either 1 or 0. This result is not reasonable. For example, we cannot 

set the odd o f  next win to 1 because Inter Milan already won 8th straight while ignore 

previous performances o f  the team.

Speed

Speed is another important metric to evaluate estimation method in global computing. 

Actually there are two time periods in the whole estimation procedure.

The first is when a new request comes, how long it will take to make a decision to 

accept it or not. Obviously, the request sender cannot wait for any lengthy period o f 

time as his request and decision have to be made in real time. However, the method
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proposed in this thesis, KNN and logistic regression could provide the real time 

response when a new request is made.

The second time period is how long it will take for him to update the parameter for his 

risk probability estimation method when an entity monitors the behaviors o f the peer 

in the interaction. For example, in KNN, k is parameter to be updated and in logistics 

regression, the coefficients are parameters to be updated. In the method proposed in 

this thesis, cr is the parameter to be confirmed. It seems that the latter is not quite as 

important compared with the former one because an entity could update the parameter 

when he is available to do or even at offline. However, since the population o f  entities 

could be very large in a global computing environment, that possibility o f an entity 

having to make decision on many requests and observe a lot o f  the behavior changes 

o f the peers at the same time is not rare. So this period o f  updating parameters could 

not be ignored.

We select the experiment when number o f  average requests per entity is 20, so that all 

three methods can produce a result. To get the precise time period for updating the 

parameter, we repeat this experiments three times and use average time as the final 

evaluation time.

3

2.5

v> 2
■B
so 1.5
«V) 1

0.5

0

■ ..................... •............... ................ ..............■.... ........■ ...............  .....

,  V  '  ; 5  ■ '  :  r

r '  n1
logistic

regression
knn metliod 

propose<l in tliis 
tliesis

Figure 6.9: Speed of each estimation method

As shown in Figure 6.9, the method proposed in this thesis and KNN still have better 

performance than logistic regression. Actually, KNN and the method proposed in this 

thesis could both use the stored evidence i.e. the distances o f  every two records (the 

distance is for the attractor calculation in (4.3) in Chapter 4). So when the parameter 

in those methods needs to be updated, we do not need to calculate all the distances 

every time which is the most time consuming part. However, to calculate the
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coefficients o f logistic regression, we have to calculate a matrix and its reverse matrix 

which is needed in an iterative Newton-Raphson method every time. [Li, 2006] 

Actually the speed performance can also be proved from computational complexity 

theory. The complexity of using Newton-Raphson is 0{n\ogn) while complexity of 

the method proposed in this thesis and KNN is 0{n). (That Complexity o f KNN for 

computing risk value in the environment is 0(ji) is because the distances of each two 

points have been stored for next iterative every time.)

It is worthwhile to present that using training and validation procedure to update the 

parameters might be not suitable for estimating risk probability in theory. Those 

procedures guarantee that the classifier is general enough and will work for other 

datasets. However, they ignore the change o f density o f points and therefore miss 

some influence o f the points. For example, there are 6 points as shown in Figure 6.10 

(b). This dataset is split into two parts and one o f the sampling data for training is like 

6. 10 (a). According to point’s distribution in Figure 6. 10 (a), k should be I and this 

is also valid for the other part. However, the risk probability o f points in Figure 6. 10 

(a) is obviously not different with the risk probability o f points in Figure 6. 10 (b).

This issue always exists no matter how many points in the dataset. Actually training 

dataset and validation dataset should have consistent distribution as the whole original 

dataset. The term consistent is for a certain separator in the dataset. But as long as the 

sampling performs it will change the density o f points and miss the influence o f  some 

points. The influence o f missed points would not affect classifier because the 

separator o f the dataset is not affected. Essentially a classifier only cares how to 

distinct the points by a certain difference and it will ignore all the other differences

a ( l ,  1)

e(1,2) f(3,2)
•  +

a ( i .  1) d (3 ,1)
•  +

(a) Sampling data for training (b) Original data

Figure 6.10: Sampling the data for training ignore the influence of some points
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which are smaller than the certain difference within the points. However ignoring the 

smaller differences can produce different risk probability values. Unfortunately, We 

haven’t got any quantitatively evidence for this point: In the set o f  experiments, if  we 

use the whole dataset instead o f  splitting it, the parameter o f  KNN is still I, logistic 

regression does not work for most o f  experiments and the method proposed in this 

thesis produces a very similar result.

6.5 Summary

Table 6-1 summarizes the comparison between logistic regression, KNN and the 

method proposed in this thesis.

Logistic regression KNN Method in this 

thesis

Robust to the dataset Low High High

Benefit success rate Low High High

Accuracy. Low High M iddle

Speed Low Middle High

Table 6-1: Summary of comparing three risk probability estimation methods

Especially, the figure 6.11 shows the method proposed in this paper and KNN have 

very similar performance in speed and accuracy while logistic regression is weaker in 

these aspects. It is worth to note that most o f the risk probability values generated by 

KNN are either 1 or 0. This result is not reasonable as they means that the interaction 

is either a certain event or not possible to happen. It is also not helpful when it is used 

in a decision making environment together with the value o f  the consequences.
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Figure 6.11 Comparing three risk probability estimation methods on Speed vs. 

Accuracy

This chapter discussed the application o f  the method proposed in Chapter 4 in the 

context o f a P2P community. It describes the empirical evaluation o f  the proposed 

method and analyzes its result.

The aim o f the experiment is to see how the risk probability estimation method could 

benefit security assessment in a global computing environment. The results illustrated 

that non-parametric estimation methods are more robust than parametric estimation 

methods to the data distribution. In effectiveness, accuracy and speed metrics, the 

method proposed and KNN have better performance although we believe that KNN is 

a good classifier rather than a risk probability method. The next chapter reviews the 

whole thesis and draws conclusions on the ideas presented. It also suggests a number 

o f  future proposals for building upon this work.

*  KNN
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7 Conclusion and Proposals for Future Research

7.1 Introduction

This final chapter will review the thesis and summarize its m ajor research 

contributions to security assessment in a global computing environment. In addition, 

this chapter discusses possible future work that would serve to improve the method 

and provide security managers with additional insights about their estimates

7.2 Review of Tliesis

To the best o f  our knowledge, this is the first time risk probability estimation has been 

applied to a global computing environment and investigates how to estimate risk 

probability o f a security assessment in global computing environment. Over the last 

few years there has been an increasing interest in information security due to the fact 

that information systems have become more susceptible to risks from malicious 

actions or inadvertent user errors and from natural or man-made disasters in the age o f 

distributed, interconnected and interdependent computing. The composition and 

characteristics o f  this massively networked infrastructure which supports a large 

population o f  diverse but cooperating entities will be both dynamic and unpredictable. 

In order to effectively protect the information managed by the system, it is necessary 

to examine the level o f  trust that a user may have, that a system or a product conforms 

to its functional security specifications, and that it does not perform unintended 

functions. Determining the level o f  trust in a system is the purpose o f  security 

assessment in which assessing risk is one key element in a set o f  security assessment 

activities.

Quantitative analysis is particularly welcome in assessing risk since it provides an 

objective measurement o f  the risk o f using the system, which can be used to establish 

further controls such as cost-effective analysis and risk mitigation. A proper 

evaluation o f  risks requires appropriate assessments o f  the probability that a particular 

event will occur and the impact that the event may have on objectives, e.g., the costs 

to the owner o f the information system.
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However, few risk probability estimation methods currently exist which are able to 

explore the nature o f  data distribution from a global view and general enough to work 

without assumptions about the underlying functional relationship between the 

dependent and independent variables. Global computing environment requires the 

estimating method must independent o f  the data configuration, self-adaptive, accurate 

and fast enough for various entities with different computing capabilities. These are 

the main motivations for proposing a new method.

If a point is used to represent the event or interaction examined, risk probability 

estimation essentially explores the point distribution both inside its neighborhood and 

outside o f the neighborhood. When estimating risk probability, we have to consider 

how many points there are in a neighborhood, how close they are to each other and 

how the influence o f  distribution o f points within and outside o f  the neighborhood are. 

In addition, risk is a very relative concept which means that estimating the probability 

is a dynamic procedure. A new risk probability estimation method based on a 

relativity measurement is proposed by combining all o f  the above considerations from 

a global view and the minimum relative information principle is applied to confirm its 

parameter. To evaluate our method four criteria: effectiveness, adaptive, speed and 

accuracy are introduced and a set o f empirical tests are performed in the context o f 

P2P community systems. Finally, the experiment results using the method proposed in 

this thesis, logistic regression and k-nearest neighbor are discussed. The proposed 

method enhances the level o f security assessment, is strongly robust to the dataset, 

provides high accurate estimation within limited time and is very suitable for global 

computing.

7.3 Summary of Thesis Contributions

The research contributions o f  this thesis can be summarized as follows:

Firstly, the thesis explores the nature o f  risk probability and presents design 

requirements for estimating risk probability in global computing. These requirements 

include:

•  The method must be adaptive to the data distribution.

•  The method must be fast enough.

•  The method must be accurate and benefit the security assessment in global

computing.
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To achieve accuracy o f  estimation, this method measures:

•  How many points there are in a neighborhood

• How close they are to each other within a neighborhood

• The influence o f  points distribution both within and outside o f  the

neighborhood

•  Measure the relativity o f  different types o f points according the above three 

requirements.

Secondly, a new risk probability estimation method based on a relativity measurement 

from a global view without any assumptions is proposed according to these 

requirements. The Minimum Relative Information Principle is applied to confirm the 

parameters in the measurement.

A third major contribution o f  this thesis is the implementation o f  the proposed method 

in a research prototype, which has allowed us to subject it to empirical evaluation in 

the context o f  a network intrusion detection system.

7.4 Future Work

This section describes possible future work that could significantly contribute to the 

value that the risk probability estimation provides to security assessment.

Remove correlation and scale of the different features.

In the evaluation experiment. Euclidean distance is the distance metric between two 

feature vectors. However, every element in a vector expresses a feature o f  the 

connection. We do not know how important each feature playing a role in the 

connection may be. At the same time, as all the elements have been discrete, they 

scatter in different ranges. The above formula cannot account for these issues. There 

are two ways to improve it. One is to do some data preprocessing. In fact, the 

relationships between variables can be detected by using factor analysis techniques 

such as principal components analysis, factor rotation and factor scores which can be 

used to scale, orthogonalize and reduce the dimension o f  the feature data. [Richard, 

1974], [Michael, 1994], [Fruchter, 1954] and [Paul, 1974]. After the preprocessing, 

the feature vectors are converted to standard vector with uniform weight. The other 

simpler method is to use another distance metric which takes the correlation and scale 

o f various features into account. The Mahalanobis distance, defined in the following, 

appears to be an interesting alternative:
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MD^ = { X - m , ) C ~ \ X - m , )

where X  is one o f the feature vectors in cluster t; m, is the mean vector in cluster t; 

and C, is the covariance matrix for X .

It can be shown that the surfaces on which r is constant are ellipsoids that are centered 

around the mean w ,. In the special case where the features are uncorrelated and the 

variances in all directions are the same, these surfaces are spheres, and the 

Mahalanobis distance is equivalent to the Euclidean distance. However, it is superior 

to the Euclidean distance because it takes the distribution o f the points into account 

and it automatically adjusts for the scaling of the coordinate axes [Donald, 1967] and 

[A.R.de Leon, 2005]. It corrects for correlation between the different features.

Evaluation scheme

Chapter 5 described some evaluation scheme and how it was applied to the set of 

experiments. Although the empirical evaluation performed satisfactorily and 

demonstrates the capabilities o f the method we proposed, there are some issues to be 

considered. We note that all existing evaluation methods are using sufficient 

conditions instead of necessary conditions for goodness-of-fit and they are using 

indirect instead o f direct ways to assess the accuracy o f prediction. It appears 

worthwhile to further research into finding the necessary conditions and direct metrics 

for accuracy o f prediction though they are commonly recognized as difficult topics 

[Collett, 1991] and [Agresti, 1990].

Dynamic risk probability evolution

Security assessment is a dynamic cyclic procedure which means that the performance 

or request o f each entity has to been evaluated in a consistent and continuous manner. 

As an important quantitative measurement in security assessment, the risk probability 

associated has to be adjusted also. For example, assume that an entity was allowed to 

use some resource after the first evaluation on the risk o f authorizing its request. If the 

entity happened to damage the resource in some way, then the next time it requested 

the same resource, the risk o f authorizing the request from the entity should normally 

increase even though the entity itself has not changed. Obviously, the risk probability 

estimation the first time provides the basis for the evaluation the second time. 

However, it remains unclear how to adjust the original risk in a reasonable and
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quantified way. This is because modification to the initial risk value depends on all 

the previous experiences or performance, so to simplify this problem, we could 

assume that it is only influenced by past states through the state in the most immediate 

past and the identical mechanism cause the previously state to influence the current 

judgment, i.e.

P { X , = S ,  \x,_,=s,_„x,_,=s,_„....x, =s„x,=s,) = p{x, =s,_,)

p{x,  =  =  S,_,)=p{x,  =

k=l,2 ,3„...

Where is the i th state of an event sequence.

In this case satisfying, the process of risk adjusting can be modeled as one-step 

Markov Chain having stationary transition probabilities [Dani, 1997]. It is very simple 

model but provides the good clue for more complex situation. Further research is still 

in progress.

Combining with trust

In SECURE fi-amework, trust engine can dynamically compute the trust value, that is, 

the trustworthiness of the requesting entity based on pieces of evidence; a risk module 

can dynamically evaluate the risk involved in the interaction. People knows risk and 

trust are two aspects o f an event. However how to combine them to produce a proper 

value for decision maker remain not very clear. This may be a cross domain research 

topic. It is very interesting to explore the relationship from Psychology, Computer 

science or Statistics view.

7.5 Summary of Conclusions

The proposed non-parametric risk probability estimation method does not assume pre

existing knowledge about the relationship between the feature vector and its response, 

which is based on a relativity measure. An evaluation of the proposed algorithm 

indicates that it is more robust than parametric algorithms and that it performs 

considerably faster and better than at least one other popular non-parametric 

algorithm in global computing environment. Proposals for future work suggest that 

we may improve on this, already good, performance.
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