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Summary

The goal of the research conducted in this thesis is to provide insight into how it is pos-
sible to improve the energy efficiency of sensing devices in the Internet of Things (IoT) by
taking advantage of the correlation exhibited in the information they collect. With massive
deployments of low-power sensing devices in cities, factories, fields, etc., and with many of
them being energy-constrained due to their reliance on a non-rechargeable battery or on
energy harvesting, energy-efficient scheduling of updates transmitted by such devices is of
extreme importance to future networks.

We focus on a system of low-power sensing devices, observing a phenomenon distributed
in space and evolving in time. In such a scenario, the collected information may exhibit
correlation in time that can be leveraged to improve devices’ energy efficiency without
impacting the performance of the services that rely on the information collected. To gain
insight on how beneficial it can be for the system to rely on the correlated information, we
employ the recently proposed Age of Information (AoI) metric, which quantifies the freshness
of information, to analyse the system. Building on the obtained insight, we propose a design
of an energy-aware scheduling mechanism using a Deep Reinforcement Learning (DRL)
algorithm to improve sensing devices’ energy efficiency.

First, we comprehensively analyse a system of two correlated sensors using the AoI
metric. We prove that there is an optimal waiting time for the first update from the
correlated source such that the benefits of employing correlated information are the highest.
However, there is a limit of how much one sensor can benefit by leveraging correlation of
information collected by others. Furthermore, we show that there is a fundamental trade-off
between that gain and the correlated sensor’s update rate. Additionally, by using different
covariance models, which we employ to model the correlation between sensors, we can show
their impact on the gain of using correlated information. To provide intuition regarding the
use of covariance models, we analyse data collected in a real sensor network.

With the gained insight, we are able to design an energy-aware scheduling mechanism
using two DRL algorithms, namely Deep Q-Network (DQN) and Deep Deterministic Policy
Gradient (DDPG). The proposed mechanism is capable of determining the frequency with
which sensors should transmit their updates, to ensure the accurate collection of observa-
tions, while simultaneously considering the energy available. To evaluate our scheduling
mechanism, we use multiple datasets containing multiple environmental observations ob-
tained in two real sensor deployments. We show that our solution is capable of significantly

Jernej Hribar PhD Thesis



iv

extending sensors lifetime. We compare our mechanism to an idealized, all-knowing, sched-
uler to demonstrate that its performance is near-optimal. Additionally, we analyse a key
feature of our design, energy-awareness, by displaying the impact of sensors’ energy levels
on the set frequency of updates.

In this thesis, we, by proposing a scheduling mechanism, demonstrate how it is possible
to take advantage of correlation exhibited in the information collected by low-power sensors
to extend the lifetime of the network. Our work considers information collected by sensors
as a network resource that can be used to improve their energy efficiency.
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Introduction

“ Everything is related to everything else, but near things are more related
than distant things. ”

Waldo Tobler’s First Law of Geography, 1969

Over the course of the next few years, billions of Internet of Things (IoT) sensing devices
will be deployed [1]. These devices will collect information essential for various services to
make decisions and take actions. However, many of these sensors will be battery-powered
or rely on energy harvesting to obtain the necessary energy to transmit an observation.
Providing accurate and up-to-date information to services while keeping the battery-powered
sensors functional for as long as possible is one of the primary challenges in the IoT.

In this thesis, we investigate how it is possible to prolong the lifespan of battery-powered
sensors by leveraging the massive scale of the Internet of Things (IoT). In a network with
billions of sensors, it is expected that information collected by them exhibits high temporal
and spatial correlation. By using correlated information, it is possible for individual devices
to reduce their transmission requirements and save energy. Timeliness of information, i.e. a
measure of how much time has elapsed since the information was generated, plays a crucial
role in determining how beneficial an update received from a sensor is. We propose a mech-
anism that enables sensors to decrease the frequency with which they transmit updates.
Our mechanism takes advantage of newer information from correlated sensors, thereby re-
ducing the energy consumption of devices without impacting the system performance. In
other words, we use the IoT’s immense scale to our advantage, as more devices mean a
higher probability of sensors transmitting correlated information. The closer to each other
the sensors are, the more likely it is that the information they are collecting is correlated in
time.

We have designed the proposed scheduling mechanism by considering the IoT architec-
ture and the role of sensing devices within it. More specifically, we consider a publish-
subscribe scenario, in which services “subscribe” to observations “published” by sensing
devices. Such an approach usually requires a central entity, e.g., a server, on which the
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4 1. Introduction

information collected by sensing devices is stored. At the same time, services connect to
it to obtain the required information rather than connecting to sensing devices themselves.
In theory, the approach could be disturbed, which means that each device would store its
observations and each service would connect directly to the device from which it requires
information. However, in practice, due to the many limitations of sensing devices, the cent-
ralized approach is more common. We take advantage of such a centralized approach by
deploying the proposed scheduling mechanism at the location of the central entity. This
means that the proposed mechanism is located at the gateway(to which wireless sensors
directly connect), or further up the IoT architecture in the cloud.

1.1 Utilising Correlated Information in the IoT

Since 2017, IoT devices have outnumbered1 humans, and it is estimated that by the end
of 2025 there will be more than 20 billion1 IoT devices deployed worldwide [2]. With IoT
devices becoming more ubiquitous, network providers have to find a way to accommodate
the diverse requirements these devices have in comparison to a traditional cellular users
(humans); this is a trend that is reflected in the recently proposed Long Term Evolution
for Machines (LTE-M) for the 4th generation (4G) and Narrowband IoT (NB-IoT) as part
of the 5th generation (5G) of cellular network technology. Additionally, other Low-Power
Wide-Area Network (LPWAN) protocols designed specifically for IoT devices have been
proposed, such as SigFox, Weightless, and Long Range Wide Area Network (LoRaWAN).
The main reasons behind the emergence of such protocols is the requirement of IoT devices
to transmit data in an energy-efficient manner [3].

On top of facilitating energy efficient communication protocols, the energy efficiency of
IoT devices may be improved by tapping into the resources provided by devices themselves,
namely data. The generated data is essential for a variety of services in smart cities [4],
Industry 4.0 [5], smart agriculture [6], and many other IoT applications. The role of a service
is to make decisions based on the provided information. For example, in smart agriculture,
a service controlling an irrigation system requires information from various environmental
sensors to decide which fields to water. When information from a sensor at one location is
outdated or unavailable, information correlated in time and space obtained by other sensors
may be used to aid the service’s decisions. We believe that leveraging collected data has
untapped potential in the IoT. A sensor can decrease the frequency with which it transmits
its updates by relying on the use of correlated information, consequently reducing its energy
consumption without impacting the services’ performance.

The decision on how often a sensor should transmit an update primarily depends on the
service requirements. In general, the higher the required accuracy is, the more often a sensor
should transmit its observations. However, whenever sensors transmit information which

1 This number excludes computers, phones, and tablets.

PhD Thesis Jernej Hribar



1.2 The Scenario of Interest 5

is correlated in time, the timeliness of the information plays a crucial role in determining
how informative, i.e. useful, an update is for the service. The timeliness of a status update
depends on the time elapsed since the last update from the information source, e.g., a
sensor2, and can be characterised through the metric called the Age of Information (AoI) [7].
The AoI is relevant in a network in which the receiver is interested in fresh information, but
information sources are limited in how often they can send updates. For example, a source
using energy harvesting can transmit only when it has collected enough energy to transmit
a new update. Or a source might be unable to transmit due to excessive contention for the
transmission channel. The underlying assumption is that the more recently the information
was generated, the greater its importance in the decision-making process [8]. For example,
real-time applications need a constant rate of fresh information to make the right decision,
e.g., a sensor in an industrial environment measuring production-critical parameters. In this
thesis, we show the AoI can be leveraged to determine how often a sensor should transmit
its information [9], which is an important parameter in a variety of scenarios such as Cyber-
Physical Systems (CPSs), Unmanned Aerial Vehicle (UAV) control, stock trading, robotics,
etc. As pointed out in [10], finding the optimal update rate for transmitting timely updates
as a function of system parameters remains an open question.

The decision of when a sensor should transmit a new update depends on various factors
such as the sensor’s available energy, timeliness of updates from other correlated sensors,
contention for the transmission channel, etc. Additionally, the decision has to take into
account the ever-changing environment as sensors may be added or removed, energy levels
may change due to energy harvesting, etc. In such an environment, controlling the rate
at which the sources transmit updated information about the observed phenomenon is a
non trivial task. To tackle this challenge, we split the problem into two parts. In the
first part, we analyse a system of correlated sources. Then, in the second part, we use
our obtained intuition to propose a Deep Reinforcement Learning (DRL) based updating
mechanism capable of decreasing the frequency with which IoT sensors transmit updates
without compromising the accuracy of the information collected. The proposed mechanism
learns from the content of the information collected to improve the energy efficiency of
low-power sensors, thus making IoT deployments more sustainable, both economically and
environmentally.

1.2 The Scenario of Interest

In many IoT scenarios, sensors will be deployed over a large area with limited energy for
their operation. In such a scenario, an efficient way of scheduling their updates can signi-
ficantly prolong their lifespan. We focus on inexpensive low-power sensing devices deployed
to monitor a physical phenomenon over large areas. For example, in a smart city, sensors

2Throughout this thesis we refer to source and sensor interchangeably.
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monitor phenomena distributed in space and evolving in time such as temperature, pre-
cipitation, traffic, quality of air, etc. In such a case, the change in an observation at one
location may reveal a similar change in observations at other monitoring points. Therefore,
an individual device can lower its transmission rate, by taking advantage of available correl-
ated information from other sources, thus save energy without impacting the performance
of services.

Inexpensive low-power sensors are typically equipped with processors that are usually
small in size, consume very little energy, and have limited processing power. For example,
ARM micro-controller processors are frequently used for such devices [11], capable of per-
forming a basic task, such as to measure temperature, etc. Additionally, such devices are
being equipped with energy-efficient communication technology. In our scenario, we assume
that devices rely on one of many LPWANs protocols [3], reflecting the trend of LPWANs as
the fastest-growing protocols in IoT deployments. It is estimated that over one billion new
IoT devices, outfitted with one of the various LPWAN based radios, will be deployed in the
next few years [12]. Most devices in such deployments will use a star topology, meaning
that the device will communicate directly with a gateway.

Additionally, these devices rely on the sleep mode to preserve energy, as when the device
is “sleeping” its energy consumption is negligible. The downside of sleep mode is that while
the device is in this mode, the gateway can not communicate with the device. Consequently,
the gateway is not able to ask for new observations on demand. The decision regarding when
the device should wake-up and send its next observation has to be made while the device is
still in the active mode. Typically, the device is in the active mode after it has transmitted
an observation. In addition to the two mentioned constraints (limited processing power
and use of sleep mode), we also consider that devices in our scenario have limited energy
available. Deployed devices are powered only by a non-rechargeable battery, rather than
connected to the power grid. In real deployments, that is often the case as connecting
devices to the power grid may be too costly. For such devices, every transmission counts,
as it brings the device closer to expiration.

1.3 Thesis Outline

In this thesis, we present the key quantitative results of our work in chapters 3 and 4. In
both chapters, we focus on the question of how a network can utilise available correlated
information collected by sensors. Specifically, in chapter 3, we focus on mathematical ana-
lysis to obtain intuition on how the timeliness of information impacts the accuracy of the
observations collected by sensors. We then build on this acquired intuition and propose
an energy-aware scheduling mechanism in chapter 4 using a Deep Reinforcement Learning
algorithm. The organisation of the thesis is as follows:

Chapter 2, Background, provides the relevant background for the thesis, discussing the
analytical tools and frameworks we rely on to provide insights on how to utilise correlated
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information in IoT. Additionally, we describe how IoT emerged and define it as an ecosys-
tem connecting billions of devices. As our work relies on the use of correlated information,
we provide an in-depth overview of works on energy-efficient transmitting carried out in the
context of Wireless Sensor Networks (WSNs). Because our work considers the AoI, which
was proposed in the recent literature on information theory, we provide the necessary back-
ground and list relevant literature. We conclude the chapter by proving a short discussion
on the applicability of DRL in the IoT, as we employ DRL in our proposed scheduling
mechanism, and list some relevant applications of DRL to communication networks.

In Chapter 3, Using Correlated Information to Extend the Lifetime of Low-
power Sensors, we outline how observations gathered by one sensor can be used to improve
the timeliness of updates of other correlated sensors in the network. We consider a system
of two correlated information sources, i.e., sensors, which periodically send updates to a
gateway. Each update carries information regarding the observed physical phenomenon dis-
tributed in space and evolving in time. The optimal use of updates in such a system greatly
depends on the correlation between the two sources. To explore this effect, we investigate
three different models of the covariance between the sensors. Using the covariance, we then
model the information correlation between sources. To show the trade-offs of using updates
from the correlated sources, we analyse the system for two distinct cases, in which the source
of interest updates more and less frequently than the correlated source. In the last part of
the chapter, we make use of observations collected by nine sensors which we selected from
the Intel Berkeley Research laboratory3. The presented data analysis provides the reader
with practical insights into the benefits of using correlated information by the system.

In Chapter 4, Energy-Aware Deep Reinforcement Learning Based Scheduling
Mechanism, we explore how to design a scheduling mechanism capable of taking advantage
of the available correlated information. We implement the scheduling mechanism using two
different DRL algorithms, Deep Q-Network (DQN) and Deep Deterministic Policy Gradi-
ent (DDPG). To be able to employ DRL algorithms, we describe the problem as a decision-
making process and highlight the practical challenges that the mechanism has to overcome.
We then describe in detail how we implemented the energy-aware scheduling mechanism
using DQN and DDPG, and evaluate the mechanism in a simulated environment. In total,
we rely on five different observation sets obtained from two real sensor deployments. We
benchmark the scheduling mechanism performance over five observation sets and compare
it to an ideal, all-knowing, scheduler. We show that our mechanism can on average prolong
the lifetime of sensors to 90 percent of the lifetime that an ideal, all-knowing, scheduler
would be able to achieve. Additionally, we demonstrate how a key feature of our scheduler,
energy balancing, performs in a simulated environment. To simulate the environment with
which the proposed scheduling mechanism interacts as realistically as possible, we leverage
observations obtained from the Intel Berkeley Research laboratory and the SmartSantander
testbed3. The Intel dataset provided us with temperature and humidity observations from

3 We provide a more in-depth description of the dataset in Appendix B.
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fifty sensors collected in an office environment over nine days. The SmartSantander obser-
vations were collected in an outdoor environment from twenty temperature, ten humidity,
and eight ambient noise sensors over nineteen days.

In Chapter 5, Conclusions and Future Directions, we conclude our work by summar-
izing our key contributions and discuss potential extensions of our work. More specifically,
we examine possible continuation studies and future directions.

1.4 Contributions

In this section, we list the main research contributions presented in this thesis. Our contri-
butions range from providing conceptual intuition obtained analytically to simulation-based
results demonstrating the performance of our proposed design. To summarize it in one sen-
tence, we provide insights on how it is possible to effectively take advantage of correlated
information collected by low-power sensors to improve their energy efficiency. We list our
contributions based on the chapter in which they appear.

Chapter 2 - Background

In this chapter, we present background information for the thesis and list related work.
As part of our discussion we make the following contributions:

• Through historical examples we show that the idea behind IoT, i.e., every object
connected into a single network, has always been present in the field of wireless com-
munication. The ramification of this is that the insights provided by our work will be
applicable even in the network that will replace the IoT as we know it today.

• We make a case for the design of IoT networks that account for the energy and
computational limitations of typical IoT devices, and more broadly the sustainability
of the network. As we highlight in this chapter, the IoT offers new possibilities
for improving the performance of sensors, especially due to rise of various Machine
Learning (ML) algorithms capable of extracting patterns from data.

Chapter 3 - Using Correlated Information to Extend the Lifetime of Low-power
Sensors

In the third chapter, we analyse the timeliness of information for a system comprising
two correlated sources using the recently proposed AoI metric. The main aim of our work
is to establish an updating strategy that a source should adopt to maximise the benefits of
using correlated information.

• We derive both the minimal and optimal time shifts between two sources’ updates,
indicating when it is beneficial for the system to use an update from a correlated
source.
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• We analytically calculate the maximum gain from using correlated information and
show the trade-off between reduced error gain and update rate, which must be con-
sidered when setting the optimal updating strategy.

• By employing multiple covariance models to represent the correlation between inform-
ation sources, we can demonstrate their impact on the gain of leveraging correlated
information.

• We analyse data, collected in a real sensor network, to provide intuition regarding the
applicability of different covariance models to capture temporal and spatial correla-
tion.

• We compare the energy savings achieved by adopting our proposed updating strategy
to the state-of-the-art approach proposed in the recent literature.

Chapter 4 - Energy-Aware Deep Reinforcement Learning Based Scheduling
Mechanism

In this chapter, we design an energy-aware updating mechanism using a DRL algorithm
capable of taking advantage of the correlation exhibited in information collected by low-
power sensors. The mechanism is capable of determining a sensor’s next update time based
on its available energy, the freshness of the information collected, and the expected lifetime
of other sensors in the network. Its main goal is to reduce the energy consumption of
sensors while at the same time ensuring that services using the collected information are
not adversely affected. The main contributions we make in this chapter are as follows:

• We propose a mathematical framework that the scheduling mechanism can rely on to
characterise the accuracy of collected information in the absence of fresh observations
from sensors.

• We define the decision-making problem that our proposed mechanism is capable of
solving by identifying states, actions, and a reward function.

• We implement the proposed scheduling mechanism using two DRL algorithms, DQN
and DDPG, and provide a detailed description of our implementations.

• We use multiple datasets containing multiple environmental observations obtained in
a real deployment to show that the proposed mechanism is capable of significantly
extending the lifetime of sensors.

• We compare the mechanism to an idealized, all-knowing, scheduler to demonstrate
that its performance is near-optimal.

• We evaluate a key feature of our design, energy-awareness, by quantifying the impact
of sensors’ energy levels on the set frequency of updates.

1.5 Dissemination

In this section, we list accepted and under-review scientific papers written during the PhD
project. Note that the work we marked with an asterisk is directly relevant to this thesis.
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Background

“ When wireless is perfectly applied the whole Earth will be converted into
a huge brain, which in fact it is, all things being particles of a real and
rhythmic whole... and the instruments through which we shall be able to
do this will be amazingly simple compared with our present telephone. A
man will be able to carry one in his vest pocket.

”
Nikola Tesla, 1926

The main purpose of this chapter is to present the essential tools we rely on in our
work. We provide basic intuition behind discussed topics and provide reference to numerous
manuscripts in which a reader may find a more in-depth description of them.

This chapter consists of five sections. In the first section, we describe how the Internet
of Things (IoT) emerged. In its essence, the IoT represent the idea of a connected world,
and while the exact definitions change over time, the core idea remains the same. Therefore,
even though our work is tailored to its current iteration, our findings should be applicable in
its next manifestation. In the second section, we define the IoT as a pervasive environment
which connects billions of devices into one colossal ecosystem. Such an ecosystem offers
new possibilities and options on how to improve low-power sensors’ energy efficiency, the
main focus of our work. In the third subsection, we describe various energy saving schemes
that, similar to us, rely on leveraging correlated information collected by sensors. Our work
differentiates from others by relying on the recently proposed Age of Information (AoI)
metric. In the fourth section, we provide a comprehensive description of the AoI metric
and discuss how it can be utilized in a system of sensors collecting correlated information.
Finally, because we employ Deep Reinforcement Learning (DRL) to prolong the lifetime of
the network, we provide a short description or DRL, discuss when it is suitable to adopt
DRL in an IoT ecosystem, and review existing energy-aware applications of DRL.
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Figure 2.1: Timeline of enabling technologies and important events for the development of IoT.

2.1 The emergence of Internet of Things

The IoT represents a network of devices such as home appliances, Unmanned Aerial Vehicles
(UAVs), mechanical machines, etc., with added sensors, actuators, and connectivity that
enables them to interact with each other, e.g., exchange data. The generally accepted
definitions of the term IoT describe it as a Machine-to-Machine (M2M) or a Human-to-
Machine (H2M) interaction with the Internet as a communication medium [13–17]. Some
IoT definitions are more user-centric, i.e., H2M interactions. For example, the authors
in [14] describe it as a communication standard agnostic interconnection of devices with
an ability to share data across different platforms to enable various new applications. In
contrast, the International Telecommunications Union (ITU) provided a more M2M centric
definition by defining the term IoT as the network where at anytime and anyplace, anyone
or anything can be connected to the Internet [17]. Nevertheless, all IoT definitions share the
same core idea that exists since the inception of wireless technology, namely, every object
(thing) connected in one network.

Nearly a century ago, Nicola Tesla had an idea of connecting the entire surface of the
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planet into one colossal brain [18]. He understood that with wireless technology, it would
be possible to connect every object into one unified network. Nowadays, we refer to this
unified network as the Internet. Interestingly, the term “Internet of Things” was coined much
later in 1999 when Kevin Ashton used the term IoT in his presentation on applications of
Radio-frequency Identification (RFID) in industrial environments [19]. Recently, new names
have been proposed to describe a network in which devices communicate with each other in
massive scales. For example, Industrial IoT (IIoT), Internet of Everything (IoT), or Internet
of Nano Things (IoNT) [20]. However, regardless of the name that will be used to denote
the IoT as we know today, the core idea will remain the same, i.e., every object connected
into one single network.

In Fig. 2.1 we present important events and technologies that helped IoT to emerge. In
1982 a group of students at Carnegie Mellon University connected a Coke machine to the
network to save themselves a walk to it when it was empty [21] - this is now recognized as the
first object connected to the network. Eight years later, in 1990, John Romkey built a toaster
he could control over the World Wide Web (WWW) [22], supposedly the first device with
such a capability. Later, in the early 2000s, various product manufacturers picked up interest
in the area and designed the first massively produced devices with Internet connectivity in
mind. For example, Ambient Orb and Nabaztag [23] relied on the Internet connectivity to
change colour to inform users regarding the weather or stock market conditions. None of
those devices had significant market success, but they paved a path towards the IoT as we
know today. These examples of early IoT devices reveal the true motivation of connecting
an object to the Internet: By adding sensors and connectivity to things1 we can simplify
our daily tasks.

2.2 IoT as an Ecosystem

Based on a variety of possible applications, technologies, and domains of use [24–26], we
consider the IoT as the combination of devices, data, connectivity, software, and users, that
form an ecosystem, as illustrated in Fig. 2.2. The ecosystem enables a pervasive environ-
ment where devices interact among themselves and users, collecting information, processing,
and transferring it to be used by different applications by and for people, influencing and
modifying everyday life.

The focus of our work is on the low-power sensing devices generating information, and
we envision their role within the IoT ecosystem as follows:

Low-power Devices represent the core of the IoT, as they enable sensing and
actuating in the environment. These devices tend to be inexpensive, and as a
result, they are constrained in terms of processing power, energy, and communic-
ation capabilities. With recent advances in technology, the devices are becoming

1objects we interact with on a daily basis such as washing machines, keys, flowerpots, etc.
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Figure 2.2: The IoT ecosystem.

smaller and more energy-efficient. However, their constraints remain.
Connectivity enables devices to deliver data and to receive instructions. Wire-
less communication allows design flexibility and eases the deployment process.
However, many energy-constrained devices require energy-efficient data commu-
nications technology. For example, technologies such as ZigBee or 6lowPAN, based
on the 802.15.4 standard, provide energy-efficient communication at the expense of
low data rate (as low as few Kb/s). Such a low data rate is acceptable for numerous
IoT applications and, recently, many Low-Power Wide-Area Network (LPWAN)
standards have emerged. Such as Long Range Wide Area Network (LoRaWAN),
SigFox, Weightless, Long Term Evolution for Machines (LTE-M), Narrowband
IoT (NB-IoT), etc., all tailored to address different requirements of various IoT
applications.
Computing power plays a vital role in an IoT ecosystem, as services require it
to process available data and to make decisions. Services can access the highest
computing power in the cloud at the expense of longer response times. If services
require a faster response, the processing can be carried out closer to end devices,
i.e., at the access points or gateways. The third option is to use processing power
available on the IoT devices themselves. However, many low-power devices lack
the necessary processing power for complex computational tasks.
Data is generated in high volume and with great speed by a variety of different
IoT devices. It is also considered a precious resource that enables services to
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operate as desired. Additionally, the desire to generate data seems to be is the
driving force behind IoT deployments. Recently, there has been a notable trend
of the enormous amount of data is being leveraged by Machine Learning (ML)
techniques in a multitude of scenarios.
Users are the essential part of the IoT ecosystem. The primary objective of IoT is
to improve every aspect of users’ lives. Users and devices are meant to interact, but
moreover, devices are supposed to automate and communicate among themselves
to realize the user’s goal.

As we established in the introduction chapter, we focus on a scenario of multiple sensors
deployed over a large area with limited available energy. These sensors are part of the
ecosystem and play an essential role within it. However, services rarely interact with low-
power sensors directly. Instead, they rely on information that is already processed and
stored inside the network. For example, in a smart city, deployed sensors observe many
environmental parameters, e.g., weather, traffic congestion. A traffic control service will
not directly connect to a sensor installed on the street but rather access information for
a specific street saved on a server in the cloud. Therefore, the data used by the service
can originate from any relevant sensor. Following this logic, the infrastructure providers
deploying sensors can take advantage of massive deployments by leveraging correlation in the
collected observations. By reducing the number of transmissions, the sensors can preserve
their energy, thus decreasing deployment and replacement cost.

In our work, we answer the question of how often sensors collecting correlated inform-
ation should transmit their observations while maintaining the accurate collection of in-
formation as required by services. By increasing the time between transmissions of their
observations, the sensors can save energy. As we discuss in the next section, the topic of
sensors’ energy efficiency has been of great interest to the community in the context of
Wireless Sensor Networks (WSNs).

2.3 Making Low-power Devices Energy Efficient Trough the
Use of Correlated Information

The use of spatial and temporal correlation has inspired energy saving schemes in the context
of WSNs [27–31]. The IoT differs from WSNs as it encompasses a variety of different
elements in a much more extensive network, and to a certain extent the WSN can be
understood as a part of the IoT ecosystem. Most works proposed to improve the low-
power sensors’ energy efficiency in WSNs rely on detection or reconstruction of the observed
phenomena, through data prediction or model-based active sampling methods.

The initial intention of using correlation to improve the sensing process in WSNs was
to use only a fraction of all available sensor nodes to reconstruct the observed physical
phenomenon [32]. This objective bears similarities to approaches proposed in estimation
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and detection theory, where the primary aim was to determine the necessary density to
detect the observed physical phenomenon correctly [33]. Several data-driven techniques that
utilise the correlation between sensor nodes for energy conservation have been proposed in
the past [27]. Of these, the one most related to our work is the data prediction technique,
in which information sensors use mathematical models to estimate the value of the observed
physical phenomenon at a given time and place. In some techniques, the sink estimates
the value of the observed phenomenon by aggregating information from multiple sensors.
Sensors transmit updates only when the information available at the sink results in an error
greater than a certain threshold. The authors in [34] show that, by using this approach,
the sensors can save energy by sending information only when necessary. However, the
approach requires that each of the sensors calculates the estimated value of the observed
phenomenon, which may present a challenge for sensors with limited processing capability.
Another option is a model-based active sampling technique, which relies on models used
only at the sink. In this case, the sink has to control when sensors send an update. As
demonstrated in [35], the energy savings are two-fold: fewer transmissions and less energy
needed to capture the data. However, the downside of this approach is that the sensor has
to constantly listen to discover when to send an update.

Recently a few approaches relying on correlated information to preserve energy were
proposed [36, 37]. In [36], the authors propose an algorithm that clusters sensors based on
their spatial and temporal correlation. Each time an update is required a different sensor
in a cluster will transmit it, thus preserving energy and simultaneously maintaining real-
time reporting. Similarly, in [37], the authors propose a scheduling algorithm that groups
sensors based on their physical locations to preserve energy. In both cases, the main energy
savings arrive due to the mesh network type, as an efficient clustering and routing can
result in significant energy savings. However, recent trends for low-power devices indicate
that devices will rely on LPWAN standards [38]. In such a case, the network has a star
topology and solutions presented in [36] and [37] have limited applicability.

Other methods include employing kriging, i.e., Gaussian process regression, to take ad-
vantage of correlated information [39, 40]. With kriging, it is possible to reduce the number
of transmission by interpolating observations from non-reporting sensors. For example,
in [39] the authors create an interpolation map. Using it, they can reduce the amount of
communication from sensors while keeping the accuracy of the observed phenomenon within
service requirements. The authors in [40] design a similar solution, proposing an algorithm
that selects which subset of sensors should transmit. Such approaches require a significant
amount of computing power for kriging. Additionally, a large number of overhead messages
is needed to orchestrate the sensors’ selection process, i.e., inform the sensor that it is its
turn to send an observation.

An interesting approach was proposed in [41], where the authors designed a scheduler
that exploits logical correlation and sleep-wake patterns of low-power devices in an ambient-
assisted home. The logical correlation is a correlation that describes the relationship between
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two or more measured quantities caused by one or more common independent quantities.
For example, an open window causes correlated changes in both temperature and humidity
measurements. The authors save energy by deactivating sensors when they are not expected
to sense anything relevant for the user living in the home. The downside of their approach
is that it has limited applicability, as ascertaining the logical correlation for a given scenario
is a non-trivial task.

In a more distantly related research area, environmetrics, researchers have looked into
how it is possible to leverage correlation between different monitoring sites to optimise mon-
itoring system design [42–45]. These works provide valuable insight on how to model the
correlation between sensors. The underlying assumption is that with less required mon-
itoring sites, the overall efficiency of the network will increase. For example, in [42], the
authors propose criteria on how to select the optimal sampling sites to observe a process
distributed in space. Similarly, in [43], the authors propose an optimal placement algorithm
for sampling sites, while the works in [44] and [45] provide an in-depth analysis of the im-
pact of sensors’ location on the monitoring process. However, in practice, these approaches
have limited applicability in a real network deployment. The determined optimal location
might be inaccessible, or costs of preparing the location for a sensor’s deployment are too
high. Additionally, the proposed approaches rely on a priori knowledge of statistical models
representing the observed phenomenon. Therefore, for these approaches to work, the infra-
structure provider would have to collect a certain amount of measurements before it could
determine the optimal sensor placement.

Our approach to improving energy efficiency in IoT relies on the concept of Age of
Information (AoI). Next, we present the AoI metric.

2.4 Age of Information in the IoT

2.4.1 A Metric Representing Information Freshness

In any network, the information generated by sources, e.g., sensors, is always outdated due
to delays, latency, traffic congestion, etc. In Fig. 2.3 we depict an information source, e.g.
a temperature sensor, generating status updates with information regarding the observed
physical phenomenon, e.g. temperature, and sending this information to the sink, e.g., a
thermostat. In addition to the observation, the status update also contains a time-stamp
revealing when the updates were generated. The time-stamping is crucial, as the sink relies
on the time-stamp to calculate the outdatedness of the received status update.

The AoI is defined as the time that has elapsed since a status update was generated at
the source:

∆i(t) := t− ti, (2.1)
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Figure 2.3: An information source sending status updates to the sink.
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where ti represents the time the source generated the ith update. We show the behaviour
of AoI at the sink in Fig. 2.4. The value t′i represents the time when the sink receives that
status update. Whenever the sink receives the update, the AoI becomes ∆i(t

′
i) = t′i−ti. The

AoI of a status update always increases linearly with time until the next status update lowers
the AoI value, at which point the AoI starts increasing linearly again. The delay between
the time the update was generated and received at the sink can be due, for example, to
latency in the network.

As demonstrated in [7], the behaviour of AoI is different from the delay. The delay
depends on transmission channel parameters, such as the distance between source and sink or
contention for the transmission channel. In general, delay usually refers to the transmission
process. AoI, on the other hand, is a broader concept, which encompasses delay, in addition
to other processing times, including the time elapsed since the information was generated.
For example, if sources transmit new updates rarely, the delay may be low, but the value of
the AoI of those status updates will be high.

Next, we present the basic method to measure the AoI in the system.

2.4.2 Characterizing the Age of Information

Various age-based metrics have been proposed to characterize the impact of outdated in-
formation on the system. The most basic measures the average [46] and provides valuable
insights on which transmission policy a source should undertake. We calculate the average
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AoI [47] by integrating the area under the process ∆(t), and normalize it by the time of
observation T as follows:

favg(T ) =
1

T

∫ T

0
∆(t)dt, (2.2)

and extending the observation interval T to infinity:

∆ = lim
T→∞

favg(T ). (2.3)

High average AoI indicates that status updates may be experiencing high delays on the
transmission channel or that the source is not transmitting frequently enough.

Minimizing the average AoI in a system may lead to surprising conclusions on when
the information source should send status updates. For example, in an energy harvesting
system, the source should not send an update when it has gathered enough energy, but
rather when a sufficient amount of time has elapsed since the last update [10]. Each new
update should deliver new information to the sink. The authors in [47] demonstrated that
the status updates should be processed on a last-come-first-served basis to minimize the
average AoI because it is expected that the packet at the end of the queue is the most up to
date. Even the most obvious updating policies may not be optimal. For example, zero-wait
policy in which sources transmit another update as soon as the last one was delivered is not
always optimal [9]. Such an approach may maximise throughput and minimize delay, but
does not always minimize the AoI.

The main drawback of the AoI metric is that the value of AoI does not reveal how
valuable to the system the information is. For example, information with AoI of five minutes
might be acceptable for a system monitoring temperature in a park, while the same AoI
value for information from a temperature sensor located in a combustion engine is not.
Merely measuring the time does not directly reveal how informative a status update is. The
solution is to employ a metric that also encompasses other relevant system parameters when
characterizing the impact of outdated information on the system, namely the effective AoI
[48].

2.4.3 On the Effective Age of Information

The idea of the effective AoI metric is to provide a measure indicating the impact of outdated
information on system performance. Ideally, such a metric would always return a number
that would intuitively express how informative an update is. Energy efficiency is an example
of such an intuitive metric, where a number reveals easy to comprehend system performance.
However, the effective AoI value depends on a variety of system parameters, and to this day,
it remains the most notable unanswered question in the AoI literature.
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Whenever the observed process changes rapidly, the value of fresh information is higher
than when the observed process evolves slowly over time. In an extreme case, when the
system would observe a constant, the effective AoI would always be zero. Because once
the system obtains the value of the constant process, it holds that information for all-time
instances. Ergo, a new update carries no further information for the system. In such a case,
the AoI of the sample would increase over time, but the effective AoI would remain zero as
an "old" sample is still as good as a "new" one. Effective AoI is fundamentally connected to
the concept of how much information the system obtained regarding the observed process.
The more information the system has about the observed process, the lower will be the
effective AoI.

A few attempts have been made to define an effective AoI metric [49, 50]. However,
none of the proposed approaches is practically applicable to a system of multiple correlated
sources, the system we consider in our work. For example, in [49] the authors proposed to
measure the impact of AoI using case-specific cost functions. However, they fail to propose
a fair mechanism for selecting the right cost function for a specific use case. They proposed
that in a system with fast changes, an exponential cost function would be acceptable, while
a logarithmic cost function could be an appropriate choice for a system with slow changes.
Unfortunately, in such a case, the selection of the cost function is arbitrary. Consequently,
any results and obtained insights would be directly impacted by the cost function selection.
A much better alternative to a cost function is a well-defined metric already widely used
by the community, that can capture the impact of outdated information on the system
performance.

The authors in [51] used Minimum Mean Square Error (MMSE) to quantify the use-
fulness of outdated information. They consider a system consisting of a source sampling
a Wiener process and sending updates through a channel to an estimator. They study an
optimal sampling policy, which can minimise the MMSE on the estimator. They find that
a zero-wait policy (the AoI optimal strategy) is not optimal. The optimal sampling policy
is a threshold policy, i.e., a source should wait a certain amount of time after the estim-
ator processed the last update before sending a new sample. Such behaviour indicates that
considering AoI alone is not enough for a system. Additionally, the results illustrate that
the effectiveness of outdated information on the system performance can be characterised
through the value of estimation error. In our work, we adopt estimation error to quantify
the effectiveness of outdated information in a system of multiple correlated sources.

2.4.4 The AoI in a System of Multiple Correlated Sources

In a system of multiple sources transmitting correlated information, an update from one
source lowers the need for a fresh update from all other sources. Sources should adopt status
sending policies which are AoI optimal, e.g., minimise average AoI. However, following such
an approach requires to translate the benefit of correlated information into the time domain,
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i.e., devise an effective AoI metric that encompasses the impact of correlated information.
Unfortunately, such a metric does not exist. In what follows, we first discuss the impact
of multiple sources on the system AoI performance and then conclude by describing how
others tackle the impact of correlation on the AoI value.

Determining the impact on the timeliness of information in a system of multiple sources
is a non-trivial task. An update from one source impacts the timeliness of the information
on all others. For example, if one source transmits an update, it may lead to additional
congestion on the transmission channel and long queues at the sink. The authors in [46]
considered a pair of independent sources sending a status update through a queue to a
sink. They show that there exists an optimal update rate, i.e., the time between a source’s
two consecutive updates, with which the source should transmit new updates to minimise
the average AoI for both sources. A system of multiple sources sending updates through a
queue to a sink is considered in [52]. They demonstrated using a simple queue management
technique that it is possible to minimise the AoI in the system. In their approach, upon
arrival of a new update from a source, they remove every other status update from the
same source that is already in the queue. A more in-depth analysis of a system of multiple
independent sources is provided in [53]. The authors conclude: “..that there are nontrivial
gains in trunking efficiency when N users share the system capacity. However, achieving
these gains appears to require coordinated load balancing of the sources.” This means that
sources need to adopt updating strategies to optimize their AoI related performance.

The challenge intensifies in a system of dependent sources, i.e., sources transmitting
correlated information. In such a case, an update from one source impacts the value of re-
ceiving a fresh status update from other correlated sources –a widespread scenario involving
IoT sensing devices. And interestingly, such a scenario is relatively unexplored in the AoI
literature.

A few works, including our own, have explored the topic [54–59]. In [54, 55] we have
proposed possible updating strategies correlated sources can adopt to take advantage of
correlated information and demonstrated potential benefits for the system. We were the
first to identify the potential benefits of leveraging more timely information from a correl-
ated source. We analysed a system of two sources, one primary source whose information
the system uses to base its decisions on, and one secondary source collecting correlated in-
formation. We demonstrated when it is beneficial for the system to rely on the information
collected by a correlated source. Additionally, we showed that by utilising more timely in-
formation from a correlated source, the primary source can reduce the frequency with which
it transmits its status update, thus saving energy. In [56] the authors considered a similar
system of multiple sensors, i.e., sources, periodically sampling from a one-dimensional static
random field. For such a system, they derived an optimal sampling rate, i.e., the frequency
with which a source should transmit status updates to keep the accuracy of observations
within a preset boundary. However, they did not show any potential gains, e.g., improved
energy efficiency, that sources can obtain by adopting the optimal policy. The other three
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works [57–59] examined the role of the AoI in a system of multiple correlated sources from
different perspectives.

The authors in [57] analysed a system of only one source observing a temporally correl-
ated physical phenomenon. In their system, the source is transmitting status updates over
an encoded channel to a monitor(sink). In such a system, two consecutive updates from the
source exhibit high correlation which the authors exploited when setting the sources’ update
scheme. They demonstrate that it is possible to minimise decoding failures by adopting their
proposed solution(update scheme). However, their approach has limited applicability in a
system observing a spatially and temporally correlated physical phenomenon - the system
we consider in this thesis.

The authors in [58] and [59] considered a similar problem, a system in which multiple
devices can obtain the same information. Nevertheless, their scenarios slightly differ. The
authors in [59] focused on a system of multiple sensors collecting information from various
sources of information. Note that the authors in [59] make a distinction between a source
of information and a sensor, meaning, that in their system, any of the sensors can obtain
information from any information source. For such a system, they propose an updating
scheme that minimises the AoI by limiting the number of transmission sensors have to do.
They prevent sensors from transmitting information collected from a source that another
sensor has already reported. A scenario of multiple wireless cameras observing the same
scenery and transmitting their live feed to a fog server for processing was considered in [58].
In such a case, cameras observe the same scenery from multiple angles. Therefore, since
they observe the same space, the captured pictures are correlated. The authors focus on
minimising the peak AoI of status updates (images of the scenery) from sources (cameras).
Note that the peak AoI denotes the maximal AoI value, i.e., the worst case [8]. By reducing
the peak AoI of status updates, the fog server can process images faster. Consequently,
the entire system can respond more quickly. The correlation considered by the authors in
[58] and [59] is not the same as correlation as in our work. They considered correlation as
different sensors/sources capable of obtaining the same information. We, on the other hand,
consider the correlation that arises when sources(sensors) observe spatially and temporally
correlated physical phenomena.

In all of the papers mentioned in this subsection, the observed phenomenon ware assumed
to be static, e.g., multiple sensors observing a stationary physical phenomenon, or the
same scenery captured by multiple cameras from different angles. In such settings, it is
possible to find an optimal updating strategy which the sources should adopt to optimise
their performance. However, such an idealised environment is not realistic. For example,
correlation of sources is not known apriori. To that end, to take advantage of correlated
information, the system has to adopt techniques that are capable of adapting source update
times to dynamics found in the real world, e.g., sensors observing a non-stationary process.
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Figure 2.5: Reinforcement Learning cycle.

2.4.5 Difference Between AoI and Temporal Correlation

At first glance, due to topics discussed in this chapter, the temporal correlation might seem
similar to the concept of AoI. However, these two concepts are very different. Temporal
correlation describes how values of the observed phenomenon are connected in time. Mean-
ing, temporal correlation reveals how similar is a measurement acquired in one moment to
a measurement obtained at another moment. In short, the AoI metric measures the timeli-
ness of updates and effect of outdated information on the decision-making process, while
temporal correlation describes how the value of observed phenomena is related to its past
values.

In the next section, we present the Deep Reinforcement Learning (DRL), a technique we
employ in our work, describe when it can be applied in the IoT ecosystem, and list existing
energy-saving applications.

2.5 Applying Deep Reinforcement Learning in the IoT Ecosys-
tem

In Reinforcement Learning (RL), the system deploys a learning agent capable of interacting
with the environment. The agent will take action. As a result, its state in the environment
will change. The interpreter will determine the agent’s state, and what the reward for the
taken action is. Then the agent will take another action and repeat the cycle. We illustrate
the DRL cycle in Fig. 2.5. Over time, the agent will learn which actions are best to take for
every state, the best action being the ones that will yield the highest discounted cumulative
reward. For the agent to find the best actions possible, the system can employ one of many
RL or DRL algorithms [60].

To be able to utilise the RL algorithms, the problem has to be translated into a decision-
making process. Using Markov Decision Processs (MDPs) it is possible to mathematically
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formalize the sequential decision-making process [61, 62]. MDP offers a way to frame the
problem abstractly and flexibly by defining states, actions, and rewards. However, framing
the problem ”correctly“ is usually one of the hardest steps in applying DRL to solve a
problem and requires extensive insight on the problem itself. By ”correct “ we mean that
the selected states, actions, and rewards, will enable the agent to learn the desired behaviour.
The selected states have to offer enough knowledge for the agent to have a full representation
of the relevant environment, i.e., the state space should encompass all relevant factors. The
selected action space should include all actions that an agent could use to achieve optimal
behaviour. For example, if a robot wants to learn how to move, its action space should
be connected to its moving part. The state space should be based on its sensory inputs.
Assigning the reward to a state-action pair is also a complicated task. The main challenge
of the reward is to keep its design simple yet still capable of stimulating the agent’s desired
behaviour. An ill-designed reward may have unintended consequences that will guide the
agent into learning an undesired behaviour. Therefore, the agent will never be able to find
the optimal solution. A multitude of problems can be described efficiently using MDP and
can then be solved with a DRL algorithm.

The environment in which agents act may be complex and often requires an enormous
amount of possible states to describe fully. Unfortunately, the higher the number of states,
the longer will the agent need to learn the optimal behaviour. Additionally, in real-world
deployments, the agent often never experiences the same state again. To resolve the issue,
we can use function approximation. With function approximation, it is possible to generalise
the received reward for a particular action-state to other similar states and actions. One
of the widely used methods to perform nonlinear function approximation is an Artificial
Neural Network (ANN) [63].

Whenever the ANN consists of multiple layers of neurons, it gains the ability to extract
higher-level features from the input data [64], an approach also referred to as deep learning.
In the case of DRL, the so-called deep2 ANN can recognize patterns in the sequence of
agent’s actions, an ability that was very well demonstrated in 2013 by DeepMind’s learning
agent capable of playing Atari games achieving human-level performance [65]. Following
their initial success, they designed, using deep learning, an agent capable of defeating the
world champion of Go [66]. The popularity of DRL resulted in a numerous newly proposed
algorithms [65, 67, 68]. Additionally, many new tools have become available, e.g., Tensor-
flow, Pytorch3, etc., adding to the rising popularity of applying DRL to a variety of areas
and problems, including telecommunications.

2In this thesis, we consider any ANN that consists of more than three layers, including output layer, as
deep ANN.

3For more information, the reader may visit https://www.tensorflow.org; https://pytorch.org, respect-
ively.
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2.5.1 When to Use a DRL-based Solution in the IoT Ecosystem?

In the last few years, we have seen an exponential increase in the use of DRL to solve
complicated problems in telecommunications [69–74]. However, applying DRL in favor of
a traditional method, e.g., optimization, is not always desirable. Often, well-known tools,
already employed by the telecommunications community, provide a much more efficient way
of solving a problem. Therefore, the use of DRL is limited to specific scenarios and particular
use-cases. Some of the criteria for the use of DRL are summarised as follows:

1. Decision-making process: As briefly discussed in the previous section, the prob-
lem needs to be translatable into a sequential decision-making process. Describing
the problem using MDP in most cases requires an in-depth understanding of the
problem.

2. Model or Algorithm Deficit: When no precise mathematical model exists to
describe the problem, leveraging deep learning to extract patterns from available
data is a widely accepted approach in the telecommunications research community.
An algorithm deficit, on the other hand, means that mathematical models exist.
However, the existing algorithms are too complex for a real deployment, e.g., they
require too much processing power [69]. In such a case, DRL can be applied.

3. Dataset is available: The use of large amounts of data is crucial for DRL al-
gorithms, allowing the agent to extract patterns from the data. In the case of DRL,
where the agents are interacting with the environment, the data should be leveraged
to aid the design of the agent’s simulated environment.

4. System Dynamics: A highly dynamical system, in which conditions change dra-
matically over a short period of time, is not suitable for any ML based solutions.
For example, if system conditions change entirely in a matter of few time steps, the
data collected in the past and used in the training process will not be valid when an
agent acts in the changed environment. The system does not have to be stationary,
but changes should happen gradually enough to provide the agent with the time to
learn and adjust its behaviour.

2.5.2 Applying RL to Improve Energy Efficiency in IoT

The IoT ecosystem provides the enormous amount of data and processing power, the two key
ingredients to enable deployments of DRL-based solutions. In such settings, as expected,
RL and DRL has been applied to many different energy-aware networking solutions [75–
87]. Most proposed solutions focus on devices’ physical layer performance to improve their
energy efficiency, while others try to improve devices’ energy collection when they rely on
energy harvesting.

The authors in [75] used Q-learning to enhance the spectrum utilisation of industrial
IoT devices. They demonstrated that devices are capable of learning which channel is most
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suitable to avoid collisions. By reducing the number of re-transmissions, devices improved
their energy efficiency. Similarly, in [76], the authors leveraged Q-learning to enhance the
ALOHA protocol to minimise collisions on the transmission channel. In their approach,
devices not only improved throughput but also improved their energy efficiency. The authors
in [77] proposed the deployment of an agent that is capable of scheduling device transmission
times and selecting the transmission channel to maximise the system throughput. They
considered one relay trough which multiple devices receive packets. The goal of the agent
was the timely delivery of updates to devices. The updates were stored in a buffer located
on the relay. The authors’ solution allowed for timely delivery of updates and simultaneity
saved energy (due to fewer transmissions). The authors in [78] also employed Q-learning to
improve the energy efficiency of an embedded device, e.g., a phone or tablet. The energy
improvement arrived from a better way of scheduling the periodic processing of tasks by
devices. However, their approach is limited to devices with substantial computational power
available. The use of DRL was also investigated in [79], where authors relied on Bluetooth
signal energy strength to improve indoor users’ location estimation.

The works in [82] and [83] analysed how an energy-harvesting device collects energy and
schedule its transmissions accordingly. In both cases, the objective was more effective power
management. They applied RL to prevent power outages, i.e., to avoid the situation where
an energy-harvesting device completely depletes its energy. A multi-agent RL approach in a
system of devices using energy harvesting was considered in [84]. They investigated a two-
hop scenario, in which a source transmitted information to a sink through a relay. They
designed a transmission policy that used available energy efficiency and also maximised
the throughput. Similarly, in [85], the authors employed a multi-agent approach (with a
Deep Q-Network (DQN) algorithm) to power control a system of devices relying on energy
harvesting. The main aim of their approach was to maximise devices’ data throughput.
The DQN algorithm was also used by authors in [80] to solve a task offloading problem
for vehicles. By selecting which computational task will be performed by the vehicle and
which by a processing unit located at the network edge, the authors demonstrated that it
is possible to save energy. In [81], the authors employed deep learning to design a data
recovery mechanism for sensors that collect spatio-temporally correlated information. Their
solution was capable of determining which observations from other sensors could be used to
replace missing or corrupted observations.

The trends in papers listed above, which to the best of our knowledge represent the
current state of the art of RL and DRL applications applied in telecommunication to preserve
devices’ energy, indicate that low-power sensors are mostly overlooked. Furthermore, in
most listed works, energy savings arrived from either fewer transmissions due to improved
collisions avoidance [75–77], more efficient edge device management [80, 85], or a more
efficient collection of energy [82–84]. Additionally, most proposed solutions would be hard
to implement in a system consisting of low-power sensors due to their constraints. For
example, low processing power available on such devices limits computationally demanding
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tasks, e.g., ANN training. This thesis proposes a DRL-based solution that takes advantage
of correlated information collected by IoT devices to increase their lifetime.
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3 Using Correlated Information to Extend
the Lifetime of Low-power Sensors
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Using Correlated Information to Extend the
Lifetime of Low-power Sensors

“ Nothing puzzles me more than time and space; and yet nothing troubles
me less, as I never think about them. ”

Charles Lamb, 1810

In this chapter we investigate the use of correlated sources of information to improve
the lifetime of low power sensors in the Internet of Things (IoT). We consider sensors as
information sources that transmit periodic updates to a gateway regarding the status of an
observed process. Status updates contain the value of the process observed, and a timestamp
to indicate when the observation was made. We focus on the benefits of using a second
information source, possibly one of reduced cost, in order to deliver timely information.

The technical work presented in this chapter is based on our works “Updating strategies
in the Internet of Things by taking advantage of correlated sources” presented at at IEEE
Globecom 2017 and “Using Correlated Information to Extend Device Lifetime” published in
IEEE IoT Journal.

3.1 Introduction

We described IoT as an ecosystem connecting the physical world with a digital one using
ubiquitous computing, various communication technologies, and embedded devices with
sensors and actuators. In such an ecosystem, many of the connected devices are battery-
powered sensors, with the primary function to observe phenomena (e.g., weather, vehicular
traffic, etc.) to provide a system with information regarding the physical world. With more
sensors being deployed, the resulting higher density inevitably leads to high correlation in
time and space between different observations of the same phenomenon. By leveraging the
correlation between sensors, i.e., information sources, we show that it is possible to improve
their energy-efficiency.
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The system model we analyse in this chapter consists of one information source of interest
and one correlated secondary source. The secondary source’s role in the network may be to
collect information of its own, and the correlation between information collected by multiple
sources allows usage of those updates to benefit the source of interest. Alternatively, the
correlated source may be present because it was installed in the network with the sole
intention of assisting the source of interest. An example of the first scenario is vehicular
traffic monitoring sensors installed at selected sites in a city. While the main purpose of
each sensor is to collect information from its site, the correlation between the information
collected by all sensors can be leveraged to reduce their update rates. An example of the
second scenario would be the installation of a second sensor that is capable of providing data
that is strongly correlated to the data collected by the sensor of interest but can operate
at a lower cost. Regardless of the reason for the presence of the secondary source, it is
always possible to use its information to improve the timeliness of updates from the source
of interest by leveraging information collected by the secondary source.

In areas where sensor nodes, i.e., information sources, are densely deployed, information
sent from neighbouring sensor nodes observing the same phenomenon (e.g., temperature,
humidity, noise, etc.) often exhibits high correlation in time and space. Hence, the in-
formation gathered at a given time or location can be used to predict the phenomenon at
a different position and at a future time instant. A new observation from any sensors can
help improve the timeliness of the information on all others. In other words, considered
correlation is a two-way relationship. However, in our work, to provide insights, we focus on
a one-way perspective, i.e., how much can the source of interest (primary source) gain by
leveraging newer information from the correlated source. By taking advantage of correlation
in such a way, it is possible to decrease the rate at which an information source transmits
observations to a gateway. Such an approach is desirable when an information source has a
limited energy source (e.g., a battery), as fewer updates lead to a longer lifetime.

In our work, we rely on analysing the timeliness of updates, i.e., measuring how outdated
the information is, to improve the low-power sensors energy efficiency. By determining
the value of newer information from correlated sensors, we can reduce the rate at which
sensors transmit their updates. Therefore, our approach differs from the Wireless Sensor
Networks (WSNs) approaches we listed in the previous chapter, which relied on detection or
reconstruction of the observed phenomena to improve sensors’ energy efficiency. The trade-
off in the WSNs approaches and ours is the same: the higher the accuracy required in the
data gathering, the more energy sensors will use. However, our approach is entirely data-
driven, making it ready to utilise Machine Learning (ML) methods. The most significant
originality of our work, in comparison with WSNs related research, is in the utilisation of
the Age of Information (AoI) metric to provide new insights for a network of correlated
sensors.

Using the AoI metric, we can characterise the value of a newer update from the sec-
ondary source to the source of interest. However, quantifying the exact impact of outdated
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information is hard as it depends on multiple system parameters. To that end, we rely on
the measure of estimation error to determine how relevant a particular transmitted status
update is, similarly to the authors in [51]. However, we focus on a significantly more complex
scenario. Specifically, we consider a system of multiple correlated sources. Such a scenario
is of great interest to the AoI community [54–59], and we were first to provide insights to
the problem. Following our initial work in [54, 55], the authors in [56, 58, 59] analysed
from different perspectives a system of correlated sources. Additionally, in contrast to other
authors, we focus on how to take advantage of newer information from correlated sources to
improve the energy efficiency of battery-powered sources by prolonging the times between
sources’ consecutive updates.

Our main contribution presented in this chapter is the analysis of the timeliness of in-
formation for a system of correlated sources. We determine the optimal update strategy
for a system of two correlated sources, i.e., determining when are updates from a secondary
source beneficial to the source of interest. We show that the time difference between con-
secutive updates from the sources is crucial. We derive the optimal time difference between
the two sources’ updates, for which the presence of correlated sources will bring the highest
benefits to the timeliness of the information collected. We model the correlation using three
different covariance models. Using multiple models, we can illustrate how various covari-
ance models impact the timeliness of updates. We use one separable and two non-separable
models [88, 89]. We also extract values for the parameters in the covariance models from
real IoT data. By doing so, we demonstrate that a system can extend the lifetime of a
source by relying on newer information from a correlated source.

The remainder of the chapter is structured as follows. In the next section, we present
the system model. In that section, we also define the covariance models which we use in
our analysis and show how we employ the estimation error metric to quantify the value of
status updates. In section 3.3, we analyse the case in which both sources, the one of interest
and secondary, transmit with equal update rates. Meaning that time between constitutive
updates is the same for both sources. In the fourth section of this chapter, we analyse the
case in which either the source of interest or the secondary source updates more often than
the other. In the following section, we focus on data analysis to provide the reader with
a realistic feel for how beneficial using correlated sources can be. Finally, we provide a
conclusion for the chapter.

3.2 System Model

Our system consists of two sensors periodically sending updates to the gateway, regarding
the observed physical phenomenon distributed in space and evolving in time. We represent
the observed phenomenon at a position x in 3-dimensional space, at a given time instant t,
with Z(x, t). The observations are made available to the gateway by means of status update
messages, which carry the observation and a time stamp indicating when the observation
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was made. We quantify the timeliness of the received updates using the AoI, denoted as
∆(t).

The AoI is defined as the time that has elapsed at the gateway since the last update
from a given source [8], meaning that in a system where sources update deterministically,
the AoI will also be deterministic. For the i-th source the AoI is as follows:

∆i(t) := t− ti, (3.1)

where i ∈ {1, 2}, and ti represents the time of the last update generated by source Si. We
assume that each sensor sends updates periodically at a rate λi, i.e., the interval between
consecutive updates is 1/λi. In such a case, the AoI is also deterministic and varies between
0 and 1/λi.

The system can estimate the value of the observed physical phenomenon at the de-
sired location using aged information originating from one of the two available information
sources. The accuracy of estimation also depends on the distance between the desired loc-
ation of estimation and the location of the information source. With di we denote the
Euclidean distance between the Si source and the exact location at which the system es-
timates the value of observed physical phenomena. Our system as represented in Fig. 3.1
is interested in estimating the value of Z(x1, t) at the location of information source S1,
meaning that updates sent by S1 are perfectly spatially correlated to the desired value of
Z(x1, t), i.e., d1 = 0. The only effect to be taken into account, in this case, is the AoI
of the available information, i.e., ∆1(t). The information from the correlated source S2

may be outdated, i.e., ∆2(t) ≥ 0, and separated in space, i.e., d2 > 0. As a result, the
information sent by S2 is subject to the effects of spatial correlation and aging. The system
may use outdated information Z(x1, t1) from source S1 or outdated and spatially correlated
information Z(x2, t2) from source S2, when estimating the value of Z(x1, t). Given the
most recent observation available, the estimator which minimises the mean square error is
the conditional expectation:

Ẑi = E[Z(x1, t)|Z(xi, ti)], i ∈ {1, 2}. (3.2)

The conditional variance is proportional to 1−Ci
2, where Ci is the correlation coefficient,

defined assuming unit variance as

Ci := cov
(
Z(x1, t), Z(xi, ti)

)
, (3.3)

which is a function of the age and the spatial separation between the selected sources.
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Figure 3.1: Two correlated sources observing the same physical phenomenon and sending the in-
formation back to the sink.

3.2.1 Covariance Models

A covariance model can be used to describe how information from two correlated sources
observing the same physical phenomena jointly varies over time and/or space. We con-
sider that the observed phenomenon can be represented by a stationary Gaussian process.
Therefore, the observations from the two sources Z(x1, t1) and Z(x2, t2) are assumed to be
jointly Gaussian. The covariance indicates how likely it is that if the value of the observed
phenomenon changed at the distant correlated source, i.e., S2, the value at the point of
interest, i.e., S1, has also changed, and vice versa. In our analysis, we consider a separable
covariance model [89]:

CI
i (di, ti) = exp(−θ2di − θ1∆i(t)), (3.4)

and two non-separable models [88]:

CII
i (di, ti) =

θ1∆i(t) + 1(
(θ1∆i(t) + 1)2 + θ2

2d
2
i

)(D+1)/2
, (3.5)

CIII
i (di, ti) = exp(−θ2

2d
2
i − θ1∆i(t)− θ3∆i(t)d

2
i ). (3.6)

Note that D in (3.5) refers to dimensions: we consider 3-dimensional space, i.e., D = 3. In
the models above, θ1, θ2, and θ3 are the scaling parameters of time and space.

Covariance functions provide tractable mathematical modelling for the spatial-temporal
variation of the observed physical phenomenon. However, there is a significant difference
between the separable and the non-separable class regarding mathematical tractability.
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With a separable covariance class, it is possible to formulate the covariance as a separ-
ate product of only the spatial covariance and only the temporal covariance, while for
non-separable classes the spatial and temporal components are inseparable. In general, the
non-separable class models space-time interactions and is therefore applicable to a broader
range of data gathering scenarios in comparison to the separable class. However, as we illus-
trate in Section 3.5, all three covariance models defined above can be applicable in realistic
scenarios

With the correlation between the two sources established, it is possible to determine the
estimation error resulting from the use of spatially and temporally correlated information.

3.2.2 System Estimation Error

Whenever the system uses outdated information to estimate the current value of the physical
phenomenon, it incurs an estimation error, which depends on the age and the location of
the used information. We consider that the observed phenomenon can be represented by a
stationary Gaussian process. Therefore, status updates sent from two information sources
are assumed to be jointly Gaussian. We can then define estimation error as:

εi(di, t) = 1− C2
i (di, ti). (3.7)

Note that Ci represents one of the covariance models defined in previous subsection, i.e.,
CI
i , CII

i , or CIII
i . With εi we calculate the estimation error for the last update received from

the i-th source. The higher the error, the lower the value of the information in the status
update, and the less likely is that the system will use that update.

The system always uses the information from the source which results in the lower
estimation error, meaning that the system estimation error is:

εsys(d, t) = min
(
ε1(0, t), ε2(d2, t)

)
. (3.8)

Fig. 3.2 illustrates how the estimation error changes over time when both sources have the
same update rate, with (3.4) describing the correlation between sources. Let T1 denote the
period of updates from source S1, i.e., T1 = 1/λ1. Every time that S1 transmits an update,
ε1 drops to zero. As information becomes more outdated, the error slowly rises according
to the expression in (3.9). We denote T2 as the status update period for S2. Updates for
S2 are transmitted at time instants τ∆ + jT2, j ∈ {1, 2, . . .}, at which times ∆2(t) = 0, and
the error based on information received from S2 is ε2(d2, 0) = 1 − exp(−2θ2d2) and then
slowly rises according to the expression in (3.10). In Fig. 3.2, the system estimation error
is zero every time S1 sends an update and then increases along with expression (3.9) until
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Figure 3.2: Error change over two status updates from S1, for two correlated sources with equal
update rates. At t = 0, S1 sends an update, followed by an update from S2 with time shift τ∆.
The dashed area is the system estimation error. The covariance model adopted here is the one in
Equation (3.4).

an update from S2 is received, after which the system estimation error equals the error
corresponding to the information from S2, until S1 updates again and repeats the cycle.

ε1(0, t) = 1− exp(−2θ1∆1(t)) (3.9)

ε2(d2, t) = 1− exp(−2θ2d2 − 2θ1∆2(t)). (3.10)

In the next sections, we will analyse the proposed system and determine when sources
should send updates such that the system estimation error will be minimal.

3.3 Equal Update Rates

In this section, we consider a system in which both sources update with equal update rates,
i.e., λ1 = λ2, meaning that T1 = T2 = T . In such a case, the system estimation error
depends only on the time shift between the sources’ updates. We denote this time shift as
τ∆, which may take values in [0, T ). In Fig. 3.2, when S2 sends its first update, the age
of information from S1 equals τ∆, i.e., ∆1(t) = τ∆. Whenever S2 produces an update, this
update may incur a higher or lower estimation error than that from the latest update from
S1, depending on τ∆ and the correlation between the two sources. As seen in Fig. 3.2, the
error at the time of an update from S2 equals ε2(d2, 0).
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3.3.1 When is Correlated Information Beneficial?

An update from the correlated source can replace only sufficiently aged updates from the
source of interest. We refer to τp as the minimal age an update from S1 needs to have so
that an update from S2 can reduce the system estimation error. When S2 updates with
time shift τp, i.e., τ∆ = τp, the estimation error from S2 at ∆2 = 0 equals the error from
source S1 at time τp. Hence, we can calculate τp by setting:

ε2(d2, 0) = ε1(0, τp). (3.11)

τp results1 for CI , CII , and CIII , respectively, are:

τpI =
θ2d2

θ1
, (3.12)

τpII =
(1 + θ2

2d
2
2)

2
3 − 1

θ1
, (3.13)

τpIII =
θ2

2d
2
2

θ1
. (3.14)

τp is independent of update rates and depends only on the scaling parameters for the covari-
ance model and the spatial separation between sources. Furthermore, it imposes a condition
on the system, that for the information from the correlated source to be beneficial in redu-
cing the system estimation error, the update period for the two sources has to be higher
than τp, i.e., T > τp.

With an increase in distance between the information sources, τp always increases, re-
gardless of which covariance model describes the correlation between the sources, as shown
in Fig. 3.3. When the correlation can be described by the separable model CI , τp increases
linearly, while with non-separable covariance models CII and CIII the increase is exponen-
tial. In the case depicted in Fig. 3.3, the scaling parameter θ1 is larger than parameter θ2,
meaning that sensors are more temporally than spatially correlated. The scaling paramet-
ers have a direct impact on the τp value. The more spatially correlated sources are, i.e.,
θ2 >> 0, the higher the value of τp. However, regardless of the scaling parameter values, the
curve shape remains the same. The increase of τp with distance illustrates how the shorter
the update period, the closer together the sources must be for the updates from S2 to be
advantageous in reducing the system estimation error.

To calculate the system estimation error when two correlated sources update with equal
update rate, it is necessary to integrate εsys(d, t) over one period T , which can be expressed
as:

1We provide a detailed description of the procedure in Appendix A.
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Figure 3.3: The graph shows the increase of τp with the distance between information sources, for
all three covariance models. The graph was obtained using scaling parameters θ1 = 0.5, θ2 = 0.025,
and θ3 = 0.0125.

εsys =
1

T

(∫ τ∆

0
ε1(0, t)dt+

∫ T

τ∆

ε2(d2, t)dt

)
, (3.15)

where, for 0 ≤ t ≤ T :

∆1(t) = t and ∆2(t) = t− τ∆,

and with the condition:

τ∆ ≥ τp.

The system estimation error varies with the time shift τ∆ between the updates from the
two information sources. To illustrate this effect, we define the error gain, which captures
the impact that the updates from S2 have on reducing the system estimation error. We
define the gain as the ratio between the average error if the system relied solely on updates
from S1 to the system estimation error when updates from S2 are also considered:

G(d, t) =
ε1(0, t)

εsys(d, t)
. (3.16)

Fig. 3.4 depicts the change in the gain for different τ∆ values. For τ∆ < τp, the gain
is one, and the graph exhibits a plateau, meaning that an update from S2 does not reduce
the system estimation error. When τ∆ > τp, the update from S2 reduces the error and the
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Figure 3.4: Gain change for two correlated sources with equal update rates, as the time shift between
consecutive updates from the two sources changes from zero to T , for three different covariance
classes. The graph was obtained using scaling parameters θ1 = 0.5, θ2 = 0.025, θ3 = 0.0125, and
T = 1, with distance d2 = 10m.

gain increases. At τ∆ = τ∗, the system generates the lowest system estimation error and
the highest gain. When the time shift for the update from S2 is greater than τ∗, the gain
decreases again. The reason for such behaviour lies in the fact that the error caused by
outdated information from S1 is no longer effectively compensated by an update from S2.
Furthermore, the scaling parameters influence the values of τp and τ∗; however, they do
not affect the shape of the curve. Higher dependence on spatial separation in the second
non-separable covariance model CIII causes non-symmetrical behaviour as seen in Fig. 3.4.
For all three covariance models, we can establish that there always is an optimal time shift,
i.e., τ∆ = τ∗, for which receiving an update from correlated source is most beneficial.

3.3.2 Optimal Time Shift

To determine τ∗ we calculate the derivative of (3.15), i.e., ∂εsys/∂τ∆. For separable model
CI and non-separable model CIII , we are able to derive closed-form expressions for the
optimal time shift τ∗ (equations (3.17) and (3.18)). For the second non-separable model
CII we cannot produce a closed form expression2, and instead used a numerical solution to
obtain Fig. 3.5.

τ∗
I

=
d2θ2 + Tθ1

2θ1
, (3.17)

2We provide a detailed description of the procedure in Appendix A.
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Figure 3.5: The graph shows the increase of τ∗ with the distance between the two information
sources, for all three covariance models. The graph was obtained using scaling parameters θ1 = 0.5,
θ2 = 0.1, θ3 = 0.0125, d2 = 10m, and T = 50.

τ∗
III

=
(θ3d

2
2 + θ1)T + 2θ2

2d
2
2

θ3d2
2 + 3θ1

. (3.18)

The optimal time shift depends on the update period, the distance between sources
d2, and the value of the scaling parameters. With an increase in distance the value of τ∗

increases, but the value is always relative to T , as illustrated in Fig. 3.5. For the separable
model (3.4), it is clear from Eq. (3.17) that τ∗ is always larger than T/2. The same applies
for non-separable model (3.5), which we determined numerically. The increase of τ∗ is linear
with distance for both models. The second non-separable model (3.6) has no such limitation
in the value of τ∗ and as the distance between the sources increases τ∗ approaches T .

In this section we showed that the observed system has two notable points of interest, τp
and τ∗, and a desirable condition: τ∆ > τp. τp represents the minimal time shift the update
from the correlated source should have to reduce the system estimation error. Furthermore,
τp is independent of update rates. τ∗ denotes the time shift at which a received update
from the correlated source would result in the minimal system estimation error. The system
dynamics change when sources update with different update rates, as we explore in the next
section.
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Figure 3.6: Error change over one period of T1 for two sources when S1 updates less often than
S2, i.e. λ1 < λ2. The dashed area represents the system estimation error. The covariance model
adopted here is the one in Equation (3.4).

3.4 Different Update Rates

Information sources observing the same physical phenomenon in an IoT network may, for
many reasons, update with different update rates. For example, one of the sources may
transmit more frequently because the cost of its transmission is lower than the cost of
transmission of the other (e.g., it may rely on a more stable energy source). In this section,
we analyse two possible cases, namely when S1 updates more or less frequently than S2.

3.4.1 Primary Source Updates Less Frequently Than Secondary

When S1 updates less frequently than S2, i.e., λ1 < λ2, the system estimation error changes
depending on the update rate of S2 and the time shift τ∆. After S1 sends an update, there
is a time period during which any update sent from S2 is irrelevant, because it does not
reduce the error. As illustrated in Fig. 3.6, the first m updates from S2 do not influence
the average error value. The time period during which updates from S2 are irrelevant is
described as τp. Note that τp is independent of update rates and is calculated as shown in
(3.11).

To calculate the system estimation error we integrate εsys(d, t) over one period of T1 as
expressed in Eq. (3.19).

εsys(d, t) =
1

T1

(∫ τ ′

0
ε1(0, t)dt+ n

∫ T2

0
ε2(d2, t)dt+

∫ T2−τ∆

0
ε2(d2, t)dt

)
(3.19)

where, for 0 ≤ t ≤ T1:
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∆1(t) = t and ∆2(t) = t− τ∆,

with:

n =

⌊
T1 − τ ′

T2

⌋
, (3.20)

τ ′ = τ∆ + dmeT2, (3.21)

m = (τp − τ∆)λ2, (3.22)

and with the condition:

τ ′ ≥ τp.

τ ′ represents the time shift between an update from S1 and the first update from S2

which reduces the system estimation error (see Fig. 3.6). Before that update, the first m
updates from S2 are irrelevant as they do not reduce the error. The number n represents
the number of full transmissions from S2 between τp and the next update from S1. For
example, in Fig. 3.6, n = 4. It is necessary to integrate ε2(d2, t) n times over one period
of T2, as every time S2 sends an update ∆2(t) = 0. What remains is only part of an S2

update which reduces the system estimation error only partially because an update from S1

intervenes.

We illustrate how the gain of using correlated information increases as the update rate
of the secondary source increases in Fig. 3.7. To obtain results we assume that the update
rates are related by an integer factor k as follows:

k
1

λ2
=

1

λ1
(3.23)

where k ∈ {1, 2, 3, ...}. We determine the gain using Eq. (3.16). As expected, the more
often the secondary source transmits, i.e., higher factor k, the more beneficial the updates
from the secondary sources are. However, the benefits of using correlated information are
limited, indicating that the primary source can not entirely rely just on the information
from a correlated source.

For the source of interest the benefit of using updates from a correlated source is limited,
as an update from correlated source can reduce estimation only to a value of ε2(d2, 0). This
limit can be calculated by increasing k to infinity. The result is the maximum possible
reduction in the system estimation error, as presented in Equations (3.25), (3.26), and
(3.27), for each covariance model. In all cases, the maximum gain falls rapidly with distance
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Figure 3.7: The error gain change as S2 increases the frequency of its updates, while the period
between updates from S1 stays the same, for three covariance models. The graph was obtained
using scaling parameters θ1 = 0.5, θ2 = 0.025, θ3 = 0.0125, d2 = 10, and T1 = 50.
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Figure 3.8: The graph shows the decrease of Gmax with the distance between information sources, for
all three covariance models. The graph was obtained using scaling parameters θ1 = 0.5, θ2 = 0.025,
θ3 = 0.0125, and T1 = 50.
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as presented in Fig. 3.8. Gmax depends only on the scaling parameters and the distance
between the sources.

Gmax(d, t) =
ε1(0, t)

limλ2→∞ ε(d, t)
, (3.24)

and the limits when sources are correlated according to models CI , CII , and CIII , respect-
ively, are:

lim
λ2→∞
T2→0

εI (d, t) =
1

T1

(
τpI +

exp(−2θ1τp)− 1

2θ1
+
(
T1 − τpI

)(
1− exp(−2d2θ2)

))
, (3.25)

lim
λ2→∞
T2→0

εII (d, t) =
1

T1

(
τpII +

1

5θ1(θ1τpII + 1)5
− 1

5θ1
+ (T1− τpII )(1−

1

(1 +−2θ2
2d

2
2)4

)

)
, (3.26)

lim
λ2→∞
T2→0

εIII (d, t) =
1

T1

(
τpIII +

exp(−2θ1τp)− 1

2θ1
+ (T1 − τpIII )(1− exp(−2θ2

2d
2
2))

)
. (3.27)

Note that we derive above expression in Appendix A along with a complete Gmax(d, t)

expression for each covariance model. Whenever the correlated source updates more often,
only updates which effectively reduce the system estimation error are beneficial to the
system. In general, the more updates S2 sends, the greater is the gain of using updates
from the correlated source. However, due to information being collected at a different
location, there is a limit to the gain, but as demonstrated in this subsection, using multiple
updates from the correlated source can be useful to the overall performance of the system.

3.4.2 Primary Source Updates More Frequently Than Secondary

When S1 updates more frequently than S2, i.e., λ1 > λ2, using correlated information
becomes less beneficial. In such a case, an update from S2 reduces the system estimation
error only every few updates from S1, as illustrated in Fig. 3.9, where updates from S2

reduce the system estimation error every third update from S1. Furthermore, the update
from the S2 has to arrive when the error, due to outdated information from S1, is higher than
ε2(d2, 0), i.e., ε1(∆1(t), 0) > ε2(d2, 0) with ∆1(t) = τ∆. In this case, the system estimation
error depends mostly on updates from S1.

We assume that the update rates are related through an integer factor j as following:

1

λ2
= j

1

λ1
, (3.28)
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Figure 3.9: Error change over one period of T2 for two sources when S1 updates more often than
S2, i.e. λ1 > λ2. The dashed area represents the system estimation error. The covariance model
adopted here is the one in Equation (3.4).

where:

j ∈ {1, 2, 3, ...}.

To calculate the system estimation error, we integrate εsys(d, t) over one period of T2,
as expressed in Eq. (3.29).

εsys(d, t) =
1

T2

(
u

∫ T1

0
ε1(0, t)dt+

∫ τ∆

0
ε1(0, t)dt+

∫ T2−τ∆−nT1

0
ε2(d2, t)dt

)
, (3.29)

where, for 0 ≤ t ≤ T2:

∆1(t) = t and ∆2(t) = t− nT1 − τ∆,

with:

u = j − 1,

and with the condition:

τ∆ ≥ τp.

An update from S2 can reduce only a fraction of the overall system estimation error,
as depicted in Fig. 3.9. The higher the update rate for S1, the lower the benefit of using
updates from S2 is. Furthermore, the timing of updates from the correlated source plays a
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Figure 3.10: The error gain changes as S2 decreases the frequency of its updates, while the period
between updates from S1 stays the same, for three covariance models. The graph was obtained
using scaling parameters θ1 = 0.5, θ2 = 0.025, θ3 = 0.0125, d2 = 10, and T1 = 1.

crucial part whenever the source of interest updates more often than the correlated source.
It may happen that updates from S2 will not reduce the system estimation error; in such
a case, an update from S2 arrives with delay smaller than τp after S1 sends update, i.e.,
τ∆ < τp.

The higher the frequency of updates from the source of interest is, i.e., the higher the
factor j is, the lower the chance that an update from the correlated source will arrive at
the right time. The results in Fig. 3.10 demonstrate such behaviour and indicate that when
the primary source updates more often using correlated information is much less beneficial.
However, updates from the correlated source may still be advantageous to the system,
provided they arrive at the right moment.

3.5 Data Analysis

In this section, we bridge the gap between the theoretical analysis presented in the previous
two sections and the real world. In the first part of this section, we analyse data provided
by the Intel Berkeley Research laboratory [90] to extract scaling parameters for the covari-
ance models described earlier. In the second part, we use the covariance model with the
extracted scaling parameters to demonstrate how the lifespan of the source of interest, S1,
can be extended by using updates from a correlated source, S2. We conclude the section by
comparing our approach to clustering algorithm as presented in the literature.
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3.5.1 Extracting Correlation

In our analysis, we use temperature and humidity measurements collected from nine sensors
deployed at Intel Berkeley Research laboratory [90], University of California. The data was
gathered in March 2004. We focus on a subset of available sensors residing in one large
open space office. Sensors deployed in the same room are subject to roughly the same
environmental factors, e.g., air circulation, thus ensuring that causation for humidity and
temperature changes is the same for every sensor we have selected in our analysis3.

We apply the technique presented in [91] to determine the scaling parameters value for
all three covariance models. To be able to use the technique, we have to ensure time-domain
consistency. The time consistency being that for every sensor, we have the same amount of
readings(measurements) all obtained at the same time instance. Such consistency is vital
when comparing readings obtained at different time lags. For example, in [91] the authors
use daily mean wind measurements to determine the scaling parameters and their time
lag unit is a day. In our work, we average multiple temperatures and humidity readings
reported by each sensor over an hour to ensure time-domain consistency4. We selected
an hour as changes in temperature are gradual, and the hourly average is as good as 30
minutes or 15 minutes one would be. Additionally, averaging enables us to reduce the
random measurement error.

We calculate empirical space correlation for hourly averages of measurements from the
data set using Pearson’s correlation coefficient formula for samples. We start by calculating
the spatial correlation for time lag zero. At time lag zero, we compare measurements taken
by each sensor at the same hour. Each point in Fig. 3.11(a) and 3.11(c) represents the
empirical spatial correlation coefficient for one pair of sensors separated by distance d.Nine
sensors yield 81 different pairs; of those, nine pairs are a sensor paired with itself. For such
a pair, correlation at time lag zero is one. Therefore, in Fig. 3.11(a) and Fig. 3.11(c) there
is only 37 points visible, as there are in total nine points with the same value(when sensor
is paired with itself), and all others are points doubled. We repeat this process for multiple
time lags, i.e., compare measurements taken from different sensors hours apart, to calculate
temporal correlation.

To obtain temporal correlation, we calculate the average of empirical spatial correlation
coefficients for a specific time-lag. For example, we obtain the temporal correlation at time
zero in Fig. 3.11(b) by calculating the average of spatial correlation coefficient points in
Fig. 3.11(a). As can be seen in Fig. 3.11(b) and 3.11(d), the higher the time lag between the
data points, the lower the empirical correlation. The empirical graphs show better temporal
correlation for humidity in comparison to temperature. One noticeable difference is that
humidity data is correlated even when time lag is nine hours, in contrast to temperature,
which has negligible correlation after around six hours.

3We provide a more in-depth description of the dataset and selection of sensors in Appendix B.
4A reader may check the available online IPython notebook to understand the scaling parameters ex-

traction process better: Github.com/hribarjernej89/IntelLabDataAnalysis
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Figure 3.11: Empirical space and time correlation points plotted alongside covariance models with
scaling parameters extracted from the data.

With correlation coefficient points determined, the last step in our data analysis is to
fit models to calculated points. All three covariance models (3.4), (3.5), and (3.6) provide
a reasonable fit to the data. In Fig. 3.11 we plot all three covariance models, with scaling
parameters extracted from the data, alongside the empirical space-time correlation points.
For example, the separable covariance model (3.4) should have scaling parameter values
θ1 = 0.272 and θ2 = 0.012 to describe temperature spatial-temporal correlation. The pat-
tern repeats in non-separable covariance models where temporal scaling parameter, θ1, also
has bigger value in comparison to spatial scaling parameter,θ2. The same is true for humid-
ity, where the non-separable model (3.5) scaling parameters are θ2 = 0.016 and θ1 = 0.062 to
best describe spatial-temporal correlation. In general, scaling parameters describing humid-
ity correlation have lower values in comparison to scaling parameters describing temperature
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correlation. In the next subsection, we adopt the separable covariance model, i.e., (3.4), for
temperature and the first non-separable model, i.e., (3.5), for humidity, with scaling para-
meters values mentioned above.

3.5.2 Extending Lifespan

Sensors consume energy to create information, i.e., measure the observed physical phenom-
ena. In particular, battery-powered sensors are of great concern as every update brings
the device closer to expiration. By using updates from the correlated source, the source of
interest, S1, can reduce its update rate and consequently extend its lifespan at the expense
of the correlated source. The lifespan of a source is measured from the moment the sensor
is deployed in the network, to the moment the source is considered non-functional. We
consider a source non-functional when the source depletes all its available energy and ceases
to transmit updates. We model source lifetime Li as in [92]:

Li =
E0

Pc + λiE[Er]
. (3.30)

E0 represents the initial total non-rechargeable energy. Pc is the continuous power consump-
tion that the information source uses for sensing and basic operations. E[Er] denotes the
expected energy needed to transmit a status update, and λi represents the source update
rate. In our case, we selected the lifetime model parameters to reflect the power consumption
in a battery-powered sensor. We base our power consumption parameters on the Mica2Dot
board, a sensor board used in Intel Berkeley Research laboratory deployment [90]. We es-
timate that the sensor requires five milliseconds to produce the measurements and that the
sensor’s radio is active for one millisecond to transmit the update. Using information from
the datasheet we determine that Pc = 45µW and 0.2mJ of energy is required to obtain
and transmit the measurement, i.e., E[Er] = 0.2mJ . We consider that the sensor would be
powered by a 620mAh Lithium coin battery suitable for the desired application and sensor
type. Note that λi in our case refers to the number of updates by a sensor transmitted in
an hour.

In our experiment, we focus on a system with a pair of correlated sources as described
in the previous sections. The system has a primary interest in information gathered from
one source, S1, and can use updates from a correlated source, S2, to prolong the lifetime
of the source of interest. An example of such a system would be a battery-powered sensor
S1 deployed directly at the center of the observed physical phenomenon, with S2 deployed
as a backup at a more distant location but with a connection to the power grid. In such a
case, the system can use updates from S2 to reduce the number of updates sent by S1 and
prolong its lifetime while simultaneously maintaining the required accuracy of information,
i.e., keep the system estimation error below a certain threshold. In other words, the source
of interest S1 can reduce its update rate because information received from correlated source
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Figure 3.12: (Left) The decrease in update rate for S1 when S2 update rate increases while the system
estimation error is fixed. (Right) The increase in expected device lifetime by taking advantage of
correlation as a function of λ2, as the system estimation error remains fixed. Both graphs were
obtained by using distance d2 = 4m.

S2 is reducing the system estimation error. We set the system estimation error value to 7.5%

for observing temperature and 2% for humidity. To obtain results presented in Fig. 3.12 we
calculated required update rate from source S1, λ1, to satisfy the system estimation error
requirement depending on the S2 update rate, λ2.

The higher the rate of updates from the correlated source S2 is, the lower the required
rate of updates from the source of interest and the longer its expected lifetime. Fig. 3.12
shows the change of update rates and the lifetime increase of the sensors by taking advantage
of correlated updates, for cases of temperature and humidity. In both cases, significant im-
provement in the lifetime of sensors is achievable. For humidity, benefits are more significant
because humidity exhibits better spatial-temporal correlation in comparison to temperat-
ure. As noted in the previous subsection, covariance scaling parameters for humidity were
significantly smaller in comparison to temperature, indicating that humidity variation over
time and space is much lower. Consequently, the gain of using correlated information is
much higher for humidity.

Translating our experiment into a real world deployment where it is expected that in-
formation for temperature and humidity are transmitted simultaneously, the correlated
source S2 should transmit 30 updates, while battery-powered source S1 would transmit
only three updates in a hour. Such a system is capable of gathering information accurately
for three months. Our results show that even a small decrease in the sensor update rate has
a notable impact on the sensor lifetime. The gain depends on the variation of the observed
physical phenomenon across time and space. In our example, the temperature data exhibit
high variation, yet sensor lifetime increase is 20%. Whenever data is more highly correlated,
e.g., humidity, relying on more frequent updates from a correlated sensor can more than
double the source lifetime.
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3.5.3 Energy Saving Comparison

In this subsection, we compare our energy savings approach with the approach presented
in [37]. Both approaches have to meet the same accuracy constraint, meaning that the
estimation error threshold is equal in both cases. We set the accuracy constraint to 95%, in
other words, we set the maximum estimation error to 5%. Note, that we calculate estimation
error using Eq. (3.7). For our approach, we calculate the update rate such that each source
satisfies the set accuracy constraint.

In our implementation of the approach presented in [37] we try to reproduce their
scheduling and clustering algorithm as it would work in our simulated sensor network. We
achieve that by clustering sources based on their proximity to cluster heads; each source
joins the cluster group of the cluster head with the shortest distance to it. Once the clusters
are formed, we calculate the super cycle. A supercycle is a period within which every source
in a cluster sends one update to the sink, while still meeting the information accuracy re-
quirements. We schedule the transmission of source updates evenly throughout the super
cycle. This means that sources’ update rate is the reciprocal of the time of the supercycle,
i.e., λc = 1/Tsc. The first source to transmit in the cycle is the cluster head, followed by
the nearest source, followed by second nearest and so forth. With such an implementation,
we effectively mimic the proposed approach.

The source’s energy consumption is directly related to its update rate in both approaches.
We calculate the energy savings (Pes) as the ratio between P0 and Pn as follows:

Pes =
P0 − Pn
P0

× 100%. (3.31)

P0 represents the energy a source uses when transmitting with an update rate that enables
the source to meet the required accuracy constraint on its own. Furthermore, P0 is the
same for every source in both cases. Pn is the energy sources use when taking advantage of
correlated sources or when using Yu et al. approach. We calculate Pn using an update rate
we obtain using simulation. We calculate both P0 and Pn as Pc + λE[Er], with the values
for Pc and E[Er] as we used in the previous subsection.

Sources in our simulation are uniformly randomly distributed in a room of size 15× 15

m. Such a room size is comparable to the room size in the Intel lab deployment where
the sensor data was collected. Furthermore, we use non-separable covariance model (3.5)
with scaling parameters extracted from humidity data. In [37] the authors showed that
three clusters yield a good result. Therefore we decided to cluster sources into three groups.
In our comparison, we use the average energy consumption of sources in the deployment.
In both cases, we assumed no contention for the transmission channel and instantaneous
transmission of updates.

In Fig. 3.13 we show the increase in energy savings as the number of sources in the room
increases. When the number of sources is low, the clustering approach is very efficient due
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Figure 3.13: Average energy saved per source by using information from correlated information
sources in comparison to energy saved used by clustering and scheduling algorithm proposed in the
literature.

to the evenly scheduled updates within the supercycle. However, as the number of sources
increases the same scheduling becomes a handicap and reduces the efficiency of clustering
approach. As the number of sources increases our approach of taking advantage of correlated
information proves to be better. Our result indicates that energy savings can be improved
much more than what the current state of the art is offering.

3.6 Conclusion

In this chapter, we analysed two correlated information sources and showed how the different
spatial-temporal variation of the observed physical phenomenon influences the optimal use
of updates from the two sources. The system employs information from the correlated
information source to minimise the system estimation error when estimating the value of
an observed physical phenomenon. We established that there exists a minimal time shift
between the two sources’ updates, for all three tested covariance models, so that the arrival
of an update from a correlated source will reduce the system estimation error. We also
derived the optimal time shift between the two sources, for all three tested covariance
models, for which the system estimation error is minimal. We examined some real data
and extracted the covariance model parameters, to provide the reader with a realistic feel
for scaling parameters values and the applicability of our analysis in a real scenario. We
demonstrated that using correlated information results in a significant increase of sensor
lifetime.

When billions of sensors will be connected to one network, as the IoT vision promises,
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using available correlated information will become essential to improve the performance of
energy constrained sensors. In this chapter, we focused on extending sensor lifespan; another
gain of our approach is reduced contention for the transmission channel. By relying on the
concept of AoI, we offered an alternative take on the problem of accuracy, decision-making,
and lifespan of sensors in a network of sensors. A more accurate decision requires more
frequent updates, and more updates lead to a shorter lifespan for battery-powered sensors.
However, by sharing information and making use of correlated information, benefits such as
more accurate decisions, or an increase in sensors’ lifespan, or reduction of contention for
the transmission channel can be obtained.

In the next chapter, we focus on a scheduling mechanism design for a system of multiple
correlated sources. The main challenge we are addressing is on how can we effectively
take advantage of correlated information. To that end, we employ Deep Reinforcement
Learning (DRL) to design a scheduling mechanism to increase sensor lifespan for the energy-
constrained sensors, by prolonging the time between consecutive updates transmitted by
these sensors.
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Energy-Aware Deep Reinforcement Learn-
ing Based Scheduling Mechanism

“ Applications of reinforcement learning are still far from routine and typ-
ically require as much art as science. ”

Richard S. Sutton and Andrew G. Barto , 2018

In this chapter, we propose an updating mechanism capable of learning the frequency
of updates, i.e., how often a low-power sensor should transmit updated readings. Our ap-
proach prolongs battery-powered sensors’ lifetime by leveraging correlation exhibited in ob-
servations collected, without hindering the accuracy of the information provided to services
relying on these observations.

The technical work presented in this chapter is based on U.S. provisional patent ap-
plication “Method and System For Energy Aware Scheduling For Sensors” and our works
“Using Deep Q-Learning to Prolong the Lifetime of Correlated Internet of Things Devices”
presented at IEEE ICC 2019 Workshop, “Utilising Correlated Information to Improve the
Sustainability of Internet of Things Devices” presented at IEEE World Forum on Internet
of Things 2019, and the journal paper “Energy Aware Deep Reinforcement Learning Based
Scheduling for Sensors Correlated in Time and Space” currently under submission.

4.1 Introduction

The Internet of Things (IoT) ecosystem which we presented in chapter 2 connects billions
of low-power sensors into one gargantuan network. These sensors are being deployed to
provide services in smart cities [4], Industry 4.0 [5], smart agriculture [6], and other IoT
applications. Many of these devices are low-cost sensors powered by non-rechargeable bat-
teries. Their role is to provide sensed information to services, which use this information
to make decisions. For example, in smart agriculture, a service controlling an irrigation
system requires information from various sensors to decide which fields to water. The main
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challenge is to provide accurate and up-to-date information to services while keeping the
battery-powered devices functional for as long as possible.

In a system of multiple sensing devices observing the same physical phenomenon, it
is expected that the information collected will be correlated in time and space. In the
previous chapter we have demonstrated that by relying on this correlation it is possible
to increase the time between consecutive updates by each sensor, thereby increasing its
lifetime, without compromising the accuracy of the information provided to the IoT service.
In the absence of up-to-date information from one sensor, the system can rely on more
recent information obtained from a correlated sensor. In this chapter, we propose a Deep
Reinforcement Learning (DRL)-based scheduling mechanism capable of determining how
frequently each low-power sensor should transmit its observations so as to furnish the service
with accurate information while maximising the lifetime of the network.

We consider an IoT system where low-power sensors transmit periodic updates to a
gateway. The gateway is able to schedule when the next update by each sensor should occur.
The gateway relies on a data-driven approach to make this determination, by considering
the energy available to each low-power sensor and the need for fresh updates, according to
concepts related to the Age of Information (AoI) we discussed in previous chapters. Using
the DRL algorithm we can design a solution capable of improving its behaviour by learning
from past experiences.

Multiple, often non-trivially connected, factors impact the decision of when a particular
low-power sensor should transmit new information. These factors can be external to the
sensor, such as whether a nearby sensor has recently transmitted updated information,
changes in the observed physical phenomenon, etc., or internal to the sensor, e.g., the
remaining energy, transmission power, location, etc. The use of DRL enables us to design a
scheduling mechanism capable of determining the sensors’ update interval by weighing all
relevant factors to make an efficient decision.

In our design we leverage AoI logic and insights we obtained from the analysis we car-
ried out in the previous chapter. As we pointed out in the background chapter, the optimal
update rates with which sources should send information are non-trivial [10]. Additionally,
considering the correlation between status updates adds to the complexity of the problem,
as an update from one source lowers the requirement for fresh information on all other
correlated sources. In the previous chapter we proposed to take advantage of newer inform-
ation from correlated sources to improve the energy efficiency of battery-powered sources
by prolonging the times between sources’ consecutive updates. The authors in [56, 58, 59]
analysed from different perspectives a system with correlated sources and all considered only
the impact of correlation on the timeliness of information to establish the desired frequency
of updates. We present a solution that considers both the timeliness of the information and
the energy available to the sources to arrive at a scheduling of information updates that
improves network-wide energy efficiency.
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Our work is also related, but differs in crucial aspects, to the various approaches pro-
posed for energy efficiency in the context of Wireless Sensor Networks (WSNs) [27–31]. Most
proposed works for WSN, which we discussed in chapter 2, rely on detection or reconstruc-
tion of the observed phenomena, through data prediction or model-based active sampling
methods, to improve the low-power sensors’ energy efficiency. In contrast, we focus on the
timeliness of updates, i.e., the value of AoI, and then employ DRL to determine how to
utilize correlated measurements to reduce the rate at which sources transmit their updates.

Reinforcement Learning (RL) has been applied to other energy-aware networking solu-
tions [75–79, 81–84]. However, in chapter 2 we revealed that those works focus on exploiting
devices’ behaviour in the physical layer or improving energy management to improve devices’
energy efficiency. In our approach we learn from the content of information collected to pro-
long the sensors’ lifetime. We employ a DRL algorithm, to arrive at an efficient transmission
schedule for sensors based on their available energy, the freshness of the information collec-
ted, and the expected lifetime of all other sensors in the network, without compromising
the accuracy of the information delivered to the service.

The main contribution we present in this chapter is the design of a DRL energy-aware
scheduler that is capable of determining when an IoT sensor should transmit its next ob-
servation. To design the mechanism we first take a few important steps by identifying the
constraints which the low-power sensors have, quantifying the observation accuracy, and
defining a multiple objective decision our mechanism will take. We employ two DRL al-
gorithms (Deep Q-Network (DQN) and Deep Deterministic Policy Gradient (DDPG)) to
arrive at an efficient transmission schedule for sensors based on their available energy, the
freshness of the information collected, and the expected lifetime of all other sensors in the
network, without compromising the accuracy of the information delivered to the applica-
tion. A unique feature of our solution is energy balancing: our mechanism is capable of
determining to what extent the energy available to one sensor can be used to prolong the
lifetime of others. We compare the performance of the two proposed mechanisms to an
optimal scheduler and a baseline. Additionally, we validate it over five different datasets to
demonstrate its near-optimal performance in a variety of scenarios.

The remainder of the chapter is structured as follows. In the next section, we first
describe how a system of sensors collecting correlated information can estimate the accuracy
of their observations. Then we define the objective of the decision-making problem that our
proposed scheduling mechanism is capable of assisting with. To solve the proposed problem
using a DQN [65], we describe the system dynamics using states, actions, and rewards from
an RL perspective and tailor them for a DQN algorithm (Section 4.3). In Section 4.4, we
perform the same to be able to employ a DDPG algorithm for the mechanism design. In
both sections, we adopt a similar structure. First, we describe the DRL algorithm, proceed
to define the problem in the form of a decision-making process, and conclude the section by
discussing our implementation. We utilize data obtained from real deployments to show that
the learned behaviour significantly prolongs the sensors’ lifetime and achieves near-optimal
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performance (Section 4.5). Additionally, we demonstrate the scheduling mechanism’s energy
awareness when deciding on sensors’ transmission time. Finally, we discuss open issues and
our future work in Section 4.6.

4.2 Problem Formulation

The scenario of interest to our work, as we described in details in the introduction chapter,
is the use of inexpensive battery-powered sensors transmitting observations to a gateway
for collection. The gateway aims to schedule the transmission of observations in such a
way that the accuracy of the information collected will satisfy the service requirements
while, simultaneously, trying to prolong the lifetime of the battery-powered sensors. The
updating mechanism residing in the gateway decides on the low-power sensors’ next update
time by evaluating the accuracy of collected observations and the sensors’ available energy.
In what follows, we present our methodology for modelling the accuracy of the observa-
tions, and multi-objective decision our updating mechanism undertakes while considering
the constraints of low-power sensors.

4.2.1 Quantifying the accuracy of observations

We consider a sensor network with N geographically distributed sensors transmitting ob-
servations to a gateway for collection. The main purpose of these sensors, denoted as
{S1, . . . , SN}, is to observe a physical phenomenon Z(x, t) distributed in space x and
evolving in time t1. Sensors are deployed at positions xn and transmit periodic obser-
vations with an update interval Tn, n = 1, . . . , N . In our system, we assume that the latest
received observation from a sensor replaces the previously received information as, according
to the AoI paradigm, the freshest information is the most relevant in the decision making
process [7]. Whenever the system receives an observation from location xn at time tn, the
system will anticipate the arrival of the next observation from location xn at time instance
t = tn + Tn. We write the collected observations into a vector y = [y1, . . . , yN ]T with
yn = Z (xn, tn) where tn is the latest time at which sensor n has reported an observation.

The system can estimate the value of the observed physical phenomenon at the desired
location xi at any time instant t using the collected information, as presented in Fig 4.1.
We denote the Euclidean distance between sensor Sn and the location of interest xi as dn,i.
With ∆n,i(t) we denote the time elapsed since the system received the latest observation
from sensor Sn, i.e., the AoI, ∆n(t) := t− tn. Using every available observation, we apply a
Linear MinimumMean Square Error (LMMSE) estimator as in [94], to estimate the observed
physical phenomena using correlated observations. This approach offers a mathematically

1We perform the physical modeling of the observed phenomenon using observations obtained in a real
IoT deployment [90, 93].
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Figure 4.1: A system of N randomly distributed sensor nodes, whose observations are used to
estimate the value of observed physical phenomenon, Z(x, t), at location xi at time t.

tractable way of estimating the value of the observed phenomena and the resulting estima-
tion error. We can approximate the value of the observed physical phenomenon at position
xi at time instant t, as:

ŷi(t) =
N∑
n=1

wn,i(t)yn, (4.1)

where wn(t), n = 0, . . . , N are LMMSE estimator weights.

Following the analysis in [95], we obtain the LMMSE estimator weight vector Wi(t) =

[w0,i(t), . . . , wN,i(t)]
T as follows:

Wi(t) =

(
CY Y (t)

)−1

ci,Y Z(t). (4.2)

The matrices CY Y (t), ci,Y Z(t) are covariance matrices, required to determine Wi(t):

CY Y (t) =


C1,1(t) . . .C1,N (t)

...
...

CN,1(t) . . .CN,N (t)

 ; ci,Y Z(t) =


C1,i(t)

...
CN,i(t)

 ; (4.3)

in which Cj,k(t); j, k = 1, . . . , N , is the covariance of observations yj and yk, and Cj,i(t) is
the covariance of yj and the observed process Z at the desired location of the estimation. To
obtain the required matrices we can rely on a covariance model and utilize past observations
to determine its values. We adopt a separable covariance model defined in [89](the model
we also adopted in the previous chapter: Eq.(3.4)). With it we model how observations
collected at different instants in time and different locations relate to each other. We express
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the covariance between two observations or one observation and the estimation point, with
time difference ∆j,k(t) and distance dj,k apart as:

Cj,k

(
dj,k, t|θ1(t), θ2(t)

)
= exp(−θ2(t)dj,k − θ1(t)∆j,k(t)). (4.4)

Note that θ1(t) and θ2(t) are scaling parameters of time and space, respectively. With
dj,k we denote the Euclidean distance between sensor Sj and the location at which the
system estimates the value of the observed physical phenomenon, or between sensor Sj and
sensor Sk. Both scaling parameters change over time and are extracted from the obtained
observations. In our work, we follow a scaling extraction method with Pearson’s correlation
coefficient formula for samples, as described in [91].

The selected covariance function provides a good fit to model spatial and temporal
variation for many physical phenomena. For example, in [89], the authors showed that such
a covariance model could be applied to wind-speed data. In general, such a covariance model
should be applicable to any data exhibiting spatio-temporal correlation. Such correlation
can be observed in many IoT sensor deployments: examples include IoT systems in a smart
city measuring air pollution, precipitation, or noise [4], and smart farm applications in
which an IoT system monitors soil parameters [6]. Additionally, we demonstrated in [55],
that the selected model is applicable to the temperature and humidity sensor data used in
the evaluation section.

Every time the system employs Eq. (4.1) to estimate the value of the observed physical
phenomenon it makes an error. By using matrices CY Y (t) and cY Z(t) it is possible to
determine the Mean Square Error (MSE) in the estimation as:

εi
(
xi, t|θ1(t), θ2(t)

)
= σ2

Z − cZY (t)Wi(t), (4.5)

where cZY is the transpose of cY Z defined above, and σ2
Z represents the variance of the

observed phenomenon. The estimation error provides a measure with which the gateway
can quantify the quality of the information currently provided by the sensing process: the
lower the value of the estimation error, the more accurate the estimated values and the
lower the need for an additional update. Hence, by measuring the average estimation error
between two consecutive updates the gateway can asses how accurate and up-to-date the
observations collected by the system are. In our work, we control the accuracy of our sensing
process by setting as a constraint the maximum MSE of the estimator, ε∗. In short, the
purpose of our proposed updating mechanism is to set sensors’ update times in such a way
that the average estimation error will not exceed the set target. In the next section, we
describe the optimisation problem that the gateway must solve: maximising the network
lifetime, constrained by the target accuracy in the measurements.

PhD Thesis Jernej Hribar



4.2 Problem Formulation 65

4.2.2 Gateway’s Multi-objective Decision for Constrained Low-Power Devices

The goal of our updating mechanism is to prolong sensors’ lifetime while maintaining the
collection of information within the pre-specified accuracy range (ε∗). Additionally, the
mechanism should aim for a balanced use of sensors’ available energy, i.e., prevent one
sensor from consuming its entire energy much earlier than others. Each sensor’s lifetime
depends on the frequency of transmitted observations, i.e., the time between two consecutive
updates, and on the continuous power consumption that is independent of transmissions.

We assume that a non-rechargeable primary battery powers the low-power sensors.
Therefore, we can model a sensor’s lifetime Ln(Tn) using the same formulation as in the
previous chapter:

E[Ln(Tn)] =
E0

Pc + E[Etr]
Tn

, (4.6)

where E0 represents the sensors’ starting energy and Pc is the continuous power consump-
tion, and E[Etr] represents the expected energy required to acquire and transmit the obser-
vation. The continuous power consumption is the power that the sensor requires to function
regardless of mode of operation and depends solely on the sensor hardware components. For
low-power IoT sensors, Pc is in range of a few µW or less. The energy required to transmit
the observation, i.e., E[Etr], depends on many factors such as the size of the transmitted
packet, the energy required to take the measurement, and channel conditions.

Energy is not the only factor the updating mechanism has to take into account. As
described in [96], low-power sensors are also constrained in terms of available computing
power, memory, communication capabilities, etc. Limited processing power and memory
prevent the use of a sophisticated algorithm on the sensor itself. Therefore, computationally
demanding tasks when making a decision should be carried out at the gateway. Additionally,
these sensors rely on low data rate transmission, meaning that communication messages
between sensors and gateway should be kept to a minimum. Furthermore, to extend their
lifetime, low-power sensors rely on the use of sleep mode. When a sensor is in sleep mode,
the rest of the network cannot communicate with it. Consequently, the gateway has to
inform each sensor, while the sensor is still in active mode, when it should wake up again
and transmit the next observation. Sleep mode is supported by most Low-Power Wide-
Area Network (LPWAN) standards, such as SigFox, Weightless, Long Range Wide Area
Network (LoRaWAN)2, and Narrowband IoT (NB-IoT)[97]. The low-power sensor is usually
in active mode only after it has transmitted. For example, a sensor using a LoRaWAN class
A radio will listen for two short time-windows after it has transmitted, as illustrated in the
LoRaWAN message sequence in Fig. 4.2 [98], meaning that the updating mechanism only
has a short time-window to provide a response.

2For more information, the reader may visit www.sigfox.com; weightless.org; lora-alliance.org, respect-
ively.
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The gateway’s goal is to prolong the network lifetime. We define the network lifetime
as the lifetime of the sensor with the shortest lifespan in the deployment. In other words,
the network lifetime expires the moment one sensor depletes all of its energy. To that
end, the gateway should aim to minimise transmissions by all sensors, i.e., increase Tn,
and, when updates are required, favour sensors with higher remaining energy, all while
keeping the average estimation error of the observed physical phenomenon at every location
of interest below the pre-specified value, i.e., ε∗. In a real deployment, services dictate
which locations are of interest for the system. In this chapter, we consider every sensor
location, i.e., xn, to be a location of interest, meaning that system has to make accurate
estimations at the location of every sensor while keeping sensors’ power consumption to a
minimum. We summarise the decision-making process in Fig. 4.3. The gateway decides
on each sensor’s next update time by evaluating the accuracy of the collected observation
and the sensors’ available energy, which it can determine from the sensor’s reported power
supply measurement. The gateway can then decide when the sensor should transmit its
next observation.

At the time tn when the gateway receives an observation from the n-th sensor, the
gateway has to, while the sensor is in hibernation mode, decide when the sensor’s next
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update will be by altering the update interval Tn. If we discretise time, we can formulate
the problem the gateway has to solve as follows:

maximize
Tn

min

(
L1(T1), . . . ,Ln(Tn), . . . ,LN (TN )

)
subject to εn(t) ≤ ε∗, ∀ n = 1, . . . , N,

εn(t+ 1) ≤ ε∗, ∀ n = 1, . . . , N,

... ,

εn(t+ Tn) ≤ ε∗, ∀ n = 1, . . . , N.,

Tn ∈ {1, . . . , Tmax}.

(4.7)

The system has to select Tn such that in every-time step until the next update from the n-th
sensor the accuracy constraint is met. A new update from one sensor impacts the accuracy
on every other sensor in the deployment. Note that Tmax represents the maximum update
interval the system allows any sensor to have. In real deployments, and as we also assume
later in our simulations, the maximum update interval can be up to a few hours.

Intuitively, when the n-th sensor has more energy available than others, it should trans-
mit more often, to enable other sensors (which will transmit in the future) to increase their
update intervals. Such a problem is ideal for a RL approach because, the agent (in our
case the gateway) can learn how to take actions that might bring negative reward in the
near future but will ultimately increase the long-term reward [60] in prolonging the network
lifetime.

Due to the matrix inversion in Eq. (4.2), required to determine the MSE value using
Eq. (4.5) for N sensors, the expected computational complexity to solve the problem in
Eq. (4.7) is of the order of O(N4Tmax). Using a deep learning approach can significantly
reduce the required computational time, as it depends only on the number of neurons and
the number of layers. For example, for N = 10, we estimate that the computation time to
resolve the optimisation problem will be over ten seconds, while on the same machine, the
decision using a DRL approach would take a couple of milliseconds. Therefore, using a DRL
approach, the gateway can easily obtain the Tn value in the available hibernation time (1-2
seconds) for the sensors.

Furthermore, our system is highly dynamical, as each received observation impacts the
covariance model’s scaling parameters. As a result, the value of the MSE (Eq. (4.5)) con-
tinuously varies over time. These changes are application-specific: for example, in a smart
factory, environmental changes are persistent due to many factory processes simultaneously
impacting the observed environment. In contrast, the changes in a smart farming scenario
tend to be much more gradual. The updating mechanism has to anticipate such changes,
and by employing DRL, we enable the updating mechanism to learn how to set sensors’
transmission times to near-optimal values in the presence of an ever-changing environment.
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In the two next sections, we model the problem in the form of relevant states, actions, and
rewards to be able to apply DQN and DDPG algorithms, respectively. Then, by employing
either one of the two DRL algorithms, the gateway can arrive at a long-term updating policy
to collect accurate observations and prolong the network lifetime.

4.3 Deep Q-Learning Based Approach

As we presented in the background chapter, the use of RL allows an agent to learn its
optimal behaviour, i.e., a set of actions to take in every state, solely from interactions with
the environment. In our case, the learning agent resides in the gateway. The agent interacts
with the environment by setting sensors’ update intervals, and through the MSE it can
assess the impacts of those decisions. Additionally, the remaining energy available on each
low-power sensor and their latest update interval aid the agent’s decision-making process.
Such a system exhibits non-Markovian properties - a part of the environment is hidden
from the agent’s view and is only partially observable. However, DRL has been proven to
be applicable even when the system has non-Markovian properties [99]. In such a case,
using an Artificial Neural Network (ANN) enables the agent to reconstruct the hidden part
of environment in the ANN. In this section, we implement the updating mechanism, i.e.,
the gateway decision process of when a sensor should transmit its next observation, using
deep Q-learning.

4.3.1 Q-learning

The Q in Q-learning [100] stands for the quality of an action in a given state. The learning
agent should take the action with the highest Q-value, unless the algorithm decides to
explore. The agent learns the best action possible by updating the Q-value every time
it takes an action and observes a reward. When the agent takes enough actions in every
state of the environment, it can correctly approximate the real action values, i.e., Q-values,
associated with every state. With Q-values determined, the agent can choose the optimal
action in every state. A Q-value is calculated as follows:

Qnew(sn, an)← Q(sn, an) + α

(
R(s′n) + γmax

a′n
Q(s′n, a

′
n)−Q(sn, an)

)
(4.8)

where Q(sn, an) is the previous Q-value, α is the learning rate, γ is the discount factor,
and R is the reward observed in the new state s′n after taking action an in state sn. The
maxa′n Q(s′n, a

′
n) stands for an estimate of the optimal future value an agent can acquire

from the next state s′n.

The role of the agent, i.e., the gateway, is to determine the sensor state and to select the
action with the highest Q-value. Every time a sensor transmits an observation, the gateway
will respond by instructing the sensor for how long it should enter sleep mode, i.e., set its
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next update time. Next, we define states, actions, and reward functions, i.e., a tuple in
〈S,A,R〉 that enables the gateway to determine sensors’ optimal update intervals.

4.3.2 States, Actions, and Rewards for DQN

The agent’s state, sn, captures three critical aspects of the decision-making process in the
gateway: a sensor’s current update interval, its available energy, and the estimation error
value. Whenever a sensor transmits an observation, the gateway stores the information
regarding sensor’s update interval, i.e., T , available energy, i.e., E, and value of average MSE
since the last transmission, i.e., ε. The learning agent then uses those values to represent
each sensor state. The agent requires information regarding sensors’ update intervals and
MSE values to reconstruct the hidden part of the environment, while the energy levels enable
the agent to ascertain which sensor in the network most needs to save energy. We express
state sn as a 3N dimensional vector:

sn =

(
T1, E1, ε1, · · · , Tn, En, εn, · · · , TN , EN , εN

)
(4.9)

with N representing the number of sensors under the agent’s control. Using ANN can
efficiently solve problems associated with a sizable non-linear state space [65].

In contrast to the state space, we limit actions, i.e., the cardinality of set A, to five.
Actions enable an agent to learn the best update interval by decreasing or increasing the
update interval in time-steps. Furthermore, the agent can select to make a large or small
step to adapt more quickly or more gradually. We denote an action to increase the update
interval for one time-step Uincr1 and for ten Uincr10. With Udec1 and Udec10 we denote a
decrease of update interval for one and ten time-steps, respectively. If the agent decides
to maintain the current update interval unchanged, it selects action Ucons. As we show in
the Section 4.5, the system can, by using this action space, adapt to any changes in the
environment promptly. Additionally, a limited action space prevents rapid fluctuations in
the system when the learning algorithm decides to explore.

We designed the reward function to aid the agent to quickly adapt to the changing
environment. To achieve both gateway objectives, i.e., collecting accurate observations and
prolonging sensors’ lifetime, we split the reward function into two parts as follows:

rn(εn, En) = φracc(εn) + (1− φ)ren(En). (4.10)

racc(εn) is the reward for accurate collection of observations and ren(En) is the reward related
to the energy aspect of the problem. The weight φ ∈ [0.25, 0.75] controls the balance between
the reward for accurate collection of observations and the sensors’ energy preservation. We
restrict the range of the weight φ to avoid the reward from being overly weighted towards
one goal or the other.
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The accuracy reward depends on whether the set accuracy boundary, i.e., ε∗, was satis-
fied in the episode. We compare the average MSE in an episode, i.e., εn, to the target MSE.
The accuracy reward is as follows:

racc(εn) =



when εn ≤ ε∗ :(
εn
ε∗

)2
+ Υ ∆εn

when εn > ε∗ :(
εn−ε∗
ε∗

)2 −Υ ∆εn

(4.11)

where ∆εn is the difference in the average estimation error since the last transmission. Our
objective is for the average MSE observed in an episode to be as close as possible to the
target ε∗, without exceeding it. The accuracy reward in Eq. (4.11) accomplishes that.

Our energy reward function depends on the change in the update intervals and how a
sensor’s available energy compares to the average sensor’s energy in the network. We write
the energy reward for the n-th sensor as follows:

ren(En) =


2− 2NEn∑N

i=1 Ei
, if T∆ > 0

1− 1NEn∑N
i=1 Ei

, if T∆ = 0

2NEn∑N
i=1 Ei

− 2, if T∆ < 0

, (4.12)

where T∆ represents the change in update interval, En is the sensor’s available energy.

4.3.3 DQN based Scheduling Mechanism

Figure 4.4 shows a high-level model of our proposed mechanism. Sensors collecting inform-
ation, along with the part of the gateway responsible for processing information, represent
the external environment to our learning agent. An observation sent by an IoT sensor starts
the learning cycle. The gateway then passes the necessary information (state and reward)
to the learning agent. The learning agent then updates the state space and passes these
updates to the ANN. The output of the ANN indicates which action the gateway should
take (i.e., the action with the highest Q-value). The updating mechanism uses an ε-greedy
approach: in our case, ε = 0.15. Due to constant changes in the environment, the learning
agent has to sometimes explore random actions to find the optimal action. In the last step,
the gateway then transmits the action, i.e., the new update interval, to the IoT sensor.

We implemented the ANN, as presented in Fig. 4.5, using Keras [101], a deep learning
Python library. To train the ANN, the learning agent requires the values of state spaces
of N sensors and corresponding Q-values. The first inserted state space values (T1, ε1, E1)
are from the sensor that transmitted last, followed by the state space values of the second
last sensor (T2, ε2, E2), and so on. We train the ANN periodically, using batches of recently
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Figure 4.5: We employ ANN with two hidden layers, each with 24 neurons. We use MSE loss function
and Adam optimization algorithm to train ANN weights. We apply ReLU activation function for
the hidden layers and linear activation function for the output layer.

observed states, rewards, and actions, to shorten the response time. Our learning agent
is capable of responding within a few milliseconds, thus satisfying the timing constraints
set by sensors’ communications technology. For example, a device using LoRaWAN radio
typically enters hibernation mode for more than a second. Additionally, response messages
impose no additional energy cost to a sensor because the communication standard requires
it to always listen to the channel before entering sleep mode.

In the next section, we describe how we implement the scheduling mechanism using
DDPG algorithm.
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4.4 Deep Deterministic Policy Gradient Based Approach

Employing DDPG algorithm enables us to design a scheduling mechanism with a higher
number of possible actions regarding setting the sensor’s next update time than a DQN
algorithm. Meaning that the granularity of possible update interval change is higher. How-
ever, to be able to implement the DDPG algorithm, we had to redefine the states, actions,
and rewards.

4.4.1 Deep Deterministic Policy Gradient Algorithm

DDPG is an actor-critic algorithm and, as the name suggests, consists of two entities/neural
networks: the actor taking actions, and the critic which evaluates them [67]. The output
action has a continuous value, and the actor’s policy is represented by a parametric prob-
ability distribution function. By sampling the stochastic policy, i.e., exploring the action
space, the algorithm can learn the optimal behaviour, i.e., adjust its parametric probab-
ility distribution towards a greater cumulative reward. Note that exploration in a DDPG
algorithm is carried out by adding a random value, i.e., noise, to the actor’s selected value.
Additionally, the algorithm we selected is deterministic, meaning that the policy gradient is
integrated only over the state space, thus requiring much fewer samples to find the optimal
policy in comparison to stochastic algorithms [67].

We follow the DDPG implementation as described in [102]. In their approach, the critic
is implemented as a DQN and we denote its ANN as Q(s, a|θQ) where θQ are weights of
the critic’s ANN, with a denoting the action the agent takes in state s. Next, we define the
actor as a parametric function µ(s|θµ) in which θµ represents the actor’s ANN weights. In
addition, during the training process we initialize the target ANN Q′(s, a|θQ′) and µ′(s|θµ′)
with weights θQ′ and θµ′ for critic and actor respectively. The agent selects actions according
to its current policy with added noise a = µ(s|θµ) +N , where N represent added random
noise. Then the agent transitions into a new state s′ and receives reward r. Then the
transition (s, a, r, s′), also referred to as experience, is stored in memory. When the algorithm
is training the ANN it first samples a mini-batch of M experiences from the batch and
calculates the target values:

hm = rm + γQ′(s′m, µ
′(sm|θµ

′
)|θQ′), (4.13)

with m denoting the selected experience from the batch. After determining hm we can
update the critic by minimizing the loss L as:

L =
1

M

M∑
m=1

(hm −Q(sm, am|θQ))2. (4.14)

With the loss function calculated, the algorithm then updates the actor’s policy using the
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Figure 4.6: A high-level overview of the proposed scheduling mechanism implemented with a De-
terministic Policy Gradient Algorithm.

sampled policy gradient:

∇θµJ ≈
1

M

M∑
m=1

∇aQ(s, a|θQ)|s=sm,a=µ(sm)∇θµµ(s|θµ)|sm . (4.15)

In the last step the DDPG algorithm updates the target ANNs:

θQ
′ ← τθQ + (1− τC)θQ

′
, (4.16)

θµ
′ ← τθµ + (1− τA)θµ

′
, (4.17)

where τA and τC represent the target networks update factor. Note that the role of the
target ANNs is to calculate hm. Using separate target networks along with the replay buffer
provide stability during the training process as was established in [65].

We illustrate how we adopt DDPG algorithm in a high-level overview in Figure 4.6. In
our approach, the gateway performs every computationally demanding task. A low-power
sensor only receives a command message that instructs the sensor for how long it should enter
sleep mode. By setting the duration of each sensor’s sleep mode, the gateway effectively
schedules the sensors’ transmission of updates. In our mechanism the actor’s actions are
limited to increasing and decreasing the sleep time, or equivalently the sensor’s update
interval Tn, and the critic’s role is to evaluate whether the selected change is beneficial for
the system. The critic derives a value representing the quality of the selected action using
the reward for the actor. The actor then uses the provided quality of action value to adapt
its policy accordingly.

Next, we define states, actions, and rewards, i.e., a tuple in 〈S,A, R〉 that enables the
gateway to determine each sensor’s optimal update intervals.
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4.4.2 States, Actions, and Rewards for DDPG

For each sensor, the state sn ∈ S must capture three critical aspects of the decision-making
process in the gateway: a sensor’s current update interval, its available energy, and the value
of estimation error. Whenever a sensor n transmits an observation, the gateway stores the
information regarding the sensor’s update interval, Tn, available energy, En, and the value
of the average MSE since the last transmission, εn. The inclusion of these three pieces of
information from every sensor would result in an overly complex state space: we therefore
turn to the geometric mean to compress the number of state inputs. The state sn can be
expressed as a six-dimensional vector:

sn = (Tn, En,
εn
ε∗
,

 N∏
i=1
i 6=n

Ti


1

N−1

,

 N∏
i=1
i 6=n

Ei


1

N−1

,

 N∏
i=1
i 6=n

εi
ε∗


1

N−1

) (4.18)

with N representing the total number of sensors under the agent’s control. The learning
agent always interprets states from the perspective of the sensor that has transmitted an
observation, and for which it is making the decision. The first three inputs correspond to
the transmitting sensor’s update interval, available energy, and the ratio between average
MSE and target estimation error. Relying on the ratio enables the learning agent to per-
form well even if the target estimation error changes, as we demonstrate in the next section.
Using the geometric mean enables us to reduce the number of state inputs, while simultan-
eously making sure the learning agent captures the most significant information about the
environment. For example, the geometric mean provides information to the agent regarding
whether the energy level in the majority of the sensors is low or high.

The learning agent’s action is limited to either increasing or decreasing the sensors’
current update interval. As we mentioned in the previous section, the DDPG algorithm
returns a continuous value. In our implementation, the returned action value (an ∈ A)
is between −1 and 1, i.e., A = [−1, 1]. To determine the sensors’ new update interval, we
multiply the received action value by a constant, representing the selected maximum update
interval change Umax. We calculate the new update interval as follows:

Tn = min

(
max

(
T ′n + bUmaxane, 1

)
, Tmax

)
, (4.19)

where T ′n is the sensors’ previous update interval. Note that the value of Umax can be relat-
ively large, e.g., hundreds of seconds, and our approach will still perform well. Additionally,
the value of Tn is limited due to practical reasons, i.e., Tn ∈ {1, . . . , Tmax}.

We form the reward with the learning agent’s goals in mind. The learning agent has
to ensure that information collection is frequent enough to maintain the freshness of the
information and simultaneously try to prolong the sensors’ lifetime. We express the reward
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for the DDPG approach using two parts, each representing one of the two main objectives
of the scheduling mechanism, as we did for the DQN approach:

rn(εn, En) = φracc(εn) + (1− φ)ren(En). (4.20)

The accuracy reward depends on whether the set average accuracy, ε∗, was satisfied
since the n-th sensor’s last transmission and the change in the estimation error since the
last transmission. We use the same accuracy reward as we did for the DQN approach:

racc(εn) =



when εn ≤ ε∗ :(
εn
ε∗

)2
+ Υ ∆εn

when εn > ε∗ :(
εn−ε∗
ε∗

)2 −Υ ∆εn

(4.21)

where ∆εn represents the change in the average estimation error since the previous trans-
mission. The closer the estimation error is to the target, the greater will be the reward from
the first term of the expression. The second term of the accuracy reward steers the learning
agent towards keeping the average MSE as close as possible to the set ε∗, without exceeding
it. The factor Υ is used to balance the contributions of the two parts of the accuracy reward.

Our energy reward exploits the relationship between the update interval and a battery-
powered sensor’s lifetime. The longer the time between the consecutive updates, the longer
the sensors’ lifetime will be. Therefore, the selected energy reward is based on how the
update interval is increased or decreased, as follows:

ren(En) =


1− NEn∑N

i=1 En
, if Tn > T ′n

0, if Tn = T ′n
NEn∑N
i=1 En

− 1, if Tn < T ′n

, (4.22)

where En is the sensor’s available energy. If a sensor has above average available energy,
the energy reward should encourage the learning agent to make sure that such a sensor
updates more often, and vice-versa if a sensor has below average energy. We altered the
energy reward for the DDPG approach in comparison to the energy reward we apply when
we employ a DQN algorithm (Eq. (4.12)). The main reason behind such a decision is the
fact that DDPG approximates the action space, which means that the output of its neural
network is a continuous value that proportionally corresponds to the action the agent should
take. In contrast, for DQN, each output neuron corresponds to a particular action value
the agent should take. Consequently, the reward that yields the desired behaviour when
we employ DQN does not result in the desired behaviour for when we use DDPG. More
specifically, if the DQN approach would adopt the reward we defined in Eq. (4.22) it would
learn to alternate around a stable update interval as a constant increase or decrease of the
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Figure 4.7: Actor’s ANN structure

update interval would yield a greater cumulative reward for the DQN agent. To that end,
we have designed different energy reward for the two approaches.

In the next subsection, we present our implementation of the DDPG algorithm.

4.4.3 Implementation

To implement the learning agent using DDPG as described in [102] we used Pytorch [103],
a standard Python-based library for implementing DRL algorithms. We employ similar
ANN structures for the actor and the critic. The actor’s ANN consists of an input layer
(state inputs), output layer (action value), and four feed-forward hidden layers, as shown in
Figure 4.7. We use 75 neurons in the first three hidden layers and 25 neurons in the fourth
layer. Between each hidden layer, we implemented a 50% dropout layer. We use batch
normalization after activation in the first hidden layer. The dropout layers prevent over-
fitting, and batch normalization improves learning speed. We employ the same structure
for the critic’s ANN, with a slight difference in the activation function used. We use ReLU
activation function for every layer in both ANNs. The only exception is the output layer
of the actor’s ANN, where we use a Hyperbolic function. Such a difference is required as
the actor’s output value is limited to values between −1 and 1 while the critic’s is not. To
train the ANNs we periodically perform batch learning. In each batch training we use 128
experiences. Each experience consists of a state, corresponding action and reward, and the
state to which our sensor transits after taking the selected action. Note that 128 experiences
are randomly selected from a memory pool of up to 100,000 experiences.

In the gateway we deploy only one set of actor’s and critic’s ANN for the DDPG al-
gorithm to control the update intervals of all N sensors in the deployment. Upon the n-th
sensor’s transmission the gateway constructs the state input from its perspective. The first
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three inputs to the ANN represent the n-th sensor information (current update interval,
average estimation error, and energy), and the last three inputs represent the information
from every other sensor in the deployment as we defined in Eq. (4.18). Following such
an approach, we can extrapolate the knowledge obtained from one sensor behavior to all
others.

We set the start of an episode to when a sensor transmits an observation. When the
gateway receives an observation, it uses the interpreter to determine the sensor’s state and
calculates the reward for the action taken, i.e., the change in the update interval. The
sensor state information is then passed to the learning agent to determine the new action;
the learning agent calculates the sensor’s new update interval and informs the sensor. The
sensor will enter sleep mode for the amount of time determined by the learning agent. As
soon as the sensor wakes up, the episode ends, and the new episode starts as the sensor
transmits a new update. Note that multiple episodes happen in parallel, one for each
sensor under the mechanism’s control. While one sensor is in sleep mode, another wakes
up and transmits an observation. Exploration in DDPG algorithms is performed by adding
noise, i.e., a random value, to the actor’s output value. We use the Ornstein-Uhlenbeck
process [102] to generate a random value to be added to the selected action value.

In a real deployment, our learning agent will be capable of responding within 2 to 3
ms, thus satisfying the timing constraints set by sensors’ communications technology. For
example, a sensor using LoRaWAN radio typically enters hibernation mode for more than
a second. Additionally, response messages from the agent impose no additional energy cost
to the sensor, as most LPWAN standards require the sensor to listen to the communication
channel after its transmission.

In the next section, we evaluate the proposed mechanism performance using data ob-
tained from a real sensor network deployment.

4.5 Evaluation

In this section, we evaluate our proposed scheduling mechanism using observations provided
by the Intel Berkeley Research laboratory [90], as well as data collected from multiple
sensors deployed in the city of Santander, Spain, as part of the SmartSantander testbed
[93]. In our experiments, a simulated sensor transmits an observation with the exact value
as was obtained by its real world counterpart. In other words, the data enables us to
realistically represent how the observed physical phenomenon varies over time. We evaluate
our mechanism using five different datasets: two from Intel (temperature and humidity),
and three from SmartSantander (temperature, humidity, and ambient noise)3. We split the
evaluation into two parts. In the first part, we demonstrate that the proposed scheduling
mechanism is capable of learning the optimal behaviour and that using our approach can

3We provide a more in-depth description of the datasets in Appendix B.
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significantly extend the sensors’ lifespan. In the second part of our evaluation, we highlight
the energy-aware aspects of our proposed scheduling mechanism.

We use part of the data for training the agent, and the remainder for validating the
learned behaviour. Such a split ensures that during validation, the learned behaviour is
not a consequence of over-fitting to the environment encountered during the exploration.
In our evaluation, we use real sensor locations in the Intel laboratory deployment and
transmitted observations collected over nine days of measurements from 50 sensors: we use
six days of data for exploration, and three days for exploitation. The Intel data comprises
observations collected very frequently (every 31 seconds), providing us with a ground truth
of observed values for the evaluation process. The SmartSantander data represents a realistic
deployment of sensors in a smart city environment. In our analysis, we use data obtained in
the first nineteen days of April 2018. The evaluation data comprises the last six days. We
rely on data from twenty temperature, ten humidity, and eight ambient noise sensors. In
contrast to the Intel data, every sensor transmitted observations at different intervals of time,
and sometimes there were a few hours during which a sensor did not send an observation.
We use the Amelia II software program [104], a tool for missing data, to generate missing
values. To generate these values, we used observations from the sensor that collected the
highest number of observations; as a consequence, we had to remove that sensor from each
SmartSantander dataset, to avoid adding bias in the evaluation process.

Table 4.1: Static Simulation Parameters

Parameter Value Parameter Value

Umax 250s Pc 15uW
E0 6696J E[Etr] 78.7mJ
Tstart 900s Υ 10
ε∗ 0.01 φ 0.5

The data above serves as input for our simulated network, where data transmitted by
an individual sensor is collected and processed by a gateway. Using real data from sensor
deployments, we are able to replicate a real environment with which our learning agents
interacts. We list system parameters that are kept constant throughout our evaluation
process in Table 4.1. We select static simulation energy parameters by assuming that each
of the sensors is powered by a single non-rechargeable Lithium coin battery with a capacity
of 620 mAh, which provides us with the value for E0. The selected energy consumption
parameters, i.e., Pc and E[Etr], mimic the power consumption of an IoT sensor using a
LoRaWAN radio. We obtain the power parameters following the analysis presented in
[105]. The selected Umax yields the best average performance at the end of the training
phase for all five datasets. Tstart represents a suitable starting update interval value, while
Tmax represents the maximal value that should be allowed between two consecutive updates
from one sensor. At the start of every simulation, we set the same initial update interval for
every sensor. φ and ε∗ are set to the value stated in the Table unless they are parameters that
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we change in the presented experiment. We perform simulations in ten-second time-steps.
In Table 4.2 we list the DRL solution hyperparameters which we determined through a grid
search to be most suitable. Note that we multiply the calculated rewards by a factor of 10

to improve the training process, as higher reward values tend to reduce the time required
for the DDPG algorithm to arrive at the optimal policy [106].

Table 4.2: DQN and DDPG Hyperparameters

Hyperparameter Value

Learning rate 10−3

Discount factor γ 0.5
Explore rate ε 0.15

DQN Batch size M 32
Memory size R 2× 104

Maximal Number of Senors Nmax 16
Optimizer Adam
Loss Function MSE
Actor’s ANN learning rate τA 10−4

Critic’s ANN learning rate τC 10−4

Target ANN soft update 10−3

DDPG Discount factor γ 0.99
Batch size M 128
Memory size R 105

Optimizer Adam

4.5.1 Performance Evaluation

In this subsection, we evaluate our scheduling mechanism’s ability to maintain accurate
observations and compare it to other scheduling approaches.

To illustrate how the scheduling mechanism is capable of finding the optimal solution,
i.e., capable of determining the maximal update interval possible that still maintains the
observation error below the threshold ε∗, we test the mechanism’s performance in a system
with two sensors. We set one sensor in learning mode while the other keeps a constant
update interval. Furthermore, we vary the covariance model scaling parameters only in
selected episodes. Such a simplified system enables us to obtain the optimal update interval
for comparison purposes. We changed the scaling parameters in episode 50, and in episode
100 we changed ε∗. The mechanism implemented with either DQN and DDPG algorithm
is always capable of adapting and finding the optimal update interval, as illustrated in Fig.
4.8(a) and Fig. 4.8(b). To obtain the optimal solution, we used a simple search algorithm to
resolve the problem we posed in Eq. (4.7) for a system of two sensor nodes with fixed scaling
parameters. Such a result indicates that our proposed mechanism is capable of finding the
optimal solution. In Fig. 4.8(c) and Fig. 4.8(d), we show the average observation error ε
over a number of episodes: the mechanism always converges toward the selected ε∗. Note
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Figure 4.8: Updating mechanism searching for the optimal update interval, arrows indicate change
in the covariance model scaling parameters or ε∗. Note that in episode 100 we change ε∗ from 0.0125
to 0.0075.

when we abruptly lower ε∗ in episode 100, the target is violated for a few episodes until the
system adapts to the new condition. The main difference between the two approaches is
that when the scheduling mechanism is implemented with the DDPG algorithm it is capable
to adapt much faster to the change.

Next, we test the updating mechanism performance as the number of sensors, N , under
its management increases. The Intel datasets offer us a maximum of 50 sensors, and for
cases in which N < 50, we randomly selected a subset of these sensors and then repeated
the experiment several times. As expected, increasing the number of sensors leads to more
correlated information available, and therefore, the gain of using correlated information in-
creases with the number of sensors. The benefits of using correlated information is higher
when observing temperature, due to higher correlation exhibited in the observations collec-
ted. We calculate the expected lifetime using Eq. (4.6). In Fig. 4.9(a) and Fig. 4.9(b) we
use both Intel datasets, humidity and temperature, and calculate the expected lifetime us-
ing the average update interval that sensors achieved in the test portion of the experiment.
Results indicate that regardless of which algorithm the scheduling mechanism is using, the
performance is very similar.

Additionally, to demonstrate the performance improvement brought by our solution, we
calculate the lifetime gain η, plotted in Fig. 4.9(c) and Fig. 4.9(d). We define this gain as the
ratio between the lifetime achieved using our mechanism and that achieved in the original
datasets. The gains of using our approach are significant, as the achieved lifetime exceeds
five years, while the original update intervals observed in the datasets would lead sensors to
last only a month (a time duration that coincides with the original time the sensors in the
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Figure 4.9: Sensors’ lifetime and lifetime gain achieved by our updating mechanism as the number
of sensors under its control increases.

Intel lab were deployed).

To further investigate the performance of the two approaches we look into how they
behave when we alter the target estimation error. We show the increase of sensors update
interval as set target increases in Fig. 4.10 (a). In Fig. 4.10 (b) we show how close to the set
target, ε∗ , the two approaches come. As we can see, both DQN and DDPG perform very
well both can achieve the different set targets without overshooting. The achieved average
update interval is also very similar, the DQN approach achieves a slightly higher update
interval. Note, that to achieve a fair comparison we re-use a neural network we trained to
obtain results we showed in Fig. 4.9, and then trained on the train part of the dataset for
the same number of days for each different set target.

In Fig. 4.11 we compare the performance of our DQN and DDPG-based scheduling
mechanism, in terms of achieved sensor lifetime, to two different methods of obtaining
update intervals:
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Figure 4.10: Sensors’ update interval and average estimation error with the change of target, i.e.,
ε∗.

1. Original: as a baseline, we take the update intervals adopted in the Intel Lab and
Smart Santander datasets. The baseline case reveals the original expected lifetime of
deployments, if the sensors were battery-powered. Note that for the SmartSantander
datasets, we use the update interval of the sensor that collected the most observations.

2. Ideal: in the ideal case, the network controller acts essentially as an oracle that
knows the ground truth and can obtain observations from any sensor on demand.
With the ideal scheduler, sensors are asked to transmit only when the average error of
estimated values (of temperature, humidity, ambient noise) exceeds the set threshold
ε∗.

In Fig. 4.11, we show the expected lifetime we achieved using all four approaches for
all five datasets. We calculated the lifetime using Eq. (4.6) and using values of average
update intervals that we obtained with each approach. The performance results observed
with DDPG and DQN are similar. The results also show that our mechanism is capable of
finding update intervals that are very close to the ideal one. The only exception is for the
case of Intel lab temperature data. In that case, a higher Umax would enable the agent to
get results closer to the ideal case. However, by keeping the Umax constant throughout our
validation we can demonstrate the system’s robustness to multiple different scenarios.

To improve the performance in comparison to the ideal case, the apparent solution is
to provide the agent with more information, i.e., expand the ANN input state space. For
example, adding information regarding the average distance to neighbouring sensors would
help. However, adding the average distance as part of the state information would decrease
the generality of our solution. Intuitively, providing the agent with direct information
regarding all sensors in the system (current update interval, average estimation error, and
energy level) should lead to better results. Unfortunately, a significantly larger state space
would lead to longer computational time and even possibly a degradation in performance,
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Figure 4.12: The change of update interval and ε for Intel lab sensor (number 9) in the last four
days of humidity dataset (the test part of the dataset). On the left, we show the change when a
sensor is controlled by a scheduling mechanism implemented with DQN algorithm and on the right
when the scheduling mechanism is implemented with a DDPG algorithm.

as an agent could have a hard time differentiating between the more and the less relevant
information, e.g., which sensor’s updates are most relevant for the current decision.

Table 4.3: Obtained ε per dataset for each approach.

Dataset ε∗ DQN DDPG Ideal

Intel-Temperature 0.01 0.0088 0.0092 0.01
Intel-Humidity 0.01 0.0093 0.0091 0.01
SmartSantander-Temperature 0.01 0.0091 0.0091 0.01
SmartSantander-Humidity 0.01 0.0094 0.0091 0.01
SmartSantander-Ambient Noise 0.01 0.0098 0.0092 0.01

Looking only at the achieved average sensor lifetime for DQN and DDPG obscures the
real differences between the two solutions we proposed, as both achieve a similar result.
However, the DQN approach is less stable in achieving the set average estimation error
target ε∗. In Table 4.3 we show that the DDPG approach achieves 91 − 92% of the set
target, for every dataset. The DQN approach leads to larger variation in achieving the set
estimation error target.

In Fig. 4.12 we show the difference in the response to changes in the environment de-
pending on which algorithm our scheduling mechanism adopts. In the middle of the 7-th
day, a sudden change in the scaling parameters happens, resulting in a drastic rise of ε∗.
Note that we noticed such a large anomaly only in the case of Intel Humidity dataset. Re-
gardless, it serves as nice example of how the mechanisms respond differently. It appears,
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that in the case of DQN the scheduler has learned to wait, we assume that in the past once
such sudden changes occurred it was a better strategy to wait than to adapt. The DDPG on
the other hand reacts preemptively to avoid crossing the set target. As soon as the average
error approaches the set target it reacts.

Such a behaviour begs the question, for how long is mechanism violating the set tar-
get. Note that such violations occur due to sudden change of scaling parameters and are
independent of mechanism actions. In Table 4.4, we list for how long (in the percentage of
test dataset time) the mechanism violates the set target. From the obtained results, we can
assume that when the mechanism adopts DDPG algorithm will more easily meet the set re-
quirement. The time during which the mechanism violates the set target is marginal except
for Intel dataset humidity dataset. However, even in that cases DDPG still outperforms the
DQN.

Table 4.4: The amount of time the mechanism is violating the set target per dataset.

Algorithm Intel-Tem Intel-Hum SmartS-Tem SmartS-Hum SmartS-Amb

DQN 31.5% 25.1% 13.6% 30.8% 32.2%

DDPG 5.7% 14.7% 7.5% 1.7% 1.2%

The reasons why DQN under-performs in terms of achieving the set target in comparison
to DDPG are three. The first is the limited available set of actions to the agent: in the DDPG
approach the agent can select the change in update interval with much finer granularity. It
would be possible to improve the performance of DQN by including additional actions (each
action represents the number of time-steps by which the transmitting sensor may change
its update interval). However, each added action will significantly prolong the learning
time. The second reason is that the maximum change in update interval can be greater for
the DDPG case, i.e., 250 s, while in DQN implementation the maximal change is limited
to 100s. Therefore, the DDPG approach can more easily adapt to rapid changes in the
system, e.g., a sudden change in scaling parameters in the covariance model. The third
reason is in the way the two techniques perform exploring. In a dynamic environment, the
agent has to keep exploring. Otherwise, its performance will degrade over time [67]. In the
DQN approach, the agent takes a random action. As such, it can easily happen that, for
example, the agent instead of increasing it will decrease the sensor’s update interval. We set
the exploring rate to acceptable 15% the random action still impacts the results slightly but
ensures approaches ability to adapt to enviroment changes. When using DDPG, exploring
is performed by adding noise to the selected action. The actor’s ANN is capable of returning
a general direction, e.g., an agent increases the sensor’s update interval. And then we add
a random value that slightly modifies the change in update interval as the actor’s ANN
calculated. Consequently, the DDPG can better follow possible environmental changes.

The importance of faster adaptability to an ever-changing environment is paramount
in real deployments. Given this criterion, the DDPG solution substantially outperforms
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Figure 4.13: Sensor’s update interval change depending on the average distance to other sensors in
the network.

the DQN approach, even if results in Fig. 4.11 indicate very similar performance in terms
of achieved lifetime. Additionally, we noticed that the DQN approach requires a longer
exploration time, i.e., a larger amount of experiences needed for the agent to learn how
to set sensors’ update interval. On average, Intel Temperature sensors transmit every 30
to 40 minutes, meaning that each sensor on average generates anywhere between 50 and
30 experiences. In a deployment of 50 sensors such an update interval yields around 2000
experiences per day. In this regard, DDPG is also much better. As for the Intel Lab dataset
we iterated two times (24 000 experiences) to train the system using DDPG, in comparison
to the three iterations over the training dataset which we needed for the DQN approach (36
000 experiences).

In Fig. 4.11, we have also shown that sensors have a different lifetime expectation (grey
line shows the maximal and minimal expected lifetime). The variation is especially notice-
able in the case of Intel-Lab data - indicating, that some sensors benefit more from using
correlated information than others. In the case of Intel laboratory data, sensors are deployed
on the same floor, and those in the middle of the room have other sensors closer in compar-
ison to the ones deployed at corners. However, distances are not part of the information of
the learning agent. To see if our mechanism can capture the impact of distances between
sensors we plot the average distance to nearby sensors and achieved average update interval
on test data of Intel-lab Temperature in Fig. 4.13. We can see that indeed, the average
distance to other sensors impacts the achieved update interval. In the case of DDPG even
more so. Note that we obtain the lines in Fig. 4.13 using linear regression.

As we hinted with the last results, if sensors in the deployment start with the same
battery level, over time, their energy levels will be different as one sensor will consume its
energy faster than other. To that end, we designed an energy-aware solution to prevent one
sensor from running out of energy much sooner than others. We evaluate this feature of our
proposed scheduling mechanism in the next section.
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Figure 4.14: Scheduler implemented with DQN algorithm. Two IoT sensors with different battery
levels learning over a number of episodes. Sensor 1 battery level is at 75% while the sensor 2 has
25% of the battery left.

4.5.2 Energy Awareness

In this subsection, we demonstrate the energy-aware capabilities of the proposed mechanism.
We evaluate the energy-aware performance using Intel-laboratory temperature data and in
all experiments the scheduling mechanism controls 50 sensors.

First, we show the change of update interval and εn over a number of episodes for two
sensors with different energy levels than the others. We iterate over the Intel temperature
test dataset twice. Note that the mechanism controls 50 sensors in total and energy levels
on all others is 50%. Furthremore, the two sensors were randomly selected. In Fig 4.14 we
plot the results we obtained with the DQN algorithm-based scheduling mechanism and in
Fig. 4.15 with the DDPG algorithm. In Fig 4.14(a) and Fig. 4.15(a) we plot the update
interval over a number of episodes for a sensor with above-average available energy (75%),
while in Fig 4.14(b) and Fig. 4.15(b) we plot update intervals of sensors with below-average
energy (25%). As we show, our updating mechanism sets the update interval of a sensor with
less energy significantly higher in comparison to the update interval of a sensor with more
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Figure 4.15: Scheduler implemented with DDPG algorithm. Two IoT sensors with different battery
levels learning over a number of episodes. Sensor 1 battery level is at 75% while the sensor 2 has
25% of the battery left.

energy available. The trend is more noticeable in the case of a DDPG-based mechanism as
in the DQN-based one. By setting different update intervals, the mechanism can balance
the energy levels among sensors. Simultaneously, for the case of DDPG, as we show in
Fig. 4.15(c) and Fig. 4.15(d) set target is not exceeded. The mechanism keeps the average
estimation error for a sensor with more energy far below the threshold, while the sensor
with more energy is always close. In other words, the mechanism forces the sensor with
more energy to update more often than it should to help preserve the energy of the sensor
with less energy. While for the DQN approach as we show in Fig. 4.14(c) and Fig. 4.14(d)
the mechanism will try to keep both sensors close to the set target. However, for a sensor
with less energy, it will exceed the set target more often.

In the next experiment, we show how the mechanism, implemented with a DDPG al-
gorithm, sets the ratios between sensors with different energy levels. We set the energy level
of 90 per cent of sensors (45 out of 50) in the dataset to a fixed value. Note that we denote
the values associated with the 90 per cent majority with a subscript 90%, while with the
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Figure 4.16: The change in update interval ratio as the percentage of the energy levels in sensors
change.

subscript 10% we denote the values related to the minority of sensors. In the experiment,
we change the energy level of the remaining ten per cent sensors (5) in steps from 1% to
100% of available energy. In each step we iterate over the test data and report the ratio
between achieved average update interval of the two groups, i.e., λ10%

λ90%
. We show the ob-

tained results in Fig. 4.16. As expected, when the sensors have the same energy level, they
will transmit with roughly the same update interval. We can observe an intriguing beha-
viour when sensors are close to depleting their energy. When a few sensors have much more
energy than others, they will transmit new observations much more often. In an extreme
case, even 25 times more often as in the case when the minority of sensors have full energy
while the majority energy level of sensors is at 25%. By doing so, the mechanism decided
to use the energy of a few sensors to prolong the lifetime of all others. Furthermore, due to
the higher frequency of updates, the sensors with more energy that will transmit more often
should eventually catch up with energy levels of the majority. In contrast, whenever a few
sensors are close to depleting their energy, the majority will transmit more often. However,
the ratio is not as high as in the first case. Such behaviour indicates that the mechanism
favours the lifetimes of the majority over the minority.

The resulting energy balancing behaviour also depends on the value of the reward weight,
i.e., φ. By changing it, it is possible to control the impact of sensors’ energy levels on the
scheduling process. The weight provides the system designer with the only way to control,
to a certain extent, the scheduling process of our proposed scheduling mechanism. In an
extreme case, i.e., by setting the value of φ to 0.75, the energy will play only a minor part
in the decision-making process. While setting it to 0.25 would mean that the scheduling
mechanism might be willing to overshoot the set target to preserve sensor’s energy.
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Figure 4.17: Impact of weight φ on sensors’ lifetime.

In Fig. 4.17, we demonstrate the impact of the weight φ on the mechanism’s performance
(we performed test using DDPG implementation). As expected, when the value of φ to 0.75,
the energy level makes little to no difference in the achieved average update interval. When
we set the φ is 0.5, we can observe an intriguing decision the mechanism makes. When a
sensor has an energy level above the average (for the case we show in Fig. 4.17 is 50%),
the mechanism will decrease the sensor update interval. The reduced update interval is
proportional to the sensors energy level, the higher the energy level, the lower is the sensor’s
update interval. When a sensor has below average energy, the sensors update interval is
increased in comparison to a case in which the mechanism is not energy-aware, i.e., φ to
0.75. Interestingly, the mechanism tries to increase the update interval of every sensor with
below-average energy level equally. When we set the φ to 0.25, we can observe a fascinating
behaviour. The mechanism will schedule the sensors with high energy towards a minimum
possible update interval, while for sensors with very low energy level, it will try to schedule
towards the maximum possible update interval. Note that we set the minimum possible
update interval to one minute and maximum to three hours. The mechanism never sets the
sensor’s update interval to the maximum possible. Due to the set target, it is not desirable,
and the actual maximum we obtained in the test data is two hours. The lower the weight
value, the lower will be the difference in the lifetime between the sensors with different
energy levels. Meaning that by controlling φ, it is possible to set to what extent the lifetime
of one sensor is prolonged at the expense of another.

The energy balancing capability of our mechanism ensures that sensors deployed at the
same time, will also deplete their energy at the same time. Due to one sensor benefiting more
from the use of correlated information, the sensors’ energy levels will become unbalanced over
time. The energy-awareness compensates the benefits and assures that sensors that benefit
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the most will return the benefits to others by transmitting more often once the difference
between energy levels becomes apparent. Such behaviour is desirable in deployments as it
will enable infrastructure provider to replace entire sensors network at the same time.

4.6 Conclusion

In this chapter, we have proposed a DRL-based energy-aware scheduling mechanism cap-
able of significantly prolonging the lifetime of battery-powered sensors without hindering the
overall performance of the sensing process. We have demonstrated, using real-world obser-
vations, that the performance of our proposed mechanism is near-optimal. We have shown
that the mechanism can be implemented either with a DQN or DDPG algorithm. However,
our simulations indicate that DDPG-based mechanism would most likely be a better choice.
Additionally, the proposed mechanism is capable of setting update intervals depending on
the energy available on devices. Such behaviour assures that battery-powered sensor de-
ployed at the same time will also expire at the same time. Thus this mechanism enables the
infrastructure providers to replace the entire sensor deployments simultaneously. With the
increase of energy-limited devices, the decision on when should a sensor transmit an update
is complex yet crucial. As such, the energy-aware scheduling mechanism we proposed in
this chapter can have a profound impact on the suitability of the future deployments of IoT
sensing devices.
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Conclusions and Future Directions

“ So, ask yourself: If what you’re working on succeeds beyond your wildest
dreams, would you have significantly helped other people? If not, then keep
searching for something else to work on. Otherwise you’re not living up
to your full potential. ”

Andrew Ng, Quora, 2016

This thesis analysed how to take advantage of correlation exhibited in the information
collected by low-power sensors. The main contribution of our work is the design of a
Deep Reinforcement Learning (DRL) based scheduling mechanism capable of prolonging
the lifetime of battery-powered sensors while simultaneously ensuring the accuracy of the
observations reported to services from the sensors. In the remainder of this chapter, we first
summarise our contributions and then propose directions for future research.

5.1 Contributions and Findings

In this section, we summarise the contributions of our work. In broad terms, we can divide
them into two categories: findings of the analysis we presented in the chapter 3 and the
lessons we learned from the implementation of the proposed scheduling mechanism presented
in chapter 4.

5.1.1 In-depth Analysis of the System With Correlated Sources

In chapter 3, we focused on a system of two correlated sensors, i.e, information sources.
We leveraged information collected by one source to improve the performance of the other.
We established the optimal time shift between sources’ updates such that the gain of using
correlated information is maximised. We showed a trade-off between the gain and the
source’s update rate, which must be considered when setting the updating strategy for
correlated sources. Additionally, by considering multiple covariance models to describe
the correlation between the two sources, we could demonstrate the impact of correlation.
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Furthermore, we also performed data analysis to provide intuition on the achievable benefits
of correlated information for the system.

Using the Age of Information (AoI) concept, we were able to quantify which update from
two sources is more informative to the system. In the case of correlated sources, an update
from any source contains some information regarding the value of the observed physical
phenomenon. Therefore, an update from any correlated source decreases the need for a
fresh update from other sources. We relied on the estimation error to indirectly characterise
the value of each update. The lower the estimation error resulting from an update, the
higher the value of the information in that particular update. It is reasonable for sources to
adopt the scheduling policy that results in the lowest estimation error. In other words, we
have demonstrated that the value of information in an update depends on two factors: the
AoI of the last received status update, and the correlation between the information sources.

The updating strategy that results from our work may be applied in an Internet of
Things (IoT) network to address the challenge of scaling [107]. However, due to many
factors, determining the updating strategy analytically for a system of multiple sensors is
complicated. And, considering the dynamic environment, we turned to DRL to design a
solution to obtain the updating strategy that takes advantage of correlated information.

5.1.2 Design of an Energy-aware Scheduling Mechanism

In chapter 4 we built on obtained insight and designed a DRL based energy-aware sched-
uler mechanism. The mechanism is capable of determining when a sensor should transmit
its next observation. We employ a DRL algorithm to resolve a multi-objective decision
as the mechanism’s aim is to prolong sensors’ lifetimes while maintaining the collection of
information within the pre-specified accuracy range. We show that the performance of our
mechanism is near optimal as we compare it to an ideal, all-knowing, scheduler and valid-
ate it over five different datasets obtained from real sensor deployments. Additionally, we
demonstrated the unique feature of our solution, namely energy balancing. The mechanism
is capable of determining to what extent the energy available to one sensor can be used to
prolong the lifetime of others.

We envision the role of the mechanism in the IoT ecosystem as an entity that will enable
the infrastructure providers to manage large-scale sensor deployments. The main benefit
of deploying our scheduling mechanism will be to reduce deployments cost by prolonging
battery-powered sensors’ lifetimes. Additionally, we expect the performance of the schedul-
ing mechanism to improve over time as it will be better able to extract the correlation from
collected observations.

As mentioned, the unique feature of our mechanism is energy balancing. A good applic-
ation of our work would be in smart agriculture. Sensors are usually deployed in groups, so,
in the case of 20 soil moisture sensors in a field, some sensors might be in a part of the area
prone to flooding. Our mechanism recognises the correlation between sensors and leverages
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it to reduce their transmission rate since the reading from one sensor can be used in place
of others. This could, in turn, lead to one sensor being requested more often, and its bat-
tery running down more rapidly than the others. To avoid such a situation, our proposed
mechanism also takes into account the energy available and makes sure that all the sensors
deplete their energy simultaneously. This means the battery depletion rate of the sensors
can be controlled, thus preventing multiple trips to a field to replace the battery of just one
or two sensors. Instead, a more efficient situation is created where sensor batteries can all
be replaced at the same time.

5.1.3 Summary

The findings of this thesis have a few important implications. The most notable one is that
we have shown that information collected by devices can be leveraged to extend the lifetime
of battery-powered sensors. Perhaps, a more subtle implication of our work is that different
infrastructure providers, i.e., sensor owners, can benefit by sharing the information their
sensors are collecting. Such an approach is easily achievable as services rely on informa-
tion stored in a database into which different infrastructure providers can input collected
information. In short, we consider information collected by sensors as a resource that can
be used to improve network performance, namely their energy efficiency.

5.2 Future works

The qualitative analysis and simulation-based performance of the scheduling mechanism
indicate the possible high energy-savings an infrastructure provider will be able to obtain
by integrating our solution into their networks. However, before the proposed mechanism
can become an integral part of future network deployments, a more detailed investigation
of certain aspects of our proposed solution is necessary. In what follows, we discuss possible
continuation studies and future research directions.

5.2.1 Continuation Studies

The implementation of the scheduling mechanism we presented in chapter 4 opened in-
triguing practical issues that require further investigation. In the following, we briefly discuss
the mechanism’s feasibility, how to improve its performance using Gaussian Processes (GP),
and how to better explain its decisions.

Feasibility

A comprehensible feasibility study should identify potential components that can be used
in deployments and possible impacts that our mechanism can have on the overall system
performance.
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Our scheduling mechanism requires sufficient computation power and memory storage
capacity. The Artificial Neural Network (ANN) training requires processing power, while
storage is needed to save sensors’ observations. We can place the mechanism anywhere
in the network. However, the mechanism has to respond within the specified time. For
example, if we set the mechanism in the cloud, the response time might be too large due
to delays in the network. Therefore, the mechanism position relative to sensors is a crucial
design factor. In the near future, deploying DRL-based solutions closer to IoT sensors will
become easier. Several companies are currently designing components for deep learning, e.g.,
Xilinx’s Adaptive Compute Acceleration Platform (ACAP) [108]. Using such components,
deploying the mechanism closer to the sensors’ location will be much more feasible.

On the other hand, the most noticeable impact of the mechanism on the network per-
formance is in the additional messages used to alter sensors’ update times. These messages
are short, and their frequency depends on the number of sensors under mechanism control
and the type of observed physical phenomena. For example, in our analysis, we noticed
that the mechanism transmitted up to a few hundred control messages every hour. Such
frequency should not pose any challenge to overall system performance. However, a much
higher rate of control messages, e.g., a few hundred messages every minute can potentially
negatively impact the system performance. Therefore, the feasibility study should estimate
the number of control messages and, if necessary, design a strategy to reduce this amount,
e.g., small changes in update time should not be transmitted, etc.

In general, the feasibility study should look into how it is possible to integrate our
proposed scheduling mechanism into the network without any negative impact.

Gaussian Processes

Analysing data, we discovered that the observed physical phenomenon is more highly cor-
related within specific geographical areas. For example, in the Intel lab dataset [90], the
sensors deployed closer to the window observe higher temperatures in comparison to sensors
located in the middle of the room. In our work, we relied on extracting scaling parameters
periodically. Instead, we could employ GP [109] to more efficiently model correlation. Us-
ing GP it is possible to use a kernel function, i.e., a covariance model, describing regions
in which the information collected by sensors is more correlated. Additionally, we could
leverage metadata which would help to describe the correlation between sensors better. For
example, for the SmartSantander dataset [93], knowing if it is a cloudy or sunny day can
help GP to provide better estimations.

In our proposed mechanism design, it is easy to accommodate the use of GP as only
a small alteration is required. The measure of estimation error should be replaced by
the variance resulting from the use of a GP estimation process, in both the state space
and the reward function. In Fig. 5.1 we illustrate how GP would fit in the proposed
scheduling mechanism. However, the main downside of using GP is that it requires a higher
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Figure 5.1: High-level scheduling mechanism design if implemented using GP.

computational power than the estimation error calculation.

Explaining the Mechanism’s Decisions

In the background chapter, we mentioned that ANN is often regarded as a black-box in
which decisions are often difficult to understand. When we made design choices for the
ANN inputs, we relied on the intuition obtained from the extensive analysis of the system
of correlated sources (chapter 3). However, our work would benefit from a more in-depth
analysis of how our mechanism arrives at a particular decision. Such a study would serve
to convince potential infrastructure providers to deploy our solution in their network. As
demonstrated by the authors in [110], a better explanation of how the ANN derives a decision
leads to a more sophisticated verification process and a possible better overall performance.
A few tools are available to provide a better explainability such as Layer-wise Relevance
Propagation (LRP) [111], or Sensitivity Analysis (SA) [112]. Offering a fully explainable
solution would reassure infrastructure providers that our mechanism-learned behaviour is
as expected.

5.2.2 Future Research Directions

In this subsection, we provide a short description of possible future research directions.

A system of sources relying on energy harvesting

The most interesting future direction of our work would be to consider a network of sensors
using diverse primary power sources, e.g., mains-powered or event-based energy harvesting.
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In such a case, the resulting scheduling policy will depend on the type of power source used
by the sensor.

When the sensor has a stable power source, i.e., mains-powered, the energy cost is
minimal. However, sensors face different restrictions such as contention for the transmission
channel and low duty-cycles, e.g., Long Range Wide Area Network (LoRaWAN) duty-cycle
is 1%[98]. Consequently, the sensor will not be able to transmit at every time instance. The
challenge for the scheduling mechanism then becomes to determine how much more often
should a mains-powered sensor transmit an observation in comparison to a battery-powered
one. To obtain such behaviour, an alteration to the reward function is probably necessary,
as well as perhaps a different ANN design.

Even more challenging would be a system with sensors relying on energy harvesters.
In such a case, the mechanism will have to learn that a sensor with an energy harvester
can replenish its energy. Additionally, the rate with which a sensor replenishes its energy
is unknown and depends on many external factors. Therefore, the mechanism will have to
learn that some sensors can replenish their energy, and others (battery-powered) do not. It is
intuitively known to us that the sensor with an energy harvester should transmit more often
than the battery-powered sensors (when their energy levels are the same). Our scheduling
mechanism, on the other hand, has to experience a battery-powered sensor depleting its
energy multiple times before it learns this. The mechanism has to be trained over the
entire life-cycle of the network numerous times before it will be able to learn the difference
between a sensor with an energy harvester and a battery-powered sensor. Following such
an approach, the scheduling mechanism should learn the desired behaviour. However, the
ANN training time would be significantly longer.

Distributed Approach

Multi-Agent Reinforcement Learning (MARL) could potentially be used to design a fully
distributed version of the scheduling mechanism. In such a case, each sensor would be
capable of making its own decision on when it should transmit an observation, i.e., decide
on its sleep time. However, the sensor’s limited processing power and increased energy
consumption, in addition to the agents having only partial information regarding the actions
of other sensors, limit the applicability of a distributed approach. Nonetheless, in the future
an energy efficient processing unit capable of holding the trained ANN could be available
and would make a distributed approach viable. In such a case, the most suitable option will
probably be to train sensors offline and then transfer the trained ANN to them.

The main challenge would be to achieve cooperation between the agents as they have
only limited knowledge of the actions and state of other agents. Consequently, in MARL,
agents often learn to act greedily. In the scenario that we consider in our work, an agent
could decide to not transmit for days, with the aim that other agents(sensors) will transmit
more often to compensate for its decision of not transmitting. Additionally, obtaining energy
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balancing in such a distributed manner would prove to be a significant challenge.

A distributed approach would also be to deploy agents in multiple gateways located in
the same environment, e.g., a smart city. In such a case, each agent would control sensors
that are connected to the gateway in which it resides. To improve its performance, an
agent would need to cooperate with agents residing in other gateways. Designing such a
system could prove to be an intriguing research challenge as a protocol on how agents should
collaborate is required. Additionally, in such a setting, the agent could potentially greatly
benefit from applying transfer and federated learning.

Transfer and Federated Learning

Transfer learning is a Machine Learning (ML) method in which a model trained by one agent
is reused by another agent in different settings or for similar problem settings. By using an
already trained model, it is possible to speed up the training process and to achieve better
performance with less training data [113]. However, in some cases, the transferring ANN’s
weights result in degraded performance, meaning that the transferred ANN performs worse
than a randomly initialized ANN would. The main challenge is to determine under which
conditions it is beneficial for the system to transfer already trained weights. For example,
it may be possible to reuse an already trained agent observing a particular phenomenon,
e.g., temperature. Or agents that are deployed in a similar environment, e.g., field or a
city, could reuse the ANN. Using transfer learning can enable the scheduling mechanism to
significantly reduce the training time, thus making our solution easier to deploy.

Another method that we could potentially employ to improve our scheduling perform-
ance in real deployments is federated learning [114]. The federated learning approach could
be used in a scenario in which we would deploy multiple scheduling mechanisms. In such a
case, numerous agents could aggregate their locally trained ANNs models via a coordinat-
ing (federated) server without sharing data. Such an approach is desirable as it would be
possible to train learning agents owned by different infrastructure providers. The main re-
search objective of the future work leveraging federated learning would be to explore how to
implement it. The benefit for the network would be to enable faster deployments, an ability
to test multiple different ANN models simultaneously, and reduced power consumption on
the gateways.
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Appendix

A Derivations for Covariance Models

In the following we derive expressions for τp, τ*, and Gmax for a separable and two non-
separable covariance classes, we employed in chapter 3 analysis.

We calculate the τp by calculating:

ε2(d, 0) = ε1(0, τp) (5.1)

where

εi(di, t) = 1− C2
i (di, t). (5.2)

To calculate the τ* we first have to calculate system error and then determine derivate:

εsys =
1

T

(∫ τ∆

0
ε1(0, t)dt+

∫ T

τ∆

ε2(d, t)dt

)
, (5.3)

where, for 0 ≤ t ≤ T :

∆1(t) = t and ∆2(t) = t− τ∆,

and with the condition:

τ∆ ≥ τp.

We defined Gmax as following:

Gmax(d, t) =
limλ2→∞ ε(d, t)

ε1(0, t)
, (5.4)

Note that when we calculate the Gmax we denote the update time for the primary source
as T1 and T2 denotes the update time of the secondary source.
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A.1 Separable Model

CI
i (di, ti) = exp(−θ2di − θ1∆i(t)), (5.5)

Following Eq. (5.1) we calculate τp as:

1− exp(−2θ2d2) = 1− exp(−2θ1τp).

Simplifying the above expression yields the following result for τp:

τpI =
θ2d2

θ1
(5.6)

We continue by determining the optimal time-shift, τ∗:

εsys =
1

T

(∫ τ∆

0
ε1(0, t)dt+

∫ T

τ∆

ε2(d, t)dt

)
,

The result of the integral is:

εsys =

exp(−2d2θ2)(exp(2θ1(τ∆−T ))−1)
2θ1

+ exp(−2τ∆θ1)−1
2θ1

+ T

T

dεsys
dτ∆

=
exp(2θ1(τ∆ − T )− 2d2θ2)− exp(−2τ∆θ1)

T
= 0

which yields:

τ∗
I

=
d2θ2 + Tθ1

2θ1
. (5.7)

Next, we determine the gain Gmax(d, t)

Gmax(d, t) =
limλ2→∞ ε(d, t)

ε1(0, t)
,

lim
λ2→∞

ε(d, t) =
1

T1

(∫ τp

0
ε1(0, t)dt+ (T1 − τp)ε2(d, 0)

)
=

lim
λ2→∞

ε(d, t) =
1

T1

(
τp +

exp(2θ1τp)− 1

2θ1
+
(
T1 − τp

)(
1− exp(−2d2θ2)

))
(5.8)

ε1(0, t) =
1

T1

∫ T1

0
1− exp(−2θ1t) =

1

T1

(
t
∣∣∣T1

0
+

exp(−2θ1t)

2θ1

∣∣∣T1

0

)
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ε1(0, t) =
1

T1

(
T1 +

exp(−2θ1T1) + 1

2θ1

)
(5.9)

By combing Eq. (5.8) and (5.9) we can obtain Gmax(d, t) as:

Gmax(d, t) =
τp +

exp(2θ1τp)−1
2θ1

+
(
T1 − τp

)(
1− exp(−2rθ2)

)
T1 + exp(−2θ1T1)+1

2θ1

(5.10)

A.2 Non-separable Model I

CII
i (di, ti) =

θ1∆i(t) + 1(
(θ1∆i(t) + 1)2 + θ2

2d
2
i

)(D+1)/2
, (5.11)

Following Eq. (5.1) and inserting D = 3 we can calculate τp as follows:

(0 + 1)(
(0 + 1)2 + θ2

2d
2
2

)2 =
(θ1τp + 1)(

(θ1τp + 1)2 + θ2
202

)2

1

(1 + θ2
2d

2
2)2

=
1

(θ1τp + 1)3

(θ1τp + 1)3 = (1 + θ2
2d

2
2)2

τpII =
(1 + θ2

2d
2
2)

2
3 − 1

θ1
(5.12)

System estimation error for a case of when the two sources update with equal rates:

εsys =
1

T

(∫ τ∆

0
1−
(

θ1t+ 1(
(θ1t+ 1)2

)(D+1)/2

)2

dt+

∫ T

τ∆

1−
(

θ1t+ 1(
(θ1t+ 1)2 + θ2

2d
2
2

)(D+1)/2

)2

dt

)
,

We calculate each integral separately and insert D = 3:

∫ τ∆

0
1−

(
(θ1t+ 1)(

(θ1t+ 1)2
)(D+1)/2

)2

dt =

∫ τ∆

0
1−

(
(θ1t+ 1)(

(θ1t+ 1)2
)2)2

dt =

∫ τ∆

0
1−

(
1

(θ1t+ 1)3

)2

=

∫ τ∆

0
1− 1

(θ1t+ 1)6

To solve the integral we use 2.117 (3) in [115], which is:
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∫
dx

Zm1
= − 1

(m− 1)bZm−1
1

where Z1 = (a+ bx) and result is:

t
∣∣∣τ∆
0

+
1

5θ1(θ1t+ 1)5

∣∣∣τ∆
0

= τ∆ +
1

5θ1(θ1τ∆ + 1)5
− 1

5θ1
(5.13)

Unfortunately, the second integral does not have a rational solution. Therefore, we are
unable to determine τ∗

II
analytically. Instead we focus on calculating Gmax by following

Eq. (5.4):

Gmax(d, t) =
limλ2→∞ ε(d, t)

ε1(0, t)
,

lim
λ2→∞

ε(d, t) =
1

T1

(∫ τp

0
ε1(0, t)dt+ (T1 − τp)ε2(d, 0)

)
=

Following the method we applied to determine the integral in Eq. (5.13), we can resolve the
above integral and result is as follows:

1

T1

∫ τp

0
ε1(0, t)dt =

1

T1

(
t
∣∣∣τp
0

+
1

5θ1(θ1t+ 1)5

∣∣∣τp
0

)
=

1

T1

(
τp +

1

5θ1(θ1τp + 1)5
− 1

5θ1

)
while

(T1 − τp)ε2(d, 0) = (T1 − τp)(1−
1

(1 +−2θ2
2d

2
2)4

)

We can determine the ε1(0, t) by following the solution we obtained in Eq. (5.13):

ε1(0, t) = t
∣∣∣T1

0
+

1

5θ1(θ1t+ 1)5

∣∣∣T1

0
= T1 +

1

5θ1(θ1T1 + 1)5
− 1

5θ1

by combining the above three solutions we can determine the Gmax(d, t):

Gmax(d, t) =
τpII + 1

5θ1(θ1τpII+1)5 − 1
5θ1

+ (T1 − τpII )(1− 1
(1+−2θ2

2d
2
2)4 )

T1 + 1
5θ1(θ1T1+1)5 − 1

5θ1

(5.14)

A.3 Non-separable Model II

CIII
i (di, ti) = exp(−θ2

2d
2
i − θ1∆i(t)− θ3∆i(t)d

2
i ). (5.15)
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Following Eq. (5.1) we calculate τp as:

1− exp(−2θ10− 2θ2
2d

2
2 − 2θ30d2

2) = 1− exp(−2θ1τp − 2θ2
202 − 2θ3τp0

2)

exp(−2θ2
2d

2
2) = exp(−2θ1τp)

−2θ2
2d

2
2 = −2θ1τp

τpIII =
θ2d

2
2

θ1
(5.16)

System estimation error for a case of when the two sources update with equal rates:

εsys =
1

T

(∫ τ∆

0
1−

(
exp(−θ1t)

)2

dt+

∫ T

τ∆

1−
(

exp(−θ1t− θ2d
2
2 − θ3td

2
2)

)2

dt

We calculate each integral separately:∫ τ∆

0
1−

(
exp(−θ1t)

)2

dt = t
∣∣∣τ∆
0

+
exp(−2θ1t)

2θ1

∣∣∣τ∆
0

= τ∆ +
exp(−2θ1τ∆)

2θ1
− 1

2θ1

∫ T

τ∆

1−
(

exp(−θ1t− θ2d
2
2 − θ3td

2
2)

)2

dt =

∫ T

τ∆

1dt−
∫ T

τ∆

exp(−2θ1t− 2θ2
2d

2
2 − 2θ3td

2
2)dt =

∫ T

τ∆

1dt− exp(−2θ2
2d

2
2)

∫ T

τ∆

exp(−2t(θ3d
2
2 + θ1))dt

To solve the above integral we substitute u = −2t(θ3d
2
2 + θ1) and dt = du/(−2(θ3d

2
2 + θ1)).

Resulting in:∫ T

τ∆

1dt+
exp(−2θ2

2d
2
2)

2(θ3d2
2 + θ1)

∫
exp(u)du = t

∣∣∣T
τ∆

+
exp(−2θ2

2d
2
2) exp(−2t(θ3d

2
2 + θ1))

2(θ3d2
2 + θ1)

∣∣∣T
τ∆

=

T − τ∆ +
exp(−2θ2

2d
2
2) exp(−2(T − τ∆)(θ3d

2
2 + θ1))

2(θ3d2
2 + θ1)

− exp(−2θ2
2d

2
2)

2(θ3d2
2 + θ1)

εsys =
1

T

(
exp(−2θ1τ∆)

2θ1
− 1

2θ1
+T+

exp(−2θ2
2d

2
2) exp(−2(T − τ∆)(θ3d

2
2 + θ1))

2(θ3d2
2 + θ1)

−exp(−2θ2
2d

2
2)

2(θ3d2
2 + θ1)

)

The derivative is:
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ε
′
sys =

1

T

(
− exp(−2θ1τ∆) +

2(θ3d
2
2 + θ1) exp(−2θ2

2d
2
2) exp(−2(θ3d

2
2 + θ1)(T − τ∆))

2(θ3d2
2 + θ1)

)
=

1

T

(
− exp(−2θ1τ∆) + exp(−2θ2

2d
2
2) exp(−2(θ3d

2
2 + θ1)(T − τ∆))

)
= 0

exp(−2θ1τ∆) = exp(−2θ2
2d

2
2) exp(−2(θ3d

2
2 + θ1)(T − τ∆))

Therefore, the optimum is:

τ∗
III

=
(θ3d

2
2 + θ1)T + 2θ2

2d
2
2

θ3d2
2 + 3θ1

(5.17)

We follow Eq. (5.4) to calculate Gmax:

Gmax(d, t) =
limλ2→∞ ε(d, t)

ε1(0, t)
,

lim
λ2→∞

ε(d, t) =
1

T1

(∫ τp

0
ε1(0, t)dt+ (T1 − τp)ε2(d, 0)

)
=

=
1

T1

(∫ τp

0
1− exp(−2θ1t)dt+ (T1 − τp)(1− exp(−2θ2

2d
2
2))

)
=

=
1

T1

(
τp +

exp(−2θ1τp)

2θ1
− 1

2θ1
+ (T1 − τp)(1− exp(−2θ2

2d
2
2))

)

ε1(0, t) =
1

T1

∫ T1

0
ε1(0, t)dt =

1

T1

(
t
∣∣∣T1

0
+

exp(−2θ1t)

2θ1

∣∣∣T1

0

)
=

1

T1

(
T1 +

exp(−2θ1T1)

2θ1
− 1

2θ1

)

By combining above solutions we can determine the Gmax(d, t) as:

Gmax(d, t) =
2θ1τp + exp(−2θ1τp) + 2θ1(T1 − τp)(1− exp(−2θ2

2d
2
2))− 1

2θ1T1 + exp(−2θ1T1)− 1
(5.18)

B Dataset Descriptions

In the following we provide short descriptions of the datasets which we use in the data
analysis in chapter 3, and as environmental information in the evaluation of the proposed
scheduling mechanism in chapter 4.
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Figure B.1: Intel Berkeley Research lab dataset layout. Source: [90].

B.1 Intel Berkeley Research Lab Dataset

In this thesis, we leverage the Intel dataset in our analysis in chapter 3 and in the validation
process in chapter 4. In total, the dataset contains observations collected from 54 sensors
deployed in the Intel Berkeley Research laboratory, California U.S. The observations were
collected between February 28th and April 5th, 2004. Collected measurements provide us
with a great representation of how a physical phenomenon is distributed in space and evolves
in time. In other words, the Intel dataset gives us a good ground truth as the data comprises
observations collected very frequently (every 31 seconds). As such, it is an excellent choice
in the analysis as well as for the mechanism design. However, we limit the number of days
and the sensors we use.

In our analysis in chapter 3, we rely on nine sensors, all located in one room, that have
collected observations between 1st and 21st of March 2004. We use sensor number 14, 22,
23, 24, 25, 26, 27, 28, and 29. In Fig. B.1 each number represents the location of the sensor.
There are other sensors located in the same room, however, due to missing observations (for
a day or more in the selected three weeks period), they were not part of our analysis.

In the evaluation process in chapter 4 the Intel dataset provides us with a great asset
as it enables us to validate our mechanism performance on the data which exhibits high
periodicity (daily and weekly). We use data collected between March 1st and 9th 2004.
In our analysis, we exclude sensors number 5, 15, 18, and 37, as during those days they
collected erroneous observations or the sensor was deactivated. We limited used days to
nine days as a longer period would result in fewer sensors we could potentially use in our
work. We split the data into two parts. The first part, i.e., the first six days, we use to train
the Deep Reinforcement Learning (DRL) agent. The second part we leverage to validate
the learned behaviour. The validation part of the data starts during the weekend (Sunday
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Figure B.2: Positions of temperature sensors in SmartSantander testbed

7th of March 2004) and lasts for two more working days. Following such an approach, we
ensure that the mechanism is evaluated with observations collected on weekdays and during
the weekend.

In general, the environment in which observations from 54 sensors were collected was
very controlled and as such an ideal for the use in our work as it enables to know the
ground truth(real observation values) very well. Additionally, the dataset contains a lot of
additional information that can help in determining the correlation between sensors, e.g.,
office layout, work hours, etc. In contrast, the SmartSantander dataset allows us to evaluate
our scheduling mechanism in a more realistic, less controlled environment.

B.2 SmartSantander Dataset

The SmartSantander dataset allows us to evaluate the scheduling mechanism performance
in a smart city environment. In total, we use observations from twenty temperature, ten
humidity, and eight ambient noise sensors. These sensors are deployed all over the city,
typically on lamp posts. In Fig. B.2 we show the temperature sensor locations. Note that
distances between sensors vary from a few meters to over 2 km. We focus on the observations
that were collected between April 1st and April 19th, 2018. In contrast to intel data, the
sensors did not collect observations very frequently; except for a few sensors, most have
collected observation only every few hours. To that end, as we mentioned in chapter 4, we
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use the Amelia II software program [104].

Amelia II software is a tool that leverages the imputation process to generate missing
values. The authors describe the method Amelia II uses to generate missing data as follows:
“Multiple imputation involves imputing m values for each missing cell in your data matrix
and creating m "completed" data sets. (Across these completed data sets, the observed
values are the same, but the missing values are filled in with different imputations that
reflect our uncertainty about the missing data.)”1. To obtain the data for the evaluation,
we, using Amelia, generate five new observation sets for a sensor with missing values. Then
we average over the five datasets to obtain the end dataset. In the imputation process,
we use observations from one sensor. We use observations from the sensor with the most
collected observations. However, to avoid adding bias, we remove that sensor from the
evaluation process.

1Software Amelia may be obtained at the following site: gking.harvard.edu/amelia
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Acronyms

4G 4th generation

5G 5th generation

ACAP Adaptive Compute Acceleration Platform

ANN Artificial Neural Network

AoI Age of Information

CPS Cyber-Physical System

DDPG Deep Deterministic Policy Gradient

DRL Deep Reinforcement Learning

DQN Deep Q-Network

GP Gaussian Processes

IoT Internet of Everything

IoNT Internet of Nano Things

IoT Internet of Things

IIoT Industrial IoT

ITU International Telecommunications Union

H2M Human-to-Machine

LMMSE Linear Minimum Mean Square Error

LoRaWAN Long Range Wide Area Network

LPWAN Low-Power Wide-Area Network

LRP Layer-wise Relevance Propagation

LTE-M Long Term Evolution for Machines
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M2M Machine-to-Machine

MARL Multi-Agent Reinforcement Learning

MDP Markov Decision Process

ML Machine Learning

MMSE Minimum Mean Square Error

MSE Mean Square Error

NB-IoT Narrowband IoT

RFID Radio-frequency Identification

RL Reinforcement Learning

SA Sensitivity Analysis

UAV Unmanned Aerial Vehicle

WSN Wireless Sensor Network

WWW World Wide Web
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