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S u m m a r y

The analysis contained herein treats the relationship between terrorism and the 

internet. Instead o f treating cyberterrorism as the most important conjunction of 

terrorism and the Internet (as has been the tendency to date—even amongst those who 

doubt the efficacy o f  the cyberterrorist threat), this study illustrates how terrorist use 

o f the Net is an everyday ‘reality’ and one that ought to attract far more attention than 

it has yet received. The study places a particular emphasis on terrorist Web sites as the 

vehicles for terrorist publicity and propaganda, one o f  the most prominent 

contemporary terrorist uses o f the Net. but also seeks to balance claims about the 

power o f  'small m edia,’ such as the Internet, against the continued dominance o f  the 

traditional mass media (i.e. ‘big m edia’).

Given the paucity o f  previous research addressing these issues, this study 

cannot be anything other than preliminary. Nevertheless, the aim in this text is to 

clarify what is meant by cyberterrorism by investigating both academic and media 

portrayals o f the term in conjunction with an in-depth treatment o f the problem of 

definition. This is followed by a description and analysis o f the m ass-m edia's role in 

the origins o f the current cyber-angst. The spotlight is then shifted from the much- 

hyped cyberterrorism to an analysis o f the Internet as a soft power tool employed by 

terrorists with increasing success.

The latter is achieved by the provision o f  a description and analysis o f the five 

major terrorist uses o f the Net (information provision, fundraising, networking, 

recruitment, and information gathering), with the alleged terrorist use o f 

steganography for secure communication purposes receiving in-depth treatment. As it 

is asserted herein that information provision via terrorist Web sites is the most 

important aspect o f contemporary terrorist Net use, a substantial portion o f the text is 

concerned with exploring the latter. The English-language Web sites o f ten terrorist 

groups are the object o f both a content analysis and close reading in order to 

detennine these sites’ functioning and effectiveness, and to draw out their discursive 

structuring and framing mechanisms respectively. A detennination o f audience impact 

is also attempted here. Finally, the Lebanese Shi’a group Hizbollah has instituted a 

particularly effective cyber-strategy and so this group’s Web sites are the subject o f a 

detailed case study.
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In terms o f conclusions: on the micro level, this text shows that the 

cyberterrorist threat has been over hyped and that we ought to be more concerned 

instead with the way in which terrorists are currently using the Internet, particularly 

for the purposes o f information dissemination. On the macro level, the text illustrates 

the way in which the Internet is contributing to the reshaping o f  international 

relations, particularly in terms o f the way in which power is conceived therein, while 

at the same time advocating for the retention o f  a balanced view o f the relationship 

between ‘big’ and ‘sm all’ media. Summing up, if  the Internet is a sling and content 

the stone with which terrorists in the guise o f David are seeking to overcome the 

Goliath that remains traditional mass media, then David’s opening shot is on target, 

but there’s still a way to go before he overpowers the giant.
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In t r o d u c t io n

"Power itse lf  is being so  endlessly red istr ibu ted  and redefined that i t ’s changing nature is one o f  the 
prin cip le  destab ilizin g  fo rce s  in the w o r ld  today, and a source o f  strength fo r  those who can adapt to  it 

m ost quickly... The realpolitik o f  the new era  is cyberpolitik, in which actors are no longer ju s t states,
an d  raw  p o w er can he countered or fo r tif ied  by information po w er  ”

- David J. Rothkopf (1998)

INTRODUCTION

This thesis is--to the best o f  m y know ledge—the first extended academ ic study to treat 

the re lationship between terrorism and the internet' in an integrated manner. There are 

a fairly large num ber o f  studies that address the issue o f  cyberterrorism, but only a tiny 

num ber o f  political scientists, international relations scholars, or even those w hose 

exclusive focus is the study o f  terrorism, have engaged in research in other areas o f  

terrorism and the Internet. N o  attem pt has yet been m ade to uncouple cyberterrorism 

and terrorist ‘u se ’ o f  the Net, as the present work attempts to do.

At its core this s tudy seeks to address two basic questions:

Is cyberterrorism  the m ost important aspect o f  the terrorism-lnternet 

re lationship?

If  it is not, what other aspects o f  this relationship are m ore important and w hy?

Over the course  o f  the research, how ever, these questions came to be supplem ented by 

others, ch ie f  am ongst which were the following:

W hat is ‘cyberte rro rism ’?

Is it purely a media construct?

' The terms ‘Internet’ and 'W eb' are capitalised throughout this project. For a discussion o f  case- 
sensitivity in relation to the term internet, see Schwartz 2002, 3.
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Is there a difference between ‘cyberterrorism’ and terrorist ‘use’ o f  the Net? 

What are the most important contemporary terrorist uses o f  the Internet?

Why has just one o f  these uses, steganography, received such an inordinate 

amount o f  attention?

Are allegations o f  habitual terrorist use o f  digital steganography plausible?

Is it possible to show that terrorist Web sites are vehicles for more routine and 

yet potentially more powerful uses than the latter?

What are some o f  the alternative functions o f  such Web sites and how effective 

are they?

What type o f  information is provided and what type o f  rhetoric employed on 

such sites?

W'ho are the target audiences for terrorist Web sites?

Taking all o f  the above into account, is it accurate to contend that the Internet is 

an increasingly effective soft power tool for terrorist organisations worldwide?

The title o f  this study. Reality Bytes: Cyherterron'sm and Terrorist 'U se' o f  the 

Net, hints at its core thesis. Instead o f  treating cyberterrorism as the most important 

conjunction o f  terrorism and the Internet (as has been the tendency to date—even 

amongst those who doubt the efficacy o f  the cyberterrorist threat), this study illustrates 

how terrorist use o f  the Net is an everyday ‘reality’ and one that ought to attract far 

more attention than it has yet received. Here, a particular emphasis is placed on terrorist 

Web sites as the vehicles for terrorist publicity and propaganda, one o f  the most 

prominent contemporary terrorist uses o f  the Net. Given the paucity o f  previous 

research addressing these issues, this study cannot be anything other than preliminary. 

Nevertheless, the aim has been to clarify what is meant by cyberterrorism, explain the 

origins o f  the current cyber-angst and, having accomplished these, shift the spotlight 

from the much-hyped cyberterrorism to an analysis o f  the Internet as a soft power tool 

employed by terrorists with increasing success.
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BACKGROUND

The Internet is the instrum ent o f  a significant political pow er shift. In the space o f  thirty 

years, it has m etam orphosed  from a US Departm ent o f  Defence com m and-and-contro l 

netw ork  consisting o f  less than one hundred com puters to a netw ork that criss-crosses 

the globe: today, the Internet is made up o f  tens o f  thousands o f  nodes (i.e. linkage 

points) with over 105 million hosts spanning more than 200 countries. With a current 

estimated population o f  regular users o f  over 600 million people, the Internet has 

becom e a near-ubiquitous presence in many world regions. That ubiquity is due in large 

part to the release in 1991 o f  the World Wide W eb (see N orris  2001, 27-28)." In 1993 

the Web consisted o f  a m ere 130 sites, by cen tu ry’s end it boasted m ore than one billion 

pages. Such high levels o f  interconnectivity produce both positive and negative 

externalities, however. Perhaps the single greatest d raw back is the Western w o rld ’s 

ever-increasing inform ation network dependency. M ore and more, the effective 

functioning o f  the developed world is reliant on the sustained and effective functioning 

o f  our information infrastructure(s).

While natural disasters (e.g. earthquakes, hurricanes, tornadoes, etc.), accidents, 

operator error, hardw are  and software failure, can result in the disruption or destruction 

o f  critical infrastructure, deliberate attacks upon that infrastructure, particularly when 

em ployed  in conjunction with physical threats, could potentially cause even greater 

harm. The threat o f  attack is two-fold: physical attacks against those facilities that 

house com ponen ts  o f  the information infrastructure and cyber attacks against the 

com puter netw orks that facilitate control o f  that infrastructure. In the w ake o f  the 

events o f  9/11, there is w idespread  concern that cyber attack is imminent.

T he Internet presents m ore than one avenue for terrorist activity, however. 

There is the potential for cyberterrorist attack, but the Internet is also a useful vehicle 

for com m unication , com m and , and control by terrorists. M edia have for decades been 

attributed with considerable significance in processes o f  cultural and political 

transform ation. The Internet is daily heralded as a new  m edia  technology o f  enorm ous

'  E ssen tia lly , the W eb is a com ponent o f  the N et. H ow ever, see  A ppendix A  for a m ore detailed  
description o f  the relationsh ip  betw een  the Internet and the W W W .
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and increasing significance; it is the first many-to-many communication system and the 

instrument o f  a political power shift. The ability to communicate words, images, and 

sounds, which underlies the power to persuade, inform, witness, debate, and discuss 

(not to mention the power to slander, propagandize, disseminate bad or misleading 

information, engage in misinformation and/or disinformation, etc.) is no longer the sole 

province o f  those who own or control printing presses, radio stations, or television 

networks. Every machine connected to the Internet, from expensive laptop computers to 

lowly mobile phones, is potentially a printing press, a broadcasting station, a place o f  

assembly (Rheingold 1998). And in the twenty first century, terrorists are availing o f  

the opportunity to connect.

In 1998, it was reported that approximately half o f  the (then) thirty terrorist 

groups designated as ‘Foreign Terrorist Organisations’ under the US Antiterrorism and 

Effective Death Penalty Act o f  1996 operated Web sites. Today, virtually every active 

terrorist group—there are approximately seventy operating worldwide—has an online 

presence, and many groups are the subjects o f  more than one site. Nationalist-separatist 

groups that maintain Web sites include the Irish Republican Army (IRA), Annata  

Corsa (the Corsican Army), the Moro Islamic Liberation Front (MILF) in the 

Philippines, and various Chechen organisations. Islamist groups also maintain a 

prominent online presence with sites representing al-Qaeda, Palestinian Islamic Jihad, 

Ansar al Islam  (Supporters o f  Islam), the Kashmiri Hizh-ul Mujehideen, the Islamic 

Movement o f  Uzbekistan (IMU), the Pakistan-based Lashkar-e-Taiha, and others. Both 

traditionally conceived right-wing and left-wing terrorist organisations are also present 

on the Web. Left-wing terror group sites include those maintained by the Popular Front 

for the Liberation o f  Palestine (PFLP), the Turkish-based Popular Democratic 

Liberation Front (DFIKP/C), Peru’s Tupac Amaru, and the Japanese Red Army (JRA). 

Right-wing terrorist groups who maintain an online presence—though much less 

numerous than their leftist counterparts—include the Colombian National Liberation 

Army (ELN) and the United Self-Defence Forces o f  Colombia (AUC), amongst others.^

T here is a tendency to  equate far-right or ‘hate" groups with terrorist groups, e sp ecia lly  am ongst 
Internet researchers and proponents o f  the ‘n e w ’ terrorism . Such an equation d o es not hold up under 
scrutiny; W eb sites  m aintained by terrorist and hate groups differ m arkedly in term s o f  appearance, 
content, functioning, and effec tiv en ess . A n a lyses that uncritically lum p terrorists and hate groups—and
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A m ajority  o f  the thirty-six groups that appear on the US State D epartm ent’s current list 

o f  D esignated Foreign Terrorist Organizations have an established online presence. A 

num ber o f  these groups have already shown a clear understanding o f  the pow er o f  the 

global information netw ork to publicise their position. The Lebanese Hizbollah have 

clearly dem onstra ted  this ability, as have the Tamil Tigers, A l-Qaeda, and num erous 

other terrorist o rganisa tions that maintain a Web presence."*

RELEVANCE

The majority o f  the literature dealing with terrorism and the Internet focuses on 

cyberterrorism. In particular, it focuses on the vulnerability  o f  critical information 

infrastructure(s) to cyber attack. This literature has a num ber o f  difficulties, however. 

C h ie f  am ong  these  is the absence o f  definitional clarity arising out o f  the tendency  to 

conflate ‘cyberte rro rism ,’ hacktivism (i.e. politically motivated hacking), and terrorist 

‘use’ (and "misuse’) o f  the Net. Second, a large part o f  the discussion surrounding 

cyberterrorism has taken place not w'ithin the confines o f  academe, but in the mass 

media. In other words, a vast am ount o f  the ‘ literature’ is not literature at all, but 

journalism . Nonethe less ,  both types o f  account have been consistently alarmist in 

nature, focusing on the potentially d isastrous consequences o f  a successful future 

cyberterrorist attack, while skipping blithely over the proven role played by the hiternet 

in a vast am oun t o f  current terrorist activity. This study differs from previous studies 

not ju s t  in its central thesis, but also in its sustained analysis o f  both academ ic and 

media portrayals  o f  cyberterrorism, its in-depth treatment o f  the problem o f  definition, 

and its integration o f  the cyberterrorism  issue with the other major issues surrounding 

terrorism and the Internet.

th e i r  W e b  s i te s—to g e th e r  inc lude  C h a lk  1999, C r i l ley  200 1 ,  D a m p h o u s s e  & S m ith  1998, Lev in  2002 ,  
N a c o s  2 0 0 2 ,  W h in e  1999.

A re la t iv e ly  c o m p r e h e n s iv e  list o f  all such  sites ,  bo th  official  an d  unoff ic ia l ,  is m a in ta in ed  by  an 
ind iv idual  in th e  U n i ted  S ta tes  and  is ava i lab le  o n l in e  at http:/ /'w\v\v.croni\vell-
in t l . c o m /s e c u r i tv 'n e tu se rs .h tm l .
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The fact remains that despite the presence o f  many terrorist organisations 

online, w orldw ide no act o f  cyberterrorism has ever yet occurred. The point is not that 

cyberterrorism cannot happen or will not happen, but that it has not happened yet. Why 

persist then in addressing the cyberterrorism issue? Because, to reiterate, it is important 

to be clear as regards what types o f  acts might constitute cyberterrorism  and to 

distinguish these from contem porary  terrorist ‘u se ’ o f  the Net, which does not. On a 

more personal note, but relatedly, it has been the au thor’s experience—at conferences, in 

lectures, etc.--that a failure to address the cyberterrorism issue causes considerable 

confusion for audiences w ho are then under the misapprehension that w hen one is 

speaking about contem porary  terrorist Net use, one is actually referring to 

‘cyberterrorism ,’ but have som e unspecified difficulty with em ploying  the term. It is 

absolutely crucial in a project o f  this sort, therefore, to devote som e considerable space 

to a description and analysis o f  the cyberterrorist threat in which there is considerable 

public interest, but about which there is also considerable public fear and confusion.

Given the com plete absence o f  cyberterrorism to date, the state o f  research into 

terrorist g roup’s very real online presence is curious on two counts. A s a cursory glance 

in any bookstore or library reveals, the majority o f  what passes for know ledge about the 

intersection o f  terrorism and the Internet is based on opinion and impression, not on 

social science theory or empirical investigation. Further, most o f  the research that is 

available is small scale, focused on specific groups, and dispersed across space and 

time such that meaningful synthesis is next to impossible. The present research, on the 

other hand, provides an integrated and up-to-date analysis o f  various terrorist uses o f  

the Net including, data mining, fundraising, recruitment and m obilisation, covert 

com m unication, networking, sharing information, planning and coordination, etc. The 

assertion that terrorists routinely em ploy  digital steganography for secure 

com m unication purposes is also interrogated here. The latter has com e to be accepted 

as an article o f  faith am ongst terrorism scholars on the sole basis, it appears, o f  

new spaper reports o f  dubious provenance. In addition to further illuminating an 

important aspect o f  the terrorism-Internet nexus, exploration o f  the s teganography issue 

serves as an additional exam ple o f  the enduring power o f ‘o ld ’ media.
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Finally, th is researcii also explores the primary materials provided by m odern 

terrorists, in the form o f  their Web sites, to say som ething about the efficacy o f  the 

Internet as a political tool, particularly the increasing role o f  soft power in our 

information society  and the w ay in which Internet-savvy terrorist groups have wielded 

this. These W eb sites have not yet been the subject o f  any sustained academic 

investigation (D onohue  2003, 232; Tsfati & W eim ann 2002, 319; W eimann 2004b, 7). 

A m ajority  o f  the research and analysis pertaining to the Internet and Web sites as 

political tools has focused on the pow er o f  transnational advocacy groups, such as 

Green Peace, A m nesty  International and other civil society actors, and their ability to 

harness the pow er o f  international com m unications technologies to forward their goals. 

Much less attention has been paid to those groups that com pose ‘uncivil society ,’ with 

research on terrorist g ro u p s ’ online presence, in particular, still in its embryonic stages 

(A rquilla & Ronfeldt 2001, 20).^ This may be due to a num ber o f  factors, including the 

difficulty associated with fitting groups that em ploy violence into the various 

fram ew orks devised to categorize social m ovem ents,  and a certain 'feel good factor’ 

that im bues the w ork  o f  scholars concerned with issues o f  transnationalism and 

international advocacy.

An alternative reason why the academ ic com m unity  has essentially ignored 

Web sites m aintained by terrorist organizations may be that scholars doubt the efficacy 

o f  the Internet as a political tool. Walter Laqueur, a respected figure in terrorism 

studies, made the fo llow ing observation in 1999:

N o am ount o f  e-mail sent from the Baka Valley to Tel Aviv, from Kurdistan to 

Turkey, from the Jaffna peninsula  to C olom bo, or from India to Pakistan will 

have the slightest political effect. N or can one envisage how  in these conditions 

virtual pow er will translate into real pow er (p.262).

This s tatem ent is doubly  startling when one considers that a few lines previously 

Laqueur adm its  that audiocassettes  smuggled into Iran played a key role in the

 ̂ I t 's  worth m entioning that .Arquilla, Ronfeldt, and their Rand colleagues were some o f  the first 
researchers to draw attention to the potential o f  the Internet as a terrorist tool, but without building 
empirically  on their assertion to any significant extent (Lesser et al 1999).
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Khomeini revolution.^ In more recent times, num erous (coalitions of) civil society 

actors have conducted successful cam paigns via the Internet that have had significant 

political effects. For example, e-mail was credited with halting a US banking plan 

aim ed at com bating money laundering; the Nobel Prize-w'inning International 

C am paign to Ban Landmines, which successfully lobbied for a treaty s topping the use, 

production, stockpiling, and transfer o f  antipersonnel mines, coordinated it’s activities 

via the N et (see Rutherford 2002); the Web site M oveOn.org, best known today for its 

efforts to mobilize opponents  o f  both George W. Bush and the Iraq war, has attracted 

over two million subscribers to jo in  its e-mail list and was responsible for instituting a 

U S-wide TV advertising campaign paid for by online donations (see Gallo 2003; Hara 

& Estrada 2003; Jacobs 2005; Williams 2003). In each case ‘v irtual’ or ‘soft’ power 

w as translated into ‘rea l’ power, w hether fmancial, legal, or otherwise. These and 

similar successes^ have not gone unnoticed by terrorist groups and their supporters who 

realize that establishing a meaningful virtual pow er-base is reliant on a well-designed 

W eb site that performs effectively.

THEORETICAL UNDERPINNINGS

The forms o f  politics enabled by the current climate o f  rapid global change are 

incapable o f  being accounted for by the dom inant strains o f  international relations (IR) 

theory, and neo-realism in particular. This understanding o f  the political as something 

which only  legitimately em anates from the state m eans that conventional IR theory 

reproduces notions o f  political pow er unsuited to an era in which political identities and 

processes are configured both within and without bounded forms o f  political 

com m unity . The upshot o f  this is that IR, as a discipline, is effectively blind to many o f  

the important new  forms o f  ‘international’ politics taking place in the world today.

 ̂ For an account o f  the use o f  sm all m edia (e.g. audio and video cassettes) in the Iranian revolution, see 
Sreberny-M oham m adi & M oham m adi 1994. Fandy (1999) discusses the use o f  both sm all m edia and the 
Internet by opposition  groups in Saudi A rabia.
 ̂ A lthough not ‘successfu l’ in the accepted sense o f  em erging from  a contest the w inner, H ow ard D ean’s 

innovative use o f  the Internet in his bid for the D em ocratic party’s nom ination for the 2004 US 
presidential race received extensive coverage stateside (see C ornfield 2005, 1-3; Jacobs 2005; Rainie et 
« /2 0 0 5 , 1-2)



Certainly, the IR community has neglected the study o f  both terrorism and the Internet, 

though both are undoubtedly ‘international’ in their scope and each ‘powerful’ in their 

own right.

Power is one o f  those ubiquitous terms that everyone seems to understand but 

few can actually define. It is a foundational concept o f  political science and a central 

pillar o f  International Relations, but one that has been subject to vast change in the last 

decade. Many IR scholars have contributed texts that have addressed the nature o f  

power and its effects on the global system (Morgenthau 1967; Keohane & Nye 1989; 

Waltz 1979). Hans Morganthau, in his book Politics Am ong Nations: The Struggle fo r  

PoM’er and Peace (1967), defined the elements o f  national power as geography, natural 

resources, industrial capacity, military preparedness, population, national character, 

national morale, and the quality o f  diplomacy and government (p.xviii). These are the 

traditional power resources focused upon by IR scholars. Information-based power w'as 

not totally neglected, however. Writing in 1939, the great British realist E.H. Carr 

identified three categories of international power: military, economic, and power over 

opinion (1964, 108). It wasn’t until the 1990s, however, that .loseph Nye and other IR 

scholars began to theorize about information-based power as a distinct type o f  power,
o

distinguishable from hard power. Nye first argued for the concept o f  ‘soft power’ m 

his book Bound to Lead. The journal Foreign Affairs followed up with a number o f  

articles speaking to the issue o f  information as power (Cohen 1996; Keohane & Nye 

1998; Nye & Owens 1996; Wriston 1997; see also Rothkopf 1998 & Berkowitz 1996). 

These ideas were mirrored in books such as Rosencrance’s The Rise o f  the Virtual State  

(1999) and a number o f  collaborative works produced by John Arquilla and David 

Ronfeldt, which discuss the role o f  information and how it influences international 

affairs (1996a, 1997, 1999, 2001 ).‘̂

* O f course, the idea o f power having an agenda-setting dimension in the shaping o f  consciousness was 
addressed by political theorists long before such approaches came to prominence in IR; such a position 
was famously summarized and expanded upon by Steven Lukes in his three-dimensional conception o f 
power as laid out in Power: A Radical View (1974).

In the realm o f practice, as opposed to theory, it should be noted that US military strategists were 
particularly quick to grasp the potential force-multiplier effects o f  new information technologies. 
■Analyses o f  the so-called Revolution in Military Affairs (RMA) are included in the collection entitled In 
A thena's Camp (1997), edited by Arquilla and Ronfeldt and referred to above, w'hile other worthwhile 
contributions on this subject and related issues include Goldman 2004. Hammes 2004, Khalilzad & 
White 1999, Lonsdale 2004, and Schwartzstein 1996.
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Arquilla and Ronfeldt's contention that information is the most important 

element o f  power is not yet widely accepted. Traditional Realists and Neo-Realists still 

promote ideas o f  classical power politics, while Neo-Liberals focus on globalization 

and economic power. Both have something to contribute to debates, but neither camp 

has been able to adequately explain the changes in world events, especially in the last 

decade. Other theorists accept the power o f  information, but do not believe that it will 

change the fundamentals o f  world politics. Traditional measures o f  military force, gross 

national product, population, energy, land, and minerals have therefore continued to 

dominate discussions o f  the balance o f  power. These power resources still matter. 

Today, however, information is also an important element o f  power. Critics o f  the new 

view o f  power have argued that because only sixteen percent o f  the world has access to 

the In te rn e t , in fo rm a t io n  cannot truly change global politics. Everyday however more 

people are going online. The Internet has the fastest rate o f  penetration o f  any 

communication technology in history. In the United States, the radio took thirty years 

to reach sixty million people; television reached this level o f  diffusion in fifteen years; 

the Internet did it in three years (after the development o f  the WWW) (Castells 2000, 

382). Information is a central element o f  pow'er because o f  its fungibility. The ability to 

transfer the power o f  information is what makes it so useful politically (Baldwin 1979, 

166). The huge explosion in technology, particularly the rise o f  the Internet, has 

transformed the power paradigm. Groups, organizations, nation-states, and even 

individuals can now influence policy at the systemic level by employing information 

pow'er. The ability to manipulate information will be a primary capability in future 

conflicts and is already making an impact in the present, as will be demonstrated.

This project explores the relationship between terrorism and the Internet 

through the lens o f  information power. Two ‘types’ or ‘categories’ o f  information- 

based power are deemed key to this relationship; these are instrumental power and soft 

power, both o f  which are described below. Updating the arguments set forth by Robert 

Keohane and Joseph Nye in their seminal book, Power and Interdependence (1989), 

the argument here is that the use o f  information is changing the idea o f  what we look

A ccord in g  to C lickZ  Stats, there w ere 945 m illion  Internet users w orldw ide in 2 0 0 4 . The U S C ensus 
Bureau reported that the w orld 's population stood  at just over six  b illion  in A ugust 2004 .
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for in terms o f  power capabilities within the realm o f  international politics. It is 

important to state here, however, that to the extent that this text is ‘about’ power, it is in 

the manner o f  a “contextual power analysis” (Baldwin 1979, 167) as advocated by 

Laswell and Kaplan: “What is common to all power and influence relations is only 

effect on policy. What is affected and on what basis are variables whose specific 

content in a given situation can be determined only by inquiry into the actual practices 

of the actors in that situation” (1950, 92). And again: “Political analysis must be 

contextual and take account o f  the power practices actually manifested in the concrete 

political situation” (1950, 94). This project is, therefore, centrally concerned with the 

range o f  tools provided by the Internet and through which terrorist actors can exert 

influence; it reaches far beyond traditional accounts o f  power and argues, in effect, that 

the rise o f  the Net rather than being regarded as an interesting side-show must 

increasingly be regarded as one o f  the key mechanisms o f  agency in international 

politics.

Instrumental Power

“Instrumental power focuses on the capacity or capability o f  power holders to effect 

particular outcomes” (Singh 2002, 7). IT, or any technology for that matter, is a force 

that enhances these capabilities. From an instrumental perspective, new technologies 

can empower political actors--in this case, violent sub-state groups. Modern terrorists 

consider the Internet an invaluable tool for achieving their goals. Indeed most theories 

o f  ‘armed propaganda’ are partly technologically driven. In his Mini-Manual o f  the 

Urban Guerrilla (1971), Carlos Marighella wrote:

The urban guerrilla must never fail to install a clandestine press and must be 

able to ...produce clandestine newspapers, pamphlets, flyers, and stamps for 

propaganda and agitation against the dictatorship....The urban guerrilla 

engaged in clandestine printing facilitates enormously the incorporation o f  large 

numbers o f  people into the revolutionary struggle....Tape recordings, the



occupation o f  radio stations, and the use o f  loudspeakers, draw ings on the 

w a lls . . .a re  other forms o f  propaganda (p. 104).

On a more fundamental, though perhaps less visible level, information technologies 

(IT) can also influence the very nature o f  pow er i tse lf  This aspect o f  the Internet will 

be returned to below, but for now  the focus is on the Internet as a source o f  

instrumental power.

One o f  the first ways in which political scientists and policy m akers examined 

the relationship between information technologies and pow er was to focus on IT as a 

source o f  instrumental power. J.P. Singh describes how the instrumentality o f  the 

te lecom m unication infrastructure was apparent historically in the US D epartm ent o f  

Justice’s concerns about A T & T 's  use o f  m onopoly  power in the early 1940s. In the 

1960s, he says, security concerns began to spill over into the econom ic realm when 

enhancing national wealth through information infrastructures becam e linked to 

concerns about national power, while in the 1980s instrumental pow er concerns were 

most obvious in national debates about economic competitiveness. During the course o f  

the 1990s, traditional concerns like security and political change were jo ined  to those 

about economic pow er and technologies (W riston 1988). A t around this time, 

conceptions o f  security changed in two major ways. First, information technologies 

were deployed to enhance capabilities in tasks ranging from the m anufacture o f ‘smart 

w eap o n s’ to organizational ones like defense preparedness (Arquilla  & Ronfeldt 1997; 

Deibert 1997; N ye & O w ens 1996). Second, and one o f  the issues with which this 

project is concerned, protecting critical information infrastructures against varied 

threats becam e a core concern o f  m any states, particularly the United States (Singh 

2002, 7-9). The precise nature o f  these threats and responses to them are described and 

analyzed in Chapters O ne and Two.

O f  course, the instrumental features o f  IT extend beyond state concerns. 

Information is the new  lifeblood o f  the international system. World politics today 

transcends sim ple international relations, and much o f  the change has taken place as a 

result o f  the spread o f  information infrastructures (Luke 2001, 113). The information 

revolution is driving dramatic changes in political, d iplomatic, military, econom ic.
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social, and cultural affairs, in the second half o f  the twentieth century, economically 

advanced countries made the shift into what has been termed the 'information society' 

or the ‘information age.’ The futurist Alvin Toffler (1980) has labelled this transition 

the ‘Third Wave,’ suggesting that it will ultimately be as consequential as the two 

previous waves in human history: from hunter gatherer to agricultural societies, and 

from agricultural to industrial ones. The rapid expansion and diffusion o f  new 

International Communications Technologies (ICTs), particularly evident in the growth 

o f  the Internet, contribute to the set o f  phenomena collectively labelled globalisation 

and cut across traditional temporal and spatial boundaries.

The way that these technologies empower less privileged groups is particularly 

important in recognizing the promise o f  technology in instrumental contexts. In terms 

o f  IR scholarship, James Rosenau's Turbulence in World Politics (1990), which claims 

that the diffusion o f  IT has enhanced the competence o f  citizens and undercut the 

authority o f  states, is perhaps the most articulate example o f  this argument. That 

instrumental power can have negative as well as positive consequences unhinges this 

purely positive conception o f  instrumental power, however. It is imperative that 

analyses o f  instrumental power continue beyond not just those o f  states and firms, but 

also civil society actors, to examine how IT, and the Internet in particular, empowers 

those groups composing uncivil society. Chapter Three seeks to do this by describing 

and analyzing how terrorists use the Internet and how this use has enhanced their 

capability to effect particular outcomes. But because communications technologies 

cannot be separated from the conditions in which they operate, the present analysis 

does not stop at use, instead it is particularly concerned with content.

Soft Power

“ Modern communication is indeed about technology, but is also about human 

creativity. Because something  is communicated to someone, an impact or an influence 

is likely to be the result, which often depends on how creatively the content o f  

communications is deployed' [italics in original] (Taylor 1997, 5). In the field o f  IR, 

this type o f  argument is most commonly grafted onto the argument for instrumental
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power described above. This is because soft power may be conceived o f  as a type of 

instrumental power, both o f  which differ from hard power in the way they achieve their 

effects. For example, in Parchment. Printing, and Hypermedia (1997) Ronald Deibert 

argues that the diffusion o f  new digital communications technologies fosters a social 

epistemology favouring non-territorial institutions and fragmented identities over that 

o f  the nation-state. A similar argument is put forward here, namely that the diffusion o f  

the Internet empowers sub-state actors, in this case terrorist groups, in numerous ways, 

the most important o f  which is an increased ability to effect their goals through the 

judicious use o f  information-based power via their Web sites.

The analytical framework adopted here is based largely upon Joseph Nye’s 

theorisation o f  soft power. However, other frameworks have been suggested:

• Cyberpolitik'. In ‘Cyberpolitik: The Changing Nature o f  Power in the

Information Age,’ David Rothkopf argued that “the realpolitik  o f  the new era is 

cyherpolitik, in which actors are no longer just states, and raw power can be 

countered or fortified by information power” [italics in original] (1998, 326).

• Noopolilik: In 1999, John Arquilla and David Ronfeldt produced The

Emergence o f  Noopolitik  for RAND. The term originates with Pierre Teilhard 

de Chardin’s concept o f  the ‘noosphere’ denoting the realm or sphere o f  ideas.

“Noopolitik is an approach to statecraft, to be undertaken as much by non-state

as by state actors, that emphasises the role o f  soft power in expressing ideas, 

values, norms and ethics through all manner o f  media” (p.29).

• Netpolitik: According to the Aspen Institute, “Netpolitik is a new style o f  

diplomacy that seeks to exploit the powerful capabilities o f  the Internet to shape 

politics, culture, values, and personal identity. But unlike Realpolitik—which  

seeks to advance a nation's political interests through amoral coercion— 

Netpolitik traffics in ‘softer’ issues such as moral legitimacy, cultural identity, 

societal values, and public perception” (Bollier 2003, 2)."

Within the discipline o f  IR, the idea o f  soft power is probably most closely associated 

with the work o f  Joseph Nye, which nonetheless shares significant overlaps with the 

various ‘politiks’ described above.

" For a rundown o f  other relevant power analyses, see Dunn 2002, 33-36.
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Nye first put forward his thesis in Bound to Lead {\99Q), but has returned to the 

idea on several occasions since. In 1996, in an article with William Owens, Nye defined 

soft power as “the ability to achieve desired outcomes in international affairs through 

attraction rather than coercion” (Nye and Owens 1996, 21 fn.l). Nye returned to the 

subject in 1998, in an article jointly authored with Robert Keohane. In that paper 

Keohane and Nye draw a distinction between free information (such as scientific 

information, advertising, political propaganda), commercial information (that is 

information that is sold), and strategic information (information that is useful because it 

is possessed by one actor, but not others). They argue that the most important political 

shift has been produced by the dissemination o f  free information due to the way in 

which it increases the potential for persuasion internationally. Thus states and NGOs 

can today much more readily influence the beliefs o f  foreign publics than in the past. 

Keohane and Nye argue further that free information, if sufficiently convincing, can 

alter perceptions o f  interest and thus change how hard power and strategic information 

are deployed (Keohane & Nye 1998. 89-92).

In 2002, Nye contributed The Paradox o f  American Power in which he defined 

soft power as '‘getting others to want what you want” (p.9). He also reiterated that soft 

power was concerned with cooption rather than coercion. According to Nye,

Soft power rests on the ability to set the political agenda in a way that shapes 

the preferences o f  others...[P]olitical leaders and thinkers such as Antonio 

Gramsci have long understood the power that comes from setting the agenda 

and determining the framework o f  a debate. The ability to establish preferences 

tends to be associated with intangible power resources such as an attractive 

culture, ideology, and institutions. If 1 can get you to want to do what 1 want, 

then 1 do not have to force you to do what you do not want to do...Soft power is 

not merely the same as influence. After all, 1 can also influence you by threats 

and rewards. Soft power is also more than persuasion or the ability to move 

people by argument. It is the ability to entice and attract. And attraction often 

leads to acquiescence or imitation [italics in original] (Nye 2002, 9; see also 

Nye 2004, 6).
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The Internet is integral to the spread o f  soft pow er because the Internet creates a system 

w here pow er over information is much more widely distributed. C om pared  with the 

control exercised over radio, television, and new spapers by broadcasters and editors 

(see Jacobs 2005, 70), the Internet creates unlimited communication one-to-one, one- 

to-many, many-to-one, and m any-to-m any (Nye 2002, 52).

Credibility is an important aspect o f  soft power. “C om m unities  tend to cluster 

around credible cue givers, and, in turn, perceived credibility tends to reinforce 

com m unities” (Nye 2002, 67). In particular, Internet users tend to frequent Web sites 

that provide information that they find both interesting and credible. The upshot o f  this 

is that politics is transformed into “a contest o f  competitive credibility” (Nye 2002, 68; 

see also Bollier 2003, 10 & 29). G overnm ents are forced to com pete with each other 

and with other organisations to increase their own credibility and decrease that o f  their 

opponents. Reputation has always been an important consideration in international 

politics, but the flood o f  free information and the resultant ‘paradox o f  plenty ' 

obtaining in our ‘ information society,’ has meant that the possession o f  high levels o f  

credibility is an increasingly important pow er resource (Nye 2002, 68). W hether those 

em ploying an Internet information strategy establish the credibility to get and hold 

an y o n e’s attention is thus a key political question (2002, 89).

Plenty o f  information leads to scarcity—o f  attention. W hen people are 

overw helm ed with the volum e o f  information confronting them, they have 

difficulty discerning what to focus on. Attention rather than information 

becom es the scarce resource, and those w ho can distinguish valuable 

information from background clutter gain power. Editors and cue givers 

becom e more in dem and, and this is a source o f  power for those w ho can tell us 

where to focus our attention (Nye 2004, 106).

Clearly established m edia outlets have an edge here.

Another issue concerns the actual m ovem ent o f  ideas and information, which is 

virtually instantaneous, but their com prehension and acceptance depend on political 

and cultural differences (Nye 2002, 90; Bollier 2003, 20-21 & 32-33).
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Global effects are powerful, but they do not enter societies in an unmediated 

way. On the contrary, they are filtered through domestic political alignments. 

H ow  global information is dow nloaded  in different countries is a function o f  

dom estic  politics. In that sense, even in an age o f  globalisation, all politics 

rem ains local (N ye 2002, 100).

C ontext is a related factor, and also plays a crucial role.

All pow er depends on contex t—w ho relates to w hom  under what circum stances- 

-but soft pow er depends m ore than hard pow er upon the existence o f  willing 

interpreters and receivers. M oreover, attraction often has a diffuse effect, 

creating general influence ra ther than producing an easily observable specific 

action (N ye 2004, 16).

In other words, soft pow er resources som etim es take years to produce desired outcom es 

and are often heavily  reliant on external even ts—which can open w indow s o f  

opportunity—although a detectable causal link m ay not, even then, be immediately 

identifiable.

Terrorism and (Mass) Communication(s)

The traditional focus o f  m ainstream  IR theories on states as the most important actors 

in international relations has tended to alienate terrorism researchers '"—for w hom  the 

actions o f  sub-state actors are param ount—and obliged them to seek theoretical 

sustenance elsew here . This  tendency is exacerbated by the disinterest in media and 

com m unica tions  ev idenced  by m ost IR scholars. Terrorism and com m unication(s) are 

inherently linked and there is a large body o f  work devoted to analysing the

'■ The number o f  texts explicitly addressing the nexus of  terrorism and IR are few. Adrian Guelke's The 
Age o f  Terrorism and the International Political System  (1998) fails to live up to its title; it is a 
straightforward description o f  the course of  international terrorism, which pays no particular attention to 
the role o f  the international political system in structuring same. The only text with which I am familiar 
that employs IR theory to say something new about terrorism is Ihekwoaba Onwudiwe’s The 
Globalization o f  Terrorism  (2001), which uses World Systems Theory to seek to explain the causes of 
terrorism.
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relationship(s) between these two (see Alali & Byrd 1994). Since the advent o f  the 

printing press using industrial age technologies in the 19* century, terrorists and 

extremist movements have employed every available mass communications 

technology: from Marighela’s advice to his comrades to use photocopying machines to 

produce large numbers o f  pamphlets and manifestos to Hizbollah’s establishment o f  its 

Al Manar television station in the early 1990s. For their part, scholars interested in the 

relationship betw'een terrorism and the media have tended to focus on the role o f  the 

news media, particularly newspapers and television and, in fact, terrorism is often 

portrayed as a strategy characterized by the intentional manipulation o f  the news 

media.

Nineteen sixty eight, the year that witnessed the birth o f  modern international 

terrorism, was the same year in which the United States launched the first television 

satellite, heralding the second great revolution in mass communications that directly 

impacted terrorism (Hoffman 1998 136-137; see also Carruthers 2000, 168; Chaliand 

1985, 13-14; Schmid & De Graaf 1982, !6). Much o f  the explanation o f  the power of 

terrorism is said to hinge on how the news media operate: ".lournalists are attracted to 

drama and few political spectacles offer greater dramatic appeal than violence" 

(Livingston 1994, 2). Terrorists are cognisant o f  this and use it to their advantage. In 

his seminal 1975 paper, Brian Michael Jenkins argued ‘‘terrorist attacks are often 

carefully choreographed to attract the attention o f  the electronic media and the 

international press” (p. 16). The news media have proved unable to ignore events 

“fashioned specifically for their needs’' (Bowyer Bell 1978, 50).'^

This explains Cherif Bassiouni’s contention that

The correlation between the escalation o f  global terror-violence in the past 

twenty years and the innovations in media technology that facilitate rapid 

dissemination of information is more than mere coincidence. In essence, this 

correlation illustrates the symbiotic relationship between ‘terrorism’ and the 

media: the terrorists rely on the media to further their terror-inspiring goals.

In the w ake o f  9/11, Sum an G upta w as m oved to question: “ W hat is ‘international te rro rism ’ apart 
from  being a m edia event?” (2002, 15).
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the media utilises the terrorists’ acts as necessaiy or rewarding news items 

[italics in original] (1983, 200).

This alleged symbiosis has been reiterated many times since. In his text The Anatomy 

o f  Terrorism, David Long had this to say: “The Media’s mission to cover the news and 

the terrorist’s ability to ‘create’ news have led to a symbiotic relationship between the 

two, one in which the media not only convey the news but help the terrorists create it 

(1990, 119; see also Carruthers 2000, 168; Hoffman 1998, 142; Szumski 1986, 70; 

Ward law 1982, 76).

Long goes on to employ the metaphor o f  theatre to explain terrorism; Brian 

Jenkins has also repeatedly used this metaphor, as has Gabriel Weimann (see Jenkins 

1978, 1980, 1981; Weimann 1983; Weimann & Winn 1993). Mark Juergensmeyer 

drawing on the same metaphor suggests that we view terrorism not as a tactic but as 

what he calls “performance violence,” which has two major components. First, such 

acts are dramas designed to have an effect on their audiences. In the case o f  terrorist 

violence, those who witness it via the news media are part o f  what occurs. Second, 

according to Juergensmeyer, the term ‘performance’ also implies the notion o f  

‘performative,’ which refers to certain kinds o f  speech that are able to perform social 

functions (i.e. their utterance has a performative impact).

Like vows recited during marriage rites, certain words not only represent reality 

but also shape it: they contain a certain power o f  their own. The same is true o f  

some nonverbal symbolic actions, such as the gunshot that begins a race, the 

raising o f  a white flag to show defeat, or acts o f  terrorism (2000, 124).

The performative and propagandistic nature o f  terrorist acts is central to many o f  the 

available definitions o f  terrorism. According to Schmid and De Graaf: “Terrorism 

cannot be understood only in terms o f  violence. It has to be understood primarily in 

terms o f  propaganda. Violence and propaganda have much in common. Violence aims 

at behaviour modification by coercion. Propaganda aims at the same through 

persuasion. Terrorism is a combination o f  the two” (1982, 14).
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If the intention o f  terrorism is to induce terror then it follows, according to 

num erous analysts, that the ultimate targets are those watching, not those w ho directly 

suffer violent attack (Carruthers 2000, 167; G uelke 1998, 191; H offm an 1998, 131; 

N acos 1994, 8; N acos  2002, 66; Schmid & De G raa f  1982, 15). Terrorism  is therefore 

often v iewed as a strategy o f  ‘arm ed p ropaganda’ calculated to generate m axim um  

response am ongst target audiences w ho will then pressurise states to accede to the 

terrorists’ dem ands (Stohl 1990, 93). Terrorist violence is thus attributed an agenda- 

setting function in and o f  itself. This publicity-seeking soft pow er com ponent o f  

terrorist violence is probably what N ye was referring to when he w rote “Terrorism 

depends crucially on soft pow er for its ultimate victory. It depends on its ability to 

attract support from the crowd at least as much as its ability to destroy the e n e m y ’s will 

to fight” (Nye 2004, 22). The advent o f  the Internet has added a significant new  tool to 

the terroris ts’ soft pow er arsenal.

Terrorist ‘spec taculars’ can, there is no doubt, hijack m edia attention: witness 

the attack on the Israeli athletes at the M unich Olympics, the h ijacking o f  TW A  flight 

847, the events o f  9/1 1 and their aftermath. This is not to suggest, however, that the 

terrorists them selves actually control the new s agenda, or can determ ine the ways in 

which their behaviour is framed. Even where terrorists gain ‘disruptive access ’ to the 

media, in their repackaging  o f  events the m edia still largely rely on official sources and 

dom inant understandings o f  w here  legitimacy lies (Dobkin 1992; Paletz & Schmid 

1992, 19). in the British case, for example, the tabloid press often exceeded the 

language o f  the state in s tigmatising the IRA as ‘scum ,’ ‘cow ardly  m urderers ,’ and 

‘bastards’ (Carruthers 2000, 191).

In the past, those characterised as ‘terrorists’ were rarely accepted by the mass 

media as legitimate or authoritative sources o f  news in their own right. N either were 

they accepted as reliable com m entators  upon the political situation that had given rise 

to the violence: “Certainly, on the few occasions when the BBC or ITV interviewed 

Republican para-militaries in the 1970s and 1980s, they were em phatica lly  not, as a 

matter o f  policy, treated as individuals w hose opinions could be accorded the sam e 

respect and due consideration as o thers” (Carruthers 2000, 191). By concentrating 

almost exclusively on the vio lent dimension o f  terrorism, m aking  no attem pt to
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contextualise  its causes, media reports often leave readers, viewers, or listeners 

mystified as to the motivation o f  violent acts (M artin 2003, 280). The upshot o f  this is 

that m any in the m edia  audience take these acts to be simply the senseless, inexplicable 

behaviour o f  psychotic  fundamentalis ts  o r  extrem ist lunatics (Gerbner 1992, 96).

N o b e l’s invention o f  dynam ite in 1867 w as the technological breakthrough that 

ushered in the era o f  m odern terrorism. T he econom y o f  m eans afforded by the use o f  

dynam ite ensured that terrorist bom bings proliferated. High levels o f  illiteracy in 

nineteenth century  Europe imposed serious limitations on conventional text-based 

propaganda. C onversely , ‘propaganda by d ee d ’ could show, as the French anarchist 

Paul Brousse explained lucidly at the time, “the weary  and inert m asses . . . th a t  which 

they were unable to read, teach them socialism in practice, m ake it visible, tangible, 

concrete” (T ow nshend  2002, 55). When the anarchist Albert Parsons was arraigned for 

his alleged involvem ent in the H aym arket bom bing  in Chicago in 1886, he insisted in 

court that dynam ite  “m ade all men equal and therefore free” (Tow nshend 2002, 25). 

However, while m odern  terrorists may still seek to convey a m essage through their 

perform ance violence, they must also em ploy written and spoken language in an effort 

to legitimise, rationalise and, ultimately, advertise their actions. With the advent o f  the 

Internet, how ever,  they are no longer reliant on intermediaries to interpret their  deeds.

Terrorists  generally accom pany their violent acts with a flurry o f  threats, 

com m uniques, and manifestos, leading one com m entato r to assert “the v iolence o f  

terrorism is positively verbose” (Segaller 1987, 62). Previous to the w idespread use o f  

the Internet, the m ainstream  m edia were held by many to be complicit in the attainment 

o f  the terroris ts’ objectives. This was because media attention to terrorist v iolence was 

held to be considerab ly  more significant than the terrorists’ own propaganda: “ [the 

terrorists’] own self-generated posters, manifestos, leaflets, and broadcasts are unlikely, 

after all, to reach a wide audience and even less likely to convince any other than the 

already converted” (Carruthers 2000, 170). This m ay have been true when cultures and 

politics could be contained within national borders. Historically, leaders and elites were 

generally the only  ones w ho knew  the world first hand. Thus they were relied upon to 

interpret the m otives and behaviours o f  other leaders and elites, and to formulate 

responses. Today, that reliance has all but vanished. The Internet presents those with
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access and the requisite interest with the opportunity  to !<no\v and interpret the world 

for themselves, and therefore decreases the historical control by the media and political 

elites over individual worldview s (Appadurai 1996).

“ In the modern era, the truism that ‘information is po w er’ is very clearly 

understood by the media and governments; it is also understood by terrorists, their 

audiences, and their adversaries” (M artin 2003, 279). Terrorists now have the ability to 

tell their own stories via their Web sites. The success, or otherwise, o f  these W eb-based 

information strategies is explored at length throughout this text. Before proceeding, 

however, it is important to state that while terrorists m ay be challenging the pow er o f  

the news media, the information pow er w ielded by the latter over national and global 

publics is still very much pre-eminent. M ass-m ediated political com m unication is 

integral to politics and public life in contem porary  society. In fact, ‘‘many polities have 

reached a point where governance, a long with a host o f  related processes such as 

opinion formation, could not occur in their present forms without various uses o f  

m edia” (Bennett & Entman 2001, 1).

The idea that “ Pow er is the ability to define and limit the questions to be asked, 

not ju s t  the ability to influence dec is ions” (Livingston 1994, 7), is touched upon by 

N ye on a num ber o f  occasions (Keohane & N ye 1998, 91), but is never fully worked 

out. It is nonetheless a key soft-power resource and is illustrated here with a description 

and analysis o f  the cyberterrorist threat discourse and its effects as produced by the US 

media, which is the subject o f  Chapter T w o and also informs the analysis o f  terrorist’s 

alleged use o f  steganography contained in Chapter Four. Using Ole W ^ v e r ’s 

securitization thesis, which is a well-developed approach designed specifically to 

analyse security issues, the soft pow er o f  the established news m edia  organisations is 

evidenced. If  one facet o f  soft political pow er is, therefore, the ability to define the 

content o f  the issue agenda in the first place, this is an ability o f  which established 

new s media are certainly possessed, but one which terrorist groups will find it much 

more difficult to attain.

However, it is also true that small players now have the opportunity  to outsm art 

huge opponents  by using asym m etrical, inform ation-based strategies. And many o f  

these small players have taken up this opportunity  with alacrity. On the other hand, and
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as a lready pointed out, acts o f  violence, especially ‘spec tacular’ acts o f  political 

violence, can be utilised to com m and the media agenda and influence public opinion, 

thus it is im portant to underline here the function o f  political v iolence as an already 

existing coercive pow er resource at the disposal o f  terrorist groups (as opposed to  those 

‘small p lay ers ’ that are non-violent), which is leveraged by these groups in furtherance 

o f  their cyber-strategies. There is certainly no requirem ent that soft pow er be employed 

only by the ‘good guys ,’ however. Further, N ye (2006) has observed more recently that 

“ it is a m istake to rely on hard or soft power alone.” The ability to com bine them 

effectively he now  term s ‘smart pow er,’ the em ploym ent o f  which by terrorist groups is 

detailed at length in Part III o f  this text.

Such detailing is absolutely crucial as our understanding o f  such conflicts and 

their multifaceted dynam ics  remain limited at best. If  victory, in the information age, is 

ultimately about “w hose story w ins” (Arquilla & Ronfeldt 1999, 53; see also Bollier 

2003, 32-36), the crucial questions become what messages are sent and received by 

w hom  under which circum stances, and how that affects the ability o f  actors to obtain 

the ou tcom es they w'ant (Nye 2004, 44). This project analyses the information pow er at 

the disposal o f  the big and small players, the new's media and terrorist groups 

respectively, in order to illustrate that although the news media remain the big hitters in 

term s o f  inform ation power, the Internet as a soft pow er tool has revolutionized the 

relationship betw een terrorism and com m unication(s).

SCOPE OF STUDY 

Case Selection

There is no single universally accepted definition o f  what constitutes ‘terrorism ’; it 

remains an “essentially  contested concept” (Gallie 1962). This stum bling block m ay be 

overstated, however. Although a w idely accepted and usable definition o f  terrorism 

remains elusive, there are a num ber o f  prom inent definitions that share som e 

acceptance. In academ ic circles the most widely known (accepted?) definition o f
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terrorism is that put forward by Schmid and Jongman in their Political Terrorism  

(1988). This is certainly the most rigorous definition available, based as it is on the 

compilation and analysis o f  109 separate defmitions. Schmid was searching for an 

objective and, as he saw it, ‘scientific’ definition of terrorism, which prompted him to 

come up with the follow'ing:

Terrorism is an anxiety-inspiring method o f  repeated violent action, employed 

by (semi-)clandestine individual, group, or state actors, for idiosyncratic, 

criminal, or political reasons, whereby—in contrast to assassination—the direct 

targets o f  violence are not the main targets. The immediate human victims o f  

violence are generally chosen randomly (targets o f  opportunity) or selectively 

(representative or symbolic targets) from a target population, and serve as 

message generators. Threat- and violence-based communication processes 

between terrorist (organisation), (imperilled) victims, and main targets are used 

to manipulate the main target (audience(s)), turning it into a target o f  terror, a 

target o f  demands, or a target o f  attention, depending on w'hether intimidation, 

coercion, or propaganda is primarily sought (as quoted in Guelke 1998, 18).

In policy circles, one o f  the most widely known definitions is that devised by the US 

State Department and contained in Title 22 o f  the United States Code, Section 2656f(d) 

according to which “the term ‘terrorism’ means premeditated, politically motivated 

violence perpetrated against non-combatant targets by sub-national groups or 

clandestine agents, usually intended to influence an audience.”

These definitions are both interesting and relevant on a number o f  counts, 

though my comments here will be restricted to their significance for the present 

project.''’ It is worth noting, for example, that both definitions share a recognition o f  

political violence as having an essentially communicative element. More important, 

however, is the explicit recognition by Schmid that terrorist attacks may be carried out 

by or on the part o f  state actors. The State Department definition is not quite as clear on

For good general analyses o f  the difficulties associated with defining terrorism, most o f  which make 
som e reference to the definitions laid out above, see Badey 1998; Bhattia 2005; Dedeoglu 2003; Schmid 
2004; Weinberg, Pedahzur, & Hirsch-Hoefler 2004.
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this issue: it is debatable  to w hom  the term  ‘clandestine agen ts’ might apply. Within 

m ainstream  terrorism studies adherence to M ax W eber’s dictum that states have a 

m onopoly  o f  legitimate v iolence m eans that many believe that terrorism can by 

definition only  be carried out by non-state groups. Certainly, in practice the US and 

o ther governm ents  have, for the most part, restricted them selves to identifying as 

terrorist only non-state actors.

Others point to  the iniquity o f  such an approach, however, underlining the 

origins o f  the term ‘terro rism ’ in the actions o f  the French state during the Revolution 

and focusing on the massive num bers o f  casualties  arising out o f  terroristic violence 

instituted by states and/or their representatives and targeting domestic and/or foreign 

populations (Stohl & Lopez 1986a & 1986b). Prom inent exam ples include the so-called 

‘terror b o m b in g ’ o f  Germ an civilians during W orld War 11, S talin’s reign o f  terror, and 

Pol P o t’s ‘killing fie lds.’ For som e, o f  course, the ‘real’ terrorists are the agencies and 

satellites o f  the United States (C hom sky  1991; George 1991; Herman 1982; Herman & 

C hom sky  1988); a position which, interestingly, is also espoused on the W eb sites o f  

m any o f  the terrorist groups explored here. A lthough such assertions will be returned to 

later in the text, it w as decided that for practical purposes the US State Department 

definition o f  terrorism  would be em ployed  here with the result that the ‘ty p e ’ o f  

terrorism  focused on in this study is exclusively  o f  the sub-national variety.

T he bulk o f  the analysis contained herein is focused on those groups appearing 

on the US State D epartm ent’s list o f  Designated Foreign Terrorist Organisations 

(FTOs), w hich  is d raw n up in accordance with the Title 22 definition laid out above. 

This concentration  on the State Departm ent list g rew  out o f  the realisation that, having 

no desire to start from scratch and draw  up a m aster list o f  terrorist organisations for 

use in this project, on ly  to be subjected to endless questions and criticisms regarding 

the criteria for inclusion on such a list, some reasonably  authoritative existing source 

would have to be em ployed  instead. The US State Departm ent list w as chosen because 

it is well know n in the field and has the requisite authority. While there are m any 

people w ho w ould  contest the labelling o f  this or  that listed group as ‘terroris t,’ this 

would alm ost certainly be true o f  any such list. A nd there is reason to believe that, for
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many people--and perhaps Westerners in particular--if  the United S ta te’s government 

labels an organisation ‘terroris t’ that this is sufficient evidence o f  same.

The US governm ent has maintained a list o f  Foreign Terrorist Organizations 

since O ctober 1997 w hen form er US Secretary o f  State M adeline Albright approved 

the designation o f  the first thirty groups under the Immigration and Nationality  Act (as 

amended by the Antiterrorism  and Effective Death Penalty A ct 1996).'^ O f  the thirty- 

six groups that appeared on the list which was current when this research w as initiated 

(see Department o f  State 2004), fifteen maintained official W eb sites. Ten o f  these sites 

were available in English and these ten cases—Aleph, Basque Hom eland and Liberty 

(ETA), the N ew  P eop le’s A rm y (NPA), Hamas, Hizbollah, K ahane Chai (Kach), the 

Kurdish Workers Party (PKK), the Liberation Tigers o f  Tamil Eelam (LTTE), the 

Revolutionary A rm ed Forces o f  C olom bia  (FARC), and Sendero L um inoso—were 

subjected to close scrutiny. The sam pling procedure was clearly non-random ; it is 

probably best described as a convenience sample. This is not a drawback, however, as 

the aim was not to develop a com prehensive m ap o f  all terrorists online v/orldwide, but 

rather a m ore limited attem pt to isolate and com pare som e o f  the key com ponents  o f  

terrorist Web sites. Finally, a num ber o f  these groups responded on their Web sites to 

their inclusion on the US list; these responses are described and analysed in Chapter 

Six.

Lim itations

The almost exclusive focus on English-language sites is to be regretted, but cannot be 

changed. Being familiar with none o f  the g roups’ native languages (e.g. Arabic, 

Japanese, Spanish, Tamil, etc.), and with only limited resources, it w as not possible to 

have the W eb sites produced in the g roups’ native languages translated on a scale large

Groups designated as Foreign Terrorist Organizations by the US Secretary o f  State, in consultation 
with the Attorney General and the Secretary o f  the Treasury, are subject to a number o f  legal restrictions. 
It is unlawful, for exam ple, for a person in the United States or subject to the jurisdiction o f  the United 
States to provide any kind o f  financial or material support to such organizations. Both representatives and 
members o f  these groups may be denied visas or excluded from the United States, and U S financial 
institutions must block the funds o f  these groups and their agents and report the blockage to the O ffice o f  
Foreign A ssets Control o f  the US Department o f  the Treasury.
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enough to provide some balance. Unfortunately, this narrowing o f  focus results in a 

major drawback: many o f  the Web sites maintained by Islamic fundamentalist groups, 

such as al-Qaeda, Ansar al-lslam, A l-Gam a'a al-lslamiyya, Egyptian Islamic Jihad, 

Lashkar-e-Tayyiba, and others (all o f  which appear on the US terrorism list), are 

available only in Arabic. So, although some o f  these groups are mentioned in this 

study, it was not possible to subject their Web sites to either a content analysis or close 

reading.

What are the implications for this study o f  the omission o f  these Web sites from 

the empirical analysis? Firstly, it means that the Web sites o f  many o f  the groups that 

are currently in the public eye were unable to be observed in any great depth and thus 

all treatment o f  them within this study is based on the observations and translations o f  

others. More importantly, however, it means that the sites closely analysed herein are 

those maintained by ‘o ld’ as opposed to ‘new’ terrorist groups.

Terrorism scholars increasingly distinguish between ‘o ld’ and ‘new ’ terrorism. 

The ‘new’ terrorism is said to have at least seven identifiable characteristics:

1. Religiously inspired terrorism predominates (e.g. Islam, cults, anti-abortion).

2. The ‘new ’ terrorism tends to adopt more networked and less hierarchical 

organisational structures.

3. This networked form is assisted by the growing use o f  information and 

communication technologies (esp. satellite phones, mobile phones, and the 

Internet).

4. The ‘new ’ terrorists frequently do not claim responsibility for their attacks.

5. Many o f  these terrorists are amateurs or operate on a part-time basis.

6. The ‘new ’ terrorists operate at all four levels o f  the international system: 

domestically, internationally, transnationally, and globally.

7. The ‘new ’ terrorism is more lethal than the ‘o ld ’ (because its goals are more 

amorphous) (Chalk 1999; Laqueur 1999; Lesser et al 1999; Nacos 2002, 13-14 

& 21-24).'^

For critiques o f  tiie concept o f ‘new" terrorism see Burnett & W hyte 2005, Duyvesteyn 2004, Spencer 
2006, Tucker 2001, Zimmermann 2003.
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Obviously all o f  the groups referred to herein, because they are Internet users, fulfil the 

third requirement above. However, the ten groups that receive the most in-depth 

analysis in this study do not fulfil many o f  the other criteria: few o f  the groups are 

religiously inspired; many o f  them retain hierarchical organisational structures; almost 

all claim responsibility for their attacks; most o f  these groups’ operatives are full-time, 

professionals; none o f  these groups could be said to act globally; and although they 

have been responsible for very large numbers o f  casualties, this is because they have 

been engaged in terrorism for long periods—most for decades—and their attacks, 

although generally small scale, are committed often (see Table 1.1).

Table I .l  Characteristics o f ‘O ld’ vs. ‘N ew ’ Terrorism

Characteristic ‘O ld’ Terrorism ‘New’ Terrorism
Ideology Leftist &/or Ethno- 

Nationalist
Religious (e.g. Islam, cults, 
anti-abortion)

Organizational Structure Hierarchical Networked
Role o f  Media & 
Technolog}’

Reliance on ‘old’ (i.e. 
mass) media (e.g. 
Newspapers, radio, 
terrestrial television)

'N ew ' Media & ICTs (e.g. 
Internet, satellite television, 
Mobile and satellite phones)

Claims o f  Responsibility Yes No
Status o f  Individual 
Operatives

Professional Amateur

System Level at Which 
Operate

National & International National, International, 
Transnational, & Global (i.e. 
all levels)

Threat Level Relatively Low (‘want a 
lot o f  people watching, not 
a lot o f  people dead’)

High ( ‘want a lot o f  people 
vvatchina and a lot o f  people 
dead’)

Web sites maintained by Hamas and Hizbollah are included in the empirical 

section o f  the study, and these groups are considered by some to embody the ‘new’ 

terrorist mindset (Zanini 1999). Others contest this assertion however and the structure 

and content o f  their Web sites appears to place them squarely in the ‘old’ terrorism 

category. The upshot o f  this is that the findings reported here are not generalizable to 

all terrorist Web sites. In particular—and this issue will be addressed further in the text— 

Web sites maintained by groups such as al-Qaeda appear to differ dramatically in their
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contents  and d iscursive structures to tiiose maintained by ‘o lder’ groups, including 

H am as and Hizbollah. N evertheless, I have aimed at generalizations where these could 

be responsib ly  undertaken.

DESIGN OF STUDY 

Data

Three different kinds o f  data have been em ployed  in this study. On the one hand, I have 

collected a large num.ber o f  texts dealing with terrorism and, to a lesser extent, the 

Internet. 1 have also collected and evaluated those few works dealing with both areas. 

The bibliography reflects this database. The second database—which also finds 

reflection in the b ib liography—consists o f  media reports, mainly drawn from 

new spapers and new sm agazines . The third database consists o f  the terrorist Web sites, 

particularly direct observation o f  the ten sites mentioned previously. These were 

dow nloaded  in their entirety a num ber o f  t im es between January and M ay 2004.

The analysis  provided herein draw s upon primary data, but also relies heavily 

on inform ation draw n from secondary  materials. The latter include previously 

published academ ic analyses, a long with governm ent docum ents  and research 

institutes’ reports. This is accepted  practice within the social sciences. However, it will 

be noticed that m edia  reports, particularly new spaper and new sm agazine articles, are 

relied upon here to  a much greater extent than would ‘norm ally ’ be the case. There are 

a num ber o f  reasons for this. Firstly, much information about terrorism is classified or 

very difficult to obtain. H ow ever,  journa lis ts  often elicit useful scraps o f  information, 

which then appear in the press. Secondly, this topic is a current one and, as with many 

similar hot button issues, there are an enorm ous num ber o f  press people working on it. 

M edia reports are oftentim es d ism issed as low quality sources because o f  the time 

pressures under which journa lis ts  work, their limited know ledge o f  the subjects they 

cover, their uncritical reliance on poor sources, and the m ed ia ’s com m ercial nature and 

political biases. W hile it is true that journa lism  is by nature im mediate, and lacks the
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hindsight incorporated into historical analyses, when studying contemporary 

phenom ena such as terrorism and the Internet, it is suggested that the media and 

especially the genre o f  investigative journalism  is one o f  the best sources o f  

knowledge. Journalists all over the globe have managed, through contacts with 

terrorists and their supporters, to ferret out new  information about the intersection o f  

terrorism and the Net. Reports appearing in quality new spapers and newsm agazines are 

therefore invaluable sources o f  information, and it is for this reason that scholarly 

information on terrorism generally flows from external sources toward academic 

research (Nesser 2004, 16-17; see also G ordon 2001).

Methods

Clearly, no single m ethodology can claim to capture ail o f  the rich com plexity  o f  life 

on the Internet; an integrated research approach is therefore em ployed here. The idea 

behind so-called ‘integrated research ' is to employ a combination o f  m ethods typically 

used to analyse empirical results or interpretations. T he rationale is that the weakness 

o f  any single m ethod—quantitative or qualita tive—is balanced by the strengths o f  other 

methods. In reality, however, the qualitative and quantitative analyses are usually 

distinct, mutually exclusive com ponents o f  the research, as is the case here. Parts I and 

II o f  the study are com posed o f  a loosely structured description and com parison o f  

texts, and a small am ount o f  material arising out o f  direct observation. Part III, on the 

other hand, is more tightly structured and largely com posed  o f  observations made 

directly by the author. Chapter Five draws upon numerical and other data arising out o f  

a content analysis o f  the ten terrorist Web sites chosen for com parative analysis. A 

detailed description o f  this process is contained in the same chapter. Chapter Six relies 

upon unstructured textual data drawn from the sam e Web sites and analysed with an 

interpretative method. Finally, Chapter Seven is a case study o f  H izbollah’s Internet 

strategy. The result is an integrated view  that is focused on a particular political 

phenom enon: the intersection o f  terrorism and the Internet.
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STRUCTURE OF STUDY

One can study terrorism and tiie Internet for three main reasons: to get to know more 

about terrorism, to get to know  more about the Internet, or to get to know  m ore about 

their relationship. This study is firmly focused on the latter and, to that end, is divided 

into three m ajor sections. Part I is concerned with cyberterrorism. Chapter One 

exam ines ex isting defin itions o f  cyberterrorism and identifies the problem s inherent in 

m any o f  them , particularly the conflation o f  hacking and cyberterrorism. Chapter Tw o 

is concerned with the m edia portrayal o f  the cyberterrorist threat; through an analysis o f  

new spaper and new sm agazine  articles, along with a couple o f  relevant television 

docum entaries  and films, it examines the securitization o f  cybeiterrorism . Part li 

addresses terrorist ‘u se ’ o f  the Net. Chapter Three defines three levels o f  use, which 

guide a m ore detailed analysis o f  how terrorists are currently em ploying  the Internet to 

aid in their activities. Shortly after 9/11, various media outlets claimed that the 

hijackers had hidden their plans for the attacks on pornographic Internet sites using a 

process called steganography. Chapter Four examines the validity o f  such claims. Part 

111 explores terrorist W eb sites. Chapter Five is com posed  o f  a conten t analysis o f  ten 

sites. The aim  o f  the chapter is to determ ine the functions and effectiveness o f  terrorist 

Web sites. In C hap ter Six. the same ten sites are the subject o f  an interpretative analysis 

in order to draw  out their discursive structures and framing m echanism s. The audiences 

for terrorist sites are also d iscussed in this chapter. The Web sites m aintained by the 

Lebanese S h i 'a  g roup Hizbollah are particularly high profile and effective. H izbollah 's  

Internet strategy is explored in Chapter Seven. T he final chapter presents  conclusions 

and recom m endations  for future research.



PARTI

O n  C y b e r t e r r o r is m
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CYBERTERRORISM: 

A c a d e m i c  P e r s p e c t i v e s

Short o f  electrocuting one's se lf with the power supply or being so unfortunate as to 
walk under a falling machine, we cannot, directly, he killed or injured by a computer.

- Mark M. Pollitt (1998)

INTRODUCTION

This chapter seeks to elucidate the origins and development o f  the concept o f  

cyberterrorism within academe through a description and analysis o f  the academic 

literature on the subject with a view to showing how the inconsistencies evidenced 

within this literature have a.) fuelled the contemporary cyber-angst to be discussed in 

Chapter Two, and b.) exacerbated the confusion over what precisely constitutes 

cyberterrorism and what terrorist ‘use’ o f  the Net, and how these differ (an issue that 

will be reprised in Chapter Three). Through surveying the bulk o f  the literature dealing 

with terrorism and the hiternet, the chapter also serves to illustrate how the idea o f  

cyberterrorism has taken on such mythic proportions that it has (until very recently) 

usurped literally all other issues that might otherwise have fallen into the terrorism- 

Internet research nexus.

The academic literature devoted to cyberterrorism is not vast, the term only 

having been invented in the mid-1980s and sustained academic interest in the concept 

only having developed since the mid- to late-1990s. In 1998 the Global Organized 

Crime Project o f  the Center for Strategic and International Studies in Washington DC 

published a report entitled Cybercrime, Cyherterrorism, Cybenvarfare: Averting an 

Electronic Waterloo. This was the first major contribution to the field. Just one book-



length academic manuscript dealing with cyberterrorism has yet been published. 

Prepared for the Defense Intelligence Agency’s Office for Counterterrorism Analysis 

by officers attached to the US Naval Postgraduate School in Monterey, California. 

Cyberterror: Prospects and Implications appeared as a white paper in 1999. There is 

almost a complete absence o f  edited volumes dealing specifically with the 

cyberterrorism issue.’’

American Behavioral Scientist is the only academic journal to have devoted an 

entire issue to research on ‘cyberterrorism’ very broadly defined. The Australia-based 

Journal o f  Information Warfare included five articles on cyberterrorism in its February
1 S2003 edition (see Table 1.1). Neither o f  the two major journals in the field of 

terrorism studies, Studies in Conflict and Terrorism and Terrorism and Political 

Violence, have paid particular attention to the issue o f  cyberterrorism. Terrorism and 

Political Violence has included just four articles dealing with terrorism and the Internet 

since it published ‘Information Terrorism: The Debate’—which included the seminal 

article 'Information Terrorism: Political Violence in the Information A ge’— back in 

1997. Studies in Conflict and Terrorism has been the venue for publication o f  just three 

articles devoted to analyses o f  terrorism and the Internet, none o f  which focused 

exclusively on the issue o f  cyberterrorism (see Table 1.2).

Perhaps the greatest single contribution in this field to date has been made by 

Professor Dorothy Denning, formerly o f  Georgetown University and currently at the 

US Naval Postgraduate School. Denning’s testimony before the United States 

Congress’s House Armed Services Committee Special Oversight Panel on Terrorism in 

May 2000 is consistently the top returned item on searching for ‘cyberterrorism’ in 

the Google online database, which contains approximately 319,000 items that include

C yberteiTorlsm  an d  Information Warfare: Threats and Responses  is a volum e edited by Yonah 
Alexander and Michael S. Swetnam, which appeared in 2001. It is a collection o f  short essays (averaging 
4-5 pages) by prominent figures in government, industry, academia and the legal profession, along with a 
selection o f  documents treating the issue o f  cyberterrorism that have emanated from the White House, 
the U S Congress, the FBI, and the US General A ccounting O ffice between 1997 and 2001. Despite its 
title, however, this collection deals not just with cyberterrorism and information warfare, but also with 
infrastructure protection, the controversy surrounding encryption technologies, and “bio-cyberterrorism.” 
Given that it is quite a slim volum e and that many o f  the contributions are not original to this publication, 
it would be misleading to identify this collection as a major contribution to the field.

W hile including just one article that addresses cyberterrorism p e r  se, in 2003 the US journal 
Knowledge, Technology’, P olicy  produced tw o special issues dealing with the links between technology  
and terrorism more generally: Tech Terrorism I 16(1) and Tech Terrorism II 16(2).
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Table 1.1
Articles on Cyberterrorism Appearing in Journal Special Issues

Title of Article______________________________ Author(s)

American Behavioral Scientist
Cyherterrorism in the 2T ' Century 
Vol. 45, No. 6, February 2002

Persuasive Storytelling by Hate Groups Online Elissa Lee & Laura Leets
Cyberhate: A Legal and Historical Analysis of 
Extremists’ Use o f  Computer Networks in America

Brian Levin

Technological Facilitation o f  Terrorism: Definitional, 
Legal and Policy Issues

James D. Ballard, Joseph G. 
Hornik & Douglas McKenzie

Terror in Cyberspace: Terrorists Will Exploit and Widen 
the Gap Between Governing Structures and the Public

John J. Stanton

Cyberten'orism: Are We Under Siege? Ayn Embar-Seddon

Journal of Information Warfare 
S pecial Section on C yberterrorism
Vol. 2, No. 2, February 2003__________

Cyberterrorism: An Examination o f  the Critical Issues Mark Henych, Stephen J. 
Homes & Charles Mesloh

Combating Cyberterrorism: Improving Analysis and 
Accountability

Michael W. David & Kouichi 
Sakurai

The Law and Cyberterrorism Matthew WaiTen & William 
Hutchinson

Cyberterrorism: The Story So Far Maura Conway
Is Task Force Smith Rushing to an Electronic Pearl 
Harbour?

Curtis M. Hellenbrand, Jr.

this term .'^ Her 1999 paper, ‘Activism, Hacktivism, and Cyberterrorism: The Internet 

as a Tool for Influencing Foreign Policy ,’ sponsored by the N autilus Institute, is the 

third returned item in the G oogle line-up (see Figure 1). Denning has also published on 

the cyberterrorist threat in G lobal Dialogue (2000b), the H arvard International Review  

(2001b), the edited volum e Understanding Septem ber 11, and elsewhere. Her book

G oogle is the w orld ’s leading Internet search engine. It ranks W eb pages using softw are called 
PageR ank. PageR ank relies on the uniquely  dem ocratic nature o f  the W eb by using its vast link structure 
as an indicator o f  an individual page's value. In essence, G oogle interprets a link from  page A to page B 
as a vote, by page A, for page B. But, G oogle looks at m ore than the sheer volum e o f  votes, o r links a 
page receives; it also analyses the page that casts the vote. V otes cast by pages that are them selves 
"im portant" w eigh m ore heavily  and help to m ake o ther pages "im portant." For m ore, see 
http:/7wvvw'.goo»le.coiri technoloizv/index.htn il. Interestingly, the num ber o f  hits for ‘cyberterro rism ’ has 
increased considerably since this research  w as first begun in 2001 w hen ju s t 28.100 hits w ere returned.
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Information Warfare and Security (1999) also contains treatment o f  cyberterrorism. In 

addition to Denning, others who have contributed seminal papers in this field include 

Mark Pollitt and Barry Collin. Pollitt’s ‘Cyberterrorism; Fact or Fancy?’ (1998) is 

second on the Google list, while Collin’s paper, ‘The Future o f  Cyberterrorism’ (1996) 

is seventh overall (See Figure 1.1).“

The academic literature on cyberterrorism is overwhelmingly the product o f  US 

academics and institutions, and is fairly evenly split between those researching in the 

areas o f  information technology, computer security, and related subjects and those 

engaged in the study o f  terrorism, politics, international relations, and associated 

disciplines. What many o f  these authors have in common, whether computer scientists or 

social scientists, is the tendency to fall into a number o f  related traps: they construct or 

employ overly broad and/or inaccurate defmitions o f  cyberterrorism, which results in 

them confusing hacking and/or hacktivism with cyberterrorism, conflating cyber crime 

and cyberterrorism, etc. This chapter seeks to untangle these inconsistencies. It begins 

with an explanation o f  how and why the concept o f  cyberterrorism was generated. The 

remainder o f  the chapter is concerned with the description and analysis o f  those articles 

and papers dealing with the definition o f  cyberterrorism. These are interrogated with the 

following questions in mind: What is cyberterrorism? Is it any use o f  computers or new 

information technologies by terrorist groups? Is it just the use o f  those technologies by 

traditional terrorist groups or those we think o f  as terrorists? Is there a broader set o f  

persons who might use cyber tools that we would think o f  as cyberterrorists? Does the 

definition o f  terrorism change in the cyber world or can we use the definitions currently 

employed in the ‘real’ world?

Ashgate publishers have recently produced a volum e entitled Cyherterrorism  (O 'D ay 2004), which 
contains twenty-two previously published articles, many o f  which are referred to herein. Somewhat 
surprisingly, neither Pollitt’s nor C ollin’s articles are contained in this volume.
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Table 1.2
Articles on Terrorism and the Internet Appearing in Major Terrorism Studies Journals,

1997-2003

Title of Article Volume & Year of Author(s)
Publication

Studies in Conflict and Terrorism
www.terrorisiTi.com : TeiTorism on the 
Internet

Vol. 25, No. 5 
Septem ber -  O ctober 
2002

Y ariv Tsfati & 
Gabriel W eimann

C yberspace-A  New  M edium for 
Com m unication, Com m and, and Control by 
Extrem ists [Special Issue on Netwar]

Vol. 22, No. 3 
July -  Septem ber 
1999

M ichael W hine

M iddle Eastern Terrorism  and N etw ar 
[Special issue on N etw ar]

Vol. 22, No. 3 
July -  Septem ber 
1999

M ichele Zanini

Terrorism and Political Violence
From Car Bombs to  Logic Bombs: The 
G row ing Threat from Information Terrorism

Vol. 12, No. 2 
2000

Jerrold M Post. Kevin 
G Ruby & Eric D 
Shaw

A ffecting Trust: Terrorism , Internet and 
O ffensive Inform ation W arfare

Vol. 12, No. 1 
2000

Lorenzo Valeri & 
M ichael Knights

Islam ist O rganizations on the Internet Vol. 11, No. I 
1999

M ichael W hine

Terrorism  on the Internet: Discovering the 
U nsought [Research Note]

Vol. 9, No. 4 
1997

A vishag Gordon

Inform ation Terrorism ; Political V iolence in 
the Inform ation Age

Vol. 9, No. 1 
1997

M att G Devost, Brian 
K H oughton & Neal 
A llen Pollard

Inform ation W arfare and Strategic Terrorism Vol. 9, No. 1 
1997

Frank J C illuffo & 
C urt H Gergely

Response to C illuffo and G ergely Vol. 9, No. 1 
1997

M att G D ev o st Brian 
K Houghton & Neal 
A llen Pollard

Related Articles: Studies in Conflict and Terrorism, Rathmell, Andrew. 2003. ‘Controlling Computer 
Network Operations.’ 26(3): 215-232; Valeri, Lorenzo. 2000. ‘Securing Internet Society: Toward an 
International Regime for Information Assurance.’ 23(2): 129-146; Ronfeldt, David. 1999. ‘Netwar 
Across the Spectrum o f Conflict: An Introductory Com m ent.’ 22(3): 189-192; Arquilla, John & David 
Ronfeldt. 1999. ‘The Advent o f  Netwar: Analytic Background.’ 22(3): 193-206; Danitz, Tiffany & 
W arren P. Strobel. 1999. ‘The Internet’s Impact on Activism: The Case of Burma.’ 22(3): 257-270. 
Terrorism and Political Violence, Bunker, Robert J. 2000. ‘Weapons o f  Mass Disruption and Terrorism.’ 
12(1); Dartnell, Michael. 1999. ‘A Legal Inter-Network for Terrorism: Issues of Globalization, 
Fragmentation and Legitimacy.’ 11(4).
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Figure 1.1 Google Screenshot 
Results from Search for ‘Cyberterrorism’
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THE B IRTH OF A CONCEPT

Barry Collin, a senior research fellow at the Institute for Security and Intelligence in 

California, coined the term ‘cyberterrorism’ in the mid-1980s (Collin 1996). The idea 

o f terrorists utilising communications technologies to target critical infrastructure was 

first mooted more than two decades ago, however. In 1977, Robert Kupperman, then 

Chief Scientist o f the US Arms Control and Disarmament Agency, staled;

Commercial aircraft, natural gas pipelines, the electric power grid, offshore oil 

rigs, and computers storing government and corporate records are examples o f



sabotage-prone targets whose destruction would have derivative effects o f  far 

higher intensity than their primary losses would suggest. Thirty years ago 

terrorists could not have obtained extraordinary leverage. Today, however, the 

foci o f  communications, production and distribution are relatively small in 

number and highly vulnerable (as quoted in Devost, Houghton & Pollard 1997, 

76).

Such fears crystallised with the advent o f  the Internet. The opening chapter o f  

Computers at Risk (1991), one o f  the foundation books in the US computer security 

field, which was commissioned and published by the US National Academy o f  

Sciences, begins as follows:

We are at risk. America depends on computers. They control power delivery, 

communications, aviation, and financial services. They are used to store vital 

information, from medical records to business plans to criminal records. Although 

we trust them, they are vulnerable—to the effects o f  poor design and insufficient 

quality control, to accident, and perhaps most alarmingly, to deliberate attack. The 

modern thief can steal more with a computer than with a gun. Tomorrow’s 

terrorist may be able to do more damage with a keyboard than with a bomb 

(National Research Council 1991, 7).

Nevertheless, cyberterrorism only became the object o f  sustained academic analysis in 

the mid-1990s.

It was the advent o f  and then the increasing spread o f  the World Wide Web 

(W W W ) along with the vocal protestations o f  John Deutch, then Director o f  the Central 

Intelligence Agency (CIA), as to the potentiality o f  the Web as a terrorist tool and/or 

target that kick-started research into the phenomenon o f  cyberterrorism in the United 

States. In 1996, Deutch testified before the Permanent Subcommittee on Investigations 

o f  the United States’ Senate Governmental Affairs Committee:
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International terrorist groups clearly have the capa^bility to attack the 

information infrastructure o f  the United States, even if  they use relatively 

s imple means. Since the possibilities for attacks are not difficult to imagine, I 

am concerned about the potential for such attacks in the future. The methods 

used could range from such traditional terrorist methods as a vehicle-delivered 

b o m b —directed in this instance against, say, a te lephone switching centre or 

o ther com m unications node—to electronic m eans o f  attack. The latter methods 

could rely on paid hackers. The ability to launch an attack, however, are likely 

to be within the capabilities o f  a num ber o f  terrorist groups, which them selves 

have increasingly used the Internet and other m odern m eans for their own 

com m unications. The groups concerned include such well-know n, long- 

established organizations as the Lebanese Hizballah, as well as nameless and 

less well-know n cells o f  international terrorists such as those who attacked the 

World Trade Center (Deutch 1996).“ '

FROM ‘REAL WORLD’ TERRORISM TO CYBERTERRORISM

It has been pointed out that if  you ask 10 people what ‘cyberterrorism ’ is, you will get 

at least nine different answers (Gordon & Ford 2002, 636). This discrepancy bears 

more than a grain o f  truth, as there are a num ber o f  stumbling blocks to constructing a 

clear and concise definition o f  cyberterrorism. C h ie f  am ong these are the following:

(a.) A majority o f  the discussion o f  cyberterrorism has been conducted in the

popular media, where the focus is on ratings and readership figures rather

than establishing good operational definitions o f  new  terms.

(b.) The term is subject to chronic m isuse and overuse and since 9/11, in

particular, has becom e a buzzw'ord that can mean radically different things

to different people.

■' D eutch’s reference is to the first WTC attack masterminded by Ramzi Y ousef that occurred on 26 
February 1993 and which claimed the lives o f  six people.
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(c.) It has become common when dealing with computers and the Internet to

create new words by placing the handle cyber, computer, or information 

before another word. This may appear to denote a completely new 

phenomenon, but often it does not and confusion ensues.

(d.) Finally, a major obstacle to creating a definition o f  cyberterrorism is the lack

o f  an agreed-upon definition o f  terrorism more generally (Embar-Seddon 

2002, 1034; Weimann 2004c, 4).

This does not mean that no acceptable definitions o f  cyberterrorism have been put 

forward. On the contrary, there are a number o f  well thought out definitions o f  the term 

available, and these are discussed below.“  However, no single definition o f

cyberterrorism is agreed upon by all, in the same way that no single, globally accepted 

definition o f  classical political terrorism exists.

Mark M. Pollitt's article ‘Cyberterrorism: Fact or Fancy?,’ which was published 

in Computer Fraud and Security in 1998, made a significant contribution with regard to 

the definition o f  cyberterrorism. Pollitt points out, as many others fail to do, that the 

concept o f  cyberterrorism is composed o f  two elements: cyberspace and terrorism. 

Cyberspace may be conceived o f  as “that place in which computer programs function 

and data moves" (Collin 1996)."'’ Terrorism is a less easily defined term, in fact, most 

scholarly texts devoted to the study o f  terrorism contain a section, chapter, or chapters 

devoted to a discussion o f  how difficult it is to define the term (see Gearty 1991; 

Guelke 1998; Hoffman 1998; Holms 1994; Schmid & Jongman 1988; Wardlaw 1982). 

In his paper Pollitt employs the definition o f  terrorism contained in Title 22 o f  the 

United States Code, Section 2656f(d)."‘̂ That statute contains the following definition:

■■ One o f the most accessible sound bites on what defines cyberterrorism is that it is ‘hacking with a body 
count' (Collin, quoted in Ballard et a! 2002, 992).

‘Cyberspace’ as a term has its origins in science fiction writing. It first appeared in William Gibson’s 
1984 novel Neuromancer, which featured a world called cyberspace, after cyber, the most powerful 
computer.

Title 22 of the United States Code, Section 2656f(d) may be viewed online at 
httt>://www.lii.warwick.ac.uk'uscode/22/2656fhtm l. This is the definition employed in the US State 
Departm ent's annual report Patterns o f  Global Terrorism. These are available online at 
h tt p : //v\'w'vv. sta t e . go V.
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The term ‘terrorism ’ m eans premeditated, poHticaily motivated violence perpetrated 

against non-com batant targets by sub-national groups or c landestine agents, usually 

intended to influence an audience.

Pollitt com bines C ollin ’s definition o f  cyberspace and the US Department o f  S ta te’s 

definition o f  terrorism which results in the construction o f  a narrowly drawn working 

definition o f  cyberterrorism as follows:

Cyberterrorism is the premeditated, politically motivated attack against 

information, com puter systems, com puter program s, and data which result in 

violence against non-com batan t targets by sub-national groups or c landestine 

agents (Pollitt 1998, 9).

A similar definition o f  cyberterrorism has been put forward by Dorothy 

Denning in num erous articles and interviews, and in her testim ony on the subject before 

the United States C ongress’s House A rm ed Services Com mittee. A ccording to 

Denning;

Cyberterrorism is the convergence o f  cyberspace and terrorism. It refers to 

unlawful attacks and threats o f  attacks against computers, netw orks and the 

information stored therein when done to intimidate or coerce a governm ent or its 

people in furtherance o f  political or social objectives. Further, to qualify as 

cyberterrorism, an attack should result in violence against persons or property, or 

at least cause enough harm to generate fear. Attacks that lead to death or bodily 

injury, explosions, or severe econom ic loss would be examples. Serious attacks 

against critical infrastructures could be acts o f  cyberterrorism, depending  on their 

impact. Attacks that disrupt nonessential services or that are m ainly a costly 

nuisance would not (Denning  2001a, 2000a, 2000b, 1999).

Pollitt and D enning are tw o  o f  only a very small num ber o f  authors to recognise and 

m ake explicit the w ay in which the word ‘cyberterrorism ’ is m eaningless in and o f
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itself and that it is only the relational elements o f  which the word is composed that 

imbue it with meaning (Gordon & Ford 2002, 637). A majority o f  authors appear to 

overlook this connection (see Appendix B)'^. Numerous authors o f  articles dealing 

explicitly with cyberterrorism provide no definition o f  their object o f  study at all (see, 

amongst others, CSIS 1998; Christen, Denney & Maniscalco 2002; Dunnigan 2003; 

Henych, Holmes & Mesloh 2003; National Communications System 2000; Rattray 

2001). Others fall into the trap o f  either conflating hacking and cyberterrorism or 

confusing cyber crime with cyberterrorism, while a number o f  authors fall into both o f  

these traps. Such missteps are less arbitrary than they may first appear however, as two 

important contributions in this area explicitly allow for such a broadening o f  the 

definition o f  cyberterrorism.

VIRTUAL VIOLENCE?

Traditional terrorism generally involves violence or threats o f  violence. Although there 

have been many studies o f  political violence—and violence more generally—in the 

physical world, virtual ‘violence’ is a relatively new phenomenon and thus under

researched. It is accepted, for example, that the destruction o f  another's computer with 

a hammer is a violent act. But should destruction o f  the data contained in that machine, 

whether by the introduction o f  a virus or some other technological means, also be 

considered ‘violence’? (Gordon & Ford 2002, 640). This question goes right to the 

heart o f  the definition o f  cyberterrorism.

in a seminal article, which appeared in the journal Terrorism and Political 

Violence in 1997, Devost, Houghton, and Pollard defined ‘information terrorism’ as 

“the intentional abuse o f  a digital information system, network or component toward an 

end that supports or facilitates a terrorist campaign or action” (1997, 75). They 

conceive o f  information terrorism as “the nexus between criminal information system 

fraud or abuse, and the physical violence o f  terrorism” (1996, 10; 1997, 76). This 

allows for attacks that would not necessarily result in violence against humans—

A p pend ix  B conta ins a list o f  tw e lv e  defin ition s o f  cyberterrorism  and their sources.
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although it might incite fear--to be characterised as terrorist. This is problematic 

because, although there is no single accepted definition o f  terrorism, more than eighty 

percent o f  scholars agree that the latter has two integral components; the use o f  force or 

violence and a political motivation (Guelke 1998, 19; Mates 2001, 2; Schmid & 

Jongman 1988, 5). Indeed, most domestic laws defme classical or political terrorism as 

requiring violence or the threat to or the taking o f  human life for political or ideological 

ends. Devost, Houghton, and Pollard are aware o f  this, but wish to allow for the 

inclusion o f  pure information system abuse (i.e. that does not employ nor result in 

physical violence) as a possible new facet o f  terrorism nonetheless (1996, 10).

Nelson et a / ’s reasoning as to why disruption, as opposed to destruction, o f  

information infrastructures ought to fall into the category o f  cyberterrorism is altogether 

different:

Despite claims to the contrary, cyberterrorism has only a limited ability to 

produce the violent effects associated with traditional terrorist acts. Therefore, to 

consider malicious activity in cyberspace ‘terrorism,’ it is necessary to extend 

existing definitions o f  terrorism to include the destruction o f  digital property. The 

acceptance o f  property destruction as terrorism allows this malicious activity, 

when combined with the necessary motivations, to be defined as Cyberterror 

(1999, 7; see also Littleton 1995).

As we have seen, Mark Pollitt employs the State Department’s definition o f  terrorism 

to construct his definition o f  cyberterrorism. Neither the State Department definition, 

nor Pollitt’s, specifically identities actions taken against property as terrorism. 

According to Nelson et al, however, in practice the Title 22 definition ‘‘clearly includes 

the destruction o f  property as terrorism when the other conditions for terrorism are 

satisfied (premeditated, politically motivated, etc.)” (1999, 8). in addition, the FBI 

definition o f  terrorism explicitly includes acts against property (as does Dennings, but 

with the proviso that such destruction be massive). However, Nelson ef al point out that 

both the State Department and FBI definitions are subsumed by the Department of 

Defense definition contained in regulation 0 -2 0 0 0 .12-H, which includes “malicious
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property destruction” as a type o f  terrorist attack. This regulation also addresses 

destruction at the level o f  binary code, which it specifically refers to under the use o f  

special weapons:

Use o f  sophisticated computer viruses introduced into computer-controlled 

systems for banking, information, communications, life support, and 

manufacturing could result in massive disruption o f  highly organised, 

technological societies. Depending on the scope, magnitude, and intensity of 

such disruptions, the populations o f  affected societies could demand 

governmental concessions to those responsible for unleashing viruses. Such a 

chain o f  events would be consistent w'ith contemporary definitions o f  terrorist 

acts” (as quoted in Nelson et al 1999, 9).

Taking the above into account. Nelson et al define cyberterrorism as follows:

"Cyberterrorism is the unlawful destruction or disruption o f  digital property to

intimidate or coerce governments or societies in the pursuit o f  goals that are political, 

religious or ideological” (1999, 9). The problem is that this definition massively 

extends the terrorist remit by removing the requirement for violence resulting in death 

and/or serious destruction—the 'break things and kill people’ (BTKP) rule (Giacomello 

2003, 8)--from the definition o f  terrorism and lowering the threshold to “disruption o f  

digital property.”

A related problem is that although Nelson et al are quite precise in their 

categorisations and repeatedly stress that the other conditions necessary for an act to be 

identified as terrorist must be satisfied (i.e. premeditation, political motivation, etc.) 

before disruptive cyber attacks may be classified as cyberterrorism, others are less 

circumspect. Israel's former science minister, Michael Eitan, has deemed “sabotage 

over the Internet” as cyberterrorism (Sher 2000). According to the Japanese 

government ‘Cyberterrorism’ aims at “seriously affecting information systems o f  

private companies and government ministries and agencies by gaining illegal access to 

their computer networks and destroying data” (FBIS 2002a). A report by the Moscow- 

based ITAR-TASS news agency states that, in Russia, cyberterrorism is perceived as
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“the use o f  com puter technologies for terrorist purposes” (FBIS 2002c). Yael Shahar, 

Web m aster at the International Policy Institute for Counter-Terrorism  (IPICT), located 

in Herzliya, Israel, differentiates between a num ber o f  different types o f  what he prefers 

to call ‘information terrorism ’: ‘electronic w arfa re ’ occurs w hen hardw are is the target, 

‘psychological w arfare’ is the goal o f  inflam m atory content, and it is only ‘hacker 

w arfare’, according to the ICT Web master, that degenerates into cyberterrorism 

(H ershm an 2000). And Shahar is not alone in painting hackers as potential terrorists.

HACKING VERSUS CYBERTERRORISM

‘H ack ing’ is the term used to describe unauthorised access to or use o f  a com puter 

system. T he term ‘hack tiv ism ’ is com posed o f  the words ‘hack ing ’ and ‘ac tiv ism ’ and 

is the handle used to describe politically motivated hacking. 'C rack in g ' refers to 

hacking with a criminal intent; the term is com posed  o f  the w ords ‘cr im inal ' and 

‘hacking .’ In a majority o f  academ ic analyses o f  cyberterrorism, one or other o f  these 

term s—hacking, hacktivism, cracking--or the activities associated w'ith them are equated 

with or identified as variants o f  cyberterrorism.

Hackers have many different motives. M any hackers work on gaining entry to 

systems for the challenge it poses. Others are seeking to educate them selves about 

systems. Some state that they search for security holes to notify system adm inistrators 

while others perform intrusions to gain recognition from their peers (W eim ann 2004c, 

9; see also Taylor 1999, Ch.3). Hacktivists are politically motivated; they use their 

know ledge o f  com puter systems to engage in disruptive activities on the Internet in the 

hopes o f  draw ing  attention to some political cause. These disruptions take many 

different forms, from ‘denial o f  service’ (DoS) attacks that tie up Web sites and other 

servers, to posting ‘electronic graffiti’ on the hom e pages o f  governm ent and corporate 

W eb sites, to the theft and publication o f  private information on the Internet. Crackers 

hack with the intent o f  stealing, altering data, or engaging in other m alicious dam age 

(see National C om m unica tions System 2000, 40). Form er or disgruntled em ployees 

carry out a significant am ount o f  cracking against businesses.
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The term  ‘h acker’ w as  originally applied to those early pioneers in com puter 

p rog ram m ing  w ho  continually  reworked and refmed programs. This progressed, as 

Sprague explains, to the “d isplaying o f  feats o f  ingenuity and cleverness, in a 

productive  m anner, involving the use o f  com puter system s” (as quoted in D u ff  & 

G ard iner 1996, 215). G a in ing  unauthorised access to com puter networks w as one w ay 

o f  d isp lay ing  such expertise. This  original generation o f  hackers developed a code o f  

practice, w hich  has com e to be know n as the Hacker Ethic (see N issenbaum  2004, 197- 

198; W hittaker 2004, 281-283). It w as premised on tw o principles, nam ely  the free 

sharing o f  inform ation and a prohibition against harming, altering, or destroying any 

inform ation that w as d iscovered through this activity. O ver the course o f  time, 

however,

a new  generation appropriated  the word ‘hacker’ and with help from the press, 

used it to define itself  as passw ord pirates and electronic burglars. With that the 

public perceptions o f  hackers changed. Hackers were no longer seen as benign 

explorers  but m alicious intruders (as quoted in C handler 1996, 232). '^

Hackers as Terrorists

M uch has been m ade o f  the similarities between profiles o f  terrorists and those o f  

hackers. Both groups tend to be com posed  primarily o f  young, disaffected, males (Soo 

Hoo, G oodm an  & G reenberg  1997, 144-145; Rattray 2001, 89). In the case o f  com puter 

hackers, a distinct psychological d iscourse branding them the product o f  a pathological 

addiction  to com puters  has em erged . In fact, a large num ber o f  hackers w ho have been 

tried before the criminal courts  for their exploits have successfully used mental 

d is turbance as a m itigating factor in their defence, and have received probation with 

counse ll ing  instead o f  ja il  t im e (C handler 1996, 242-246; D u ff  &  Gardiner 1996, 223; 

Skibell 2002, 342). These young  men have allowed them selves  to be portrayed as 

personal and social failures: com puter-dependent individuals, vulnerable to the personal

According to James Adams, in 2001 there were as many as 30.000 Web sites that posted hacker codes 
(p.99).
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and professional frustrations that have been found to underlie anti-social behaviour. 

Commonly depicted as socially isolated and lacking in communication skills, their 

alleged anger at authority is said to reduce the likelihood o f  their dealing with these 

frustrations directly and constructively, in addition, the flexibility o f  their ethical 

systems; lack o f  loyalty to individuals, institutions, and countries; and lack o f  empathy 

for others are said to reduce inhibitions against potentially damaging acts. At the same 

time, their description as lonely, socially naive, and egotistical appears to make them 

vulnerable to manipulation and exploitation (CSIS 1998, 15). Arising out o f  this 

discourse, the possibility o f  terrorist groups employing the services o f  hackers to carry 

out attacks has received growing attention.

Some hackers have demonstrated a willingness to sell their skills to outsiders. 

The most famous example is the Hanover Hackers case. In 1986, a group o f  hackers in 

Hanover, Germany, began selling information they obtained through unlawfully 

accessing the computer systems o f  various states’ departments o f  Energy and Defence, 

a number o f  defence contractors, and the US Space Agency NASA, to the Soviet KGB. 

Their activities were discovered in 1988, and the group were finally identified and 

apprehended two years later (see Stoll 1991). A similar incident occurred during the 

first G ulf  War when, between April 1990 and May 1991, a group of Dutch hackers 

succeeded in accessing US Army, Navy, and Air Force systems. They sought to sell 

their skills and sensitive information they had obtained via the intrusions to Iraq, but 

were apprehended by police in the Netherlands (see Brock 1991).

According to Gregory Rattray, a majority o f  the analyses of hackers-for-hire— 

what he calls ‘cybersurrogates’ for terrorism—generally stress the ease (see Rathmell et 

al 1997, 4) and advantages o f  such outsourcing. These analysts presume that terrorist 

groups will be able to easily contact hackers-for-hire, while keeping their direct 

involvement hidden through the use o f  cut-outs and proxies. The hackers could then be 

employed to reconnoitre enemy information systems to identify targets and methods o f  

access. Furthermore, it is posited that if hacker groups could be employed to actually 

commit acts o f  cyberterrorism, terrorist groups would improve their ability to avoid 

culpability or blame altogether. Rattray does flag the important risks and disadvantages 

to such schemes, however. First, seeking to employ hackers to commit acts not just o f
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disruption, but o f  significant destruction that may involve killing people would in all 

likelihood prove considerably more difficult than buying information for the purposes 

o f  intelligence gathering. Second, simply contacting, never mind employing, would-be 

hackers-for-hire would subject terrorists to significant operational security risks. Third, 

terrorist organisations run the risk o f  cybersurrogates being turned into double agents 

by hostile governments. All three scenarios, Rattray admits, weigh heavily against the 

employment o f  cybersurrogacy as a strategy (2001, 87-88).

And these are not the only risks faced by terrorists planning to employ IT to 

carry out attacks. In their 1997 paper ‘The IW Threat from Sub-State Groups: An 

Interdisciplinary Approach’ (1997), Andrew Rathmell, Richard Overill, Lorenzo 

Valeri, and John Gearson point out that should the terrorists themselves lack sufficient 

computer expertise, there is the likelihood that they would recruit hackers who would 

prove insufficiently skilled to carry out the planned attacks (see also Giacomello 2004, 

401; McKay 1998b). In addition, Rathmell et a l concur with Rattray that there is a 

strong case to be made for such hackers changing sides. This is because the primary 

motive of the hacker-for-hire is financial gain; thus, given sufficient monetary 

inducement, such individuals are unlikely to object to reporting to other than their 

original ‘employer’ (1997, 5). Finally, Giampiero Giacomello raises, but dismisses, the 

idea o f  terrorists coercing computer scientists to aid in attacks:

Clearly, a terrorist organisation would have little moral scruples and could 

resort to kidnapping computer scientists. Such an alternative, however, would 

probably be more problematic than it would be worth. First, the kidnapping 

itself, especially if it is repeated, may alert intelligence services that would 

increase surveillance o f  the terrorist group and, possibly, activate a search by 

law enforcement agencies. Second, it might prove problematic for terrorists to 

coerce the kidnapped computer scientist to collaborate with them ...they would 

not have a way to guarantee that the person is working for them or simply 

sending signals to law enforcement officers somewhere (2004, 406-407 fn.61).

49



David Tucker also has some interesting insigiits into tiie hacker-for-hire 

scenario. Based on a simulation in which he took part, which involved a hacker and
O '?

m em bers  o f  a num ber o f  terrorist organisations,“ Tucker foresees potential 

organisational p roblem s for any hacker-terrorist collaboration. He points out that on 

those occasions when hackers a ren ’t acting alone, they operate in flat, open-ended 

associations. This is the opposite o f  many terrorist groups, which are closed 

hierarchical organisations. There is certainly the potential for clashes between these 

different organisational styles, developed in different operating environm ents and 

derived from different psychological needs. T ucker reports that a former m em ber o f  

ETA w ho was involved in the simulation repeatedly stressed the need to belong and the 

strength o f  a ttachment to the group as characteristic o f  m em bers  o f  clandestine 

organisations (2000, 16). This is not a character trait typically associated with hackers, 

in fact, in the simulation in which Tucker took part, the hacker and the terrorists 

involved disagreed over tactics and had difficulty com m unicating. Eventually, these 

difficulties becam e so great that it resulted in a breakdown in the simulation group. The 

hacker and the terrorists were simply not able to work together. Tucker observes that if  

the breakdow n can be generalised, it would have obvious consequences for hacker- 

terrorist collaboration (2000, 14-16)

The only likely scenario, given the above, is cyber attacks carried out by 

terrorists with hacking skills (Em bar-Seddon 2002, 1037). This is not impossible. “The 

current trend tow ards easier-to-use hacking tools indicates that this hurdle will not be as 

high in the future as it is today, even as it is significantly lower today than it was two 

years ag o ” (Soo Hoo, Goodm an & G reenberg 1997, 141). According to William 

Church, a former US A rm y Intelligence Officer:

i f  you look at the Irish Republican Arm y, which was probably the closest 

before they m ade peace, they were on the verge o f  it. They had computer- 

oriented cells. They  could have done it. They were already attacking the

O f the terrorists who took part in the conference/simulation that Tucker attended, one was a member o f  
the Palestinian Liberation Organisation (PLO), two were members o f  Basque Fatherland and Liberty 
(ETA), one from the Liberation Tigers o f  Tamil Eelam (LTTE), and one from the Revolutionary Armed 
Forces o f  Colombia (FARC).
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infrastructure by placing real or phoney bombs in electric plants, to see if they 

could turn o ff  the lights in London. But they were still liking the feel o f  

physical weapons, and trusting them (Borland 1998; see also Rathmell 1997, 

43-44 & Rathmell et al 1997, 7-8).

Terrorists are generally conservative in the adoption o f  new tools and tactics (Lesser et 

al 1999, 126; Rattray 2001, 89; Stern 1999, 74; Valeri & Knights 2000, 20). Factors 

influencing the adoption o f  some new tool or technology include the terrorist group’s 

knowledge and understanding o f  the tool, and their trust in it. Terrorists generally only 

put their trust in those tools that they have designed and built themselves, have 

experimented with, and know from experience will work. It’s for this reason that 

weapons and tools generally proliferate from states to terrorists (Borland 1998).

O ’Brien and Nusbaum make an interesting point when they assert that:

As IT capabilities continue to proliferate, merging advances in computing with 

telecommunications and related technologies, both the amount o f  information and 

the types o f  information readily available from open sources are greater than ever 

before. It is, therefore, ironic that, although there has been a great deal o f  

theorising regarding the potential for terrorist groups to use [Information 

Warfare], there has been little open-source research on this subject. Open source 

intelligence (OSINT) is definitely a key asset for monitoring potential threats by 

cyberterrorists, especially as information concerning Western IT programmes, 

weaknesses and vulnerabilities can easily be drawn from open sources (2000b, 53; 

see also National Communications System 2000, ES-3, 30 & 44).

O ’Brien and Nusbaum suggest that intelligence agencies should utilise online chat 

forums, hacker Web sites, etc. to gather intelligence on contemporary asymmetric 

threats. They suggest that most hackers possess a large degree o f  hubris with regards to 

their hacking knowledge and abilities as a result o f  which such “threat-savvy users” 

could be coaxed into revealing vulnerabilities they had discovered on the Net, as well

51



T O

as boasting about their own abilities and exploits (2000b, 53). “ This  position is 

endorsed by Soo Hoo, Goodman, and Greenberg:

Foreign Bases o f  operation might be useful for intelligence-gathering activities, 

but again, they are not required for IT-enabled terrorism ...[IJnform ation  about 

various sys tem s’ vulnerabilities is often shared online between hackers on 

com puter bulletin boards, Web sites, news groups and other forms o f  electronic 

association, and this information can be obtained without setting foot in the target 

country (1997, 143).

it seem s unlikely, however, that professional hackers or cyber mercenaries 

would engage in the cavalier behaviour described above:

While am ateur hackers receive most publicity, the real threat are the professionals 

or ‘cyber m ercenaries. ' This term refers to highly skilled and trained products o f  

governm ent agencies or corporate intelligence branches that work on the open 

market.

The Colom bian drug cartels hired cyber mercenaries to install and run a 

sophisticated secure com m unications system; A m sterdam -based gangs used 

professional hackers to m onitor and disrupt the com m unications and 

information systems o f  police surveillance team s (O 'B rien  & N usbaum  2000a,

53; see also Kaihia 2002).

A 2001 article about Russian hackers reported that fifteen to tw enty  hackers were 

available for hire in M oscow, and around ten in St. Petersburg.'^ The cost o f  hiring one

David Smith, the man responsible for transmitting the Melissa virus, helped the FBI bring down 
several m ajor international hackers. Smith used a fake online identity to com m unicate  with and track 
other hackers from around the world. His intelligence gathering resulted in the arrest o f  both Jan DeWit, 
the author o f  the Anna Kournikova virus, and Simon Vailor. the author o f  the G okar  virus (see M endoza 
2003).

In the early days o f  the Web, it was quite difficult for non-English language speakers to find hacking 
information, because most online material related to hacking was written in English. Increasingly, 
however, hacking instruction guides and tools are being translated into many different languages and 
posted to the Net (see Garrison and Grand 2001 a, 5-6).
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o f  these individuals w as estimated to be as low as $100 per hack. Russian hackers are 

also increasingly involved in cybercrime, and a num ber are thought to have been 

recruited by the Russian intelligence services (Alvey 2001; see also Garrison & Grand 

2001a, 5-6). T here is no evidence o f  such m ercenaries having carried out attacks under 

the auspices o f  known terrorist organisations, however.

The US D epartm ent o f  Justice labelled Kevin Mitnick, probably the w o r ld ’s 

most fam ous com pu ter  hacker, a “com puter terrorist” (Christen, Denney, & M aniscalco 

2002, 194). On his arraignment, M itnick was denied access not only to com puters, but 

also to a phone, ‘'the ju d g e  believing that, with a phone and a whistle, Mitnick could set 

o f f  a nuclear a ttack” (as quoted in Skibell 2002, 342).^° Incredulity aside, hackers are 

unlikely to becom e terrorists, because their m otives are divergent.

Despite the personality  similarities that can be drawn between terrorists and 

present-day hackers, the fact remains that terrorism is extreme, and far more 

aberrant than prankish hacking. And, although hackers have dem onstrated that 

they are w ill ing  to bring down com puter netw orks to cause functional paralysis 

and even m onetary  loss, this propensity for expensive m isch ief  is not 

conclusive ev idence that they w ould  be willing to jeopard ise  lives or even kill 

for a cause. O ne would hope that the threshold for wilfully causing deaths is 

high enough that the vast majority of, i f  not all, hackers would refrain from 

such behaviour (Soo Hoo, G oodm an & G reenberg  1997, 145).

B efore a ll-d igital sw itch es m ade it p o ssib le  for te leph one com panies to m ove  them  out o f  band, one  
cou ld  actually hear the sw itch in g  tones used to route long-d istan ce ca lls. 'P h reaking’ is the term used to  
describe the art and sc ien ce  o f  cracking the phone network. Early phreakers built d ev ices ca lled  blue  
boxes' that could reproduce these tones, w h ich  could be used to com m an deer portions o f  the phone  
network. T he reference above is to  an early phreaker w h o  acquired the sobriquet 'Captain Crunch' after 
he proved that he cou ld  generate sw itch ing  ton es w ith a p lastic w h istle  pulled out o f  a box o f  Captain  
Crunch cereal! But at no tim e did he seek to set o f f  any nuclear d ev ice  using th is m ethod.
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Hacktivism versus Cyberterrorism

■3 1

Hacktivism grew out o f  hacker culture, although there w as little evidence o f  sustained 

political engagem ent by hackers prior to the m id-1990s (see H arm on 1998 & M cK ay 

1998a. also T hom as 1998). N ineteen ninety-eight is v iewed by m any as the year in 

which hacktivism really took  o f f  (M cK ay 1998a; Samuel 2001, 7; W ray 1998).^“ it was 

in ’98 that the US-based Electronic D isturbance Theatre (ED T) first em ployed  it’s
33FloodNet software in an effort to crash various M exican governm ent Web sites to 

protest the treatment o f  indigenous peoples in Chiapas and support the actions o f  the 

Zapatista rebels. O ver 8,000 people participated in this, one o f  the first digital sit-ins.

It w as also in ’98 that JF, a young British hacker, accessed about 300 W eb sites and 

replaced their hom e pages with anti-nuclear text and imagery. At that time, J F ’s hack 

was the biggest political hack o f  its kind. ‘H acktions’ also took place in Australia, 

China, India, Portugal, Sweden, and e lsew here in the sam e year (see Harmon 1998 & 

M cK ay 1998a). Michael Vatis, one-tim e Director o f  the F B I’s N ational Infrastructure 

Protection Center (NIPC), has labelled such acts as cyberterrorism  (Vatis 2001, 4).

Tim .Iordan identifies two different types o f  hacktivism: M ass Virtual Direct 

Action (M V D A ) and Individual Virtual Direct Action (IVDA). A ccord ing  to Jordan

M ass Virtual Direct Action involves the sim ultaneous use, by many people, o f  

the Internet to create electronic civil disobedience, it is nam ed partly in hom age

Members o f  Cult o f  the Dead Cow (cD c) hacktivist network claim they invented the term in 1998 (see  
D elio 2004; Ruffin 2004).

Probably the first incidence o f  hacktivism took place in 1989 when hackers with an anti-nuclear stance 
released a computer worm into N A S A ’s SPAN network. The worm carried the m essage “Worms Against 
Nuclear K illers...Y our System has Been Officially W A N K ed...Y ou  talk o f  times o f  peace for all, and 
then prepare for war.” At the time, anti-nuclear protesters were seeking to stop the launch o f  the shuttle 
that carried the plutonium-fuelled Galileo probe on the first leg o f  its voyage to Jupiter (Denning 2001b  
& 1999, 25-26).

FloodNet is a Java applet that, once the launching page has been accessed, repeatedly loads pages from 
targeted networks. If enough people participate in a FloodNet attack (i.e. access the launching page at a 
given date and w indow  o f  time), the targeted computer w ill be brought to a halt, bombarded by too many 
commands for it to process. The FloodNet software is available at 
http://ww\v.thing.net/~rdom/ecd/t1oodnet.html.

Probably the very first such demonstration was carried out against the French government. On 
21D ecem ber 1995, a group called Strano Network launched a one-hour Net'Strike attack against Web 
sites operated by various French government agencies. It was reported that as least som e o f  the sites were 
inaccessible during that tim e (Denning 2001 b).
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to the dom inant form o f  offline protest during the 1990s, non-violent direct 

action or N V D A  (2001, 8).

The F loodN et attack on the M exican governm ent Web sites described above w as an 

exam ple  o f  M V D A  as was the action against the 1999 World Trade Organisation 

(W T O ) conference in Seattle. The organisers o f  the latter event, the U K -based 

Electrohippies,^^ estimated that over 450,000 people participated in their sit-in on the 

W TO  W eb site. In contrast to M V D A , IVDA utilises classical hacker and/or cracker 

techniques and actions for a ttacking com puter systems, but em ploys them for explicitly 

political purposes. Jordan m akes the point that the nam e IVD A does not m ean the 

actions are necessarily  undertaken by those acting alone, but instead that the nature o f  

such actions m eans that they must be taken by individuals (i.e. they in no w ay rely on 

m ass action), although they m ay be taken by many individuals acting in concert (2001, 

9). J F ’s anti-nuclear protest described above was an exam ple  o f  IVDA, which 

generally  consists  o f  infiltration o f  targeted networks and semiotic attacks (i.e. Web site 

defacements) . T he m ajor d ifference between M V D A  and IVDA, apart from those 

already described, is that M V D A  activists rarely seek to hide their identities—through 

the use o f  pseudonym s (handles), for exam ple—or cover their tracks. A dvocates  o f  

M V D A  seek to gather together large groups o f  people to take part in hacktions and thus 

to inspire public debate and discussion, and maintain that they have a right to protest 

even if  som e o f  those protests are illegal or bordering on same. M any o f  those using 

IVDA, on the other hand, act alone and prefer to remain anonym ous, which raises 

issues o f  representativeness, authenticity, etc (W ray 1998, 7). Finally, there are also 

d ifferences betw een those hacktivists who are devoted to the classical hacking ideal o f  

free flow o f  information and therefore view DoS attacks as w rong in principle  and 

those w ho v iew  M V D A  as both direct non-violent action and important sym bolic  

protest (see Jordan 2001, 11 & W ray 1998, 11).

it is the disruptive nature o f  hacktions that d istinguishes this form o f  ‘direct 

action Net po li tics’ or ‘electronic civil d isobedience’ from other forms o f  online 

political activism. E-mail petitions, political Web sites, d iscussion lists, and a vast array

htlp:/ \vww.fra \v .org .uk/ehippies index.slitml
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o f  other electronic tools have been widely adopted as recruitment, organising, lobbying, 

and com m unicating  techniques by social m ovem ents  and political organisations o f  all 

sorts. Stefan Wray has described this type o f  use o f  the Internet by political activists as 

‘Com puterised A c tiv ism ’ (1998, 3; see also Denning 1999 &  Jordan 2001, 10). The 

hacktivist m ovem ent is different, because it does not view  the Internet simply as a 

channel for com m unication, but also crucially as a site for action. It is a m ovem ent 

united by its com m on method as opposed to its com m on purpose (Samuel 2001, 4).^® 

Those political causes that have attracted hacktivist activity range from campaigns 

against globalisation, restrictions on encryption technology, and political repression in 

Latin A m erica  to abortion, the spread o f  electronic surveillance techniques, and 

environm ental protection. Hacktivists are, therefore, arrayed across a far w ider political 

spectrum than the techno-libertarian agenda with which com m itted  ‘netizens,’ 

including the hacker fraternity, are often identified.

Hacktivists, although they use the Internet as a site for political action, are not 

cyberterrorists. Their actions do not even minim ally  com ply with the ‘break things and 

kill people" rule. They view' them selves as heirs to those w ho em ploy  the tactics o f  

trespass and blockade in the realm o f  real-world protest. They are, for the most part, 

engaged in disruption not destruction. According to Carm in Karasic,^’ the software 

engineer w ho designed the FloodNet program: “This isn 't  cyberterrorism. It’s more like 

conceptual art” (as quoted in Harmon 1998). Ronald Deibert is correct when he states 

that while Dorothy D enning’s definition o f  cyberterrorism is accurate and illuminating, 

her portrayal o f  hacktivism in her article ‘Activism. Hacktivism, C yberterro rism ’ is 

misleading. It em ploys the typical practice o f  conflating hacking with criminal activity. 

This is an association that not only ignores the history o f  hacking, but what many view 

as the positive potential o f  hacking as a tool for legitimate citizen activism (Deibert 

2003, 19 fn.64; D enning 1999).^®  ̂ Denning appears to have adopted a more m oderate 

position in her later work (see D enning 2000a); Michael Vatis, on the other hand.

For a discussion o f  the various tools and tactics com m only em ployed by hacktiv ists and accom panying 
exam ples, see D enning 1999.

K aras ic 's  hom e page is at h ttp ://custw \vw .xensei.conr''users/carm in/aboutm e.htm .
C hris H ables G ray, on the o ther hand, believes that "th is type o f  elec tronic civil d isobedience is not 

good politics” (see G ray 2001, 42-44).

56



continues to v iew  hacktivists as perpetrators o f  low-level cyberterrorism  (see also 

National C om m unica tions System 2000, 31-32).

Cybercrime versus Cyberterrorism

The issue o f  com puter  crim e w as first raised in the 1960s, when it w as realised that 

com puters  could easily be em ployed  to com m it a variety o f  frauds. C yber crim e is a 

more recent p h e n o m e n o n , w h i c h  w as enabled with the introduction o f  the m odem  and 

the ability to rem otely  access com puter systems, the explosion o f  e-com m erce, and the 

resultant increase in financial transactions taking place via the Internet (Parker 1998). 

Attem pts to confla te  cyberterrorism and cyber crim e were inevitable. A UN m anual on 

IT-related crim e recognises that, even after several years o f  debate am ong  experts on 

ju s t  what constitutes cyber crim e and what cyberterrorism, "there is no internationally 

recognised definition o f  those terms" (M ates 2001). N evertheless, it is clear that while 

cyberterrorism  and cyber crim e both em ploy  information technology, their m otives and 

goals do not coincide. Cyber crim inals  have financial gain as their primary motive.

[W]e have entered a new  age o f  com puter crime. With the rise o f  E-comm erce, 

the developm ent o f  the Net as a com m ercial entity, and unparalleled m edia 

attention, the profit m otive for com puter crim e has entered the stratosphere. 

Recently, Janet R eno“*° dubbed it a ‘huge growth industry.’ S h e ’s probably not 

wrong. W hat Reno and other agents  o f  law enforcem ent are talking about is not 

hacking, it is crime. It is the kind o f  crime where people are hurt, m oney is 

stolen, fraud is com m itted , and crim inals  make money. It is not the grey area o f  

electronic trespass or rearranged Web pages. It is not the world  o f  electronic 

civil d isobedience and ‘hack tiv ism ’ . . . In  short, it [is] about money, and that 

m akes it a different kind o f  crime (T hom as 2000).

For a go o d  recent introduction to cybercrim e and related issu es, see  S ieber 20 0 5 .
At the tim e T hom as w rote this paper, Janet R eno w as Attorney G eneral o f  the U nited States.
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Areas in which individual criminals and criminal organisations have proven proficient 

in cyberspace include: the theft o f  electronic f u n d s , t h e  theft o f  credit card 

information, extortion, and fraud (see National Communications System 2000, 36-39). 

It is estimated that worldwide cybercrime cost $1.6 trillion in 2001 (Whittaker 2004, 

233).

Secondary to financial gain is the acquisition o f  information that can underpin 

the operations associated with making money. It is for this reason that transnational 

crime syndicates are probably more interested in maintaining a functioning Internet 

than attacking Internet infrastructures. In other words, organised crime groups view the 

Net as a tool, not a target. This is because many such organisations employ the 

Internet—and the public telecommunications network generally—as a vehicle for 

intelligence gathering, fraud, extortion, and theft (CSIS 1998, 3). For example, as 

banks and other financial institutions increasingly rely on the Internet for their daily 

operations, they become more attractive targets for criminal activity. Having said that, 

criminal groups, such as drug traffickers, may seek to penetrate information systems to 

disrupt law enforcement operations or collect information on operations planned 

against them (National Communications System 2000, 35).

None o f  this means that the proceeds o f  cyber crime may not be used to support 

terrorism, but only that were this to occur it ought not to be classed as cyberterrorism 

p er se. There are differences o f  opinion on this issue also, however.

COMPUTER AS TARGET VERSUS COMPUTER AS TOOL

In a probing article simply entitled ‘Cyberterrorism?’ (2002), Sarah Gordon and 

Richard Ford draw the reader’s attention to the differences between what they call 

‘"traditional cyberterrorism” and “pure cyberterrorism.” According to Gordon and Ford, 

traditional cyberterrorism features computers as the target or the tool o f  attack while 

pure cyberterrorism is more restricted as it is limited to attacks against computers,

In C hina, a convicted hacker, one Shi Biao, w as executed in 1993 for the theft o f  £122,000 from  the 
A gricultural Bank o f  C hina (W hittaker 2004, 238).
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networks, and information (2002, 636-637 & 641). The author’s point out that both the 

media and the general public favour the definition encapsulated in the term “traditional 

cyberterrorism” while the focus in academia is on “pure cyberterrorism.” So while 

conceding Denning’s--and thence Pollitt’s—definition is “solid,” Gordon and Ford find 

the definition less than comprehensive:

First, [Denning] points out that this definition is usually limited to issues where 

the attack is against ‘computers, networks, and the information stored therein,’ 

which we would argue is ‘pure cyberterrorism.’ Indeed, we believe that the true 

impact o f  her opening statement ( ‘the convergence o f  terrorism and 

cyberspace’) is realised not only when the attack is launched against computers, 

but when many o f  the other factors and abilities o f  the virtual world are 

leveraged by the terrorist in order to complete his mission, whatever that may 

be. Thus, only one aspect o f  this convergence is generally considered in any 

discussion o f  cyberterrorism— an oversight that could be costly. Second, it is 

very different from the definition that appears to be operationally held by the 

media and the public at large (2002, 637).

A number o f  authors agree with Gordon and Ford that cyberterrorism should 

encompass any act o f  terrorism that utilises “ information systems or computer 

technology as either a weapon or a target" (Mates 2001, 6). Nelson et al include 

physical attacks upon information infrastructures in this category (1999, 9-10). 

However, the same authors disagree with Gordon and Ford on the issue o f  leveraging 

the abilities o f  the virtual world to complete a terrorist mission. Gordon and Ford seek 

to place the latter activity squarely in the category o f  cyberterrorism whereas Nelson et 

al emphatically reject this approach. They identify two new categories into which this 

type o f  activity may be placed: ‘cyberterror support’ and terrorist ‘use’ o f  the Net. 

“Cyberterror support is the unlawful use o f  information systems by terrorists which is 

not intended, by itself, to have a coercive effect on a target audience. Cyberterror 

support augments or enhances other terrorist acts.” On the other hand, “terrorist use o f  

information technology in their support activities does not qualify as cyberterrorism”
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(1999, 10; see also Garrison & Grand 2001b, 2). For now it is sufficient to flag these 

distinctions, which will be returned to in Chapter Three.

CONCLUSION

A lthough the body o f  academ ic literature devoted to cyberterrorism is small, large 

am ounts o f  confusion and disagreem ent exist within it. Despite the routine em ploym ent 

o f  the term ‘cyberterrorism ’ by academ ics—along with journalists, opinion leaders, and 

legislators—to refer to instances o f  low-level com puter abuse, this does not mean, as has 

been suggested, that the term is “ for all practical purposes, useless for researchers” 

(Giacom ello  2003, 5). The academ ic research and writing produced in this area 

certainly needs more rigour, particularly with regard to definition. As it stands, there is 

very little agreem ent am ong scholars on what precisely constitutes cyberterrorism: the 

question ‘What is C yberterrorism ?’ is therefore particularly difficult to answer. But 

throwing the baby out with the bathwater is totally unwarranted. It is suggested that, in 

the future, researchers concern them selves w'ith separating the hype surrounding the 

issue o f  cyberterrorism from the more prosaic reality.

This is m ore difficult than it m ay at first appear, however. R alf  Bendrath has 

identified three major stum bling blocks (2003, 51-52). First, this debate is not simply 

about predicting the future, but is also about how  to prepare for it (i.e. the future) in the 

present. The problem is that those involved in the debate cannot draw  on either history 

or experience to bolster their positions, as a major cyberterrorist incident has never yet 

occurred. For this reason different scenarios or stories about the possible course o f  

future events are providing the grounds on which decisions must be made. The upshot 

o f  this is that the various actors (i.e. governm ent and opposition, the com puter security 

industry, the m edia-entertainm ent com plex, scholars, and others) with their various, and 

often times divergent, interests are com peting  with each other by m eans  o f  their 

versions o f  the future, which are particularly subject to political exploitation and 

instrumentation (Deibert 2002, 118).
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A second, and related, problem is the nature o f  the space in which a 

cyberterrorist attack would occur:

In the physical landscape o f  the real world, any action has its constraints in the 

laws o f  natu re .. .C yberspace ,  in contrast, is a landscape where every action is 

possible only because the technical systems provide an artificial environm ent 

that is built to allow it. The m eans o f  attack therefore change from system to 

system, from network to network. This m akes threat estimation and attack 

recognition much more difficult tasks (Bendrath 2003, 51).

B endra th’s fmal point relates to the highly technical nature o f  the new  threat and the 

constraints this places on social scientists and their ability to estim ate the m agnitude o f  

that threat. His solution is for social scientists to draw  conclusions by looking at how  

the threat is perceived; "T he  way a problem is framed norm ally determ ines or at least 

limits the possible solutions for it” (2003, 52). The next chapter seeks to do this by 

describing and analysing the cyberterrorist threat image am plified in the US media.

61



2

T h e  M e d ia  a n d  C y b e r t e r r o r is m :

A St u d y  in  t h e  C o n s t r u c t io n  o f

‘R e a l it y ’

“[Cyherterrorism] isn 't so much a threat to national security as a threat to
civilisation "

- Paul Vixie, News-week (2003)"*“

“More cyherterroristic than the cyberterrorists themselves, the cyherterror-inducing
media have the information w orld at their m ercy”

- Fran9ois Debrix (2001)

INTRODUCTION

Why is it that some threats take on huge political salience and others do not? 

Cyberterrorism is thus far noticeable by its absence. Nonetheless, a central element o f  

the post 9/11 ‘War on Terror’ and related efforts to beef-up US ‘homeland security’ has 

been an almost paranoid emphasis on the potentially catastrophic threats posed by 

cyberterrorism. A vast array o f  political, military, business, academic, and media 

commentators have appeared on television and been quoted in newspapers predicting 

deadly attacks by terrorists on the computerised infrastructures that now constitute the 

structures o f  everyday American urban life. This depiction o f  computerised systems as

V ix ie  w as, at that tim e, president o f  the Internet Softw are C onsortium  (an industry group). See A dam s  
& G uterl, 2003 .
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the Achilles heel o f  advanced industrial societies was further fuelled by the use o f  

everyday urban infrastructures as weapons o f  mass murder on 9/11 itself (Graham 

2004).

Following the collapse o f  the USSR, a number o f  events occurred that 

highlighted the growing influence o f  information technology in the realms o f  both 

national and international security. Examples include the high level o f  IT capability 

manifested by US troops in the first Gulf War (1990-1991), the increasingly global 

nature o f  media coverage as demonstrated in the Somali (1993) and Balkan conflicts 

(1992-1998), and increased systems failures resulting from the activities o f  hackers. 

These and other events highlighted states’, particularly the United States’, growing 

dependence on information technology thus ushering in fears o f  a radically new 

security threat: the possibility o f  information systems serving as both a weapon and a 

tool o f  attack. This cyber threat became the object o f  increased attention from the US 

federal government in the 1990s. A particular concern was that enemies o f  the United 

States, unable to emerge successfully from an encounter with American forces on the 

conventional battlefield, would pursue alternative approaches to inflicting damage on 

the sole remaining superpower (Pollard 2004, 43). The events o f  9/1 1 were therefore 

doubly shocking for many US government officials: not only were the attacks appalling 

in themselves, but the conventional nature o f  the attacks was also completely 

unexpected.

Far from reducing the fear o f  cyber attack however, for many the 9/11 attacks 

only served to increase the credibility o f  the cyber threat.

According to a study released in June 2001, seventy-five percent o f  Internet 

users worldwide now believe in cyberterrorism. The survey conducted in nineteen 

major cities around the world found that forty-five percent o f  respondents agreed 

completely that “computer terrorism will be a growing problem,” while thirty-five 

percent o f  respondents agreed somewhat with the same statement (Poulsen 2001). In a 

July 2002 survey conducted by the American Business Software Alliance, eighty-two 

percent o f  information technology professionals were said to believe that US businesses 

were ill equipped to deal with cyberterrorism (King 2002). A more recent survey 

carried out by Federal Com puter Week and the Pew internet and American Life Project
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in 2003 found that about half o f  Americans fear terrorists will launch cyberattacks on 

those critical infrastructures that operate the banking, electrical, transportation, and 

water systems, disrupting everyday life and crippling economic activity (Pew Internet 

and American Life Project 2003).^^ What these statistics show is that cyberterror is in 

the Zeitgeist. What this chapter seeks to do is to show how it took root there.

THEORETICAL UNDERPINNINGS: THREAT POLITICS

Traditional security studies views threat images as relatively unproblematic and 

assumes that real threats—out in the world--are directly reflected in security policy. In 

the last decade or so, practitioners o f  so-called ‘new security’ approaches have argued, 

on the contrary, that there exists no natural or self-evident conformity between the 

substance o f  a threat image and whether it has an impact on the political agenda (see 

Buzan 1991, Buzan et al 1998). The analytical approach adopted here is informed by 

the framework laid out by Barry Buzan, Ole Wa;ver and others, who are collectively 

known as the Copenhagen School,"''* which is closely identified with ‘new’ security 

studies.

The Copenhagen School approach to security may be described as broadly 

constructivist. One o f  the major issues addressed by Buzan et al in their seminal text 

Security!: A New FramcM'ork for Analysis  (1998) is "what quality makes something a 

security issue in international relations?” (Buzan, Waever, & de Wilde 1998, 21). The 

answer, they say, can be found in the traditional military-political understanding o f  

security. According to Buzan et al, things are generally designated as security issues 

because it can be argued that these things are more important than others and should 

therefore be given absolute priority. The evidence for such prioritising often takes the 

form o f  a statement such as “ If we do not tackle this problem, everything else will be 

irrelevant (because we will not be here or we will not be free to deal with it in our own

This survey was conducted before the blacl;out across the northern United States and eastern Canada 
on 14 August, 2003.

Many o f  the figures associated with this approach were employed at the Copenhagen Peace Research 
Institute (COPRI) before it was closed on 3 1 December 2002.

64



way)” (Buzan el al 1998, 24 & 36). In this way, the securitizing actor claims the right 

to break the normal political rules o f  the game. It is for this reason that constructivists 

view ‘security’ as a self-referential practice, because it is in this practice that issues 

become ‘security issues’ (i.e. not necessarily because a real existential threat exists, but 

because X issue is presented as such a threat).'*^ “Thus the exact definition  and criteria  

o f  securitization is constituted by the intersubjective establishment o f  an existential 

threat with a saliency sufficient to have substantial political effects” [italics in original] 

{Buzan el al 1998, 25). Cyberterrorism, it is argued here, has taken on such saliency. As 

a terrorism subset, it sits atop the US political agenda.'*^

The formation o f  agendas depends, unsurprisingly, on power and politics. But 

while this may appear obvious, it is actually perceived as controversial by many in the 

community o f  traditional security studies researchers. Olav Knudsen has even 

suggested that research that investigates how the security policy agenda is set diverts 

attention away from ‘real’ problems (2001, 359-61). Security policy researchers rarely 

have a problem identifying the ‘real’ threats, but oftentimes these threat images receive 

very little substantive political attention. The inability o f  these researchers to get 

environmental problems taken seriously as a security issue is a case in point. There is 

thus a very real need for research and analysis which explores why different actors 

often perceive the same issue in radically different ways, as well as why certain threat 

images take on political salience and others do not (Eriksson & Noreen 2002, 1).

According to researchers working at the Scandinavian Threat Politics project,'^^ 

to understand the politics o f  threat one must be concerned with how threat images are 

created and become part o f  the political agenda. In the opinion o f  the Scandinavian 

researchers two types o f  studies need to be undertaken in order to understand the 

politics o f  threat:

For an analysis o f  the exaggeration  o f  the threat posed by the Soviet U nion to the US during the Cold 
W ar and a com parison w ith the current levels o f  alarm  over the threat posed by international terrorism , 
see M ueller 2005.

A num ber o f  authors have recently  suggested  adopting a constructiv ist approach to  analysing  the 
cyberterro r threat, see Dunn 2004; E riksson & G iacom ello  2004. For a b rie f (but friendly) critique o f  th is 
approach see D eibert 2002, 116-117.

T he T hreat Politics project is a research project funded by the Sw edish Em ergency M anagem ent 
A gency in conjunction  w ith the Sw edish Institute o f  International A ffairs, U ppsala U niversity , and 
S odeito rns U niversity  C ollege. The project W eb site is available in English and Sw edish and m ay be 
accessed online at http:/'vvw w .th rea t-po litics .ne t/.
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1. Studies that focus on specific substantive issues that, at d ifferent times, are 

either included or dropped from the agenda as threat images.

2. Studies that take as their starting point specific pohtica! arenas and how  threat 

images are em phasised or downplayed within them.

The present chapter seeks to com bine both types o f  study. The C openhagen  approach to 

security distinguishes am ong three types o f  units: referent objects, securitiz ing actors, 

and functional actors. ‘Referent ob jec ts ’ are those things that are seen to be existentially 

threatened and that have a legitimate claim to survival. Those actors w ho  securitize 

issues by declaring som ething (the referent object) existentialiy threatened are known 

as ‘securitizing actors ,’ while those actors w ho  affect the dynam ics o f  a sector without 

being the referent object or the actor calling for security on beha lf  o f  the referent object, 

but who nonetheless significantly influence decisions in the field o f  security are 

designated ‘functional ac to rs’ (Buzan et al 1998, 36). in the present analysis, the 

American state—conceived o f  as the nexus between US territory, governm ent and 

society—is the referent object: the thing that is claimed to be threatened by 

c y b e r t e r r o r i s m .T h e  US governm ent is the securitizing actor and the A m erican  media 

establishment is the major functional actor. The goal o f  this chapter is to present a 

unified analysis o f  the politics o f  the cyberterrorist threat by focusing on cyberterrorism  

as a specific substantive threat image and tracing how it has been portrayed in the 

specific political arena occupied by the A m erican  media.

Threat Framing

The process o f  formulating problems, finding scapegoats, and com ing  up with solutions 

has been identified in different contexts as ‘speech acts ,’ ‘problem defin ition ,’ and 

‘fram ing .’ The problem  is to depict an issue—something that is perceived as 

threatening, for exam ple—in such a way that others listen and are convinced (or are at

For a thorough analysis o f  'N ational security  and the nature o f  the s ta te ,' see Buzan 1991, C h. 2; 
Buzan 1995.
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least persuaded to pay attention to the issue). The term fram ing is em ployed here; for 

Robert Entman,

[t]o frame is to select some aspects  o f  a perceived reality and m ake them  more 

salient in a com m unica ting  text, in such a way as to prom ote a particular problem 

definition, causal interpretation, moral evaluation, and/or treatment 

recom m endation  for the item described (1993, 52).

F ram ing  is a verbal expression o f  thought. Individuals perceive and interpret events; 

events  are never s im ply  given. Perception and interpretation are m ost often followed by 

verbalisation: that is to say, actors give verbal form to their conceptions o f  threats and 

risks. T he m ovem en t is thus from thought to speech and from the individual to the 

collective level o f  analysis. Generally, the choice o f  ' ‘speech cos tum e” has a major 

impact on w he ther an issue m akes it onto the political agenda (Eriksson & Noreen 

2002 , 10).

O ne o f  the m ost significant forms o f  "threat f ram ing’ or ‘cos tum ing’ is to 

identify som ething as a ‘security’ threat. In the literature, this behaviour has com e to be 

called ‘securitiza tion .’ Security policy is often regarded as having precedence over all 

other politics, while national security policy is invariably view ed as the foundation o f  

all security policy; as already pointed out, no other societal goals may be achieved 

unless soc ie ty ’s existence m ay be guaranteed (W ^ v e r  1995, 49). The upshot o f  this is 

that security policy and associated threat images are ex trem ely  loaded issues (Deibert 

2002, 115). Exploita tion o f  the politically loaded concepts  o f  security and threat may, 

therefore, make it easie r  to insert an issue onto the political agenda.

Threats and vulnerabilities  that are securitized in this m anner must meet certain 

criteria that d istinguish them from the normal run o f  the merely political. What are 

these criteria?

[SJecurity is about survival. It is w hen an issue is presented as posing an 

existential threat to a designated referent o b jec t . . .T h e  special nature o f  

security threats justif ies  the use o f  extraordinary m easures to handle them.
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The invocation o f  security has been the icey to legitimising the use o f  force, 

but more generally it has opened the way for the state to mobilise, or to take

special powers, to handle existential threats. Traditionally by saying

‘security,’ a state representative declares an emergency condition, thus 

claiming a right to use whatever means are necessary to block a threatening 

development (Buzan, Waever, & de Wilde 1998, 21; see also W ^ver  1995).

This is what, in language theory, is called a speech act. It is the utterance itself that is 

the act; by saying the words, something is done. A successful securitizing speech act is 

a combination o f  language and society: that is o f  both intrinsic features o f  speech and 

the collectivity that authorises and recognises that speech.

A securitizing speech act has both internal and external conditions. The most 

important internal conditions are to follow the security form, the grammar o f  security, 

and construct a plot that includes existential threat, point o f  no return, and a possible 

way out. There are two main conditions attaching to the external conditions o f  a speech 

act. The first is the social capital o f  the speaker (i.e. the securitizing or functional actor) 

w ho must hold a position o f  authority. The second condition has to do with threat: it is 

more likely that one can conjure a security threat if certain objects can be referred to 

that are generally held to be threatening. These objects do not, in themselves,

necessarily result in securitization, but instead act as facilitating conditions (Buzan ei al

1998, 33). Importantly, an issue is securitized only if and when the target audience
I 49accepts It as such.

Agenda Setting

“There is no tradition o f  International Relations scholarship that takes communications 

per se as its central focus” (Deibert 1997, 4). There is certainly no distinct ‘school’ or

A discourse that seeks to present something as an existential threat, but without evidence o f  audience 
acceptance is known as a ‘securitizing move’ (Buzan et a! 1998, 25). For details o f  failed securitization 
projects (undertaken on behalf o f  the state), see Marsh 1995.
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‘parad igm ’ o f  com m unications within the f i e l d . H a v i n g  said that, a significant am ount 

o f  the w ork  that m ixes International Relations theory and com m unications is focused 

on the facilitative use o f  media and com m unications technologies in fur therance o f  

political goals. A considerable body o f  work takes up issues related to propaganda as an 

instrument o f  foreign policy, for example. Harold Lasswell was particularly concerned 

in his work with the way states m anipulate  m essages to garner international support 

and/or underm ine foes (see Lasswell 197! [1927]; Lasswell & Lerner 1965; Lasswell, 

Lerner & Speier 1980) while, more recently, Philip Taylor has contributed a num ber o f  

m onographs that speak to the sam e issues (see Taylor 1992, 1995, 1997,1999). O ther 

relevant studies have focused on media representations or the ‘fram ing’ o f  international 

events, as m entioned above (see D orm an & Farhang 1987; Entm an 1991; Seib 1997).

A related area o f  study is that surrounding issues o f  control. The agenda-setting 

model o f  the m edia posits that the mass m edia have an influence on what the public 

recognises as important issues, and the theory has been supported by a wealth  o f  

empirical studies. There are two main approaches in this area: one that focuses on elites 

and the other pluralist-based. The elite approach focuses on formal political pow er and 

highly-placed decision-m akers, the second approach broadens the concept o f  the 

‘political agenda’ to include such factors as the agenda(s) o f  the media. A s already 

indicated, it is the role o f  the latter that is explored here, although it must be 

em phasised  that issues that receive attention in the media, but not the attention o f  

decision-m akers will  not appear on the political agenda. Nevertheless, the m edia 

rem ains a central p layer because it is able, am ong  other things, to influence public 

opinion: an issue that achieves salience in societal debate may be expected to m ake its 

mark on the political agenda (Eriksson & Noreen  2002, 4).

The contention here is that the Am erican news m edia act as the main source o f  

political information for m ass publics—both within the United States, but increasingly, 

due to the spread o f  satellite television and the Internet, also abroad—and as the prim ary 

‘transmission belt’ com m unicating  public fears and desires to political elites and

There are few IR theorists o f  com m unications at all; the important exception being Karl Deutch. 
D eu tch 's  work focused on comm unication flows and the importance o f  com m unicative interaction in the 
explanation o f  political behaviour. See Deibert (1997, 19-21) for a b r ie f  rundown o f  D eutch 's  
contribution to IR.
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government actors. The ‘‘media establishment” has been described as a “major power 

broker” which exerts “unprecedented power over the dissemination o f  news” (West 

2001, viii). in fact, Timothy Cook identifies the news media as a political institution in 

itself because it “engages, along with other political institutions, in the authoritative 

allocation o f  values in American society” (1998, 85-86). Not only does it act as an 

intermediary between the mass public and the government, but also within and among 

branches o f  government. Gronke and Cook go even further when they posit that “ in a 

system o f  declining rates o f  affiliation with political parties and falling levels of 

participation in community, civic, and other political organisations, it is not 

unreasonable to suggest that the news media is the dominant intermediary organisation 

in American democracy” (2002, I). As a functional actor, therefore, the media is 

unparalleled; it is, in N ye’s terms, a major—perhaps the major—purveyor o f  soft power 

in our society.

M ethodology

Buzan et al advise that the way to study securitization is to study discourse and political 

constellations (1998);

[A] threat image first appears in the mind, whether it is a reaction to 

something real or merely a work o f  the imagination. Human cognitive and 

memory functions play a role in this context. One’s conception o f  a threat 

may, o f  course, stop with the thought. In such case, the threat image becomes 

neither an object for framing nor political action. In other words, it is 

impossible for a threat image to gain salience if  it has not been given some 

sort o f  form for decision-makers. It is not sufficient merely to think about 

threats. They must also be talked about or written about in order to draw 

attention to them. The way in which this is done has an impact on their 

success; that is, their effects on the agenda (Eriksson & Noreen 2002, 18).

70



Threat is first constructed  in the individual consciousness; individuals view  som ething 

as a threat. T he next step is for actors in the threatened society to give form to the threat 

by talking or writing about it in public fora. That is, the threat assum es the trappings o f  

language and is transform ed into a topic o f  public debate through the d issemination o f  

new spaper stories, m agazine articles, television docum entaries , and eventually  mass- 

market books and movies. Opinion polls are an important source for determ ining public 

responses to the threat image as am plified in the latter.^' Should public debate reach a 

high enough level o f  saliency, the threat will becom e part o f  the political agenda and an 

object o f  political consideration and action. O nce  the threat becom es the object o f  

governm ent reports and legislation, the threat has effectively been securitized.

FEAR OF TECHNOLOGY, FEAR OF TERRORISM

Frequently, it is our basic perceptions that determ ine how  we conceive o f  an issue, 

which is filtered through our prism o f  preconceived notions. A large am ount o f  social 

psychological research has found that the uncertain and the unknow n generally produce 

fear and anxiety. This  is the psychological basis o f  the classic ghost story: the fear is 

greatest when you suspect something, but y o u ’re not certain what it is (Eriksson & 

Noreen 2002, 8). T he term cyberterrorism  unites tw o significant m odern  fears: fear o f  

technology and fear o f  terrorism. Both o f  these fears are evidenced in this quote from 

Walter Laqueur, one o f  the most well know n figures in terrorism studies: “The 

electronic age has now  m ade cyberterrorism  possible. A onetim e m ainstay o f  science 

fiction, the doom sday  machine, looms as a real danger. The conjunction o f  technology 

and terrorism m ake for an uncertain and fr ightening future” (L aqueur 1999, 254). A s 

significant uncertainties  or unknow ns, therefore both technology and terrorism are 

perceived as m ore om inous than know n threats (Em bar-Seddon 2002, 1034).

However, for som e o f  the pitfalls in relyina on opinion polls, see Bennett & Entman 2001, 5-6; Entman 
2000. 19-23.
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Fear o f  t e r r o r i s m , c o n c e i v e d  o f  as random , incom prehensible , and 

uncontrollable violence, m ay strike one as relatively ‘norm al,’ fear o f  technology as 

perhaps less so. However, as Mark Pollitt points out, for those unfamiliar with high 

technology, it is arcane, complex, abstract and indirect in its impact on individuals. And 

“because com puters do things that used to be done by humans, there is a natural fear 

related to a loss o f  control. People believe that technology  has the ability to becom e the 

master, and hum anity the servant.” Couple  this relatively new  fear with the age-old 

fears associated with apparently  random  violence and the result is a truly heightened 

state o f  alarm. Pollitt contends that the m edia have further upped the ante by hyping the 

concept o f  convergence:^^

According to the press, one is led to believe that all o f  the functions controlled 

by individual com puters will all converge into a singular system. Further 

support for this scenario  is the increase in ‘connectiv ity .’ M any people 

conclude that the entire world will soon be controlled by a single com puter 

system (1991, 8).

The convergence represented by the reliance on uninterrupted system s o f  electrically 

powered com puter networks to support all other infrastructures m akes attacks on the 

electrical power grid particularly fearful. The result is that m any people now  feel 

them selves ‘‘hostages to electricity” (as quoted in G raham  2004, 8). T hese  feelings are 

reinforced by the prevalence o f  so-called ‘shut-dow n-the-pow er-grid  scenarios’ in the 

mass media.^"* Two o f  the most well know n scenarios^^ are those designed by John

See Homer-Dixon (2002, 57-58) for an interesting tai<e on the fears exploited by the 9 /1 1 attackers and 
how the “neural network” compounded these.

The Oxford English Dictionary (2003) defines convergence as “The process by which originally 
distinct technologies may becom e more compatible or integrated as they develop, so that an increasing 
number o f  devices (esp, in electronics, computing, and telecom m unications) are multifunctional and 
interoperable.”

A number o f  academic analyses o f  cyberterrorism also include such scenarios, see Collin 1998; 
Devost, Houghton, and Pollard 1996 & 1997. Thomas H om er-Dixon, writing in F oreign P olicy, 
introduces his comments with a brief shut-down-the-power-grid scenario, although his is not cyber
based. but involves only physical attacks (2002, 52-53).

Postmodernists prefer the term ‘sim ulations’ (see Baudrillard 1983).
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Arquilla o f  the Naval Postgraduate School in Monterey, California^^ and technology 

journalist Dan Verton.

Shut-Down-the-Power-Grid Scenarios

John Arquilla’s ‘The Great Cyberwar o f  2002’ first appeared in Wired magazine in 

February 1998. In the scenario “Liddy Dole faces the biggest crisis o f  her presidency: 

the first global cyberwar, where the enemy is invisible, the battles virtual, and the 

casualties all too real” (Arquilla 1998). The electric grid is one o f  the first 

infrastructures to be targeted by the attackers:

Power outage!... .The latest TV news reports indicate that three 500-kilovolt 

transmission lines extending from hydroelectric dams along the West Coast 

[.S7c] were knocked out, interrupting electricity and phone service throughout 

California and Oregon. The executive director o f  the Western Systems 

Coordinating Council reported that the problem has cascaded throughout the 

grid, knocking power plants offline in Rock Springs, Wyoming, in Hells 

Canyon, Idaho, and in Brush, Colorado, causing outages in several western 

US states. Reports by noon or so also indicate that no signs o f  sabotage have 

been detected. That means no physical destruction o f  the system (Arquilla 

1998).

The body count escalates rapidly caused by everything from traffic accidents to the 

explosion o f  a chemical plant. Who are the perpetrators o f  this mayhem, according to 

Arquilla 's scenario? A group known as the Dove o f  Jihad claim responsibility, but this 

is quickly dismissed; China and Russia are then held responsible, followed by a 

shadowy figure operating out o f  Afghanistan(l). Eventually, however, the perpetrators

T ogether w ith his collaborator D avid R onfeldt o f  Rand. A rquilla is a prom inent analyst o f  inform ation  
warfare. A rquilla  and R on feldt are perhaps best know n for their d evelop m en t o f  the concep ts o f  N etw ar  
and cyberwar. M any o f  their publications are availab le  for dow nload  from the Rand W eb site  at 
http: / /w  wv\-. ra n d . or g .
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are identified as a coalition o f  states including North Korea, Vietnam, Iraq, and Libya, 

aided by the Cali cartel in Colombia and various Asian triads.

Arquilla’s scenario is somewhat tongue-in-cheek, and he eventually—the 

scenario runs to over twenty printed pages—identifies a coalition o f  states, and not 

terrorists, as those responsible. This outcome is foreshadowed by the scenario’s title: 

‘The Great Cyberwar.’ Arquilla, and his collaborator David Ronfeldt, distinguish in 

their work between cyberwar and Netwar; cyberw'ar is the domain o f  states, while 

cyberterrorism may be viewed as a category o f  Netwar, which is the domain o f  non- 

/sub-state actors (Arquilla & Ronfeldt 1993, 1996a). Nonetheless, there is a cyberterror 

component to the scenario in that a number o f  real and fictional terrorist groups are 

mentioned, and the coalition o f  states that are eventually found to be behind the attacks 

seek to conceal themselves by dubbing their group People For a Free World (see figure 

2.1), which is reminiscent o f  the names o f  a number o f  terrorist organisations, 

including the Weather People and the New People's Army, amongst others.

Fran9ois Debrix’s choice o f  Fox TV documentary Dangers on the Internet 

Highway: Cyberterror (broadcast in the US in Autumn 1999) to illustrate his argument 

regarding the hype surrounding the subject o f  cyberterrorism is interesting from our 

perspective because the programme is developed around the scenario o f  “the w orld’s 

first cyber or Netwar.” The programme-makers argue that America’s reliance on ICTs 

is the country’s “Achille’s Heel,” insisting that "the cyber frontier is the next venue for 

war” and that “cyberwarfare is taking the Internet to its most lethal level” (2001, 154). 

Various info-war specialists, including John Arquilla. sketch the impacts o f  a supposed 

series o f  escalating cyber attacks: the collapse o f  air traffic control systems resulting in 

multiple airplane crashes, overloaded digital networks resulting in collapsed finance 

and e-commerce networks, collapsed power grids, non-functioning telephone networks, 

widespread car and train crashes, and nuclear meltdowns. In the television scenario, 

even the US’s ability to fight a conventional war is wiped out due to the coordinated 

hacker attacks. “Meanwhile, the perpetrators o f  the war remain undetected behind their 

distant, encrypted terminals, free to bring the world’s mightiest nation to its knees with 

a few keystrokes in total impunity” (Graham 2004, 18).
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Fox T V ’s scenario bears som e striking resem blances to A rquiila ’s contribution  

to Wired]usX  a few  m onths earlier, but there are a lso  som e striking d ifferen ces. On the  

on e hand, the described ou tcom es o f  the cyber attack(s) are strangely sim ilar. On the 

other, w h ile  cyberterrorism  is ex p lic itly  referred to in the program m e’s title , the 

perpetrator o f  the attacks is unveiled  as a little-know n country previously  thought to 

have little IT capacity. T his d oes not square w ith  A rq u illa ’s academ ic an alyses o f  

potential cyber threats, w hich  m ake an exp lic it d istinction  betw een  the activ ities  o f  

h ostile  states (cyberw ar) and th ose o f  sub-state organisations (N etw ar, a subset o f  

w hich  is cyberterrorism ).

Figure 2.1 G raphic Accom panying ‘The Great Cyber^ ar o f 2002’
Wired 6(2),  1998

mm
PEOPrjE h jBftr.flt'ORij)

FREl^llOM
KNOW ALL BY THESE PRESENTS, th a t  w e, th e  
People for a  Free Worid, will no longer to le ra te  
th e  Imposition of American hegemony. From today 
onto th e  fu ture, w e will oppose th e  military, eco 
nom ic and cultural imperialtsm of tho  United 
S ta te s , by all m eana th a t is possible to  do. 
WHEREAS, US arm ed forces occupy many lands, 
and ex e rt undue control over air and se a  lines of 
com m unication around th e  world; we will ta k e  
action  to  ltb«rate th o se  ocupled, and to  resto re  
freedom  of International m ovem ent.
NOW THEREFORE, we give th e  Unlt«d S ta te s  six 
days to  Initiate closure of ail overseas b ases , or 
we will disrupt and destroy  major US Infrastructure 
e lem ents. We have th e  power and in te lligence to  
do th is . For th e  sa ftey  of your children and th e  
freedom  of all people, do no t ignore th is  m essag e .

T E II! H I K  A

 BEGIN PG P  SIGf'iATURE--------
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Over the course o f  the next few years, the emphasis in terms o f  the cyber threat 

image shifts from states to terrorists and back again.^^ Nobody’s quite sure whom they 

ought to be more afraid of: states or terrorists? Many journahsts mix their message and 

warn that both types o f  actors are equally threatening.^^ In May 2001, no less august a 

publication than the New Yorker assured its readers that “sophisticated terrorists (or 

hostile governments) now have the ability to crash satellite systems, to wage economic 

warfare by unplugging the Federal Reserve system from Wall Street, even to disrupt the 

movements o f  ships at sea’" (Specter 2001). While in June 2001 an article in USA Today 

entitled ‘Cyberspace: The Next Battlefield,’ asserted “an adversary could use...viruses 

to launch a digital blitzkrieg against the United States. It might send a worm to shut 

down the electric grid in Chicago and air traffic control operations in Atlanta, a logic 

bomb to open the floodgates o f  the Hoover Dam and a sniffer to gain access to the 

funds-transfer networks o f  the Federal Reserve” (Stone 2001). Post 9/11, how'ever, the 

spectre o f  cyberterror took on a new urgency.

In 2003, Dan Verton, a technology journalist,^'^ contributed Black Ice: The 

Invisible Threat o f  Cyherterrorism, an analysis o f  the cyberterrorist threat aimed at the 

mass-market. The first chapter o f  Verton’s book describes a coordinated series o f  cyber 

and physical attacks on critical infrastructures in the US’s Pacific Northwest (2003, 1- 

16). The attackers carry out a series o f  suicide bombings using conventional explosives 

and anthrax-laced powder, they unleash malicious software code which targets Internet 

root servers and mobile phones, they deface the Web pages o f  a number o f  major news

In his article 'The American Cyber-Angst and the Real World' (2003), R alf Bendrath traces the course 
o f  the cyber threat image between c. 2000 and 2003 from cyberterrorists to states, back to cyberterrorists 
and. perhaps, back to states again.

In June 2001, Lawrence K. Gershwin, a top CIA official, took a similar stance in a statement to the 
Joint Economic Committee o f  the US Congress. Gershwin told the Committee that foreign governments, 
rather than terrorists, were the most significant threat to US computers for the next five to ten years. 
“Terrorists really like to make sure that what they do w orks....T hey do very nicely with explosions, so 
we think largely that they’re working on that.” Nonetheless, Gershwin warned that a terrorist 
organisation could surprise intelligence officers and mount a cyber attack within the follow ing six  
months (see Associated Press 2001b; Joint Economic Committee 2001, 6-10).

This is not to suggest that all journalists, without exception, are guilty o f  hyping the cyberterrorist 
threat. It is possible to point to the efforts o f  som e journalists—technology journalists, in particular—to 
desecuritize cyberterrorism. See, for exam ple. Declan M cCullagh's contributions to W ired  and C\Net 
News', Thomas C. Greene and others in The Register, Bruce Schneier in his books, articles, and 
C iyptogram  newsletter (http:/7www.schneier.com/crs'Dto-»ram.html): and a goodly amount o f  the 
commentary on cyberterrorism produced by ZDnet (inform ation Resources for IT Professionals’).
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organisations, and they set o f f  an electrom agnetic pulse (EM P) bomb. Verton is clear as 

to the perpetrators; a collection o f  sub-state actors com pris ing  a core group o f  al-Qaeda 

members, aided by Russian hackers and a num ber o f  disgruntled energy com pany 

employees with rightw'ing sympathies. The effects o f  the attacks are described thus:

The power outages last for weeks, in som e areas, for months. System failures 

begin to cascade out o f  control and are felt as far south as 

C aliforn ia . . . .M edical facilities quickly enter crisis mode as they are forced to 

rely on back-up pow er generators for critical care sy s tem s .. . . [T ]h e  lack o f  

te lecom m unications makes coordinating medical em ergencies  and sharing 

data on the possible biological or chemical cases nearly impossible. 

Businesses, banks, government offices, industrial plants, and m anufacturing 

firms are also starved o f  connectivity. Som e will be forced to close their doors 

for good .. .Fa ilu res  and disruptions ripple through potable w ater control 

systems, the com puters that m anage sewage treatment plants, and chemical 

and oil refineries (Verton 2003, 14-15).

One sceptical reader describes V erton 's  contribution as “paranoid speculation,"  and 

lambastes Verton for his contention that “w e can safely discard the opinions o f  those 

who argue that cyberterrorism ... .is  im possible” (Greene 2004; Verton 2003, 96).^° 

However, such contentions are accepted/acceptable  because events in our media- 

saturated world are allowed to be at one true and false, real and fictional. Verton 

concludes his scenario with the following observation:

This is the face o f  the new  terrorism. It is a th inking m a n ’s gam e that applies 

the violent tactics o f  the old world to the realities and vulnerabilities o f  the 

new high-tech world. Gone are the days w'hen the only victims are those w ho  

are unfortunate enough to be standing within striking distance o f  the blast.

For an article w hich takes many o f  the incidents outlined in the scenarios above, interrogates the  
Hkeiihood o f  their su ccessfu l occurrence, and finds them  w anting, see  C ohen  20 0 3 .
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Terrorism is now about smart, well-planned indirect targeting o f  the 

electronic sinews o f  a nation (Verton 2003, 15-16).

He thus transforms his imaginings from prediction to reality. In a similar fashion, the 

narrator o f  Fox T V ’s Dangers on the Internet H ighway  assures viewers that the 

information contained therein “ is not science fiction” (Debrix 2001, 154), intimating 

that it is thus ‘science fact.’ Jean Baudrillard, has labelled this condition o f  

undecidability o f  the event and uncertainty o f  meaning “hyperreal” modernity. 

Hyperreality occurs when the media uses its technological capabilities to paint 

something as more true to life than the object it is purporting to represent {Baudrillard 

1983;see also Der Derian 1995, 37-41).

Francois Debrix suggests that Verton’s and Arquilla’s musings along with 

other, similar scenarios give the impression that:

[T]he next Pearl Harbor will be both everyw'here and nowhere at the same 

time. It's targets will not be the US military or defence system but, instead, 

the US public and its post-industrial and highly informatized lifestyle. What is 

now a tool for comfort, an object o f  leisure, or a necessary support for 

work....will become the world’s deadliest weapon (2001, 156).

Debrix notes that popular fears have taken on a new gravity and emergency 

responses have become everyday realities in media-saturated societies. This is 

perhaps especially true in post-9 /11 America. Debrix suggests that:

In a generalised context o f  uncertainty, common anxiety and more or less 

planned strategies o f  emergency give rise to social epiphenomena like 

cyberterror, its at once real and imagined dangers, and its often paranoid 

responses, in a context where information becomes knowledge, there is no 

way o f  distinguishing cyberterrorism from its representations (on TV, in 

security literatures, as hypertext on the Web) (Debrix 2001, 153).
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The exaggerated nature o f  the scenarios imagined by Verton, Arquiiia, and 

others is further highlighted when one considers that blackout, failure, and accident are 

part o f  the normal operating environment o f  networked computer and infrastructure 

systems, it is worth keeping in mind that “water system failures, power outages, air 

traffic disruptions, and other cyberterror scenarios are routine events that do not always 

affect national security. System failure is a routine occurrence” (as quoted in Graham 

2004, 21). In a relatively sober analysis that appeared in Jane 's  Intelligence Review  in 

1999, it was observed that;

There is undoubtedly a lot o f  exaggeration in this field. If your system goes 

down, it is a lot more interesting to say it was the work o f  a foreign government 

rather than admit it was due to an American teenage ‘script-kiddy’ tinkering 

with a badly written CGI script. If the power goes out, people light a candle 

and wait for it to return, but do not feel terrified. If their mobile phones switch 

off, society does not instantly feel under attack. If  someone cracks a web site 

and changes the content, terror does not stalk the streets (Ingles-le Noble 1999).

Thus far, cyber-error has proved more frequent and more debilitating than cyberterror. 

In terms o f  electrical power, most outages occur due to natural phenomena such as 

severe weather. In August 2004, Hurricane Charlie ravaged parts o f  the American state 

o f  Florida and it was reported that “ it will be weeks rather than days before the most 

storm-ravaged parts o f  [Florida] have electricity.” This is because the damage was so 

severe that parts o f  the power system had to be rebuilt. Indeed when Flurricane Andrew 

devastated the Miami Area in August 1992, it was fully five weeks before power was 

restored to all the local supplier's customers (Mayk 2004; Wald 2004; see also 

Giacomello 2004, 400).
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REASONING BY ANALOGY

The importance o f  basic conceptions is illustrated, within cognitive research, by 

explanation by analogy, which is a problem -solving method in which know ledge o f  

previous problem s with allegedly sim ilar structures is used to find the best way to solve 

current problems. Within the cyberterror threat discourse the most prevalent analogy is 

the possibility o f  an ‘electronic Pearl H arbour.’ The com parison o f  so-called ‘w eapons 

o f  m ass d isruption’ with ‘w eapons o f  m ass destruc tion’ (W M D ) is another popular play 

on words.

Electronic Pearl Harbour

Winn Schwartau o f  infow'ar.com first used the term ‘Electronic Pearl H arbour' in 

testimony before the US Congress as early as 1991 (see Schwartau 1994, 43).^' This 

analogy links the cyber security debate to a ‘real’ and successful surprise attack on 

critical US military infrastructures during World War 11 while, at the same time, 

w arn ing  against the idea o f  A m erican  invulnerability due to its geographical position. 

The Pearl Harbour analogy is used with startling frequency in the media as a shorthand 

description o f  the likely consequences o f  a cyberterrorist attack on the United States. A 

Lexis-N exis search o f  m ajor world new spapers found 105 m entions o f  this and related 

term s^ ' in the ten years betw een 1994 and 2004.

The term ‘electronic W aterloo’ has found less favour in the media: a Lexis- 

N exis search o f  major world  new spapers found just  eight m entions o f  this and related

61 R alf Bendrath describes Schwartau as “the rock manager turned preacher o f ‘information warfare’” 
(2003, 49). In the aftermath o f  9/11, Schwartau re-released his 1991 novel Terminal Com prom ise under 
the new title P earl H arbour D ot Com. The follow ing description o f  the novel is provided on 
Amazon.com: “It used to take an entire nation to wage a war. Today it takes only one man. Taki 
Hom osoto survived the hell o f  Hiroshima. N ow , more than 50 years later, the tim e has com e for the 
.\m ericans to feel the flames o f  his revenge, using his personal army o f  terrorists and intelligence agents. 
The US Government and a network o f  som ewhat reluctant allies - invisible and anonymous hackers join  
forces to battle this powerful enemy. The devastating climax o f  this one man's plan...this powerful, bitter 
survivor o f  ayamachi. The Great Mistake, is certain to bring global chaos and econom ic meltdown. A 
terrifying thought provoking tale.”
*’■ The search was undertaken on 18 August 2004 and used the terms ‘electronic Pearl Harbour' (68), 
'digital Pearl Harbour’ (35), and ‘cyber Pearl Harbour’ (2).
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terms between 1998 and 2004.^^ Just one o f  these appeared in a US newspaper {The 

New York Times), the rest appeared in British (4) and Canadian (3) publications, whose 

readers may be expected to be more familiar with said battle.^'^ Nevertheless, it has 

been asserted that the Waterloo analogy is the more accurate o f  the two. This is because 

the visions conjured up by reference to an ‘electronic Pearl Harbour’ are o f  a sudden 

crippling blow against critical infrastructures resulting in chaos and destruction. 

However, it has been argued that this “bolt-out-of-the-blue scenario” is not the most 

significant cyberwarfare threat to the United States. The greater danger, according to 

analysts at the Centre for Strategic and International Studies, is a meticulously planned, 

carefully executed campaign by a focused adversary with a thorough grounding in 

information warfare techniques. The most important feature o f  such a strategy, 

according to the CSIS document, would be its contribution to important strategic goals 

as part o f  a larger-scale, possibly long-term strategy. It w'ould not, in other words, be 

intended simply to gain the public spotlight, create havoc, or win a temporary edge in 

battle.

Although the attack on Pearl Harbour precipitated major strategic change, the 

attack itself was a single blow that failed to achieve Japan’s strategic objective, 

which was to force the United States to an accommodation more favourable to 

Japan’s then expansive foreign policy. The more significant information 

warfare threat would likely resemble not Pearl Harbour but instead Waterloo, 

where technology, planning, and careful execution were used as part o f  a long- 

range plan aimed at altering the world’s political, military and economic order 

(CSIS 1998, 2).

T he search w as undertaken on 18 A ugust 2 0 0 4  and used the term s ‘e lectronic  W aterloo’ (5 ), ‘digital 
W aterloo’ (3 ), and ‘cyber W aterloo' (0).

T he Battle o f  W aterloo w as fought thirteen kilom etres south o f  B russels, B elg ium  betw een the French, 
under the com m and o f  N ap o leon  Bonaparte, and the A llied  arm ies com m anded by the British Duke o f  
W ellington and Prussian General Bliicher. T he French defeat at W aterloo drew  to a c lo se  tw enty-th ree  
years o f  war beg inn in g  w ith the French R evolutionary w ars in 1792 and continuin g  w ith the N a p o leo n ic  
W ars from 1803. N ap oleon 's final defeat at W aterloo m arked the end o f  the Emperor's final bid for 
pow er, the so -ca lled  'One Hundred Days', and the final chapter in his rem arkable career.
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The almost complete absence o f  references to an ‘electronic Waterloo’ in the US media 

is an indication o f  the necessity for threat images and related analogies to havt 

immediate resonance and attract wide understanding. Their aim is not actually tc 

explain anything about cyberterrorism, but to manufacture fear and to do so in the 

simplest and most direct way possible.

Weapons of Mass Disruption

In the wake o f  9/11, threats to the integrity o f  America’s information infrastructure 

have been ascribed a level o f  urgency analogous to nuclear and biological threats, 

which has galvanised the relationship between IT and security as a primary policy 

consideration in the United States (Yould 2003, 75). In September 2002, Richard 

Clarke, former Special White House Adviser for Cyberspace Security, told ABC News: 

“ [Cyberterrorism’s] much easier to do than building a weapon o f  mass destruction. 

Cyberattacks are a weapon o f  mass disruption, and they’re a lot cheaper and easier’ 

(Wallace 2002). Howard Schmidt, Clarke’s one-time deputy, has also repeatedly 

referred to the threat from ‘weapons o f  mass disruption’ (see, for example, McCray 

2003). But even before 9/11 the American “cyber-angst” was palpable (Bendratn 

2003).^^ As early as 1999, Congressman Curt Weldon (R-Pennsylvania) placed 

cyberterrorism at the top o f  his list o f  modern threats to the American way o f  life. 

Speaking at the InfoWarCon conference to an audience o f  uniformed military personal, 

corporate IT managers, computer security consultants, and at least one screenwriter,**^ 

Weldon said “ In my opinion, neither missile proliferation nor weapons o f  mass 

destruction are as serious as the threat [of cyberterrorism]’’ (Poulsen 1999). In May 

2001, Senator Robert Bennett (R-Utah), stated “[Attacks against the US banking 

system] would devastate the United States more than a nuclear device let off over a 

major city” (Porteus 2001). At around the same time, Michael Specter (2001), author of 

The New Yorker article alluded to above, predicted: “The Internet is waiting for its

Francois Debrix uses the term “e-anxiety” (2001 , 165).
In an article for Foreign P olicy  magazine, Thomas Homer-Dixon claims that the US Army enlisted the 

help o f  som e o f  H ollyw ood’s top screenwriters and directors—including the creators o f  Die H ard  and 
M cG yver—to  dream up possible scenarios for future terrorist attacks (2002, 61).
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Chernobyl, and I don’t think we will be waiting much longer.” Such predictions are not 

limited to US commentators. A 2003 Newsweek article quoted John Naughton, 

described as “an Internet expert at Britain’s Open University,” as saying “ If 1 were A1 

Qaeda, 1 wouldn’t waste time with nuclear weapons. I’d be going to Microsoft training 

courses” (Adams & Guterl 2003)

In her seminal article on the role o f  linguistic metaphors, puns, and acronyms in 

the field o f  nuclear defence strategy, Carol Cohn demonstrated how specific uses o f  

language were used to de-dramatise the actual threat (see Cohn 1987). With regard to 

the cyberterrorist threat, exactly the opposite is happening. Far from de-realising the 

threat, the discourse o f  cyberterrorism mobilised by the media and assorted ‘experts’ 

makes the threat seem real and palpable. Mediatized discussion o f  just about any topic 

fosters the formulation o f  buzzwords and catchy phrases. The designation o f  cyber 

threats as ‘weapons o f  mass disruption’ directly analogous to ‘weapons o f  mass 

destruction’--that is nuclear, biological, or chemical weapons—is, however, both 

inaccurate and unhelpful in terms o f  advancing ideas about the relationship between 

national security and IT. This is true whether one believes such threats are imminent 

(see Yould 2003, 84-88) or one is sceptical o f  the cyberterrorist threat. For sceptics, 

equating the effects o f  a cyber attack on the US banking system with the effects o f  the 

Chernobyl disaster is not only an exaggeration that defies corroboration, but is 

extremely disingenuous suggesting as it does that the physical (and continuing) death 

o f  not just large numbers o f  people, but literally the whole o f  a vast territory, is less 

significant than its digital disconnection (see Cohen 2003, 9-10). The functions o f  such 

comparisons are clear however: "Urgency; state power claiming the legitimate use o f  

extraordinary means....5 'i/n’/'v(7/ might sound overly dramatic but it is, in fact, the 

survival o f  the unit as a basic political unit—a sovereign state—that is the key” [italics in 

original]. Public perceptions are thus massaged, so that issues such as cyberterrorism, 

portrayed as having this “undercutting” potential are accepted as having to be 

addressed prior to all others because, if  they are not, the state will cease to exist as a 

sovereign entity, and all other questions will thus be irrelevant (W ^ver  1995, 5! & 53).
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IDENTIFYING ANTAGONISTIC ACTORS

The securitization o f  cyberterrorism is also about specific hostile actors. Traditionally, 

the focus in security policy analysis has been on potentially threatening states or 

governments, but in debates about terrorism and information warfare it has been 

emphasised that non-state actors too may pose a threat. The idea that anonymous 

adversaries may attempt to penetrate information systems from anywhere in the w'orld 

breaks with the traditional understanding o f  security—that the identity, location, and 

goals o f  the enemy are known—and increases the sense o f  fear and insecurity. “The 

introduction o f  non-state enemies in security thinking implies opening up Pandora’s 

box, as the number o f  potential enemies in ‘cyberspace’ is virtually unlimited” [italics 

in original] (Eriksson 2001, 218). In terms o f  IT security, Denning has posited five 

different types o f  antagonistic actors: insiders, hackers, criminals, corporations, 

governments, and terrorists (1999, 26-27). The media have concerned themselves, for 

the most part, with just two o f  these: hackers and terrorists.

Terrorist Hackers

In the cyberterror scenarios described here, governments and terrorists were portrayed 

as the main threats, but hackers were also mentioned. Previous to 9/11, the media were 

fixated on hackers as antagonistic actors. A reliance on cyberterror simulations alone 

would have made it difficult to securitize the cyberterrorist threat. This was 

unnecessary however, because hackers, conceived o f  as computer abusers, had a history 

o f  demonisation in movies, on TV, and in the press. Being “familiar, even archetypal 

characters” (Entman 2000, 15), when the cyberterrorist threat image was being 

constructed, they were the perfect candidates for identification as potential perpetrators. 

It is the classic case o f  the emergence o f  “the worst-case result [out] o f  a dialectic 

between what is observed and what is imagined” (Lipschutz 1995, 2).

The threat o f  hackers infiltrating the world’s most sensitive military systems is 

one o f  the most enduring and popular themes associated with hacking. It was first 

brought to the public’s attention by the 1983 film War Games. In the film, a teenage
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boy hacks into the computer that monitors and controls the US nuclear and defence 

system. Believing that it is simply a game-playing machine, the teenager begins a game 

with the computer. However, the computer believes the game is ‘real’ and begins the 

countdown to WWIll.

Manager):

Wigan:

Wigan (FBI): The Kid Claims he was looking for a toy company. Ha!

Ha! That’s great!

McKittrick There is no way a high school punk can put a dime in (System 

a telephone and break into our systems. He has got to 

be working for someone else. He’s got to be!

He does fit the profile perfectly: he is intelligent but an 

underachiever, alienated from his parents, has few friends, a 

classic case for recruitment by the Soviets. Now' what does 

this say about the state o f  our country? Have you got any 

insight into w'hy a bright boy like this w'ould jeopardise the 

lives o f  millions?

No, Sir, he says he does this sort o f  thing for fun! ( f f ar  

Games 1983)

FBI Aeent:

This scenario resonated deeply with the US public. As mentioned in Chapter One, on 

his arraignment on charges related to hacking Kevin Mitnick was denied access not 

only to computers, but also to a phone, because the judge believed that, w'ith the aid o f  

a phone, Mitnick could set off a nuclear attack (see also Ryan 2004, 8-9).

In his book Hackers, Paul Taylor describes a 1991 episode o f  the US chat show 

Geraldo (1999, 178-179). The show’s introduction featured excerpts from the film Die 

Hard II, in which terrorists take over the computers o f  an airport, while the studio 

section o f  the show included an interview with Craig N iedorf (aka Knight Lightning), 

who was the subject o f  a US court case for having allegedly received the source code o f  

the emergency services telephone computer programs. During the course o f  the 

program Geraldo repeatedly referred to N iedorf as the ‘Mad Flacker.’ The prosecuting
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attorney in N ied o rfs  case also appeared on the show. Below is an excerpt o f  the 

dialogue that ensued:

Geraldo: Don, how do you respond to the feeling among so many

hackers that what they’re doing is a public service; they’re 

exposing the flaws in our security systems?

Prosecutor: Right, and just like the people who rape a co-ed on campus are

exposing the flaws in our nation’s higher education security.

It’s absolute nonsense.

And on the issue o f  punishment o f  hackers:

Prosecutor: 1 don’t think they’re being punished very much at all. W e’re

having trouble even taking away their gear. 1 don't know one o f  

them [who] has done hard time in a prison....even Mitnick who 

is a real electronic Hannibal Lecter....did not get near any o f  the 

punishment that what he was doing entitled him to (as quoted in 

P.A.Taylor 1999, 178).^’

At the very end o f  the show, Geraldo asks the prosecutor to give a brief worst-case 

scenario that could result from the activities o f  hackers. He replies: “They wipe out our 

communications system. Rather easily done. Nobody talks to anyone else, nothing 

moves, patients don’t get their medicine. W e’re on our knees” (as quoted in P.A. 

Taylor 1999, 179).

Hackers get a lot o f  bad press, some o f  it deserved, some less so. In terms o f  the 

securitization o f  the cyberterrorist threat, the portrayal o f  hackers as potential 

adversaries was not restricted to film and television, they were repeatedly identified in 

the press as the most likely threat actors. The following quote from a 2003 Newsweek  

article entitled ‘Bringing Down the internet’ is typical:

In the movie Silence o f  the Lambs (1991), Hannibal Lecter (as played by Anthony Hopkins) is a 
respected psychiatrist turned murderous cannibal.
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If you wanted to write a science-fiction thriller about the day the Internet 

crashed, you’d start with a computer geek. Armed with nothing but a laptop and 

a high speed Internet connection, he releases a fast spreading computer virus 

that in a matter o f  minutes gives him control o f  thousands, perhaps millions, o f  

personal computers and servers throughout the world. This drone army launches 

a silent and sustained attack on computers that are crucial for sending around 

the billions o f  packets o f  data that keep e-mail, the Web and other, more basic 

necessities o f  modern life humming. At first the attack seems to be an 

inconvenience--e-mail traffic grinds to a halt. Web browsing is impossible. But 

then the problems spread to services only tangentially related to the Internet: 

automated-teller machines freeze up, calls to emergency numbers fail to get 

routed to police stations and ambulance services, airport- and train-reservation 

systems come down. After a few liours. the slowdown starts to affect critical 

systems: the computers that help run power grids, air-traffic control and 

telephone networks (Adams & Guterl 2003).

According to the authors o f  this particular scenario, the cascading failures are not just 

regional or national in scope, but global. And within a few lines o f  text the perpetrators 

morph from “hackers” to “geeks” to “terrorists.” The problem, as identified in Chapter 

One, is that even i f ‘hackers’ managed such a feat, it’s not cyberterrorism unless they 

engaged in the act for political purposes. Most journalists are either unaware of, or 

ignore, this caveat. They're equally ignorant o f  the BTKP rule. Chris Hables Gray has 

observed o f  war: it “ is about killing and maiming human bodies, and if that does not 

happen, it is not war. Information can serve these ends, as has been recognized since 

Sun Tzu, but it cannot replace the macabre role o f  embodiment” (2001, 61). The same 

may be said o f  terrorism: it is about killing and maiming human bodies, and if that does 

not happen, it is not terrorism.

In .lune 2001 a headline in the Boston Herald read ‘Cyberterrorist Must Serve 

Year in Jail’ (Richardson 2001). The story continued: “Despite a Missouri 

cyberterrorist’s plea for leniency, a Middlesex Superior Court judge yesterday told the 

wheelchair-bound man ‘you must be punished for what you’ve done’ to Massachusetts
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schoolchildren and ordered him to serve a year in jail.” The defendant pleaded guilty to 

“ launching a campaign o f  terror via the Internet” from his Missouri home, including 

directing Middle School students to child pornography Web sites he posted, 

telephoning threats to the school and to the homes o f  some children, and posting a 

picture o f  the school’s principal with bullet holes in his head and chest on the Net.

In December 2001 a headline in the Bristol H erald Courier, Wise County, 

Virginia, USA read ‘Wise County Circuit Court’s Webcam “Cracked” by 

Cyberterrorists’ (Still 2001). The webcam, which allowed surfers to log on and watch 

the Wise County Circuit Courts in action, was taken offline for two weeks for repairs. 

‘■(Expletive Deleted) the United States Government” was posted on a web page, but the 

defaced page could only be seen by the Court’s IT contractors. Internet surfers w'ho 

logged on could only see a blank screen. The ‘attack’ was thought to have originated in 

Pakistan or Egypt, according to the report. “This is the t'lrst cyberterrorism on the 

court’s Internet technology, and it clearly demonstrates the need for constant 

vigilance,” said Court Clerk .lack Kennedy. ‘T h e  damage in this case amounted to a 

$400 hard drive relating to the Internet video server. The crack attack has now resulted 

in better software and enhanced security to avoid a [57c] further cyberterrorism.” 

According to the Court Clerk, Kennedy, cracking can escalate to terrorism w'hen a 

person cracks into a government- or military-maintained Web site; he said 

cyberterrorism had increased across the United States since the events o f  9-11 and law 

enforcement had traced many o f  the attacks to Pakistan and Egypt.^^

The press have labelled some unlikely acts o f  computer abuse as 

‘cyberterrorism.’ According to reports, sending pornographic e-mails to minors, posting 

offensive content on the Internet, defacing Web pages, using a computer to cause $400 

worth of damage, stealing credit card information, posting credit card numbers on the 

internet, and clandestinely redirecting Internet traffic from one site to another all

It w as predicted that an escalation in hack attacks w ould  occur in the afterm ath o f  9-11 (ISTS 2001). 
H ow ever, the predicted escalation  did not m aterialise. In the w eeks follow ing the attacks, W eb page 
defacem ents w ere well publicised, but the overall num ber and sophistication o f  these rem ained rather 
low. O ne possible reason for the non-escalation  o f  attacks could be that many hackers—particularly  those 
located in the U S--w ere wary o f  being associated  w ith the events o f  9 /1 1 and curbed their activ ities as a 
result.



constitute instances o f  cyberterrorism. A nd yet none o f  it could be described as 

terrorism —som e o f  it not even c r im in a l-h a d  it taken place without the aid o f  com puters 

(see Ross 2000, 255). Admittedly, terrorism is a notoriously difficult activity to define; 

however, the addition o f  com puters to plain old criminality it is not. So what are the 

functions o f  these sorts o f  reports? They result in a w idening o f  the category o f  

cyberterrorism, which is crucial, as no ‘true’ act o f  cyberterrorism, narrowly defined, 

has ever yet occurred. In order to m ake the cyberterrorist threat image credible 

therefore the cyberterror scenarios must be represented as paroxysmal versions o f  a 

cyberterror that starts all the way from the teenage hacker.

it seem s that even hackers them selves—albeit probably o f  the script kiddy 

variety—have begun to be influenced by their portrayal in the media. The anonym ous 

defacement o f  two US government Web sites, carried out in late N ovem ber 2001, read 

as follows: “we are not hacker, we are ju s t  cyberterrorist.” E lsewhere the defacers 

referred to them selves as “m ujihadeens” and threatened “the greatest cyberterrorist 

attack against A m erican governm ent.” The culprits  were almost certainly neither 

mujihids nor terrorists. It is almost unheard o f  for a terrorist organisation to refer to 

themselves as such. In fact many groups use the term ‘a rm y ’ in their self-descriptions 

as evidence o f  the legitimacy o f  the group and their cause (e.g. Irish Republican Army, 

Irish National Liberation Army, N ew  P eop le 's  Arm y, etc.). The perpetrators o f  the 

‘attack’ described above, on the other hand, are evidently more familiar with media 

portrayals o f  cyberterrorism than with any ‘rea l’ cyberterrorists  (2001a).

It has been observed that all the various ways o f  abusing com puters  and IT can 

hardly be deem ed existential threats to sovereign states (Erikkson 2001, 218). 

Nonetheless,

The rhetoric surrounding com puter hacking consistently reinforces the 

potentially catastrophic economic and national security threats posed by 

m alevolent intruders, and at the same tim e attaches the subject o f  this threat to 

young obsessive, self-trained com puter aficionados. This raises the fundamental 

question: how  can self-trained teenagers be a match for the security devised by 

governm ents and corporations that are literally willing to spend billions o f
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dollars safeguarding computer systems and cracking down on computer 

criminals? (Skibell 2002, 336)

In fact, recently the media have reassessed the hacker-as-terrorist discourse, which had 

begun to appear increasingly unconvincing. In the wake o f  9/11, this discourse has 

been superseded by the terrorist-as-hacker approach.

Hacker Terrorists

The 9/11 attacks resulted in a complete change in threat perceptions, both in terms of 

the threat from conventional terrorism and its cyber dimension. Ralf Bendrath details 

how, in the immediate aftermath o f  the attacks, newspaper articles addressing the threat 

o f  cyberterrorism proliferated (2003, 59-60). A Lexis-Nexis search o f  major US 

newspapers showed that in the US newspapers o f  record, the Washington Post and New  

York Times, mentions o f  cyberterrorism doubled in the aftermath o f  9/11 (see Table 

2.1). This upswing o f  interest in cyberterrorism was not limited to the US press, a 

similar trend was noticeable in British newspapers (see Table 2.2). At that time, the 

question on many people’s lips was ‘Is Cyber Terror Next?’ (Denning 2001a).

Once Osama bin Laden and Al-Qaeda had been fingered as the perpetrators o f  

the 9/11 attacks, a steady stream o f  newspaper articles began to appear suggesting that 

the latter were now engaged in planning a major cyberterrorist attack.

Though nobody really knew how sophisticated A1 Qaeda’s computer literacy was, 

more and more people were afraid o f  them. This created a kind of vicious circle, 

with the media dramatising the intelligence estimates and politicians in turn 

picking up media quotes. It was only a question o f  time before the plain fear 

would turn into bold forecasting (Bendrath 2003, 63).

In November 2001, an article appeared in Information Security’ magazine that made the 

jum p from “might” or “could” to “will certainly” :
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Though we have yet to see terrorist groups--such as Hizbollah, HAMAS, Abu 

Nidal and A1 Qaeda—employ hacking or malware to target critical 

infrastructures, their reliance ion information technology and acquisitions of 

computer expertise are clear warning signs. While damage caused by 

hacktivists—and even cyberterrorists—has been minimal thus far, security 

experts predict that the nation’s IT infrastructure will certainly be a target in the 

future [my italics] (McAlearney 2001).

While in May 2002 an article in Newsweek was headlined ‘Islamic Cyberterror: Not a 

Matter o f  If, But o f  W hen’ (Hosenball 2002).

In late June 2002, Roger Cressey, who was at that time Chief o f  Staff o f  the 

President's Critical Infrastructure Protection Board, made a (remarkably) similar claim: 

“A1 Qaeda spent more time mapping our vulnerabilities in cyberspace than we 

previously thought. An attack is a question o f  when, not i f ’ (Borger 2002; Gellman 

2002a & 2002b). This statement resulted in a deluge o f  press reports musing upon A1 

Qaeda’s alleged cyber attack plans:

‘Report: US Fears Possible A1 Qaeda Cyber Attacks.’ Renters, 27 June 

‘Cyber-Attacks by A1 Qaeda Feared.’ Barton Gellman in the Washington Post, 

27 June

‘US “ Fears al-Qaeda Hack Attack.’” Kevin Anderson in BBC News Online, 27 

June

‘Qaeda Cyberterror Called Real Peril.’ Barton Gellman in the International 

Herald Tribune, 28 June

‘US Fears al-Qaida Will Hit Vital Computer Networks.’ Julian Borger in The 

Guardian (UK), 28 June

‘A1 Qaeda Cyber Alarm Sounded.’ William Mathews in Federal Computer 

Week, 25 July^^

In The R eg is ter , T hom as C. G reen contributed, the tongu e-in -cheek , ‘S oon  A l-Q aeda W ill K ill Y ou  on 
the Internet' (2 0 0 2 ).
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Table 2.1
Cyberterrorism in US Newspapers Before and After September 11, 2001

Newspaper Pre 9/11* Post 9/11** Total
(N) (N) (N)

Washington Post 19 41 60
N ew York Times 15 30 45
Philadelphia Inquirer 10 5 15
M iami Herald 4 7 11
International H erald  
Tribune

5 3 8

* From first recorded mention in June 1996 to 10 September, 2001.
**11 September, 2001 to August 2004.
N = Number o f articles mentioning the search words
Source: Compiled from Lexis-Ne.xis archives using the search words 'cyberterrorism ,' and ‘cyber 
terrorism .’

Table 2.2
Cyberterrorism in UK Newspapers Before and After September 11, 2001

Newspaper Pre 9/11* Post 9/11** Total
(N) (N) (N)

Financial Times 16 20 36
Guardian 11 20 31
Times 10 8 18
Independent 7 10 17
M irror 10 13

* From first recorded mention in June 1996 to 10 September, 2001.
**11 September, 2001 to August 2004.
N = Number o f  articles mentioning the search words
Source: Compiled from Lexis-Nexis archives using the search words ‘cyberterrorism ,’ and ‘cyber 
terrorism .’

William Matthews atlicle in Federal Com puter Week included a prediction by 

Congressman Lamar Smith (R-Texas) that “There is a 50 percent chance that the next 

time al Qaeda terrorists strike in the United States, their attack will include a 

cyberattack.” Finally, on 11 September 2002, a German news agency even went so far
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as to quote “ military sources in Berlin” w ho allegedly stated that Al Q aeda “ m ight very 

well be capable o f  even preventing a possible US attack on Iraq.”

A B undesw ehr intelligence expert asked: ‘What i f  the Islamists m anage to enter 

the com m and and control netw orks o f  the US A rm y and m ess up every th ing?’ 

Fighter je ts  and w ar ships w ould  receive false instructions and com m ands, troops 

would be sent in the w rong direction, bom bs w ould  not hit the Iraqi positions they 

were m eant for. This conceivable scenario would lead to a ‘military d isas te r’ 

(DPP N ew s A gency  2002).

The switch in the cyberterrorist threat image, from ‘terrorist hackers’ to ‘hacker 

terrorists,’ highlights tw o things: first, guarding against, as well as combating, security 

threats is clearly m ade easier i f  one is able to  identify the actors responsible. It is 

suggested that the process o f  in troducing a threat image onto  the political agenda is 

facilitated by the ability to identify the actor or actors constituting the threat 

(Livingston 1994, 4). Structurally based threats have greater difficulty attracting 

attention than those portrayed as actor-based (Eriksson & Noreen  2002, 5-6). So while 

the identification o f  the cyberterrorist threat with the am orphous category such as that 

represented by ‘hack ers ’ is preferable to the latter, the ability to identify O sam a bin 

Laden and/or Al Q aeda  as the source o f  the cyberterrorist threat is clearly preferable to 

both o f  these. Second, certain dram atic  events  may also have an impact on the 

resonance o f  a threat image. The events  o f  9 /1 1 acted as a trigger factor, revitalising the 

cyberterrorist threat discourse and the idea o f  the ‘hacker terrorist’ in particular.

EMERGENCY MEASURES

W s v e r ’s securitization thesis requires one to  s tudy the m edia more from the 

perspective o f  their effects than from their inherent meanings. The purpose o f  this 

section is, therefore, to study the effects o f  the various scenarios, analogies, and general 

threat images described in this chapter which, because  they are presented as ‘rea l ,’ and
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the dangers they display as supposedly immediate, are aimed at convincing the 

American public that cyberterrorism is imminent and will be extremely destructive, and 

thus emergency measures are called for. In other words, this ‘worst case’ portrayal o f  a 

threat generally results in a disproportionate response, in which the imagined threat is 

used to introduce ‘real’ powers backed up by ‘real’ legislation that in turn is intended to 

convey certain imagined scenarios in the mind of, in this case, both hackers and 

terrorists.

The Pre-9/11 Environment

After the Oklahoma City bombing in 1995, then US President Clinton established the 

Critical Infrastructure Working Group to address both physical and cyber threats, which 

eventually gave rise to the Presidential Commission on Critical Infrastructure 

Protection (PCCIP). The PC C lP’s report Critical Foundations: Protecting A m erica 's  

Infrastructures (1997) w as the first comprehensive description and analysis o f  the cyber 

threat to the US national infrastructure. The report highlighted a number o f  the possible 

targets for cyberterrorism, including Supervisory Control and Data Acquisition 

(SCADA) systems, which govern the distribution o f  telecommunications, electric 

power, and other infrastructure-based services, which subsequently led to the issuing o f  

Presidential Decision Directive 63 (commonly referred to as ‘PDD 63 ’). “PDD 63 

prompted federal agencies to develop critical infrastructure protection plans and 

encouraged a strategy to protect the nation from cyberattacks” (Raghavan 2003, 302). 

Various government agencies also began churning out reports addressing the 

cyberterrorist threat (see Table 2.3). More serious measures were not put in place until 

after 9/11, however.

The risk o f  a massive conventional terrorist attack on the United States was 

emphasised by a number o f  academics and others before the events o f  9 /1 1, but was 

dismissed by the media (see Nacos 2002, 1-2), which chose to focus on cyberterrorism 

instead. Central decision-makers were therefore much more attuned to the latter threat
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than the former. Marcus Sachs, ™ w ho served  in the W hite House Office o f  Cyberspace 

Security and w as a s ta ff  m em ber o f  the President's  Critical Infrastructure Protection 

Board, had this to say in 2003:

We were very shoctced in the federal governm en t that the attack d id n ’t com e 

from cyberspace .. . .B ased  on what w e k n ew  at the time, the most likely scenario 

was an attack from cyberspace, not airliners  s lam m ing  into b u ild in g s . . . .W e had 

spent a lot o f  t im e preparing for a cyber attack, not a physical attack (Poulsen 

2003).

The Post-9/11 Environment

Previous to 9 /1 1, i f  one successfully infiltrated a federal com puter netw'ork. one was 

considered a hacker. However, following the  passage o f  the PA T R IO T  Act,^' which 

authorised the granting o f  significant powers to  law enforcem ent agencies to investigate 

and prosecute potential threats to national security, there is the potential for hackers to 

be labelled cyberterrorists and, i f  convicted, to face up to 20 years in prison (NIPC 

2001b; see also M iddleton 2002; Levin 2002, 984-985). The law gives governm ent 

investigators broad powers to track wireless phone calls, listen to voicemail, intercept 

e-mail messages, and m onitor com puter use. It also crim inalizes break-ins into any 

com puter outside o f  the United States ‘‘that is used in a m anner that affects inter-state or 

foreign com m erce or com m unication o f  the  United States” (U SA  PA T R IO T  Act, 

Section 814). R alf  Bendrath identifies th is  as the cyber equivalent o f  the US 

governm ent’s ‘War on Terrorism ,’ as it system atically  expands the U S ’s cyber reach 

beyond its territory (2003, 61).

Sachs collaborated on a fiction book entitled Z ero-D ay E xploit (2004) detailing yet another cyberterror 
scenario. This time a 0-day vulnerability in a particular line o f  SC A D A  Master products that are widely  
used in petrochemical facilities is exploited by attackers resulting in gas stations running out o f  gas, 
followed shortly by freight carriers, private individuals, and local police and fire departments. Disaster 
can only be prevented by Reuben, an elite cyber-security researcher who stumbles across the plot while 
contracting for the federal government (from Am azon.com  product description).

The Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and 
Obstruct Terrorism (USA PATRIOT) Act was signed into law by US President George Bush in October 
2 0 0 1 .
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Table 2.3
US Government Documents: Cyberterrorism and Critical Infrastructure Protection, 1998-2004*

Prepared By Year Title
White House 1998 Presidential Directive 63: Critical Infrastructure
General Accounting 
Office

1999 Critical Infrastructure Protection: Fundamental Improvements Needed to Assure S e ^ t  
of Federal Operations

General Accounting 
Office

1999 Critical Infrastructure Protection: Comprehensive Strategy Can Draw on Year 2000 
Experiences

White House 2000 Defending America’s Cyberspace: National Plan fo r  Information Systems Protection
Department o f  Justice 2000 Assessment o f  the Increased Risk o f Terrorist or Other Criminal Activity Associated^  

Posting Off-Site Consequence Analysis Information on the Internet
General Accounting 
Office

2000 Critical Infrastructure Protection: Challenges to Building a Comprehensive Strategy f »  
Information Sharing and Coordination

General Accounting 
Office

2001 Critical Infrastructure Protection: Significant Challenges in Developing Analysis, 
Warning, and Response Capabilities

General Accounting 
Office

2001 Information Security: Weaknesses Place Commerce Data and Operations at Serious Risk

General Accounting 
Office

2001 Critical Infrastructure Protection: Significant Challenges in Safeguarding Government 
and Privately Controlled Systems from Computer-Based Attacks

General Accounting 
Office

2001 Critical Infrastructure Protection: Significant Challenges in Protecting Federal System sl 
and Developing Analysis and Warning Capabilities

National Infrastructure 
Protection Centre

2001 Cyber Protests: The Threat to the US Information Infrastructure

General Accounting 
Office

2002 Critical Infrastructure Protection: Significant Homeland Security Challenges Need to k \  
Addressed |

General Accounting 
Office

2002 Critical Infrastructure Protection: Federal Efforts Require a More Coordinated and I 
Comprehensive Approach for Protecting Information Systems

Congressional Research 
Service

2003 Critical Infrastructures: What Makes an Infrastructure Critical?

General Accounting 
Office

2003 Critical Infrastructure Protection: Efforts o f  the Financial Services Sector to Address I 
Cyber Threats I

General Accounting 
Office

2003 Potential Terrorist Attacks: Additional Actions Needed to Prepare Critical Financial I 
Markets J

White House 2003 The National Strategy to Secure Cyberspace J
White House 2003 The National Strategy fo r  the Physical Protection o f  Critical Infrastructures and Key I 

Assets __J
General Accounting 
Office

2003 Critical Infrastructure Protection: Challenges fo r  Selected Agencies a n d  I n d u s t i y  S ectom

General Accounting 
Office

2003 Information Security: Progress Made, but Challenges Remain to Protect Federal Systê m 
and the Nation’s Critical Irifrastructures ____ 1

Congressional Research 
Service

2003 Terrorism and Security Issues Facing the Water Infrastructure Sector 1

White House 2003 Homeland Security Presidential Directive 7: Critical Infrastructure Identification, 1 
Prioritization, and Protection. ____\

General Accounting 
Office

2004 Critical Infrastructure Protection: Challenges and Efforts to Secure Control Systems- ■

General Accounting 
Office

2004 Critical Infrastructure Protection: Establishing Effective Information Sharing with 1 
Infrastructure Sectors

General Accounting 
Office

2004 Technology Assessment: Cybersecurity fo r  Critical Infrastructure Protection  1

* All documents are available in full on the internet.
Source-. Compiled from list available at Web site ofNational Memorial Institute for the Prevention of Terrorism (MIPT) 
httpy/www.mipt.org and Internet searching.
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It is not the P A T R IO T  Act, however, but the massive 500-page law establishing 

the US D epartm ent o f  Hom eland Security that has the most to say about terrorism and 

the Internet. T he law establishing the new departm ent envisions a far greater role for 

the United S ta tes’ governm ent in the securing o f  operating systems, hardware, and the 

Internet in the future. In N ovem ber 2002, US President Bush signed the bill creating the 

new  departm ent, setting in train a process that would result in the largest reshuffle o f  

US bureaucracy since 1948. At the signing cerem ony, Bush said that the “departm ent 

will gather and focus all our efforts to face the challenge o f  cyberterrorism ” (as quoted 

in M cCullagh 2002b).

The D epartm ent o f  Hom eland Security m erges five agencies that shared 

responsibility for critical infrastructure protection in the United States: the F B I’s 

National Infrastructure Protection Center (NIPC), the Defense D epartm ent’s National 

C om m unica tions  System, the C om m erce D epartm ent’s Critical Infrastructure Office, 

the Departm ent o f  E nergy’s analysis center, and the Federal C om puter Incident 

Response Center. The new  law also creates a Directorate for Information Analysis and 

Infrastructure Protection w hose task it will be to analyse vulnerabilities in systems 

including the Internet, te lephone networks, and other critical infrastructures, and orders 

the establishm ent o f  a “com prehensive  national plan for securing the key resources and 

critical infrastructure o f  the United States” including information technology, financial 

networks, and satellites. Further, the law dictates a m axim um  sentence o f  life- 

im prisonment without parole for those w ho deliberately transm it a program, 

information, code, or com m and  that impairs the perform ance o f  a com puter or modifies 

its data w ithout authorisation, “ if  the offender know ingly  or recklessly causes or 

attempts to cause dea th .” In addition, the law allocates $500 million for research into 

new  technologies, is charged with funding the creation o f  tools to help state and local 

law enforcem ent agencies thwart com puter crime, and classifies certain activities as 

new  com puter crim es (Krebs 2002; M cCullagh 2002a; Poulsen 2002).

European Union governm ents  also moved to counter com puter-assisted  

terrorism in the w ake o f  9/11. The Council o f  Europe rushed through its Convention on 

C ybercrim e in response to the attack, and the UK parliament passed the A nti-Terrorism , 

Crim e and Security  Act 2001 (A CSA), broadening the definition o f  terrorist
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organisations to include cyberterrorists for the first time, defining these as persons who 

disrupt or interfere with electronic systems.

CONCLUSION

Policymakers define security on the basis o f  a set o f  assumptions regarding vital 

interests, possible scenarios, and plausible enemies, which grow out o f  the specific 

historical and social context o f  a particular country and some conception o f  what is “out 

there” (Lipschutz 1995, 10). As we have seen, the media plays a key role in shaping 

these assumptions, constructing these scenarios, and generally informing us as to w'hat 

is “out there.” It is thus infused with massive soft power in terms o f  the process of 

defining security. The end o f  the Cold War provided an unprecedented window of 

opportunity for the movement o f  a wide range o f  non-military issues into the realm of 

security policy. With the aid o f  the mass media, cyberterrorism came to be viewed as 

the ‘new’ security threat par excellence.

We cannot predict who will voice security concerns; only with hindsight can we 

see how much legitimacy an actor did  possess. Every day some actor seeks to speak 

security, but the attempt becomes consequential only when society more or less actively 

backs up the speaker(s). People’s sense o f  what issues are o f  political relevance is 

always an ongoing process, which requires an emphasis on how threat images are 

discursively constructed, maintained, and altered. Particular emphasis needs to be 

placed upon the processes whereby national security issues communicatively emerge, 

and the central role o f  the media in such emergences, because the political 

communication/threat image environment shapes both the information available and the 

ways ordinary people use it in thinking about politics and national security.

Demonstrating the effects o f  the media’s influence on decision-making is 

always difficult due to the indirect and complex dynamics involved. Clearly though the 

American media has been highly successful in ‘speaking’ cyberterrorism into existence. 

Their reliance on “(hyper-)reality-producing dramas” (Debrix 2001, 153), Pearl 

Harbour analogies, comparisons o f  the effects o f  cyberterrorism with those o f  WMD,
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portrayal o f  hackers as a m enace to national security, and general w iden ing  o f  the 

concept o f  cyberterrorism, in conjunction with the policy w indow  opened by the events 

o f  9 /1 1 and, consequently, the ability to p inpoint O sam a bin Laden and Al Qaeda as 

certain future cyberterrorists has resulted in the enactm ent o f  a raft o f  em ergency 

measures as detailed in the USA PA T R IO T  Act and the H om eland Security Act.

It may be that these em ergency m easures are uncalled for, however. F ranfois  

Debrix suggests that all o f  the various apocalyptic scenarios, televised simulations, and 

musings as to the greater lethality o f  cyber than nuclear attack have ensured that the 

next Pearl Harbour will never materialise. W hy? Because the fear o f  cyberterrorism  has 

been spread so w idely and with such success that should a ‘real’ attack ever occur it 

cou ldn 't  match these.

Being conditioned to such a degree o f  generalised panic, any real cyberterrorist 

attack that does not follow the simulated scenario and produce the anticipated 

am ount o f  casualties will fall short o f  being worthy o f  peop le’s attention and 

worry (Debrix 2001, 156).

The question that then arises is w hether the—for the most part—Am erican-constructed 

cyberterrorist threat image has resonance beyond the borders o f  the United States?

“Traditionally, the US has been the dom inant actor in IT issues. T he US is and 

has been a ‘sende r’ o f  ideas to other states about how  to com prehend IT problem s and 

their solutions” (Holm gren & Softa 2003, 15). That is one o f  the reasons w hy this 

chapter is focused upon the US case. Nonetheless, threat images are constructed and 

responded to differently in different countries and regions. This raises a num ber o f  

questions. Are we, for exam ple , m oving tow ard a converged perception o f  the 

cyberterrorist threat in the United States and Europe, or are the images in these 

different territories m ore d ivergent than similar? It is not only national political 

agendas that ought to be o f  interest. The description and analysis o f  how  the 

cyberterrorist threat is being discussed and created within the European security 

com m unity, particularly within the fram ew ork o f  a EU com m on foreign and security
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policy and within N A TO , is also an avenue for future research. These are not the 

avenues further explored in the present project, however.

What this chapter has sought to show is how the cyberterror threat has been 

am plified in the US media. It is generally difficult to unravel how  news frames shape 

the social construction o f  reality from the ‘ac tua l’ reality o f  events. This is especially 

true in cases w here  the ‘even ts’ do not yet have a reality, as is the case with 

cyberterrorism, and presents particular difficulties i f  a “consensual interpretation” 

(Kern, Just, Norris  2003, 281) predominates so that a one-sided frame becom es 

uncritically taken for granted by politicians, journalists , and the public. ‘Terro rism ’ is 

generally  conceived as physical acts o f  violence intended to produce fear, and conjures 

up images o f  exploding bom bs and mutilated bodies. The cyberterror threat image 

builds upon this aspect o f  terrorism by seeking to convince the public that 

cyberterrorism  will ultimately result in mass casualties. There is another d im ension to 

terrorism, however: the information dimension. And terrorists exploit it every bit as 

much as the physical. Death and destruction is not terrorists’ ultimate goal; it is power 

and influence. Terrorists seek political and social change, and their objective is to 

influence populations in ways that support that change. To accom plish  this, they 

engage not ju s t  in physical, but also information operations, and the integration o f  

these.

Up until very recently, cyberterrorism w'as presented as the sole intersection o f  

terrorism  and the Internet, even in the face o f  contrary independent evidence. The o n e 

sided nature o f  the analysis only becam e apparent to many when, in a little over four 

w eeks in April and May 2004, one Abu M usab-al Zarqawi “rocketed to w orldwide 

fame, or infamy, by a deliberate com bination o f  extrem e violence and Internet 

publicity” (Eedle 2004). In early April 2004, Zarqawi posted online a thirty m inute 

audio recording which explained who he was, w hy he was fighting, and details o f  the 

attacks for which he and his group were responsible. Paul Eedle (2004) has described 

the latter as “a com prehensive branding statem ent” :

The Internet gave Zarqawi the m eans to build a brand very quickly. Suddenly

the mystery man had a voice, i f  not a face, and a clear ideology which explained
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his v io lence .. .  But what is the point o f  an insurgent group building a brand, 

establishing a public profile in this w ay? The answ er is to m agnify the impact 

o f  its violence.

Prior to the instigation o f  his Internet-based PR campaign, each o f  Z a rq aw i’s attacks 

had to kill large num bers o f  people in order to get noticed in the chaos and m ounting 

daily death toll in Iraq. By going online, however, Zarqawi w as able to both control the 

interpretation o f  his violent message and achieve greater impact with smaller 

operations. By the end o f  April 2004, his group were regularly issuing com m uniques 

via the Net. T he first c laim ed responsibility for a suicide speedboat attack on Iraq’s 

offshore oil export terminal in the G u lf  which, although the operation failed, still shook 

oil markets because  o f  Z arq aw i’s efforts at publicising the attack through the Internet.

In M ay 2004 Zarqaw i took things a step further when he used the Internet’s 

force m ultip lying effect to the m axim um  effect for the first time when

. . .h e  personally  cut o f f  the head o f  an Am erican hostage live on video, and had 

the footage posted on the In ternet.. . .T he entire purpose o f  the beheading w as to 

video it, to create images that would grip the im aginations o f  friends and 

enem ies alike. It worked. Zarqawi risked alm ost nothing in this operation; but 

he started a w ithdraw al o f  foreign contractors which has paralysed 

reconstruction in Iraq and done as much if  not m ore to undermine US plans as a 

bom b that killed 100 people in N a ja f  A nd he m ade h im se lf  a hero to j ihad is  

across the world  (Eedle 2004).

The free availability o f  this and other grisly ‘sn u ff  m ov ies ’ on the Internet led to a 

realisation that the m ost important aspect o f  the terrorism -lnternet relationship w as not 

the much vaunted ‘cyberterrorism ,’ but those m ore m undane and everyday terrorist 

uses o f  the Net, from information provision to recruitment, which have a pedigree 

stretching back for many years before Z arq aw i’s appearance on the online scene. The 

remainder o f  this project is concerned with describ ing and analysing these.
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PART II

O n Te r r o r ist  ‘Us e ’ o f  th e  Net

“Terrorists use the Internet Just like everybody e lse”

-  Richard Clarke (2004)
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3

T e r r o r is t  ‘U s e ’ o f  t h e  In t e r n e t  a n d  

F ig h t in g  B a c k

"There is a free  wheeling politica l life on the Net. but it is mostly an extension o f
politica l life o f f  the N et ”

- Resnick 1999, 60

INTRODUCTION

In 1995, there were just twenty million individuals worldwide with access to the 

Internet. Nonetheless, in the same year, Charles Swett, a US Department o f  Defense 

employee, produced his Strategic Assessment: The Internet^' in which he details how 

political processes were moving onto the Internet, both within the United States and 

internationally, despite the relatively low numbers o f  Internet users globally. In his 

assessment, Swett points to the way in which the Internet played important roles in 

contemporary conflicts such as Desert Storm, the Tiananmen Square massacre, the 

attempted coup in Russia, the conflict in the former Yugoslavia, and in the challenge to 

government controls in Iran, China, and other authoritarian states (pp.’s 9-15). This led 

Swett to envisage that, in the future, the Internet would play an increasingly significant 

role in international conflict (pp.’s 16-17). “ While there is already a great deal o f  

political use o f  the Internet domestically and internationally, there is likely to be a

A revised version o f  this text was subsequently published in the online journal First Monday (see 
Swett 1996).
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significant increase in the scale and sophistication o f  such use in the coming years,” he 

forecast (p. 17). Though some o f  Swett’s other predictions fail somewhat wide o f  the 

mark, his conviction that the Internet would prove a boon to international conflict 

actors has certainly come to pass.

More recently the impact o f  new media has been developing as an area of 

interest within IR. The relationship between NGOs and these new communications 

technologies has generated a particularly large body o f  work. Much o f  this research was 

inspired by the Zapatista insurgency in Chiapas in southern Mexico, which was hailed 

as the world’s first postmodern movement. The EZLN (Ejercito Zapatista de

Liheracion Nacional or Zapatista Army o f  National Liberation) was not a ‘wired’

indigenous army; its members did not have their own laptop computers, Internet 

connections, fax machines, or mobile telephones. These information-age capabilities 

were in the hands o f  a large number o f  transnational and some Mexican NGOs. And 

they used them to stunning effect for conveying both the Zapatista's and their own 

views, for communication and coordination purposes, and creating an extraordinary 

mobilization o f  support as laid out in numerous conference papers, journal articles, 

chapters, and books (Arquilla & Ronfeldt 2001b; Bob 2001; Castells 1997, Ch. 2; 

Cleaver 1998; Collier 1999; Garrido & Halavais 2003; Hayden 2002; Holloway, Pelaez 

& Pelaez 1998; Ronfeldt, Arquilla, Fuller, & Fuller 1998).

Another dramatic example o f  the ‘new’ activism was the so-called "Battle of

Seattle’ in 1999, in which mass demonstrations against the World Trade Organization 

disintegrated into violent clashes between the police and demonstrators. The Seattle 

demonstrations and other similar protests in Prague in 2000 and Genoa in 2001 

employed the Internet in a more indirect, but no less constructive manner, than the 

EZLN insurgency. The ‘anti-globalization’ protests involved a disparate range of 

environmental, development, ethnic nationalist, anarchist, and revolutionary socialist 

groups, with the Internet and mobile phones providing the principal means of

In addition to his prediction about the future utility o f  the Internet in international conflic t, Sw ett also 
accurately predicted that m em bers o f  the U S  C ongress and federal agency  o ffic ia ls  w ou ld  inexorably be 
drawn to the Internet and, eventually , the Internet w ou ld  be used as a tool o f  statecraft by national 
govern m en ts (1 9 9 5 , 16). H ow ever, predictions that have not yet m aterialized include the em ergen ce o f  
n ew  political parties operating so le ly  through the Internet, the erosion o f  the m onop oly  o f  the traditional 
m ass m edia, and the replacem ent o f  text-orien ted  e-m ail by v id eo  m essag in g  (1 9 9 5 , 15-16).
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organization and com m unication, both in the lead-up to and on the streets during the 

dem onstrations (de A rm ond 2001; Van De Donk, Loader, Dixon, & Rucht 2003; 

Sullivan 2001; Vegh 2003). Research has also been undertaken on the use o f  

information technologies by more institutionalized N G O s such as A m nesty  

International, O xfam , and others (see Hajnal 2002), but the em phasis  on so-called 

‘grass roo ts’ organizing in this area o f  research is still s trong (see Bennett 2003b; 

Leizerov 2000; Lin &  Dutton 2003).

Given the above, and with over 600 million Internet users w orldw ide in 2005, 

today the Internet is recognized as a powerful political instrument. David Resnick has 

identified three types o f  Internet politics:

1. Politics Within the Net; This refers to the political life o f  cyber-com m unities  

and other Internet activities that have minimal impact on life o f f  the Net.

2. Politics W hich Impacts the Net: This  refers to the host o f  public policy 

issues raised by the Internet both as a new  form o f  mass com m unication  and 

a vehicle for commerce.

3. Political Uses o f  the Net: This refers to the em ploym ent o f  the internet by 

ordinary citizens, political activists, organised interests, governments, and 

others to achieve political goals having little or nothing to do with the 

Internet p e r  (i.e. to influence political activities offline) (1998, 55-56).^"^

This chapter is centrally concerned with ‘Political Uses o f  the N e t , ’ specifically the 

use(s) m ade o f  the Internet by terrorist groups, a subject that to date has been the focus 

o f  only a very small am ount o f  substantive social science research.

K u m ik o  Aoki (1 9 9 4 )  d iv ides  the s tudy  o f  vir tua l  c o m m u n i t i e s  into  th ree  se p a ra te  c a teg o r ie s  in a 
s im ilar  fashion.
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CONCEPTUALISING TERRORIST ACTIVITY ON THE NET

The ‘Use’ Approach

In Chapter One it was suggested that differences exist between what’s been called 

“traditional cyberterrorism” and “pure cyberterrorism.” According to Gordon and Ford, 

traditional cyberterrorism features computers as the target or the tool o f  attack while 

pure cyberterrorism is more restricted: it is limited to attacks against computers, 

networks, and information (2002, 636-637 & 641). However, Gordon and Ford believe 

that the true impact o f  the convergence o f  terrorism and cyberspace is realised not only 

when the attack is launched against computers, but when many o f  the other factors and 

abilities o f  the virtual world are leveraged by terrorists in order to carry out their attacks 

(2002, 637). Nelson et al emphatically reject this approach however. They identify two 

new categories into which this latter type o f  activity may be placed: ‘cyberterror 

support’ and terrorist ‘use’ o f  the Net. “Cyberterror support is the unlawful use o f  

information systems by terrorists which is not intended, by itself, to have a coercive 

effect on a target audience. [It] augments or enhances other terrorist acts.” On the other 

hand, terrorist ‘use’ o f  computers as a facilitator o f  their activities, whether for 

propaganda, communication, or other purposes, is simply that: ‘use;’ and, crucially, 

does not qualify as cyberterrorism (1999, 10). This approach to terrorist use o f  the 

Internet, which fits with Resnicks more general category, is also that employed by Kent 

Anderson, who has devised a three-tiered schema for categorizing fringe political 

activity on the Internet.

Anderson, formerly senior vice-president o f  IT Security and Investigations for 

information security firm Control Risks Group, utilizes the terms ‘Use,’ ‘Misuse,’ and 

‘Offensive Use,’ to distinguish between different types o f  Internet-based political 

activism.

Use is simply using the Internet/WWW to facilitate communications via e- 

mails and mailing lists, newsgroups and websites. In almost every case, this 

activity is simply free speech...M isuse is when the line is crossed from
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expression o f  ideas to acts that disrupt or otiierwise com prom ise  other sites. An 

exam ple  o f  misuse is Denial-of-Service (DoS) attacks against websites, in the 

physical world, most protests are allowed, however, [even] i f  the protests 

disrupt other functions o f  society such as train service or access to private 

p ro p e rty .. .T he  same should be true for online activity. O ffensive use is the 

next level o f  activity w'here actual dam age or theft occurs. T he physical world 

analogy would be a riot where property is dam aged or people are injured. An 

exam ple  o f  this type o f  activity online is the recent attack on systems belonging 

to the World Econom ic Forum, where personal information o f  high profile 

individuals w as stolen^^ (W eisenburger 2001, 2).

Com bining  A n d erso n 's  categorization with  the definitions o f  cyberterrorism  outlined 

by Pollitt (1998) and D enning (2000a) in Chapter One it is possible to construct a four- 

level scale o f  the exploitation o f  the Internet for political activism by unconventional 

actors, ranging from 'U s e ’ at one end o f  the spectrum to ‘C yberterrorism ’ at the other 

(see Table 3.1). Unfortunately, such a schem a has not generally been em ployed  in the 

literature or in the legislative arena. This is particularly disquieting given that the vast 

majority o f  terrorist activity on the Internet is limited to ‘U se .’

W hat M akes the Internet Different?

Thom as Friedm an has argued that contem porary  globalization “goes farther, faster, 

cheaper, and deeper” (as quoted in N ye 2002, 85; see also N ye 2004, 31). He might 

have been describ ing the Internet. The Internet is a powerful tool, which is used and 

m anipulated by actors to accomplish a w ide variety o f  tasks. The networked nature o f  

the Internet allows users to access a nearly limitless supply o f  information and data that 

can be shared across the network. People can use the Internet to educate them selves, to 

entertain them selves, to conduct business, to  shop, or to engage in political action.

In May 2001, protesters obtained 80.000 pages o f  classified  data belonging to the high-profile  
attendees o f  the 30* Annual W orld Econom ic Forum  in D avos, Sw itzerland. The data, including the 
nam es, addresses, user nam es, passw ords, paym ent inform ation, and other details belonging to  as m any 
as 27,000 attendees w as burned to a CD-RO M  and passed to a jo u m alis t affiliated w ith a Sw iss 
new spaper.
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Table 3.1. Typology of Cyber Activism and Cyber Attacks

Action Definition Source Tactical
Objective

Example

Use Using the Internet to 
facilitate the 
expression o f  ideas 
and
communication(s)

Internet
Users

Communication Emails, mailing list
newsgroups,
websites

M isuse Using the Internet to 
disrupt or 
compromise Web 
sites or infrastructure

Hackers,
Hacktivists

Disruption Denial-of- 
Service (DoS) 
attacks

Offensive Use Using the Internet to 
cause damage or 
engage in theft

Crackers Exploitation Stealing data 
(e.g. credit card 
details)

Cyberterrorism An attack carried out 
by politically- 
motivated actors either 
via the Internet or 
targeting the Internet 
that results in violence 
against persons or 
severe economic 
damage

Terrorists Destruction A terrorist group 
using the Internet 
to carry out a 
major assault on 
the New York 
Stock Exchange, 
the North 
American 
electricity grid, 
etc.

There is no a priori reason, however, why actors should use the Internet to engage in 

these activities over any other potential tool that will garner the same result. Three 

conditions must therefore generally be met for actors to view the Internet as a source of 

instrumental power. First, the Internet must offer advantages greater than other tools. 

As with any tool, the Internet does not exist in a vacuum; rather, actors are presented 

with different options and make choices based on relative advantages. If actors are to 

use the Internet, it must offer relative advantages over other potential tools. If no such 

comparative benefit exists, actors will see no utility in using the Internet, opting instead 

for some other, more effective, option. There are nine key properties o f  the Internet that 

render it different from traditional media and a key instrumental power source;

(a) Volume: far larger volumes o f  information can be transferred easily compared 

with previous modes o f  communication.
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(b) Speed: the ability to compress data and more space for transmitting data 

decrease the amount o f time it takes to exchange information.

(c) Format: the ability to combine text, graphics, audio, and video means that in- 

depth, dynamic, and visually stimulating communication is possible 

simultaneously.

(d) Direction: the possibilities for two-way interactive communication are greatly 

expanded on the WWW as a result o f the greater space and speed, but also due 

to the enhanced horizontal or lateral links arising out o f hypertext linkage 

between sites.

(e) Individual Control: the opening up o f control over direction in the sending and 

receiving o f information means that power is decentralized to the individual 

user who has the choice o f not only what to view, but also what to publish.

( f j Anonymity: Internet users enjoy a large measure o f anonymity. There are 

numerous information security applications that allow customers to conceal 

their identity, the content o f their communications, or the details o f their 

transactions. These include free e-mail services, electronic remailers,^^ 

anonymizers,^^ and widely available encryption and steganographic tools.

(g) Evasion o f Government Control: the primary way in which actors may evade 

government control is through operating their Web site(s) in jurisdictions with 

high levels o f free speech protection. The various tools identified in (f) above 

may also be used to avoid censorship.

(h) Reduced Transaction Costs: registering a Web site costs less than US$50 and 

many Internet sites allow users to create Web sites at no cost at all. Free e-mail

Anonymous electronic remailers allow e-mail messages to be sent w ithout the receiver ever knowing 
the sender’ s identity although the recipient is usually able to reply to and correspond w ith the sender o f 
such a message. Many remailers also provide encryption services. Popular remailers are those maintained 
by HushMail (http://w-ww.hushmaiI.com~) and Z ipL ip  (http://w'wvv.ziplip.com~).

Internet anonymizers retransmit Internet content to users, thereby protecting users personal 
information. Anonymizer services protect users’ personal computers’ identifying information while 
surfing, enabling users to remain one or more steps removed from the sites they access. Anonymizers 
come in two types: networked designs, where users communications are routed through a network o f 
other computers, and single-point designs, where communications are anonymized through a single site. 
The Electronic Frontier Foundations Tor (http: '/tor.eff.orgA is an example o f the former w hile the free 
service available at http://\vw w .anonvmizer.com/ is an example o f  the latter.
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services are com m onplace  on the Internet while new sgroups and message 

postings are likewise available at no cost.

(i) Globality: perhaps more importantly, these low-cost Internet technologies allow 

users to transm it and share information globally nearly instantaneously. The 

networked structure o f  the Internet finds the quickest and most effective route 

for information flows. Web sites from anyw here in the world take only seconds 

to load while e-mails  can circle the globe in an instant (Dartnell 1999, 124-125; 

Gibson & Ward 2000, 304; Hinnen 2004, 5; M cLaughlin  2003, 4; Swett 1995, 

3; Wall 2002, 27; W eim ann 2004a, 3).

In sum m ary, then, W eb-based com m unication has the potential to be a more immediate, 

individual, dynamic, in-depth, interactive, anonym ous, unedited, cheaper, and far- 

reaching process than is possible in conventional media.

In term s o f  v iew ing the Internet as an instrumental pow er source, the second 

condition that must be met is that potential users have access to the Net. If actors are to 

capitalize on the advantages o f  the Internet, they must be able to access and use the 

technology. Assessing user access requires going beyond pure numbers; statistics about 

the num ber o f  com puters  or internet hosts in a given population provide only a basic 

understanding o f  potential access. Internet access also depends on other context- 

dependent factors; issues such as the security environm ent and governm ent censorship 

can directly impact how  or even whether specific actors are able to utilize the Internet. 

While Internet access m ay be considered a given in the United States and Western 

Europe, user access in many parts o f  the world is subject to many constraints. Third, 

and related to actor access, use o f  the Internet also requires audience access. The 

Internet is, to a large extent, an interactive technology. Actors create Web sites for one 

or m ore audiences, be they local, regional, national, or global in scale. The Internet 

offers little utility i f  W eb sites go unvisited, messages unread, and e-mails unchecked. 

The effective use o f  the Internet therefore requires that potential audiences have access 

to the technology. As with actor access, context-dependent factors can and do influence 

the ability o f  m essages to reach their intended audiences (M cLaughlin  2003, 4).

With this understanding o f  the utility o f  the Internet in mind, it is possible to 

delineate the current and potential uses o f  the Internet by terrorist actors.
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Why Terrorists are Launching Into Cyberspace

What are terrorist groups attempting to do by gaining a foothold in cyberspace? In 

1997, Wayne Rash, in his Politics on the Nets, posited eight uses o f  the Net that he 

foresaw political groups adopting. He described these as tactical communications, 

organization, recruitment, fundraising, strategic positioning, media relations, affinity 

connections, and international connections (1997, 176-177). Although Rash did not 

identify terrorists as a specific political Internet user group, his list o f  uses is broadly 

similar to those later developed by authors concerned with the narrower issue o f  

terrorist use o f  the Net (see Table 3.2). In 1999, for example, Steve Furnell and 

Matthew Warren described the core terrorist uses o f  the Net as propaganda/publicity, 

fundraising, information dissemination, and secure communications (1999, 30-32). 

Fred Cohen presents his readers with a broadly similar list o f  uses (2002, 18-19). 

Timothy L. Thomas, on the other hand, presents a more detailed rendition o f  terrorist 

uses o f  the Net. In his article 'A1 Qaeda and the Internet: The Danger of 

“Cyberplanning,'” which appeared in the US Army journal Parameters in 2003, 

Thomas discusses some sixteen potential uses o f  the Internet by terrorists (pp.’s 114- 

122). These include using the Internet to put together profiles (p .114), to help poorly 

funded groups to raise money (pp.'s 116-117), to gather information on potential 

targets (p. 118), to disrupt business (p. 120), and to mobilize a group or diaspora (pp.'s 

120-121). Thomas does not adopt the use paradigm but refers instead to what he dubs 

“cyberplanning”—“the digital coordination o f  an integrated plan stretching across 

geographical boundaries that may or may not result in bloodshed” (2003, 113)—which 

nonetheless shares sufficient similarities with the use approach as to be almost 

indistinguishable from it. Finally, in a recent report for the United States Institute of 

Peace entitled W W W .terror.net: How M odern Terrorism Uses the Internet (2004a), 

Gabriel Weimann identifies eight different ways in which, he says, terrorists currently 

use the Internet. These are psychological warfare, publicity and propaganda, data 

mining, fundraising, recruitment and mobilization, networking, information sharing, 

and planning and coordination (pp.’s 5-11).



Table 3.2 Terrorist Uses of the Net

Author(s) Furnell & Warren 
(1999)

Cohen (2002) Thomas (2003) Weimann (2004a)

Uses -Propaganda - Planning - Profiling - Psychological
& Publicity - Finance - Propaganda Warfare

- Fundraising - Coordination - Anonymous/Covert - Publicity &
- Information & Operations Communication Propaganda

Dissemination - Political - Generating - Data Mining
- Secure Action “Cyberfear” - Fundraising

Communications - Propaganda - Finance
- Command & 

Control
- Mobilisation & 

Recruitment
- Information 

Gathering
- Mitigation o f  Risk
- Theft/Manipulation 

o f  Data
- Offensive Use
- Misinformation

- Recruitment & 
Mobilisation

- Networking
- Sharing 

Information
- Planning & 

Coordination

There is considerable overlap amongst tiie terrorist uses o f  tiie Net identified by 

the different authors in Table While twenty-two different categories of use are

mentioned; often, authors are simply using different terms to refer to the same issues. 

This is clearest in terms o f  the identity shared by the concepts ‘fundraising’ and 

‘finance,’ but also relates to the concepts ‘information gathering’ and ‘data mining,’ for 

example. Given such overlaps, the analysis below relies on what have been determined 

to be the five core terrorist uses o f  the Internet: information provision, financing, 

networking, recruitment, and information gathering. Each o f  the uses identified in 

Table 3.2 fits into one o f  these categories or its sub-categories.^^ All four authors 

mentioned identify resource generation along with information provision, particularly 

propaganda, as primary terrorist uses o f  the Internet. 1 have subsumed a number o f

Such overlaps are not just evident amongst those who adopt a use paradigm, but are shared with those 
who adopt an Information Operations (lO ) approach (see Denning 2004; Emery Early, & Buettner 2004; 
O'Brien & Lev 2002).

For information regarding the placement o f  each o f  the issues identified in Table 3.2, see Appendix C.
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other issues, including secure com m unica tion  and planning, under the heading 

‘N etw ork ing .’ Finally, although recruitm ent is m entioned by ju s t  two o f  the authors 

discussed here (Thom as 2003; W eim ann 2004a),  there is ev idence to support the v iew  

that the Internet has been utilized to prom ote  participation in terrorist activity and it is 

thus included as a core use here. Each o f  the  five core terrorist  uses o f  the Internet is 

explained and analyzed in more detail below.

FIVE TERRORIST USES OF THE NET  

Information Provision

This refers to efforts by terrorists to engage in publicity, p ropaganda and, ultimately, 

psychological warfare. The Internet, and the advent o f  the World Wide Web in 

particular, have significantly increased th e  opportunities for terrorists to secure 

publicity. This can take the form o f  historical information, profiles o f  leaders, 

manifestos, etc. But terrorists can also use the Internet as a tool o f  psychological 

warfare through spreading disinformation, deliver ing  threats, and d issem inating horrific 

images, such as the beheading o f  Am erican entrepreneur N ick  Berg in Iraq and US 

journalist  Daniel Pearl in Pakistan via their W eb sites (W eim ann  2004a, 5). These 

functions are clearly improved by the W eb’s enhanced  volum e, increased speed o f  data 

transmission, low-cost, relatively uncontrolled nature, and global reach.

Until the advent o f  the Internet, te rro r is ts ’ hopes o f  w inn ing  publicity for their 

causes and activities depended on attracting the attention o f  television, radio, or the 

print media. As W eimann points out, “these  traditional m edia  have ‘selection 

thresholds’ (multistage processes o f  editorial selection) that terrorists often cannot 

reach” (2004a, 6). The same criteria do not. o f  course, apply  to the terroris ts’ own 

websites. The Internet thus offers terrorist g roups  an unprecedented  level o f  direct 

control over the content o f  their message(s). It considerably  ex tends their ability to 

shape how different target audiences perceive them  and to m anipulate  not only their 

own image, but also the image o f  their enem ies.  A lthough, for m any  groups, their target
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audience m ay be small, an Internet presence is nonetheless expected. Regardless o f  the 

num ber o f  hits a site receives, a w ell-designed and well-maintained Web site gives a 

group an aura o f  legitimacy. David Resnick sums this up well:

Traditionally, m ass m edia  serve a mass public, while specialized media serve 

select audiences. The Web is a hybrid, both a specialized m edium  and a mass 

medium. There is room for groups and causes which appeal to narrow 

constituencies. A presence on the Web could greatly increase the exposure o f  a 

narrow interest group both to its ow n potential constituency and to the public at 

large. Small relatively obscure interest groups probably have more to gain by 

going online than m ainstream well-established groups which are skilled at using 

traditional m ass media. Because o f  the hypertext linkages which permeate the 

Web even a very specialized interest can be categorized in more general terms 

and becom e linked to more popular sites. In any case, no matter how  obscure or 

outre the cause, i f  it has a H om e Page it can probably be located by em ploying a 

search engine (1998, 66).

Most Internet sites o f  terrorist groups seek to advance the organization's political and 

ideological agenda. Terroris ts’ use o f  the Net for publicity purposes, particularly the 

content and value o f  dedicated Web sites established by particular groups, is one that 

will be treated at length in Chapters Five to Seven. For now, it is sufficient to draw the 

reader’s attention to this aspect o f  terrorist use o f  the Net and to introduce the idea that 

it is this facet o f  terrorist N et use that is currently most important.

Financing

This refers to efforts by terrorist groups to raise funds for their a c t i v i t i e s .M o n e y  is 

terrorism ’s lifeline; it is ‘‘the engine o f  the armed struggle” (Napoleoni 2004, 1).^' The

For inform ation about terrorist financing  in general, see  Ehrenfeld 2003; General A ccounting O ffice  
2 0 0 3 ; N apoleoni 2 0 0 3 .

P lainly, sou rces o f  funding are num erous and vary substantially betw een groups, w h ile  sources for 
financing depend on the needs o f  the organization. “ A group like the FARC in C olom bia, obviou sly
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im mediacy and interactive nature o f  Internet com m unication , com bined with its high- 

reach properties, opens up a iiuge potential fo r  increased financial donations as has 

been dem onstrated by a host o f  non-violent political organizations and civil society 

a c t o r s . T e r r o r i s t s  seek financing both via their  W eb sites and by using the Internet 

infrastructure to engage in resource m obilization using illegal means. They also use the 

Internet to transfer funds.

D irect Solicitation  Via Terrorist Web Sites

N um erous terrorist groups request funds directly  from W eb surfers who visit their sites. 

Such requests may take the form o f  general statem.ents underlining the organizations’ 

need for money, more often than not how ever  requests  are more direct urging 

supporters to donate im m ediately  and supplying either bank account details or an 

Internet paym ent option. W hile at one time the Ulster Loyalist Information Service, 

which was affiliated with the Loyalist V olunteer Force (LV F), and accepted funds via 

PayPal, invited those w ho were “uncom fortable  with m aking  m onetary  donations" to 

donate other items, including bu lle tp roof  vests (see F igure 3.1). A second, and related, 

fundraising method is to profile site visitors by em ploy ing  user dem ographics (yielded, 

for example, from identifying information entered in online questionnaires or order 

forms) and to contact those w hose  profiles indicate they are potential financial 

supporters, a function which m ay be carried out by proxies, according to Tibbetts:

needs to generate large am ounts o f  m oney  in order to  support a large and relatively ex p en siv e  
infi'astructure. In contrast som e param ilitary groups in Northern Ireland have financial requirem ents 
under U S $ I m illion  per annum . T he Septem ber 11 attacks have been estim ated as costin g  less  than 
U S $ 5 0 0 ,0 0 0 ” (H innen 2 0 0 4 , 8; N o b le  2 0 0 3 ).

For exam ple, the Internet provided a channel, not just for the A m erican  public, but publics w orldw ide, 
to reach out financially  to  those affected  by the even ts o f  9 -1 1 . T he day before the attacks, the A m erican  
Red C ross’s W eb site had 20 , 9 5 9  v isito rs and gathered $ 1 ,0 2 4 . On the day o f  the attacks, the num ber o f  
visitors skyrocketed to 2 4 3 ,9 7 4  w ith p eop le  m aking contributions at the rate o f  one per second . M ore 
than $1 m illion  w as contributed in the sp ace o f  tw e lv e  hours, and the A m erican Red C ross w ent on to 
raise $39 .5  m illion  in the fo llo w in g  sev en  days. T he m ost the organisation  had m anaged to raise on line  
previously  w as $2 .5  m illion , in response to the earthquakes in India and Central A m erica earlier in 20 0 1 . 
A num ber o f  Internet com panies a lso  banded together to raise m on ey  for charities aid ing v ic tim s o f  the  
attacks, m ore than $ 5 7  m illion  w as raised in the first w eek  a lo n e  on the w eb sites  o f  six  com panies: 
A m azon .com , AO L T im e W arner, C isco  System s, eB ay, M icrosoft, and Y ahoo.
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As Internet user dem ographics  becom e clearer and better defined, terrorist 

groups — either them selves, or through proxies with plausible deniability — will 

be able to target those users w ho have dem onstrated sym pathy or sensitivity to 

certain particular causes or social issues, and solicit private donations from 

individuals fitting the right ‘p rofile’ w henever they desire (2002, 20).

A third way in which groups raise funds is through the establishm ent o f  online stores 

and the sale o f  items such as books, audio and video tapes, flags, t-shirts, etc.**̂

Figure 3.1 Ulster Loyalist Inform ation Serv ice W eb Site (March 2003)

•S U n titledD oaainen t-M kroso ftlfttem etE K ptovr j

: Fite Edit vfew FavortM  Tools Help

: -J-'Back -  ^  ^  -|^Se«-ch  '̂ Favorites :^ M ed ia  ^  H
^ d r e s s  http://web.archive.orgyweb/2C0^219064446/w^.ulBnet com̂ ^ ~zl

. P r o j e c t s

d

In July 2 0 0 3 , Sinn Fein w ere forced, under intense pressure from both sides o f  the A tlantic, to rem ove  
a t-shirt bearing the slogan ‘Sniper at W ork’—referring to the infam ous IRA m arksm an w h o  operated in 
South Arm agh at the height o f  the conflic t in Northern Ireland--from  their officia l W eb s ite ’s online  
store. A range o f  other item s rem ain for sa le  on the site  at h ttp ://\vw w .sinn fein b ook sh op .com / including  
t-shirts bearing the slogan iR A :  U ndefeated  A rm y’ and others bearing the Sinn Fein em blem  along  with 
the U R L o f  the offic ia l W eb site.



Exploitation o f  E-Commerce Tools & Entities

The Internet facilitates terrorist financing in a num ber o f  other ways besides direct 

solicitation via terrorist Web sites. A ccord ing  to Jean-Francois  Ricard, one o f  F rance’s 

top anti-terrorism investigators, m any Islamist terror plots are financed through credit 

card fraud (Thom as 2003, 117).^'^ Imam Sam udra, sentenced to death for his part in the 

Bali bom bing o f  2002, has published a prison m em oir o f  som e 280 pages, which 

includes a chapter that acts as a prim er on ‘ca rd ing .’ US and Indonesian cybercrim e 

experts have described the information contained in the latter as rudimentary: Sam udra 

directs aspiring ‘ca rders’ to specific Indonesian-language W eb sites that provide 

instructions and advises learning about hacking  by finding mentors through online 

chats, listing six chat room s as sources. S am udra’s laptop com puter revealed an attempt 

at carding, though it is unclear w hether he succeeded in actually raising funds in this 

manner. ‘Mf you succeed at hacking and get into carding, be ready to m ake more m oney 

within three to six hours than the income o f  a policem an in six months. But don't do it 

ju s t  for the sake o f  money. Rem em ber, the main duty o f  M uslim s is j ihad  in the nam e 

o f  God, to raise arms against the infidels, especially  now  the United States and its
o c

allies,” Sam udra  tells his readers (Sipress 2004, A 19). He is thought to be am ong the 

most experienced IT users in Jem aah Islamiah.

According to Dutch experts, there is strong evidence from international law 

enforcement agencies such as the FBI that at least some terrorist groups are financing 

their activities via advanced fee fraud, such as N igerian-style scam e-mails. To date, 

however, solid evidence for such claims has not entered the public realm (Libbenga

In the w ake o f  the 9 /1 1 attacks, the A m erican Red C ross (A R C ) warned Internet users to bew are o f  a 
credit-card-stealing Trojan horse program that w as m ade to  look as though it cam e from the disaster  
re lie f  organization. A ccord in g  to the A R C , the fraudulent program arrived as a large executab le file  in an 
e-m ail attachm ent that presented a form bearing the Red C ross logo  and requesting the users address and 
credit card details w hen  activated. A fter a v ictim  com pleted  the form  and clicked  the ‘D onate N o w ’ 
button, the data w as uploaded to a third party site  unaffiliated  w ith the AR C. T his is not to su ggest that 
the perpetrators o f  this fraud w ere terrorists or in any w ay associated  w ith a terrorist group The AR C  
w arning is availab le at httD:/Vvvw'w.redcross.oriz'press/other/ot p r /0 1 1018virus.htm l.

In 2 0 0 0 , five  ind ividuals associated  w ith H izbollah  w ere charged in the U S with obtaining a false  
drivers licen se  that w as used to subm it fraudulent credit card applications. O ne individual used various 
a liases to obtain additional fraudulent credit cards w h ile  another bribed an em p lo y ee  o f  First U nion  
N ational Bank to reactivate a c lo sed  account o f  an individual w ho had left the U .S . to execute a check  
fraud sch em e (E m erson 2 0 0 2 , 18).
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2004b). There is ample evidence, how ever,  to support the contention that terrorist- 

affiliated entities and individuals have established internet-related front businesses as a 

m eans o f  raising money to support their activities.*^ For example, in D ecem ber 2002, 

InfoCom, a Texas-based iSP, was indicted along with its individual corporate officers 

on thirty-three counts relating to its provision o f  communication services, in-kind 

support, and funds to terrorist organizations including Hamas and its affiliate the Holy 

Land Foundation for R elie f  and D evelopm ent (H LFRD). In foC om ’s capital was 

donated primarily by N adia  Elashi M arzook, wife o f  H amas figurehead M ousa Abu 

M arzook (Hinnen 2004, 18; see also Em erson 2002, 11-12 & 16). in March 2000, 

Japan 's M etropolitan Police D epartm ent reported that a software system  they had 

procured to track 150 police vehicles, including unmarked cars, had been developed by 

A um  Shinryko. The A um  cult gassed the Tokyo subway in 1995, killing tw elve people 

and injuring 6,000 more. In addition to the difficulties inherent in the Japanese police 

‘financing’ a terrorist group in this fashion, at the time o f  the discovery, the cult had 

received classified tracking data on 115 police vehicles. The cult had also developed 

software for at least eighty Japanese com panies  and ten government agencies and had 

w orked as subcontractors for other firms. Dorothy Denning (2001a) points out that the 

cult could have installed Trojan horses**^ in software to launch or facilitate cyber attacks 

at a later date.

Exploitation o f  Charities and Fronts

Terrorist organizations have a history o f  exploiting not just  businesses, but also 

charities as undercover fundraising vehicles. This is particularly popular with Islamist 

terrorist groups, probably because o f  the injunction that observant M uslim s make 

regular charitable donations. In som e cases, terrorist organizations have actually 

established charities with allegedly humanitarian purposes. Exam ples o f  such 

undertakings include M ercy International, W afa al-lgatha al-Islamiya, Rabita Trust, A1

IT businesses may also be terrorist targets, however. For example, India’s IT software and services 
outsourcing industry is thought to be a possible target o f  Lashkar-e-Tayyiba (LeT). Documents seized  
from three members o f  this groups killed in an encounter with Indian police in March 2005 revealed that 
LeT planned to carry out suicide attacks on software companies in Bangalore (Ribeiro 2005).

A Trojan horse is a destructive program that masquerades as a benign application.



Rasheed Trust, Global R elief Fund, B enevo lence  International Foundation, and Help 

The Needy. A long with advertising in sym pathetic  com m unities’ press, these ‘charities’ 

also advertised on websites and chat room s with Islamic them es, pointing interested 

parties to their Internet homepages.

For example, Al-Rashid  Trust, a Pakistan based, a l-Q aeda affiliated charity 

described itself as “ [a] prestigious welfare organization  w hose com prehensive  services 

are benefiting all the M uslim s o f  the w orld .” The T rus t’s website  solicited donors with 

an impressive list o f  humanitarian  accom plishm ents  and a prom ise that “ [m]ore 

attention shall be given to the departm ents  o f  health, food, education, and
o  o

em ploym ent.” Days after 9/11, how ever, President Bush signed an executive order 

identifying the Trust as a financial conduit for  the Taliban and a l-Q aeda and freezing its 

U.S. assets. In fact, visitors to the former Taliban  Web site w ere  greeted with a sleek
OQ

pop-up appeal to donate to A l-Rashid. 1 he appeal w as directed at Taliban supporters 

in the UK and the US, listing two w ire accoun t num bers in Pakistan: one for dollars and 

one for pounds-sterling (Em erson 2002, 23). T he  Benevolence International Fund (BIF) 

provides another exam ple o f  how  terrorists can sim ultaneously  raise funds and avoid 

scrutiny by obtaining charitable status, in 1993, the United States Internal Revenue 

Service (IRS) granted BIF tax-exem pt status under  26 U.S.C. § 501(c)(3) (2000). In the 

1990s, BIF raised millions o f  dollars, in part by accepting donations on its website.^® 

The US authorities have uncovered evidence that BIF transferred money to al-Qaeda, 

and the US Treasury Departm ent has listed BIF as a financier o f  terrorism. In October 

2002, B IF’s leader, Enaam Arnaout, was indicted for, am ong other things, providing 

material support to terrorist organizations, including al-Qaeda. In 2003, A rnaout pled 

guilty to lesser charges involving diversion o f  charitable contributions to groups in 

Bosnia and C hechnya engaged in political v io lence (Hinnen 2004, 16-17; W eim ann 

2004a, 8).

T his site is no longer operational. H ow ever, the relevant page m ay be a ccessed  v ia  the internet A rchive  
at httir/7w eb.archive.ora/\veb/20030608204207/httD :/7vv\v\v.uirim ah.iiet.D k.'dharb/services.htm .

The Taliban W eb site at http://vvw w .dharb-i-m um in.com  is no longer operational, but m ay be accessed  
via the Internet A rchive.

http://w 'w vv.benevolence.ora. It should be noted that this U R L  appears to have changed hands som e  
tim e betw een April and July 2 0 0 3  and appears to no longer  be associated  w ith BIF.
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Terrorists have also infiltrated branches o f  existing charities to raise funds 

clandestinely. M any such organizations provide the humanitarian services advertised: 

feeding, clothing, and educating the poor and illiterate, and providing medical care for 

the sick. As Todd Hinnen has pointed out, “ it is important not to presume that 

charitable organizations have terrorist affiliations sim ply because they serve regions or 

religious or ideological com m unities with which terrorism may be assoc ia ted” (2004, 

17; see also Em erson 2002, 3). For example, Rachel Ehrenfeld (2004) and others (see, 

for example, Em erson 2002, 25) have claimed that the most active H amas front 

organization w orldw ide is the London-based Palestinians R elie f  and Developm ent 

Fund (Interpal). In 2003 alone, according to Ehrenfeld, this organization sent more 

than $20 million to different H amas organizations in the Palestinian territories.^' 

Recently, how ever, the U K ’s Charity C om m ission has cleared this charity o f  any 

w rongdoing (U K Charity Com m ission  2004). As a result. Interpal’s trustees have said 

that they will now  seek to have their organization removed from the US Treasury 

D epartm ent’s list o f  terror organizations. Nonetheless, som e such organizations, in 

addition to pursuing their publicly stated mission o f  providing hum anitarian aid, also 

pursue a covert agenda o f  providing material support to militant groups. These 

organizations’ publicity materials may or may not provide hints as to their secret 

purposes.

The Q atar Charitable Society (QCS) provides an exam ple o f  how  a terrorist 

organization can infiltrate a legitimate charity and exploit its supporters. At the trial o f  

the conspirators who planned the bom bings o f  the U.S. Embassies in K enya and 

Tanzania, a form er a l-Q aeda m em ber and QCS em ployee identified QCS as an al- 

Q aeda front and a financial conduit for militant j ihad is ts  around the globe. The mission 

statem ent on its website  did not indicate any such activity: “QCS aim s to offer re lie f  

and help to orphans, victims o f  w ar and disasters by supporting them  financially, 

socially and culturally up to the age o f  18. QCS aids w idow s to meet living expenses 

particularly those w ho  lost all relatives and friends” (Em erson 2002, 9-11; Fritz, Harris

”  http://W W W .interpal.org/index.h t m l .

According to the  UK Charity  Commission, Interpal’s income for 2001 was around £4 million.
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et al 2004, 14; Hinnen 2004, 17-18).'^^ Terrorist exploitation o f  sucii charities ought to 

be o f  particular concern to US authorities because they operate under tax-exempt status 

in the United States. This has meant that the U.S. government, and thus all U.S. 

taxpayers, has indirectly financed organizations that actively fund terrorist activities 

abroad (Emerson 2002, 4; Herzfeld 2003, 875).“̂^

Internet Banking

Todd Hinnen identifies and describes three primary ways in which terrorists may use 

the Internet to transfer funds. First, they use Internet banks, online banking, and other 

financial services. Second, they use Internet-based alternative value transfer systems, 

such as Internet payment services and so-called ‘ecash.’ Third, terrorists may 

communicate over the Internet regarding the movement o f  funds (2004, 27-35). 

Terrorist use o f  online banking services is facilitated in part by banks that have links to 

terrorist groups. Hinnen cites the example o f  AI-Taqwa Bank, founded by the Muslim 

Brotherhood in the Bahamas in 1988, which maintained branches in Algeria. 

Liechtenstein, Italy, Malta, Panama, and Switzerland, and provided banking services to 

al-Qaeda and Hamas until it was shut down by sanctions in the wake o f  9 /1 1. Similarly, 

Hamas established Al-Aqsa Bank in 1997 (2004, 28; see also Emerson 2002, 19-22).

As the LVF and InfoCom examples show, the support sought by and provided 

to terrorist organizations may not always be in the form o f  cash. Terrorist groups use 

the Internet to solicit other fungible goods, to accumulate supplies, and to recruit foot 

soldiers. According to Todd Hinnen, “ [t]errorists have used identities they have stolen

T he Q C S ’s W eb site at h ttp ://wvvw.qcharitv .org is no longer operational, but m ay be accessed v ia the 
Internet A rchive. The above quotation  is available at
h ttp :/''w eb.archive.org /\veb /200l 0224172507/qcharitv .o rg /q en glish /index .h tm l.

T he sam e is true in B ritain. A ccording to the UK. C harity  C om m ission , it “ is alert to  the possibilities o f  
charities being used to  further or support terrorist ac tiv ities [and] will deal w ith any allegation o f  
potential links betw een a charity  and terrorist activity as an im m ediate p rio rity ...T h e  C om m ission’s own 
w ork  reveals that connections o r links betw een registered charities in England and W ales and terrorist 
o rganizations are very rare. H ow ever, any links betw een charities and terro rist activity  are totally  
unacceptable and corrosive o f  public confidence in charities. ‘L inks’ in th is case m ight include 
fundraising  or p rovision o f  facilities, but also include form al or inform al links to  organizations 
■proscribed' under th e  T errorism  Act 2000, and any subsequent secondary  legislation” (C harity  
C om m ission  2004).
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through online fraud schem es to obtain cover em ploym ent within the United States, 

access to bank and credit card accounts, and even entry into secure locations” (2004, 

22). In this chapter, however, the term ‘financing’ has been used in its narrow  sense to 

mean the remittance o f  money. Nonetheless, it m ay also be used as shorthand for the 

accumulation o f  any o f  the material resources necessary for terrorists to maintain their 

organizations and carry out operations.

Networking

This refers to g roups’ efforts to flatten their organizational structures and act in a more 

decentralized manner through the use o f  the Internet, which allows dispersed actors to 

com m unicate  quickly and coordinate effectively at low cost. The Internet allows not 

only for intra-group com m unication , but also inter-group connections. The Web 

enhances terroris ts’ capacities to transform their structures and build these links 

because o f  the alternative space it provides for com m unication and discussion and the 

hypertext nature o f  the Web, which allows for groups to link to their internal sub

groups and external organizations around the globe from their central Web site.

Transforming Organizational Structures'^^

Violent dissidents can overcom e state barriers to Internet use by adjusting 

organizationally. Faced with centrally organized state apparatuses, terrorist groups may 

move towards more netw orked forms o f  organization. These netw orked forms o f  

organization offer terrorist g roups advantages over the hierarchical structure o f  states. 

The horizontal structures associated with networked organizations m ake it more 

difficult for centrally organized states to counter terrorist activities. The networked 

structure o f  the Internet is an important enabler in becom ing increasingly networked. 

The international scope o f  the Internet allows violent actors to network them selves  on a 

global scale, which allows them to conduct operations outside the sovereign territory o f

For a b r ie f  introduction to oreanizationai networi\ analysis, see Arquilia & Ronfeldt 2001c & 2 0 0 Id, 
319-323.
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certain states. The organizational changes wrought by the Internet are particularly 

potent for terrorists as it allows these groups to operate transnationally and thus 

overcome the constraints o f  internal censorship and infrastructure limitations prevalent 

in some regions (McLaughlin 2003, 11).

Rand's John Arquilla, David Ronfeldt, and Michele Zanini have been pointing 

to the emergence o f  new forms o f  terrorist organization attuned to the information age 

for some time. They contend, “terrorists will continue to move from hierarchical toward 

information-age network designs. More effort will go into building arrays o f  

transnationally internetted groups than into building stand alone groups” (Arquilla et al 

1999, 41). This type o f  organizational structure is qualitatively different from 

traditional hierarchical designs. Terrorists are ever more likely to be organized to act in 

a more fully networked, decentralized, ‘all-channel’ manner. Ideally, there is no single, 

central leadership, command, or headquarters. Within the network as a whole there is 

little or no hierarchy and there may be multiple leaders depending upon the size o f  the 

group. In other words, there is no specific heart or head that can be targeted. To realize 

its potential, such a network must utilize the latest information and communications 

technologies. The Internet is becoming an integral component o f  such organizations, 

according to the Rand analysts (Arquilla et al 1999, 48-53; Arquilla & Ronfeldt 

200 la).*^^

Arquilla. Ronfeldt. and Zanini have also pointed to the way in which difficulties 

coping with terrorism will increase if terrorists move beyond isolated attacks towards 

new approaches that emphasize campaigns based on swarming. They point out that 

while little analytic attention has been paid to swarming, it is likely to be a key mode o f

T he m ilitias o r patriot m ovem ent in the U nited States are know n to  have adopted inter-netw orked 
form s o f  organization sim ilar to  those outlined above. W hile the anonym ity o f  the Internet is seen as 
fuelling  the conspiracies o f  the m ilitias, for the groups them selves access to  such new  technolog ies is 
seen as a vital tool for recruitm ent and funding (in a sim ilar w ay to  terrorist organizations). The Internet 
has enabled the m ilitias to  spread their ideas w orldw ide. T here are m ilitias in A ustralia and C anada, and 
it has been suggested that the Far R ight in Europe has adopted  the idea o f  'leaderless resistance' via the 
Internet (M ulloy 1999, 16). A ctivists w ithin the patrio t m ovem ent have repeatedly urged their 
com patrio ts, not only to  organize them selves along netw orked lines, how ever, but also to  opt out o f  o ther 
m ore pervasive netw orks that are view ed as dangerously perceptib le to attack: “ W e need to  set up our 
ow n cashless societies, our own barter netw orks, and unhook from  the grid, to becom e self-sufficient, 
aw ay from the pow er com pany, the gas com pany, and the w ater com pany” (M ulloy 1999, 324; see also 
A rquilla & R onfeldt, 2001a). At the sam e tim e that the m ilitias are unhooking from the grid, how ever, it 
is asserted  that terrorist groups are m ore netw orked than ever before.
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conflict in the information age (Arquilla et al 1999, 41; see also Zanini 1999, 250). In 

their Countering the New Terrorism (1999), Arquilla et al describe this new technique 

thus:

Swarming occurs when the dispersed nodes o f  a network o f  small (and perhaps 

some large) forces converge on a target from multiple directions. The overall 

aim is the sustainable pulsing o f  force or fire. Once in motion, swarm networks 

must be able to coalesce rapidly and stealthily on a target, then dissever and 

redisperse, immediately ready to recombine for a new pulse. In other words, 

information age attacks may come in ‘swarms’ rather than the more traditional 

‘waves’ (pp.’s 53-54).

This device points to the adaptable, flexible, and versatile nature o f  offensive networks 

with regard to opportunities and challenges. The fact that the 9-11 hijackers employed a 

technique similar to the one described above has given the Rand analysts' work a far 

higher profile than might otherwise have been expected.

Planning and Coordination

“[The] proliferation o f  cheap, dual-use software allows entities with otherwise modest 

means to conduct command and control globally, in real time, and with considerable 

security” (Tibbetts 2002, 6). As early as 1996, Manuel Castells, pointed out that due to 

such proliferation networks were spreading and gaining in strength as a distinct form of 

organization:

Our exploration o f  emergent social structures across domains o f  human activity 

and experience leads to an overarching conclusion: as a historical trend, 

dominant functions and processes in the information age are increasingly 

organized around networks. Networks constitute the new social morphology of 

our societies...While the networking form o f  social organization has existed in 

other times and spaces, the new information technology paradigm provides the
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material basis for its pervasive expansion tliroughout the entire social structure 

(p. 469).

“M any terrorist groups share a com m on goal w ith  m ainstream  organizations and 

institutions: the search for greater efficiency through the Internet” (M argulies 2004, 2). 

Several reasons have been put forward to explain w h y  m odern IT systems, especially 

the Internet, are so useful for terrorists in establishing and m aintain ing networks. A s 

already discussed, new  technologies enable quicker, cheaper, and m ore secure 

information flows, in addition, the integration o f  com puting  with com m unica tions  has 

substantially increased the variety and com plexity  o f  the information that can be shared 

(W eim ann 2004a, 9).

This led M ichele Zanini to hypothesize that “the greater the degree o f  

organizational networking in a terrorist group, the higher the likelihood that IT is used 

to support the ne tw ork’s decision m aking” (1999, 251). Z an in i’s hypothesis  appears to 

be borne out by recent events. For example, m any o f  the terrorists indicted by the 

United States governm ent since 9/11 com m unicated  via e-mail. The indictment o f  four 

m em bers o f  the A rm ed Islamic G roup (G a m a’a al-Islamiyya) alleges that com puters  

were used “to transmit, pass and dissem inate messages, com m unica tions  and 

information between and am ong  IG leaders and m em bers  in the United States and 

elsew here around the w o r l d . S i m i l a r l y ,  six individuals indicted in O regon in 2002 

allegedly com m unicated  via e-mail regarding their efforts to travel to A fghanistan  to
QO

aid al-Q aeda and the Taliban in their fight against the United States. In addition, 

Mukhtar al-Bakri, indicted in 2002 for training with al-Q aeda with a view to carrying 

out attacks against the United States, a llegedly e-mailed his co-conspirators to discuss 

and plan acts o f  terrorism;^^ while four m em bers  o f  a C olom bian  terrorist organization,

Indictm ent. United States v. Sattar, N o . 0 2 -C R IM -395 , 11 (S .D .N .Y  Apr. 9, 2 0 0 2 ). A va ilab le  on lin e  at 
http:/'new s.flnd lavv.com /hdocs/docs/teiT orisn i/ussattar040902iiid .pdf.

Indictm ent, United States v. B attle, N o . CR 0 2 -3 9 9  H A. 5 (D .O r. O ct. 2 , 2 0 0 2 ). A va ilab le  on line at 
http://ne\vs.flnd law .com /hdocs/docs/terrorism /usbattle  10 0 3 0 2 in d .p d f.

Criminal C om plaint, United States v . A l-B akri, N o . 0 2 -M -1 0 8 , 8 (W .D .N .Y . Sept. 13,
2002). A vailab le  on line  at h ttn ://new s.t1nd lavv.com /hdocs/docs/terrorism /usal-bakri091302cnip .pdf.
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the United Self-Defense Forces o f  C olom bia  (AUC), indicted in N ovem ber 2002, 

allegedly used e-mail to broker a guns-for-drugs dea l '°°(H innen  2004, 38).

The Internet has the ability to connect not only members o f  the same terrorist 

organizations but also m em bers o f  different groups. For example, hundreds o f  so-called 

‘j ihad is t’ sites exist that express support for terrorism. A ccording to Weimann, these 

sites and related forums permit terrorists in places as far-flung as Chechnya, Palestine, 

Indonesia, Afghanistan, Turkey, Iraq, M alaysia, the Philippines, and Lebanon to 

exchange not only ideas and suggestions, but also practical information about how to 

build bombs, establish terror cells, and ultimately perpetrate attacks (2004a, 9). 

C om plem enting this notion o f  simultaneity  is the Internet’s facilitation o f  asynchronous 

interactions; visitors to a Web site need not com m unicate  in real-time; instead they can 

send messages that will be read and responded to at the convenience o f  other users, but 

without the transmission delays o f  older com m unication modes like ‘snail m ail.’ The 

Internet also facilitates the automatic, increasingly sophisticated, and user-accessible 

archiving o f  m a te r ia l- in c lu d in g  site updates and new forum posts—awaiting the 

v isito r 's  attention. The temporal versatility o f  the Internet, in conjunction with its 

geographic reach, is thus another enabling factor for networked groups (Margulies 

2004, 37).

M itigation o f  Risk

As terrorist groups com e under increasing pressure from law enforcement, they have 

been forced to evolve and becom e more decentralized. This is a structure to which the 

Internet is perfectly suited. The N et offers a way for like-minded people located in 

different com m unities to interact easily, which is particularly important when 

operatives m ay be isolated and having to ‘lie low.’ Denied a physical place to meet and 

organize, many terrorist groups are alleged to have created virtual com m unities  through 

chat room s and Web sites in order to continue spreading their propaganda, teaching, 

and training. Clearly, “ information technology gives terrorist organizations global

C rim inal C om plain t, U nited S tates v. V arela, N o. H -02-1008M , 9-10 (S.D .Tex. N ov. i ,
2002). A vailable online at http:/-''new s.flndlaw .com /lidocs,docs'terrorism /'usrom ero 110102cm p.pdf.
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power and reach without necessarily com prom is ing  their invisibility” (Tibbetts 2002, 

5). T im othy L. Thom as contributes the fo llow ing re. risk mitigation and terrorist use o f  

the Internet:

The Internet puts distance between those planning the attack and their targets. 

Terrorists planning attacks on the United States can do so abroad with limited 

risk, especially i f  their com m and  and control sites are located in countries other 

than their own. Tracing the route o f  their activity is particularly difficult. The 

Net provides terrorists a place to plan w ithout the risks norm ally  associated with 

cell or satellite phones [italics in original] (2003, 119).

Clearly, the issue o f  risk m itigation is c losely associated with that o f  secure 

communication.

Secure Communication

Secure com m unications are o f  u tm ost importance to terrorist groups and their 

operatives. The capacity to com m unicate  securely is also an enabler o f  networked 

forms o f  organization. The use o f  e-mail by terrorists has already been mentioned in 

this section. Swapping plaintext e-m ails  is not a very secure form o f  com m unication in 

and o f  itself; however, there are a num ber o f  tools available via the Internet that enable 

secure com m unications. A ccording to Michael W hine, num erous Islamist Web sites 

provide password-protected areas on their sites accessible only to m em bers  and known 

sympathizers. Whine provides the exam ple  o f  the United Islamic Students Association 

in Europe, which maintained a m em bers  only site. This level o f  secrecy. W hine 

suggests, m ay indicate that instructions for militant activity w ere  included on the site 

(1999, 234) . '° '  Other, more technologically  sophisticated, fixes are also available to 

ensure Internet com m unications remain secure. The use o f  cryptography and, in

The site at littp://w\v\v.tavvheed.ori; is no longer operational nor are its prev iou s contents accessib le  
via the Internet A rchive.
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particular, steganography by terrorist groups lias received massive amounts o f  media 

attention since 9/11. Chapter Four discusses terrorist use o f  such applications at length.

Recruitment

This refers to groups’ efforts to recruit and mobilize sympathizers to more actively 

support terrorist causes or activities. The Web offers a number o f  ways for achieving 

this: it makes information gathering easier for potential recruits by offering more 

information, more quickly, and in multimedia format; the global reach o f  the Web 

allows groups to publicize events to more people; and by increasing the possibilities for 

interactive communication, new opportunities for assisting groups are offered, along 

with more chances for contacting the group directly. Finally, through the use o f  

discussion forums, it is also possible for members o f  the public—whether supporters or 

detractors o f  a group--to engage in debate with one another. This may assist the terrorist 

group in adjusting their position and tactics and, potentially, increasing their levels of 

support and general appeal (Gibson & Ward 2000, 305-306; Soo Hoo. Goodman & 

Greenberg 1997, 140; Weimann 2004a, 8).

Online recruitment by terrorist organizations is said to be widespread. As 

Kathryn Fritz and her colleagues point out, such recruitment is

...often conducted in a manner similar to that o f  any other business. For 

example, both groups use their websites to present themselves in a way that 

encourages ‘applicants’ to choose their organization over that o f  a rival... Well- 

designed sites allow potential applicants to peruse mission statements, as well as 

testimonials from current (and sometimes ‘former’) ‘employees’ (often with 

photographs), thereby providing the data necessary for the applicant to make an 

informed decision. In addition, applicants can link to contact information 

(designed for both the applicant and the general public), scan the ‘about us’ and 

‘what’s new’ sections to see how active the organization has been in recent 

events, download multimedia, and purchase items from the online store. Online 

forms streamline the application process. (Fritz, Harris el al 2004, 7).
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Harris et al provide the example o f  an Iranian site that boasts an application for suicide 

bombers guaranteeing that the new ‘martyr’ will take seventy relatives with him into 

heaven. If the recruit is unsure about joining, or if the group is unsure about the recruit, 

he is directed to a chat room where he is ‘virtually’ vetted. If he passes muster, he will 

be directed to another chat room for further vetting, and finally contacted personally by 

a group member. This process is said to be aimed at weeding out ‘undesirables’ and 

potential infiltrators (2004, 9).

It is more typical, however, for terrorist groups to actively solicit for recruits 

rather than waiting for them to simply present themselves. Weimann suggests that 

terrorist recruiters may use interactive Internet technology to roam online chat rooms 

looking for receptive members of the public, particularly young people. Electronic 

bulletin boards could also serve as vehicles for reaching out to potential recruits. The 

SITE Institute, a Washington, D.C.-based terrorism research group that monitors al 

Qaeda’s Internet communications, provides details o f  a high-tech recruitment drive 

launched in 2003 to recruit fighters to travel to Iraq in order to attack U.S. and coalition 

forces there. Potential recruits were allegedly bombarded with religious decrees and 

anti-American propaganda, provided with training manuals on how to be a terrorist, 

and—as they were led through a maze o f  secret Internet chat rooms—given detailed 

instructions on how to make the journey to Iraq. Weimann details one exchange in a 

secret Al Qaeda chat room in early September 2003 where an unknown Islamic fanatic 

(alias ‘Redemption Is Close’) wrote “ Brothers, how do I go to Iraq for Jihad? Are there 

any army camps and is there someone who commands there?” Four days later he 

received a reply from ‘Merciless Terrorist’: “Dear Brother, the road is wide open for 

you—there are many groups, go look for someone you trust, join him, he will be the 

protector o f  the Iraqi regions and with the help o f  Allah you will become one o f  the 

Mujahidin.” ‘Redemption Is Close’ then presses for more specific information on how 

he can wage jihad in Iraq. ‘Merciless Terrorist’ sends him a propaganda video and 

instructs him to download software called Pal Talk, which enables users to speak 

securely over the Internet (2004a, 8).

Violent political actors have a history o f  seeking to recruit online. Right wing 

extremists, in particular, have been known to use the Internet to attract ‘more
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sophisticated’ recruits (Stern 1999, 150). The late William Pierce, a physicist and 

former leader o f  the US neo-Nazi group National Alliance, also authored The Turner 

Diaries, a novel in which a group o f  right-wing extremists use CBRN weapons to take 

over the w o r l d . P i e r c e  believed that he could attract more intelligent members to the 

Alliance over the Internet than over the radio or through distributing leaflets. According 

to Jessica Stern, he explicitly attempted to recruit military personnel, presumably 

because they have access to higher technology weapons than would ordinarily be 

available to the public (1999, 74). Other population segments targeted for recruitment 

by terrorist groups include women and children. Details about the way in which the 

Internet has been utilized in the recruitment o f  these is detailed in Chapter Six. For now 

it is sufficient to observe, “terrorists are tech-savvy enough to take advantage o f  the 

computer (and by extension, the Internet) as the ‘great equalizer.’ Disenfranchised 

youth around the world are flocking to sites that offer the opportunity to become 

involved in [your cause here]” (Fritz, Harris et al 2004, 9).

In a twist on the recruitment angle, Dan Verton details how a would-be terrorist 

used the Internet to in effect ‘advertise’ himself to interested groups. In 1995, Ziyad 

Khalil enrolled as a computer science major at Columbia College in Missouri. 

According to Verton, Khalil became a Muslim activist on the campus, developing links 

to several radical groups and operating a website that supported Hamas. Thanks in large 

part to his Internet activities; he came to the attention o f  bin Laden and his lieutenants 

ultimately becoming al Qaeda’s procurement officer in the United States. Khalil 

arranged the purchase o f  satellite telephones, computers, and other electronic 

surveillance technologies and helped bin Laden communicate with his followers and 

operatives (Verton 2003, 88-91; Weimann 2004a, 8).

Information Gathering

This refers to the capacity o f  Internet users to access huge volumes o f  information, 

which was previously extremely difficult to retrieve as a result o f  its being stored in 

widely differing formats and locations. Today, there are literally hundreds o f  Internet

His nom de plum e  was Andrew Macdonald.
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tools—many o f  them  available for dow nload from the N et at no charge--that aid in 

information gathering; these include a range o f  search engines, millions o f  subject- 

specific email distribution lists, and an almost limitless selection o f  esoteric chat and 

discussion groups. Indeed, so vast are many o f  these information repositories that a 

grow ing num ber o f  Web sites offer custom ized search tools for extracting information 

from databases on their sites. In 1999, Jessica Stern observed that “right-wing 

extremists and other groups are using the Internet not ju s t  to attract ‘m ore sophis tica ted’ 

recruits but also discuss grand strategy, ‘swap anthrax recipes ,’ and plan operations. 

Some foreign extrem ist groups with representatives in the United States are also using 

the Internet” (p. 150). One o f  the m ajor uses o f  the Internet by terrorist organizations is 

thought to be information gathering. Unlike the o ther uses m entioned above terroris ts’ 

information gathering activities rely not on the operation o f  their own W eb sites, but on 

the information contributed by others  to " the vast digital library” that is the Internet 

(W eim ann 2004a, 6). There are tw o  m ajor issues to be addressed here. The first is 

termed ‘data m in in g ’ and refers to terrorists using the Internet to collect and assem ble 

information about specific targeting o p p o r t u n i t i e s . T h e  second issue is ‘information 

sharing,’ which refers to m ore general online information collection by terrorists.

Data M ining

In January 2003, US Defence Secretary Donald Rumsfeld warned in a directive sent to 

military units that too  much unclassified, but potentially harmful material was 

appearing on D epartm ent o f  Defence (D oD ) Web sites. Rum sfeld reminded military 

personnel that an a l-Q aeda train ing manual recovered in Afghanistan  states: “ Using 

public sources openly  and w ithout resorting to illegal means, it is possible to gather at 

least eighty percent o f  information about the enem y.” He went on to say, “at m ore than 

700 gigabytes, the D oD W eb-based  data  m akes a vast, readily available source o f

Others exploring terrorist use o f  the N et have employed the term ‘data m ining’ in a less expansive 
fashion to refer to the systematized analysis o f  large bodies o f  data using specialist computer software 
(see Denning 2004; Fritz et al 2004, 26-32). For an introduction to the latter, see De Rosa 2004; Two  
Crows 1999. Two com panies that advocate the adoption o f  data mining techniques to explore the 
relationship between terrorism and the Internet are Decision Support System s Inc 
(http://vvvvw.metatemno.com ') and 7-Seas Global Intelligence ('http://ww w.7-seas.net').
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information on DoD plans, programs and activities. O ne must conclude our enemies 

access DoD Web sites on a regular basis” (M cCullagh 2003).

In addition to information provided by and about the armed forces, the free 

availability o f  information on the Internet about the location and operation o f  nuclear 

reactors and related facilities was o f  particular concern to public officials post 9/11. 

Roy Z im m erm an, director o f  the N uclear Regulatory C om m iss ion ’s (N R C ) Office o f  

Nuclear Security and Incident Response, said the 9/11 attacks highlighted the need to 

safeguard sensitive information. In the days im mediately  after the attacks, the NRC 

took their Web site entirely o f f  line. W hen it was restored w eeks later, it had been 

purged o f  more than 1,000 sensitive docum ents. Initially, the agency decided to 

withhold docum ents i f  “the release w ould  provide clear and significant benefit to a 

terrorist in planning an attack.” Later, the N R C  tightened the restriction, opting to 

exclude information “that could be useful or could reasonably be useful to a terrorist.” 

According to Z im m erm an, “ it is currently unlikely that the information on our Web site 

would provide significant advantage to assist a terrorist” (Ahlers 2004).

The m easures taken by the N R C  were not exceptional. A ccord ing  to a report 

produced by O M B  W a t c h , s i n c e  9/1 I thousands o f  docum ents and trem endous 

am ounts o f  data have been rem oved from US government sites. The difficulty, 

however, is that much o f  the same information remains available on private sector Web 

sites (M cCullagh 2003; Bass & M oulton 2002). Patrick Tibbetts points to the Anim ated 

Software C om pany 's  Web site which has off-topic docum ents containing locations, 

status, security procedures and other technical information concerning dozens o f  U.S. 

nuclear reactors,'^^ while the Virtual N uc lear Tourist site contains similar information. 

The latter site is particularly detailed on specific security m easures that m ay be 

implemented at various nuclear plants worldwide'®^ (Tibbetts 2002, 15).

Also, freely available on the N et are 3-D m odels o f  the exterior and limited 

portions o f  the interior o f  the C itigroup Inc. headquarters building in M anhattan, along 

with details o f  the building's history o f  structural design weaknesses, including its

104 Q ffice o f  Management and Budget (O M B) Watch is a watchdog group based in Washington DC. 
Their home page is at http:. /w w w .oinbwatcii.org.

See http://w\vw.animatedsoftware.conv'environm/no nukes.'nukelistl .htm.
See http:/7wwvv.nucleartourist.com/.
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susceptibility to toppling over in high winds, the construction o f  its central support 

column, and the fire rating o f  the m aterials used in the building. The C itigroup building 

is one o f  the sites specifically nam ed in the August 2004 terror advisory issued by the 

US D epartm ent o f  H om eland  Security.
• 107M any people v iew  such information as a potential gold m ine for terrorists. 

Their fears appear w'ell founded given the capture o f  a l-Q aeda com puter expert 

M uham m ad N aeem  N oor Khan in Pakistan in July 2004, which yielded a com puter 

filled with photographs and floor diagram s o f  buildings in the U.S. that terrorists may 

have been planning to attack (Jehl & Johnston 2004; Verton & M earian 2004). The 

Australian press has also reported that a man charged with terrorism offences there had 

used Austra lian  governm ent Web sites to get maps, data, and satellite images o f  

potential targets. The governm ent o f  N e w  South Wales was said to be considering 

restricting the range o f  information available on their Web sites as a result (A B C  2004).

Terrorists can also use the Internet to learn about antiterrorism measures. 

Gabriel W eim ann suggests that a s im ple strategy like conducting word searches o f  

online new spapers and journa ls  could allow a terrorist to study the m eans designed to 

counter attacks, or the vulnerabilities o f  these measures. W eim ann provides the 

example o f  new spaper articles detailing attem pts to slip contraband items through 

airport security. Me m entions a report, which noted that at Cincinnati airport, 

contraband slipped through over fifty percent o f  the time. “A simple Internet search by 

terrorists w ould  uncover this shortcom ing, and offer the terrorists an em barkation point 

for their next operation" (2004b, 15). A num ber o f  authors have also lambasted reports 

on various online new s sites which noted that US law enforcem ent agencies were 

tracing calls m ade overseas to Al Qaeda cells using phone cards, cell phones, phone 

booths, or Internet-based phone services. These authors were concerned that exposing 

the targeting techniques o f  law enforcement agencies would allow the terrorists to alter

See Chapter Six o f  Dan Verton’s Black Ice (2003), which is entitled 'W eb o f  Terror; What al-Qaeda 
Knows About the U S.’ The chapter provides a wide-ranging, though som ewhat breathless, survey o f  the 
potential dangers posed by Web-based information. At one point, for example, Verton observes: “many 
corporate Web sites contain m essages supporting globalization. Unfortunately, this is a particular 
message that has been known to stimulate portions o f  the al-Qaeda organization and could make these 
companies a potential targef’ (p. 121).
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their operating procedures accordingly (Andrew 2001, 2-3; Thomas 2003, 114; 

Weimann 2004b, 15).

Sharing Information

Policymakers, law enforcement agencies, and others are also concerned about the 

proliferation o f  ‘how to ’ Web pages devoted to explaining, for example, the technical 

intricacies o f  making homemade bombs. Many such devices may be constructed using 

lethal combinations o f  otherwise innocuous materials; today, there are hundreds o f  

freely available online manuals containing such information. As early as April 1997, 

the US Department o f  Justice had concluded that the availability o f  this information 

played a significant role in facilitating terrorist and other criminal acts:

It is readily apparent from our cursory examination that anyone interested in 

manufacturing a bomb, dangerous weapon or weapon o f  mass destruction can 

easily obtain detailed instructions for fabricating and using such a device. 

Available sources include not only publications from the so called underground 

press but also manuals written for legitimate purposes, such as military, 

agricultural, industrial and engineering purposes. Such information is also 

readily available to anyone with access to a home computer equipped with a 

modem [italics mine] (US Department o f  Justice 1997, 15-16).

Jessica Stern provides details o f  one such manual, Bacteriological Warfare: A Major 

Threat to North America (1995), which is described on the Internet as a book for 

helping readers survive a biological weapons attack and is subtitled ‘What Your Family 

Can Do Before and After.’ However, it also describes the reproduction and growth o f  

biological agents and includes a chapter entitled ‘Bacteria Likely To Be Used By the 

Terrorist.’ The text is available for download, in various edited and condensed formats, 

from a number o f  sites while hard copies o f  the book are available for purchase over 

the Internet from sites such as Barnesandnoble.com for as little as $13. Its author is one

See, for exam ple, http://'wvvvv.uliuh.com/reports/harris/book.htn'i.
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Larry Wayne Harris, a microbiologist and former neo-Nazi, who at one time purchased 

three vials o f  the bacterium that causes bubonic plague (Stern 1999, 51).

More recently, an A1 Qaeda laptop found in Afghanistan had been used to visit 

the Web site o f  the French Anonymous Society (FAS) on several occasions. The FAS 

site publishes a two-volume Sabotage Handbook that contains sections on planning an 

assassination and anti-surveillance methods amongst others (Thomas 2003, 115; 

Weimann 2004a, 9).'°^ Another manual. The Mujahadeen Poisons Handbook (1996), 

authored by Abdel-Aziz is available via the Hamas-Palestinian Information Center’s 

Arabic-language Web site. The ‘handbook’ details in twenty-three pages how to 

prepare various homemade poisons, poisonous gases, and other deadly materials for use 

in terrorist attacks. A much larger manual, nicknamed The Encyclopedia o f  Jihad  and 

prepared by al Qaeda, runs to thousands o f  pages; distributed via the Web, it offers 

detailed instructions on how to establish an underground organization and execute 

terror attacks (Weimann 2004a, 9; see also Smolla 2002). Further, BBC News reported 

that at least one jihadist Web site posted careful instructions on how to use mobile 

phones as detonators for explosives prior to the Madrid train bombings, the perpetrators 

of which subsequently employed this method o f  detonation (Corera 2004).

This kind o f  information is sought out not just by sophisticated terrorist 

organizations but also by disaffected individuals prepared to use terrorist tactics to 

advance their idiosyncratic agendas. In 1999, for instance, right-wing extremist David 

Copeland planted nail bombs in three different areas o f  London: multiracial Brixton, 

the largely Bangladeshi community o f  Brick Lane, and the gay quarter in Soho. Over 

the course o f  three weeks, he killed three people and injured 139. At his trial, he 

revealed that he had learned his deadly techniques from the Internet by downloading 

copies o f  The Terrorist's Handbook and How to Make Bombs: Book Two. Both titles 

are still easily accessible (Weimann 2004a, 10). According to the US Bureau o f  

Alcohol, Tobacco, and Firearms, federal agents investigating at least thirty bombings 

and four attempted bombings between 1985 and June 1996 recovered bomb-making 

literature that the suspects had obtained from the Internet. None o f  these were

T he tw o -v o lu m e handbook is availab le for dow nload from a num ber o f  Internet sites including  
http:/'/sabotaae.org/handbook/.
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terrorism-related, but many involved minors (ADL 1998). Gabriel Weimann provides 

the example o f  a further deadly bomb attack, which occurred in Finland in 2002, and 

was also carried out by a minor. The brilliant chemistry student, who called himself 

RC, spent months discussing bomb-making techniques with other enthusiasts on a 

Finnish Web site devoted to bombs and explosives. RC posted numerous queries cn 

topics like manufacturing nerve gas at home. And he often traded information with the 

site's moderator, who used the screen name Einstein and whose postings carried a 

picture o f  his own face superimposed on Osama bin Laden's body, complete with 

turban and beard. Then RC exploded a bomb that killed seven people, including 

himself, in a crowded Finnish shopping mall. The sites sponsor, a computer magazine 

called M ikrohitti, immediately shut down the Web site used by RC, known as the Home 

Chemistry Forum. However, a backup copy, with postings by teenagers who used 

aliases like Ice Man and Lord o f  Fire, was immediately reposted, on a read-only basis 

(Weimann 2004b, 15).

The Open Source Threat?

The threat posed by the easy availability o f  bomb-making and other ‘dangerous 

information’ is a source o f  heated debate. Patrick Tibbetts w'arns against 

underestimating the feasibility o f  such threats. He points out that captured A! Qaeda 

materials include not only information compiled on ‘home-grown explosives,’ but also 

indicate that this group are actively pursuing data and technical expertise necessary to 

pursue CBRN weapons programs. According to Ken Katzman, a terrorism analyst for 

the Congressional Research Service, much o f  the material in these captured documents 

was probably downloaded from the Internet (Tibbetts 2002, 17). As a result, many have 

called for laws restricting the publication o f  bomb-making instructions on the Internet, 

while others have pointed out that this material is already easily accessible in 

bookstores and libraries (ADL 1998). In fact, much o f  this information has been 

available in print media since at least the late 1960s, with the publication o f  William 

Powell’s The Anarchist Cookbook and other, similar titles.
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Jessica Stern has observed; “ In 1982, the year o f  the first widely reported 

incident o f  tampering with pharmaceuticals, the Tylenol case, only a few poisoning 

manuals were available, and they were relatively hard to find” (1999, 50). This is 

doubtless true; they were hard to find, but they were available. As Stern herself 

concedes, currently how-to manuals on producing chemical and biological agents are 

not just available on the Internet, but are advertised in paramilitary journals sold in 

magazine shops all over the United States (Stern 1999, 51). According to a US 

government report, over fifty publications describing the fabrication o f  explosives and 

destructive devices are listed in the Library o f  Congress and are available to any 

member o f  the public, as well as being easily available commercially"® (US 

Department o f  Justice 1997, 5). Ken Shirriff sums up this point well:

Note that The Anarchist Cookbook  is available from nearly any bookstore in the 

U.S. These dangerous institutions will also sell you Nazi and hate literature, 

pornography, instructions on growing drugs, and so forth. For some reason, 

getting this stuff from a bookstore is not news, but getting it over the Internet is 

(Shirriff 2001).

Despite assertions to the contrary (Weimann 2004a, 9), the infamous Anarchist 

Cookbook (1971) is not available online, although it is easily purchased from 

bookstores or from Amazon.com. According to Ken Shirriff, author o f  ‘The Anarchist 

Cookbook FAQ,’ there are various files available on the Internet that rip o ff  the name 

‘Anarchist Cookbook’ and have somewhat similar content, but they are not the real 

Anarchist Cookbook. There are other files that do contain parts o f  the content from the 

original Anarchist Cookbook, often mixed with other material, but the whole 

publication unedited and in its entirety is unavailable online. The original author, 

William Powell, had this to say in 2001:

The same report mentions that one Kansas bomber got his bomb instructions from the August 1993 
Reader's D igest (1997, 6-7).
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The book, in many respects, was a misguided product o f  my adolescent anger at 

the prospect o f  being drafted and sent to Vietnam to fight in a war that I did not 

believe in. I conducted the research for the manuscript on my own, primarily at 

the New York City Public Library. Most o f  the contents were gleaned from 

Military and Special Forces Manuals (Shirriff 2001).

The anonymous authors o f  Web sites claiming to post the Cookbook and similar texts 

often include a disclaimer that the processes described should not be carried out. This is 

because many o f  the ‘recipes’ have a poor reputation for reliability and safety. One 

author had this to say about the contents o f  The Mujahideen Poisons Handbook 

mentioned above:

The quality o f  the text is so poor it would be humorous if it were not attached to 

a preface which puts on the airs o f  a sinister man confessing a wish to pass on 

an esoteric and dangerous technical capability to sympathizers. (Indeed, since 

the material is shaky it cannot be entirely ruled out that it was fabricated as a 

hoax or written by a total know-nothing simply wishing to create an impression 

o f  m enace...)  (Smith 2004b).

Smith goes on to point out that at least one o f  the recipes for poison gas contained in 

the same handbook was nothing more than the standard procedure for making a stink 

bomb (see also Smith 2004a).

In terms o f  obtaining information about the construction o f  CBRN weapons 

from the Internet, it is generally agreed that much o f  this type o f  information is also 

flawed, while some is, in fact, pure imagination. Although, some relatively accurate 

information on the construction o f  such weapons is available online, raw data on such a 

process is not particularly valuable. Putting together a terrorist operation requires 

elaborate planning, as demonstrated by the 9/11 hijackers. Organizations with the 

structure and control over their members required for such planning might also be 

expected to have the resources for developing and distributing their own proprietary
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tactical materials. As, indeed, A1 Q aeda has d o n e . ' "  H owever, even when a terrorist 

outfit draws inspiration and data from m ateria ls  published on the Internet, these 

materials often duplicate other m aterials a lready available in other public fora. In 

addition, while on the surface information abou t scientific processes m ay be m ore 

technical than information regarding terrorist tactics, the sam e analysis ultimately 

applies. Actually utilizing a formula for poison gas or a nuclear device, for exam ple , 

requires not only the cultivation o f  a body o f  know ledge  and professional judgm en t,  but 

also the financial resources to build and m ain ta in  a physical plant for the m anufacture  

and distribution o f  the weapon. Developing th e  expertise and the infrastructure to 

exploit the information gathered thus dem ands a significant investment o f  tim e and 

money. Individuals with sufficient skills and resources  to exploit the information are 

unlikely to need the published form ula to carry  out their plans. Similarly, persons 

lacking such expertise cannot benefit from the inform ation even when it is published on 

the Internet or elsewhere. The upshot o f  this is that a ttem pts to stop the flow o f  

'ha rm fu l ' information have no useful purpose and  w ould  doubtless inspire, what Peter 

Margulies has termed, “an endless virtual fun-house o f  m irror sites” in any case (2004, 

74-76).

Perhaps the most likely ‘rec ipes’ to be o f  use to terrorists  are those related to 

hacking tools and activities. Such information is also likely to be considerably  more 

accurate than bom b making information, for exam ple ;  this is because the Internet is 

both the dom ain and tool o f  hackers. In tes tim ony before the US House A rm ed Services 

Committee in 2003, Purdue University professor and information assurance expert, 

Eugene Spafford said bulletin boards and d iscussion lists teach hacking techniques to 

anyone: “ We have perhaps a virtual w orldw ide training cam p,” he testified (Spafford 

2003, 31). Terrorists have been know n to exploit  this resource. Imam S am u d ra ’s 

instructions regarding the use o f  chat room s favored by hackers to obtain information 

about ‘ca rd ing’ have already been mentioned. In 1998, Khalid Ibrahim, w h o  identified 

h im self  as an Indian national, sought classified and unclassified US governm ent 

software and information, as well as data  from India's Bhabha A tom ic Research Center,

Portions o f  an A1 Q aeda Training Manual are available \  ia the US D epartm ent o f  Jus tice 's  Web site at 
http:, /wwvv.usdoi.gov/ag/trainingmanual.htm.
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from hackers com m unicating  via Internet Relay Chat (IRC). Using the online aliases 

RahulB and Ram a3456, Ibrahim began frequenting online cracker hangouts in June 

1998. In conversations taken from IRC logs, Ibrahim claimed to be a m em ber of 

H arkat-u l-A nsar,"^  a militant Kashmiri separatist group. Confirm ing Ibrahim's true 

identity was difficult; the most com pelling  evidence that he was acting on behalf  o f  

H arkat-ul-Ansar was a US$1,000 m oney order he sent to a teenage hacker in the US in 

an attem pt to buy stolen military software. Although he used several anonymous 

Hotmail accounts to send his emails, Ibrahim alw ays accessed the Net from an Internet 

service provider in N ew  Delhi. He approached m em bers o f  various cracking teams, 

including the Masters o f  D ownloading, the Noid, and MilwOrm, looking for sensitive 

information. M em bers o f  the cracking group N oid  said that Ibrahim asked them for 

help gaining access to the SIPRN ET, the Pentagon's secure Internet protocol network 

used for the exchange o f  classified information and email by the military and 

intelligence communities. In one transcript o f  an Internet chat conversation between 

Ibrahim and crackers, Ibrahim threatens to have the youths killed if they reported him 

to the FBI. In the event, it appears that almost all o f  Ibrahim's efforts to buy information 

were rebuffed (M cK ay 1998b).

Finally, it is important to keep in mind that removal o f  technical information 

from public Web sites is no guarantee o f  safeguarding it. In essence, this effort is akin 

to ‘closing the barn door after the horse has bolted .’ Intelligence and technical data 

obtained by terrorist operatives prior to 9/11 can be archived, stored and distributed 

surreptitiously irrespective o f  governm ent or private attempts to squelch its presence on 

the Internet in 2005. Indeed, these materials can be loaded onto offshore or other 

international Web servers that cannot be affected by US legislation, rendering any 

attempt to halt their spread outside the reach o f  A m erican law enforcement (Tibbetts 

2002, 17). This point is made in a recent Rand report whose authors believe that the 

threat posed by open source data is small. The 2004 report advises that federal officials 

should consider reopening public access to about three dozen Web sites withdrawn 

from the Internet after the 9/11 attacks because the sites pose little or no risk to US

IRC is a text-based  network w here real world identities are routinely concealed  or forged. IRC 
'con versa tion s’ are logged , but transcripts are easily  tam pered w ith and are therefore unreliable.

H arkat-ul-Ansar is on the State Departm ent's list o f  FTOs.
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national security. Baker et al report that the overwhelming majority o f  federal Web 

sites that reveal information about airports, power plants, military bases and other 

potential terrorist targets need not be censored because similar or better information is 

easily available elsewhere. Rand's National Defense Research Institute identified 629 

Internet-accessible federal databases that contain critical data about specific locations. 

The study, conducted between mid-2002 and mid-2003, found no federal sites that 

contained information a terrorist would need to launch an attack. It identified four 

databases where restricting access probably would enhance national security; none 

remain available to the public. These included two Web sites devoted to pipelines, one 

to nuclear reactors, and one to dams. The researchers recommended that officials 

evaluate sixty-six databases with some useful information, but they did not anticipate 

restrictions would be needed, because similar or better data could be easily obtained 

elsewhere (Baker et al 2004a & 2004b).

OTHER TYPES OF USE

So far this chapter has focused on terrorists’ use o f  the Internet as a facilitator o f  their 

activities. This section will provide a brief introduction to both terrorist misuse o f  the 

Net and their offensive use o f  same.

Misuse

The term ‘misuse’ refers to using the Internet to disrupt or compromise Web sites or 

infrastructure. Its purpose is disruption, and it is usually undertaken by hackers or 

hacktivists. The ‘m isuse’ category is obviously a very large one, so the comments here 

are restricted to misuse carried out in conjunction with terrorist groups or activities.

A number o f  US government agencies have pointed to an ‘e-mail bombing’ by 

the Tamil Tigers as the first known act o f  cyberterrorism. The ‘bom bing’ consisted o f  

about 800 e-mails a day for approximately two weeks. The messages read “We are the
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Internet Black Tigers and w eT e  doing this to disrupt your com m unications.” William 

Church, a former US A rm y intelligence officer, observed that

The Liberation Tigers o f  Tamil Eelam are desperate for publicity and they got 

exactly what they w an ted .. .C onsidering  the routinely deadly attacks com m itted 

by the Tigers, i f  this type o f  activity distracts them from bom bing and killing then 

[1] would like to encourage them, in the nam e o f  peace, to do more o f  this type of 

‘terroris t’ activity (as quoted in Denning 2001b).

Instead o f  an act o f  cyberterrorism, the Tigers ‘b om bing’ campaign is m ore accurately 

described as terrorist misuse o f  the Net. “ It w as e-mail attacks. That is harassment, that 

is not terrorism ” (Borland 1998).

In M ay 2001 ‘cyberterrorism ’ reared its head once again when supporters o f  the 

terrorist group Laskar Jihad (Holy War Warriors) hacked into the websites  o f  tne 

Australian embassy and the Indonesian national police in Jakarta to protest against the 

arrest o f  their leader. The hackers intercepted users logging on to the Web sites and 

redirected them to a site contain ing a warning to the Indonesian police to release J a ’far 

U m ar Thalib, the g roup’s leader. 7’halib was arrested in connection with inciting hatred 

against a religious group and ordering the m urder o f  one o f  his followers. A ccord ing  to 

police, the hackers, the self-styled Indonesian M uslim Hackers M ovem ent, did rot 

affect police operations w hile the Australian em bassy said the hackers did not sabotage 

its Web site, but only directed users to the other site (A nonym ous 2001).

Num erous instances o f  m isuse were evidenced in the w ake o f  the 9/11 attacks. 

A group o f  Muslim hackers who attacked the Web site o f  a group o f  pro-US hackers 

indicated they stood by Bin Laden, even as they condem ned the 9 /1 1 attacks. “Osama 

Bin Laden is a holy fighter and w hatever he says m akes sense,” the group  know n as 

G Force  Pakistan wrote on the defaced site. The group also posted w arnings that it 

p lanned to hit major US and British military W eb sites and claimed to have “som e very 

high confidential US data,” which it threatened to reveal to officials o f  Al-Qaeda 

should the US fail to meet several dem ands including the removal o f  US troops from 

Saudi Arabia and the cessation o f  bom bing in Afghanistan. A nother  GForce

142



defacem ent contained similar sentiments and  included images o f  badly mutilated 

children who, the group claimed, had been killed by Israeli soldiers (D enning  2001a; 

NIPC 2001c). G Force also proclaimed an ‘A l-Q aeda  Alliance O n line ,’ other m em bers 

o f  the ‘a ll iance’ included the Anti-India C rew  (AIC) and Pakistan H ackerz Club. In 

early D ecem ber 2001, AIC breached five Internet servers operated by the US General 

Accounting Office. The com prom ised system s included two servers that handle the 

accounting o ff ice ’s e-mail, as well as a file transfer system and two Web servers. The 

agency’s main site was not affected*'”̂ (N IPC  2001a). O ther US W eb sites, including 

those o f  World Trade Services, the National O cean ic  and A tm ospheric  Agency, and the 

National Institute o f  Health were also defaced in the aftermath o f  9 /1 1.

...And Offensive Use

The term ‘offensive u se’ refers to using the Internet to cause destruction and/or engage 

in theft. Its purpose is e.xploitative. For instance, in N ovem ber 2000 an attack 

originating in Pakistan was carried out against the Am erican Israel Public Affairs 

Committee, a US lobbying group. The g ro u p ’s site w as defaced with anti-Israeli 

com m entary ."^  The attacker also stole some 3 .500  e-mail addresses and 700 credit card 

numbers, sent anti-Israeli diatribes to the addresses  and published the credit card data 

on the Internet. The Pakistani hacker who took  credit for the crack, the self-styled Dr. 

Nuker, said he w as a founder o f  the Pakistani Hackerz Club, the aim o f  which was to 

“hack for the injustice going around the globe, especially with [i/c] M uslim s” 

(Schwartz 2000).

' '■* For m ore inform ation on tiiese and other hack attacks conducted in the w ake o f  the terrorist attacks in 
New Y ork and W ashington, see ISTS 2001.

The defacem ent m ay be view ed online at 
hltD:/%w'vv.attrition .org/m irror/attrition/20Q 0/11.02/\vw\v.aipac .o rg /.
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FIGHTING BACK

At the beginning o f  this chapter, Charles Sw ett’s 1996 Internet assessm ent was 

mentioned. In that docum ent Swett suggested, as more foreign officials, military 

officers, business people, and journalis ts  got e-mail addresses, the Internet could be 

used as a m edium  for psychological operations campaigns. The Internet, he said, could 

rapidly convey the official governm ent perspective on a host o f  important issues to a 

wide and influential audience. To date, however, most official government Web sites 

are limited to routine public affairs w hereas it is com m onplace on the Web to see public 

d ip lom acy conducted on b eh a lf  o f  a host o f  political dissenters, including terrorists. 

N onetheless, use o f  the Internet is a double-edged sword for terrorists. They are not the 

only groups ‘opera ting’ the Net (Rogers 2002, 191), which can act as a valuable 

instrumental pow er source for anti-terrorist forces also. The more terrorist groups use 

the Internet to move information, m oney, and recruits around the globe, the more data 

that is available with which to trail them. (Although, it must be said, the practical 

difficulties o f  collecting and exploiting that data are probably greater than commonly 

understood). Since 9/11 a num ber o f  groups have undertaken initiatives to disrupt 

terrorist use o f  the Internet, although a small num ber o f  such efforts were also 

undertaken previous to the attacks. Law enforcement agencies have been the chief 

instigators o f  such initiatives, but they have been jo ined  in their endeavours by other 

governm ent agencies as well as concerned individuals and various groups o f  

hacktivists.

The Role o f Law Enforcem ent and Intelligence Agencies

Investigators turned to Internet tools in their investigation o f  the 9/11 attacks as never 

before. What role did the Internet play in the investigation o f  the attacks? Importantly, 

what could be done online to track the group depended in large part on what the group 

did online. In a briefing given in late Septem ber 2001, FBI Assistant Director Ronald
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Dick, head o f  the United States National Infrastructure Protection Center (NIPC),"^ 

told reporters that the hijackers had used the Net, and “used it well.”

In the immediate aftermath o f  the 9/11 attacks US federal agents issued 

subpoenas and search warrants to just about every major Internet company, including 

America Online, Microsoft, Yahoo, Google, and many smaller providers. It is known 

that the hijackers booked at least nine o f  their airline tickets for the four doomed flights 

online at least two to three weeks prior to the attacks. They also used the Internet to 

fmd information about the aerial application o f  pesticides. Investigators have in their 

possession hundreds o f  e-mails linked to the terrorists in English, Arabic and Urdu. The 

messages were sent within the United States and internationally. According to the FBI, 

a number o f  these messages include operational details o f  the attacks. Some o f  the 

hijackers used e-mail services that are largely anonymous— Hotmail, for example—and 

created multiple temporary accounts. A number o f  them are known to have used public 

terminals, in libraries and elsewhere, to gain access to the Net, whereas others used 

privately owned personal or laptop computers to do so (Cohen 2001; Fallis & Cha 

2001, A24; O^Brien 2001, 52).

Also in the immediate aftermath o f  9/11. the FBI were involved in the official 

closure o f  what appears to be hundreds—if not thousands—o f  Internet sites. For instance, 

several radical Internet radio shows, including IRA Radio, A l Lewis Live and Our 

Americas, were pulled by an Indiana ISP in late September 2001 after the FBI 

contacted them and advised that their assets could be seized for promoting terrorism. 

The New York-based IRA Radio was accused o f  raising funds for the Real IRA. The 

site contained an archive o f  weekly radio programmes said to back the dissident Irish 

republicans (Cobain 2001, 8). The archive o f  political interviews from the programme 

A l Lewis Live, hosted by iconoclastic actor/activist L ew is ," ’ drew some 15,000 hits a 

day. Our Am ericas  was a Spanish-language programme about rebels in Latin America

The CHnton adm inistration spearheaded the first m ajor U S effort to upgrade com puter security  in 
governm ent and bu siness against cybercrim e. President B ill C linton issu ed  an order in M ay 1998  
estab lish ing the N ational Infrastructure Protection C enter, a collaboration betw een  law  en forcem en t, 
military, and in te lligen ce  organizations to increase d e fe n se s  against com puter crim e. T he cen ter a lso  
d evelop ed  an inform ation-sharing network w ith major industrial sectors.

Form erly Grandpa on the 1960s hit T V  sh o w  ‘The M unsters’ !
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118(Kornblum 2001, 3D). Others voluntarily purged sites perceived as terrorist. For 

example, Yahoo! pulled dozens o f  sites in the J ihad  Web Ring, a coalition o f  55 jihad-  

related sites, while Lycos Europe established a twenty-person team to monitor its Web 

sites for illegal activity and to remove terrorist-related content (Gruner & Naik 2001; 

Scheeres 2001b).

Intelligence Gathering

The bulk o f  this chapter has been concerned with showing how the Internet can act as a 

significant source o f  instrumental power for terrorist groups. Use o f  the Internet can 

nonetheless also result in significant undesirable effects for the same groups. First, 

unless terrorists are extremely careful in their use o f  the Internet for e-mail 

communication, general information provision, and other activities, they may 

unwittingly supply law enforcement agencies with a path direct to their door. Second, 

by putting their positions and ideological beliefs in the public domain, terrorist groups 

invite opposing sides to respond to these. The ensuing w'ar o f  w'ords may rebound on 

the terrorists as adherents and potential recruits are drawn away (Soo Hoo, Goodman & 

Greenberg 1997, 140). Perhaps most importantly, however, the Internet and terrorist 

Web sites can serve as a provider o f  open source intelligence for states’ intelligence 

agencies, in 1996, Swett noted: “The Internet is a potentially lucrative source of 

intelligence useful to the DOD. This intelligence can include...information about the 

plans and operations o f  politically active groups.” Swett even foresaw the Internet 

being used for counter-intelligence, although he added a cautionary note that if it 

became known that the DOD was monitoring the Internet for intelligence or counter

intelligence purposes, then Internet users might start to post false information, and “our 

analysis function would need to account for this.”

Swett’s predictions about the intelligence gathering opportunities provided by 

the Internet have proved accurate. Although spy agencies are loath to publicly admit it.

A1 Lew is Live can still be heard on Pacifica R adio in the U nited States. The IRA Radio site was 
allow ed back online in M arch 2002 at http:/Avw w.irarad io .com . H ow ever, it appears to  have closed down 
again som e tim e after February 2003. Site archives are available via the internet A rchive. The o ther sites 
m entioned rem ain offline.
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it is generally agreed that the Web is playing an ever-growing role in the spy business. 

According to the 9/11 Commission’s S ta ff  Statem ent No. 11, “open sources—the 

systematic collection o f  foreign media--has always been a bedrock source o f  

information for intelligence. Open source remains important, including among terrorist 

groups that use the media and the Internet to communicate leadership guidance” (2004, 

9). By the 1990s the US government’s Foreign Broadcast Information Service (FBIS) 

had built a significant translation effort as regards terrorism-related m e d i a . T h u s  

many now believe that terrorists’ presence on the Internet actually works against them. 

“A lot o f  what we know about al-Qaida is gleaned from [their] websites,” according to

Steven Aftergood, a scientist at the Federation o f  American Scientists in Washington,
1 " ^ 0D.C., and director o f  the nonprofit organization's Project on Government Secrecy. " 

“They are a greater value as an intelligence source than if they were to disappear” (as 

quoted in Lasker 2005). For example, Web sites and message boards have been known 

to function as a kind o f  early warning system. Two days before the 9/11 attacks, a 

message appeared on the popular Dubai-based Alsaha.com discussion forum 

proclaiming that “ in the next two days,” “a big surprise” would come from the Saudi 

Arabian region o f  Asir. The remote province adjacent to Yemen was where most o f  the 

nineteen hijackers hailed from (Bradley 2004). In another example, intelligence 

officials issued warnings in the days previous to the November 2003 attacks in Riyadh, 

Saudi Arabia that killed eighteen people and wounded 120 others. The warnings were 

allegedly based on information they obtained from anonymous postings on Arabic Web 

sites and other forms o f  Internet ‘chatter’ (Warner 2003).

Innovations such as the FBIS, while useful, do not tell the whole story, 

however.'^' The problem begins with the sheer volume o f  information floating about in 

cyberspace. According to the 9 /1 1 Commission’s S ta ff  Statement No. 9, prior to 9/11 

the FBI did not have a sufficient number o f  translators proficient in Arabic and other 

relevant languages, which by early 2001 had resulted in a significant backlog o f

An exam ple o f  open source intelligence that rem ained unacted upon w as the al-Q aeda interview  
conducted  by an Italian new spaper in 2000 in w hich the in terview ee stated that he and others w ere being 
trained as pilots to conduct kam ikaze attacks (V erton 2003, 177-178).

T he p ro jec t's  W eb site is online at http://vvw'w.Fas.org/sgp/.
For an analysis o f  pre-9/11 intelligence failures (fo r w hich the au thor blam es the C linton 

adm inistra tion) and the im pact o f  IT in the US in telligence com m unity, see C hapter Eight ( ‘Intelligence: 
S topping the N ext A ttack ') o f  V erton 's  B lack Ice (2003).
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1

untranslated intelligence intercepts. "  In addition, prior to 9/11, the F B I’s investigative 

activities w ere  governed by A ttorney  General Guidelines, first put in place in 1976 and 

revised in 1995, to guard against the m isuse o f  government power. The Guidelines 

limited the investigative m ethods and techniques available to FBI agents conducting 

pre lim inary  investigations o f  potential terrorist activities. In particular, they prohibited 

the use o f  publicly available source information, such as that found on the hiternet, 

unless specified criteria were present (2004, 8). These guidelines have since been 

m odified and terrorist Web sites are thought to be under increased surveillance since 

9/11, especially  by Western intelligence agencies (Verton 2003, 220). This task remains 

gargantuan, however; information gleaned from the N et must be corroborated and 

verified before it can be added to the intelligence mix. This requires significant input o f  

operatives and resources. A nd still intelligence agencies simply cannot m onitor the 

entire Internet all o f  the time as, for the present at least, this remains an impossible 

undertaking.

Technological Fixes

Given the above, it is unsurprising that many US officials and com m entators  are 

recom m ending  that any additional funds that become available to the intelligence 

agencies be spent on hum an intelligence capabilities, rather than new  technology. 

Others, how ever, are convinced that new technologies need to be developed and 

deployed in the tight against terrorism. They bemoan the fact that prior to 9/11, 

“ Signals intelligence collection against terrorism, while significant, did not have

I "’2 The shortage o f  qualified language specialists is an ongoing problem for US intelligence and law 
enforcement agencies. The 9/11 Com m ission’s S ta ff Statement No. 12 had this to say about the shortage 
and its impact upon the translation o f  intercepts: “ While highest priority cases are supposed to be 
translated within 24 hours, the FBI cannot translate all it collects. According to a recent report by the 
Department o f Justice Inspector General, ‘the FBI shortages o f linguists have resulted in thousands o f  
hours o f  audiotapes and pages o f  written material not being reviewed or translated in a timely m anner.’ 
The choice is between foregoing access to potentially relevant conversations and obtaining such 
conversations that remain untranslated. Despite the recent hire o f 653 new linguists, demand exceeds 
supply. Shortages o f  translators in languages such as Arabic, Urdu, Farsi, and Pashto remain a barrier to 
the FBI’s understanding o f  the terrorist threat” (2004, 4). The French authorities, on the other hand, are 
said to have separate translating units for the twenty Algerian dialects alone.
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sufficient funding within the N SA . The N S A ’s slow transform ation meant it could not 

keep pace with advances in te lecom m unica tions” (S taff  S ta tem ent N o. 11 2004, 10). 

A lthough D C S-1000--m ore com m only  know n as Carnivore--the F B I’s e-mail packet- 

sn iffer system has not been em ployed since 2002, Bureau officials have instead 

em ployed  com m ercially  available m onitoring applications to  aid in their investigations. 

A nd US law enforcem ent agencies are not the only ones em ploy ing  high-tech 

surveillance methods. The Pakistani authorities have m ade a num ber o f  significant 

terror-related arrests since 9/11, which have resulted from the interception o f  e-mail 

m essages. Intelligence agencies are also said to be deploying  the classic spy tactic o f  

establishing so-called ‘honey po ts ’ with a high-tech twist: in this case, setting up bogus 

W eb sites to attract those people they are seeking to m onitor (W arner 2003; see also 

Associa ted Press 2002). N um erous other technological fixes are also in the works.

For example, US com puter scientists are at work developing  optical character 

recognition software to scan Arabic docum ents, even handw ritten ones, for specific 

w ords  or phrases. It is hoped the software will expand access to both m odern  and 

ancient Arabic texts, while also acting as an aid in intelligence gathering. The 

researchers, at the University o f  Buffalo, have received $240,000  in funding from the 

federal Director o f  Central Intelligence Postdoctoral Research Fellowship Program  for 

the project, which will eventually  allow Arabic docum ents to be digitised and posted on 

the W eb (Thom pson 2005). “ The CIA is also partly funding research into surveillance 

o f  Internet chatroom s with a view  to creating “new  capabilities to com bat terrorism 

through advanced technology.” Researchers at the Rensselaer Polytechnic Institute in 

Troy, N ew  York, received funding for the developm ent o f  “a system to be deployed in 

the background o f  any chatroom  as a silent listener for eavesdropping...[w hich] could 

aid the intelligence com m unity  to d iscover hidden com m unities  and com m unication  

patterns in chatrooms without human intervention” (M cCullagh 2005; see also 

Associated Press 2004). With regard to Web sites, researchers in the D epartm ent o f  

Information Systems Engineering at Ben-G urion University o f  the N egev  in Israel, in 

collaboration with a colleague at the University o f  South Florida, reported in A ugust

T here are many sites offering  translation serv ices via the W eb. In term s o f  A rabic to  English 
translation , probably the best-know n site is A jeeb.com , w hich has been providing free m achine-based 
translation  services since 2001.
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2004 that they had developed a system that could identify ninety-five percent of 

Internet pages containing terrorism-related content. The experimental system is based 

on the recognition o f  patterns in texts with terror content, based on examples from 

existing Internet sites. It uses these patterns to identify ‘hits’ by surfers on other Web 

sites with similar characteristics, in order to locate users affiliated with terror 

organizations and new sites set up by terrorist elements, amongst other things (Dror 

2004; Elovici et a / 2004).

Other Innovations

It should be clear at this stage that the events o f  9/11 impacted intelligence and law 

enforcement agencies not just in the United States, but around the world. On this side 

o f  the Atlantic, MIS took the unprecedented step o f  posting an appeal for information 

about potential terrorists on dissident Arab websites. The message, in Arabic, was 

placed on sites that the authorities knew were accessed by extremists, including 

‘ Islah.org,’ a Saudi Arabian opposition site, and ‘Qoqaz.com,’ a Chechen site which 

advocated The message read:

The atrocities that took place in the USA on 11 September led to the deaths of 

about five thousand people, including a large number o f  Muslims and people of 

other faiths. MIS (the British Security Service) is responsible for countering 

terrorism to protect all UK citizens o f  whatever faith or ethnic group. If  you 

think you can help us to prevent future outrages call us in confidence on 020- 

7930 9000.

MIS were hopeful o f  eliciting information from persons on the margins o f  extremist 

groups or communities who were sufficiently shocked by the events o f  9/11 to want to 

contact the agency. The agency had intended to post the message on a further fifteen

H am burg resident Said Bahaji, a suspected accom plice o f  the 9/11 hijackers, w as on the m ailing  list o f  
‘Q oqaz.net’ (G runer & N aik  2001; Liu 2001, 62).
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sites know n to be accessed by radicals, but m any o f  these were shut down by the FBI in 

the afterm ath  o f  the attacks (Gruner & N aik  2001; N orton-Taylor 2001).

The events o f  9/11 prom pted num erous states’ intelligence agencies  to 

reappraise  their online presence. Since 2001, MIS has substantially enhanced its Web
. 10 S • ♦

site. “ T he evolution o f  the site from D ecem ber 1998 to the present is depicted in 

Figure 3.2. The new  site is divided into five m ajor sections. A section entitled ‘The 

T h rea ts ’ provides details on the current threats to UK national security, including a 

sum m ary  o f  the threat from international terrorism. A nyone with information they think 

m ight help protect national security is invited to contact the Service directly  via a 

secure page on the website in a section called ‘H ow  You Can H e lp ’. “ Expert advice to 

help businesses to protect them selves against security threats was added in A.pril 2004. 

T he new  ‘Security A dv ice’ is aimed principally at businesses and s ta ff  in organizations 

with responsibility  for the safety o f  others. It w as compiled by the Security Service 's 

N ational Security A dvice Center (N SA C), which works to protect key governm ent 

assets and businesses vital to the UK's Critical National Infrastructure. T he ‘A bout 

M IS’ section o f  the site contains a b r ie f  history o f  the service, it’s organizational 

structure, and other details. In February 2004 the Home Office announced additional 

funding for the Security Service to increase s ta ff  by fifty per cent in the next few years; 

there is a prom inent link to the site’s recruitment section from the top page. In order to 

build on the co-operation o f  the M uslim  com m unity , the site is also available in 

Arabic. (Additional languages will be added in due course).

A lso  in 2004, Israel’s M ossad spy agency launched a W eb site a im ed at 

recruiting s ta f f  Advertised vacancies ranged from com puter security specialists  to 

English-speaking waiters and agents for “special tasks.” The site, which is available in 

both H ebrew  and English and replaces a rudim entary single-page site, includes a short 

history o f  the agency, a mission statement, and an online em ploym ent application

T he inform ation is com plem entary to that provided on wvvw.hom eoffice .gov .uk 'terrorism . w h ich  is 
aim ed at the general public, and w w w .ukresiIience.inFo. w h ich  provides inform ation for em ergen cy  
planners and local authorities.
'■* In addition to the new  w eb form , anyone w ith  inform ation they w ant to pass on to the Security Serv ice  
can call the public telephone num ber 0 2 0  7 9 3 0  9 0 0 0  in confidence.
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127form. O bviously  as interested in gathering intelligence as in recruiting new  staff, the 

‘C ontact U s’ page invites users to submit “ information that could be useful” to the 

agency while prom ising to protect t ipsters’ anonym ity (Harris 2004).

O ther Agencies: Sanitising G overnm ent Sites

US governm ent Web sites were vital repositories o f  information for Internet users in the 

days and w eeks following the 9/11 attacks (see Table 3.3). The sites becam e important 

venues for those both directly and indirectly affected by the events o f  9/11, m em bers  o f  

the public w ishing to donate to the re lief efforts, and the various agencies’ own 

em ployees, som e o f  w hom  were victims o f  the attacks (or later o f  the anthrax scares) 

(see Pew 2002, 33-37).

While som e agencies were uploading information onto the Net. however, others 

were busy erasing information from their sites. To avoid providing information that 

might be useful to terrorists planning further attacks, federal agencies, as w'cli as some 

state and private Web page operators, took  large am ounts o f  material o f f  the Internet in 

the w ake o f  the 9/11 attacks. Som e o f  the erasures were voluntary; others were carried 

out following requests from US government departments. A s mentioned earlier the 

N uclear Regulatory C om m ission, which regulates Am erican nuclear pow er plants, 

closed its Web site down for a period following a request from the Department o f  

D efence that it do so. A lthough no other agency removed its entire site, pages were 

erased from the Web sites o f  the Departm ent o f  Energy, the Interior D epartm ent’s 

Geological Survey, the Federal Energy Regulatory C om m ission, the Environmental 

Protection A gency, the Federal Aviation Administration, the Department o f  

Transporta tion’s Office o f  Pipeline Safety, the National Archives and Records 

A dm inistration, the N A SA  Glenn Research Centre, the International N uclear Safety 

Centre, the Los A lam os National Laboratory, the Bureau o f  Transportation S ta tistics’ 

G eographic Information Service, and the National Imagery and M apping Agency

T he M ossad 's English language W eb site  m ay be a ccessed  at 
littp://vv'\vvv'.inossad. gov .il/M ohr/M ohrT opN av/M ohrE nizlish /M ohrA boutU s/.
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Figure 3.2 Evolution of MIS Web Site, December 1998 to December 2004
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(Dalglish, Leslie & Taylor 2002, 25; Pew 2002, 8-9; see also Baker et a l 2004).

What sorts o f  information was removed from the sites? The Environmental 

Protection Agency (EPA) removed thousands o f  chemical industry risk management 

plans dealing with hazardous chemical plants from its site. More sensitive information 

about ‘worst case’ chemical accidents is kept in special reading rooms located around 

the country. The Office o f  Pipeline Safety removed several pages, including those with 

maps that it said illustrated places where hazardous liquid pipelines flowed through 

unusually sensitive environmental areas. Department o f  Transportation officials 

removed pipeline mapping information as well as a study describing risk profiles o f  

various chemicals, while the Bureau o f  Transportation Statistics removed the National 

Transportation Atlas Databases and the North American Transportation Atlas, which 

environmentalists had used to assess the impact o f  transportation proposals. The Center 

for Disease Control and Prevention removed a Report cm Chemical Terrorism  that 

described industry’s shortcomings in preparing for a possible terrorist attack (Dalglish, 

Leslie, & Taylor 2002, 2; Gugliotta 2001, A29; Pew 2002, 8-9; Scheeres 2001b). Many 

o f  the agencies posted notices that the information had been removed because o f  its

Table 3.3 Increasing Use o f  Government-Related Web Sites Post 9/11

Site % Increase in Unique Visitors: 
Sept. 11-12

panynj.gov (New York/New Jersey Port 
Authority) 7,715%
disasterrelieforg (a disaster relief portal 
run by the Red Cross) 2,342%
redcross.org 1,494%
fbi.gov 1,306%
nyc.gov (municipal site) 787%
whitehouse.gov 433%
fema.gov (the federal disaster relief 
agency) 173%
cia.gov 129%
state.gov (US State Department) 83%
navy.mil 61%

Source: Pew Internet and American Life Project 2001 h, 8.
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1 ”̂ 8possib le  usefulness to terrorists. ‘

On 17 O ctober 2001, in a separate move to limit information available under US 

freedom  o f  information (F O l)  laws, A ttorney G eneral John Ashcroft ordered federal 

agencies  to review  more closely which docum ents  they release. The new  policy allows 

officials to w ithhold  information on any ‘sound legal basis .’ Under less stringent 

policies issued in 1993, agencies could only hold back information in order to prevent 

‘foreseeable harm .’ A shcroft cited the 9/11 attacks as reasons for the change, which 

will a lm ost certainly affect w hat docum ents are publicly available online from now  on 

thus con travening  the spirit o f  the Electronic FOl A ct o f  1996, which encouraged 

agencies to post information on their Web sites (Bridis 2001, A27; Dalglish, Leslie & 

Taylor 2002, 21-22).

States have been eager to follow in the footsteps o f  the federal governm ent in 

this regard. T he state o f  Florida now  prevents online access to information on crop 

dusters and certain d r ive r’s license information. T he state o f  N ew  Jersey removed 

chemical s torage information from the Net. and the state o f  Pennsylvania is w ithholding 

certain inform ation pertaining to the environm ent from N et users (Pew  2002, 9). In 

N ew  York, the d irector o f  the Office o f  Public Security, Jam es K. Kallstrom, and the 

d irector o f  the Office o f  State Operations, Jam es G. Natoli, sent a jo in tly  authored 

confidential m em orandum  to the heads o f  all state agencies requesting them to re

evaluate  all sensitive information they possessed. The m em orandum  directed agencies 

to rem ove all sensitive information from the Internet and to exem pt it from FOl 

disclosures. Kallstrom and Natoli defined sensitive information as ‘‘information related 

to systems, structures, individuals and services essential to the security, government, or 

econom y o f  the s tate” (Dalglish, Leslie & Taylor 2002, 28).

Senator Patrick Leahy o f  Vermont, a strong advocate o f  open government, 

w rote to the G eneral A ccounting  O ffice—the investigative arm o f  Congress—regarding 

A shcro ft’s order, that the new  m em orandum  replaces a policy that “ favored openness” 

and “encouraged  a presumption o f  d isclosure” with a policy that encourages denials

'■* The E lectronic Frontier Foundation m aintains a tally  o f  sites that have been shut dow n or restricted 
since 9 /1 1. T he EFF list is available at
http:/7vvw\v.eff.org,■•'Privacv/Surveillance/Terrorism /antiterrorism ch ill.h tm l. In addition, the N ational 
C oalition  A gainst C enso rsh ip 's  site  on ‘Free Expression A fter 9 /11 ' can be found at 
http://w\vvv.ncac .o rg /issues/freeex911 .h tm l.
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even when “there is doubt w hether an exemption applies” and there is “no foreseeable 

harm ” from disclosure (as quoted in Dalglish, Leslie & Taylor 2002, 21-22). However, 

survey data  suggests that the Am erican public are willing to give their governm ent 

considerable leeway in deciding what information may be provided on agency Web 

sites i f  officials argue that some information m ight be useful to terrorists: 69%  believe 

the US governm ent should do everything it can to keep information out o f  terroris ts’ 

hands, even if  that m eans that the public will be deprived o f  information that it needs or 

wants. S tem m ing from this, 67%  o f  A m ericans say that the government should remove 

information from its W eb sites that might potentially help terrorists, even if  the public 

has a right to access that information, in addition, two-thirds o f  the US public believes 

businesses and utility com panies should not put sensitive information on their Web 

sites.

Yet even as they concede a w illingness to cede non-disclosure pow ers to 

governm ent officials, a significant num ber o f  A m ericans are sceptical that erasing 

information from the Internet will m ake a difference in the fight against terrorism: 47%  

say that w ithholding or rem oving information from government Web sites will m t  

m ake a difference in battling terrorism, while 41%  believe that taking information o f f  

these sites m’HI hinder terrorists. Interestingly, a survey carried out in sum m er 2002 

found that ju s t  25%  o f  A m ericans (28%  o f  Internet users) were aw are that governm ent 

agencies had erased information from Web sites. Further, only 5%  o f  Internet users said 

they had noticed that information they expected to be available on a governm ent site 

was m issing (Pew 2002, 9-10).

Hackers and H acktivists

Hackers also took to the N et in the aftermath o f  the terror attacks, some to  voice their 

rage, others to applaud the attackers. A group calling them selves the Dispatchers 

proclaimed that they w ould  destroy W eb servers and Internet access in A fghanistan  and 

also target nations that support terrorism. The group o f  sixty people, led by a 2 1-year-
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1 ^ 9old security  w orker from Ohio, proceeded to deface hundreds o f  W eb  sites “ and 

launch Distributed Denial o f  Service (DoS) attacks'^'^ against targets ranging  from the 

Iranian M inistry o f  the Interior to the Presidential Palace o f  A fghanistan . A nother 

group, know n as Y oung Intelligent Hackers A gainst  T erro r (Y IH AT) c laim ed, in mid- 

O ctober,  to be negotiating with one European and one A sian  governm ent to ‘legalize’ 

the groups hacking activities in those states. The g ro u p ’s founder, Kim Schmitz, 

claim ed the group breached the systems o f  tw o  Arabic banks with ties to O sam a Bin 

Laden, although a spokesperson for the bank  denied any penetration had occurred. The 

group, w hose  stated mission is to impede the flow o f  m oney to terrorists, issued a 

s tatem ent on their W eb site requesting that corporations m ake their netw orks available 

to group m em bers for the purpose o f  providing the “electronic equivalen t to terrorist 

training cam ps.” Later, their public Web site w as taken offline, apparently  in response 

to attacks from other hackers''^' (D enning 2001 a, 1;N1PC 2001c).

N ot all hacking groups were supportive o f  the so-called ‘hacking w a r .’ On 14 

Sep tem ber 2001, the C haos C om pute r Club, an organization o f  G erm an hackers, called 

for an end to the protests and for all hackers to cease vigilante actions. They called 

instead for global com m unication  to resolve the conflict: “we believe in the pow er o f  

com m unication , a pow er that has always prevailed in the end and is a more positive 

force than hatred” (as quoted in Hauss & Samuel 2002). A w ell-know n group o f  

com puter  enthusiasts, known as Cyber Angels, who prom ote  responsible  behaviour, 

also spoke out against the hacking war. They sponsored television advertisem ents  in the 

US urging hackers to help gather inform ation and intelligence on those w ho  were 

partic ipating in this hacktivism (Hauss & Sam uels  2002; N IPC  2001). In any event, the 

predicted escalation in hack attacks (ISTS 2001) did not materialize. In the weeks

Web defacement is one o f  the most popular tools at the disposal o f  haci<ers. ‘Attrition.org,’ which at 
one tim e mirrored and collected statistics on defacem ents, recorded over 5,800 defacem ents in 2000, up 
from 3,700 in 1999. The group ceased collecting such data in May 2001 by which time over 5,300  
defacem ents had already taken place.

Distributed Denial o f  Service (D D oS) attacks are actions by distributed computers that prevent any 
part o f  another computer system from functioning in accordance with its intended purpose. D D oS attacks 
generally em ploy armies o f  ‘zom bie’ machines taken over and controlled by a single master to 
overwhelm  the resources o f  a target with floods o f  packets (ISTS 2001, 7 & 11).

The site was located at http://www.kill.net. This URL now takes one to Kim Schm itz’s homepage, 
also at http://www.kimble.ora. (Kimble is Schm itz’s nom de guerre). Schm itz’s site contains a brief flash 
m ovie detailing YIHAT’s ‘m ission .’
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following the attacks, Web page defacements were well publicized, but the overall 

number and sophistication o f  these remained rather low. One possible reason for the 

non-escalation o f  attacks could be that many hackers—particularly those located in the 

US--were wary o f  being negatively associated with the events o f  9 /1 1 and curbed their 

activities as a result.

It's never been all plain sailing for terrorist users o f  the Net, even prior to 9 /1 1. 

Their homepages have been subject to intermittent DoS and other hack attacks and 

there have also been strikes against their Internet Service Providers (ISPs) that have 

resulted in more permanent difficulties. In 1997, for example, an e-mail bombing was
13”̂conducted against the Institute for Global Communications (IGC), - a San Francisco- 

based ISP, hosting the V/eb pages o f  the Euskal Herria or Basque Countty Journal, a 

publication edited by supporters o f  the Basque group Homeland and Liberty (ETA). 

The attacks against IGC commenced following the assassination by ETA o f  a popular 

town councilor in northern Spain. The protestors wanted the site pulled from the 

Internet. To accomplish this they bombarded IGC with thousands o f  spurious e-mails 

routed through hundreds o f  different mail relays, spammed IGC staff and customer 

accounts, clogged their Web page with bogus credit card orders, and threatened to 

employ the same tactics against other organizations using IGC services. IGC pulled the 

Euskal Herria site on 18 July 1997, but not before archiving a copy o f  the site enabling 

others to put up mirrors. Shortly thereafter, mirror sites appeared on half a dozen 

servers on three continents. Despite this, the protestors e-mail action raised fears o f  a 

new era o f  censorship imposed by direct action from anonymous hacktivists. 

Furthermore, approximately one month after IGC pulled the controversial site o ff  its 

servers, Scotland Yard's Anti-Terrorist Squad shut down Internet Freedom's U.K. Web 

site for hosting the journal. Scotland Yard claimed to be acting against terrorism 

(Denning 1999, 270-71).'^^ The so-called ‘cyberwar’ that raged between Israelis and

O nline at http://wvvvv.igc.org/ia:c/gatewav/'index .h tm l.
For m ore inform ation on the e-m ail bom bing and IGC's response to  it see hltp:/7vv\vw.igc.apc .org/ehi/. 

A lso the press release issued by In ternet Freedom  UK in response to the shutting o f  their operations by 
Scotland Yard: http://\vvvw .fitug .de/debate/9709/m sg00018.htm l. The group 's W eb site is located at 
h tt p : //WWW. n et freed o m . o rg .
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Palestinians and their supporters in 2000 was a mere nuisance in comparison with such 

targeted and sustained campaigns.

Since 9/11 a number o f  Web-based organizations have been established to 

monitor terrorist Web sites. One o f  the most well-known o f  such sites is Internet 

Haganah,'^^ self-described as “an internet counterinsurgency.” Also prominent is the 

Washington DC-based Search for International Terrorist Entities (SITE) Institute'^^ 

that, like Internet Haganah, focuses on Islamic terror groups. Clients o f  S lTE’s fee- 

based intelligence service are said to include the FBI, Office o f  Homeland Security, and 

various media organizations. But what are the goals o f  these private organizations? 

SITE is a for-profit concern while Internet Haganah survives on donations and 

advertising revenue. SITE's co-founder and director, Rita Katz, has commented: “It is 

actually to our benefit to have some o f  these terror sites up and running by American 

companies, i f  the servers are in the US, this is to our advantage when it conies to 

monitoring activities” (as quoted in Lasker 2005). While Aaron Weisburd, who runs 

Internet Haganah out o f  his home in Southern Illinois, says his goal is to keep the 

extremists moving from address to address: “The object isn't to silence them—the object 

is to keep them moving, keep them talking, force them to make mistakes, so we can 

gather as much information about them as we can, each step o f  the way” (as quoted in 

Lasker 2005; see also Bunt 2003, 24 & 93). On the Haganah Web site, the mark of 

victory is a little blue graphic o f  an AK-47 assault rifle, each o f  which represents 

another terrorist Web site put out o f  commission (at least temporarily). Weisburd’s 

modus operandi is to first research a site, he then makes a ‘whois’ inquiry. If there is 

evidence o f  extremism, he contacts the hosting company and urges the host to remove 

the site from its servers. If successful, Internet Haganah may purchase the domain name 

so the address can never be used again. Since its inception in 2003, Internet Haganah 

has taken credit for or assisted in the shutdown o f  more than 600 sites it claims were 

linked to terror.

T he so -ca lled  ‘ Interfada’ is d iscussed  in Chapter Seven .
In H ebrew, ‘H aganah’ m eans defense. Internet H aganah is on lin e  at 

http:/7wvvw.haganah.org .il/h aganah/ind ex .htm l.
T he SITE W eb site is at http://w\vvv.site in stitu te .org /.
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CONCLUSION

Researchers are still unclear whether the ability to communicate online worldwide has 

resulted in an increase or a decrease in terrorist acts. It is agreed, however, that online 

activities substantially improve the ability o f  such terrorist groups to raise funds, lure 

new faithful, and reach a mass audience (Arquilla et al 1999, 66; Filler 2001, A l) .  The 

most popular terrorist sites draw tens o f  thousands o f  visitors each month. Obviously, 

the Internet is not the only tool that a terrorist group needs to ‘succeed.’ However, the 

Net can add new dimensions to existing assets that groups can utilize to achieve their 

goals as well as providing new and innovative avenues for expression, fundraising, 

recruitment, etc. At the same time, there are also tradeoffs to be made. High levels o f  

visibility increase levels o f  vulnerability, both to scrutiny and security breaches. 

Nonetheless, the proliferation o f  official terrorist sites appears to indicate that the 

payoffs, in terms o f  publicity and propaganda value, are understood by many groups to 

be worth the risks. Details o f  the contents, functioning, and effectiveness o f  these sites 

are provided in part three o f  this text. Before describing and analysing this most 

important aspect o f  terrorist Net use how'ever, Chapter Four explores the use o f  the 

Internet for secure terrorist communications.
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4
T e r r o r i s t  U se  o f  D ig it a l  

S t e g a n o g r a p h y : R e a l  o r  Im a g i n e d ?

I N T R O D U C T I O N

Perhaps when you were a child you used lemon ju ice  to write on paper then allow ed the 

paper to dry, which resulted in the d isappearance o f  your text. Your w riting would 

m agically  reappear on the apparently  blank sheet o f  paper w hen you heated it.'^^ This is 

an exam ple o f  s teganography: the science o f  secret writing or the art o f  hiding 

m essages within other messages.

“ S teg an o g rap h y .. .h as  until recently been the poor cousin o f  cryp tography” 

(Sellars 1999, 1). A lthough steganography is related to cryptography, they are not the 

same. The goal o f  s teganography is to hide the existence o f  a message; the goal o f  

cryptography is to scram ble a message so that it cannot be understood, although its 

existence m ay be detected (Karp 2002). The advantage o f  s teganography over 

cryptography is that it can be em ployed  to secretly transmit m essages without the fact 

o f  the transm ission being discovered. In fact, it is com m on for s teganographers to 

encrypt their h idden m essage before placing it in the cover message, although it should 

be noted that the hidden m essage does not have to be encrypted to qualify  as 

s teganography. A m essage can be in plain English (or any other language for that 

matter) and still constitute a hidden message. Nonetheless, those that em ploy 

steganography in their com m unications are generally careful to  m ake use o f  the extra 

layer o f  protection that encryption provides. This is because covert information is not

Many organic fluids, including urine, behave in this fashion because they are rich in carbon and 
therefore char easily (Singh 2001, 10).
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necessarily secure, just as secure information is not necessarily covert (Cochran 2000, 

15).

Steganography hit the headlines when, between February and July 2001, USA

Today reported that terrorists were using steganography to hide their communications
1from law enforcement agencies. According to the articles’ author, Jack Kelley, the 

messages were being hidden in images posted on the Internet. Kelley gave the example 

o f  images posted on the Internet auction site eBay. Very little evidence to substantiate 

these claims was provided in the newspaper articles; nonetheless, in the wake o f  9/11, 

media outlets worldwide picked up the story.

This chapter explores the plausibility o f  widespread terrorist use of 

steganography and concludes that in a similar fashion to the cyberterrorist threat image 

described in Chapter Two, Kelley’s articles initiated the rapid emergence o f  a 

“consensual interpretation” (Kern et al 2003, 81) of steganography as a tool o f  

terrorists, which ultimately became uncritically taken for granted by politicians, 

journalists, scholars, and the wider public. This chapter investigates how and why such 

a one-sided frame met with such rapid and widespread success while also contributing a 

number o f  reasons for reappraising same. The chapter is divided into five sections, in 

an effort to raise the level o f  discussion on this issue that has taken place thus far, 

section one details the historical background to steganography, while section two 

outlines some o f  the technical details pertaining to digital steganography. The third 

section describes the alleged use o f  steganography by terrorists as reported in 

newspapers and magazines, while the situating o f  Jack Kelley as an information 

entrepreneur who was later removed from his position at USA Today due to 

irregularities in his reporting is also at issuance here. Steganalysis is the science o f  

detecting hidden messages and is one o f  the reasons why terrorists might be unwise to 

use steganography to conceal their communications; this process and its efficacy are 

described and discussed in section four. Finally, section five is devoted to an analysis o f  

alternative methods o f  clandestine communication via the Internet terrorists might 

employ instead. The basic argument advanced here is that terrorists are unlikely to be

“The tabloid USA Today is probably the best indicator for the general threat perception in the mass 
media” (Bendrath 2003, 54).
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em ploy ing  digital s teganography to facilitate secret intra-group com m unica tion  as 

Kelley and others have claimed. This is m ainly because terrorist use o f  digital 

s teganography is both technically  and operationally  implausible; terrorists  are therefore 

m ore likely to em ploy low-tech steganography, such as sem agram s and null ciphers, 

instead.

A BRIEF HISTORY OF STEGANOGRAPHY

Steganography m eans covered or secret writing  in G r e e k . I t  is a form o f  information- 

h iding that has a long and established pedigree. The earliest known exam ples  o f  

s teganography were recorded by the Greek historian H erodotus and date back to 

ancient times. The G reek  tyrant Histaeus w as  held prisoner by King Darius in Susa 

during the 5'^ century BC. Histaeus w anted to send a m essage to his son-in-law 

Aristagoras in Miletus, so he shaved the head o f  a s lave and tattooed a m essage on his 

scalp. When the s lave’s hair grew long enough to conceal the m essage/tattoo, he was 

d ispatched to M iletus (Singh 2001, 9).''^’̂ H erodotus provides us with another exam ple 

o f  s teganography from antiquity: the Greeks often com m unicated  by writing on wax- 

covered tablets; when the Greek, Demeratus, needed to secretly notify the Spartans that 

X erxes intended to invade Greece, he scraped the w ax o f f  o f  a tablet and w rote the 

m essage on the w ood underneath. He then recovered the w ooden  tablets with wax. On 

inspection, the tablets appeared blank and unused, thus ensuring that D em eratuses 

m essage remained undiscovered (Cochran 2000, 12; Sellars 1999, 4; Singh 2001, 8).

Invisible inks are not simply ch ildren’s playthings; they  have been a popular 

m ethod o f  chemical steganography for centuries. T he ancient R om ans w ould write 

between the lines o f  a text using invisible inks concocted  from such readily available 

substances as fruit ju ices ,  urine, and milk. In fact, invisible inks were used in military 

conflict as recently as World War 11 (Sellars 1999, 4; Singh 2001, 10).

C ryptography m eans 'secret w ritin g .’
A ston ish in g ly , this m ethod w as still used by so m e G erm an sp ies at the beg inn in g  o f  the tw entieth  

century.
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Gaspari Schotti was the author o f  the earliest booi< on steganography. His four 

hundred-page tome, entitled Schola Steganographica, was published in 1665. Schotti 

drew extensively upon the work o f  Johannes Trithemius (1462-1526), a German monk 

and early researcher in steganography and cryptography. Steganographic research 

continued to develop in the fifteenth and sixteenth centuries. Bishop John W ilk ins-  

later the master o f  Trinity College, Cambridge—devised a number o f  steganographic 

processes that ranged from coding messages in sheet music and string knots to invisible 

inks. Auguste K erckhoffs  Cryptographie Milifaire appeared in 1883 and was followed 

by Charles Briquet’s Les Filigraines (1907), a historical dictionary o f  watermarks 

(Cochran 2000, 11-12; Sellars 1999, 4-5).

It was during the twentieth century that steganography came into its own, 

however. The British employed Lord Robert Baden-Powell, the founder o f  the Boy 

Scout movement, as a scout during the Boer War (1899-1902). His job  was to record 

the location o f  Boer artillery positions. To avoid suspicion were he captured, Baden- 

Powell worked his maps into drawings o f  butterflies. On casual inspection the drawings 

appeared innocuous; how'ever, certain markings on the wings actually indicated the 

positions o f  enemy installations. World War 11 ushered in a period o f  intense research 

and experimentation in steganography and associated fields. Invisible inks were 

employed in the early war years; later, null ciphers (i.e. unencrypted messages) were 

used to convey secret messages. The null cipher, which had the appearance o f  an 

innocent message about everyday occurrences, was thought unlikely to arouse 

suspicion and therefore to be less prone to interception. Both Duncan Sellars and Gary 

Kessler give the example o f  the following message sent by a German spy during 

WWII:

Apparently neutral’s protest is thoroughly discounted and ignored. Isman hard hit. 

Blockade issue affects pretext for embargo on by-products, ejecting suets and 

vegetable oils.

Decoding this message (by lifting the second letter in each word) reveals the following 

secret text; Pershing sails from New York June 1 (Kessler 2004; Sellars 1999, 5-6).
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D ocum ent layout w as also used to conceal secret information: by m odulating the 

position o f  lines'"*' and w o r d s , m e s s a g e s  could be marked and identified, in addition, 

techniques such as w riting m essages in typew riter correction ribbon, and using pin 

punctures to m ark  selected letters were also popular (Sellars 1999, 6; Stallings 1998, 

27).

J. Edgar Hoover, the director o f  the FBI, dubbed the G erm an invention o f  the 

m icrodot “the e n e m y ’s m asterpiece o f  esp ionage” (D em bart  2001). M icrodots are 

photographs reduced to the size o f  a period, which have the clarity o f  standard sized 

typewritten pages. Using microdots, secret m essages could be photographically  reduced 

and affixed as the dot for the letter 'i' or other punctuation on any docum ent containing 

text. M icrodots  permitted the secret transm ission o f  large am ounts  o f  data, including 

technical draw ings and photographs. The existence o f  the m icro-dot was discovered by 

the Allies in 1941 on a typed envelope carried by a Germ an agent. At that time, fears 

about the transm ission o f  secret m essages were so intense that, in the United States, the 

international m ailing o f  postal chess games, knitting instructions, new spaper clippings, 

and ch ild ren’s draw ings were banned. It was also illegal to send cables requiring that 

specific types o f  flowers be delivered on a specific date, and eventually  the US and 

British governm ents banned international flower deliveries altogether (Byte 1997/8; 

Johnson  1995; Sellars 1999, 6).

During the 1980s, the then-British Prime Minister M argaret Thatcher becam e so 

angered at press leaks o f  cabinet docum ents  that she had the word processors in 

W estm inster p rogram m ed to encode m inis ters’ identities in the word spacing, so that 

those responsible for leaks could be identified (Anderson 1996, 39-40; Anderson & 

Petitcolas 1998, 474). M ore recently, the digital age has revolutionised steganography. 

in fact, according to some, the Internet has becom e the m odern version o f  the ‘dead 

d rop ,’ a slang term describ ing the location where Cold W ar-era spies left maps.

This is known as iine-shift coding. In this method, text lines are vertically shifted to encode the 
docum ent uniquely. This  method is probably the most visible text coding technique to the reader, 
how ever (see Sellars 1999, 7).
''*■ This is known as word-shift coding. In this method, code words are included in a document by 
shifting the horizontal locations o f  words within text lines, while maintaining the appearance o f  natural 
spacing (see Sellars 1999, 8).
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pictures, and other information, for collection by their handlers (Denning & Baugh

2001, 133; Kelley 2001a & 2001b).

DIGITAL STEGANOGRAPHY

The classic model for invisible communication in the modern scientific literature has 

been traced to G.J. Simmon, who in 1983 formulated it as the ‘Prisoners Problem.’ The 

scenario is this: Alice and Bob'**  ̂ are in jail, and wish to concoct an escape plan. 

However, all their communications pass through the warden, Willie; if Willie detects 

any encrypted messages, he will negate their plan by restricting them to solitary 

confinement. The upshot o f  this is that Alice and Bob must find some way o f  hiding 

their ciphertext in an innocent-looking covertext; they must establish a subliminal 

channel, in other words (Anderson 1996, 39; Anderson & Petitcolas 1998, 474; 

Katzenbeisser 2000, 17-19). Alicc could, for example, create a picture o f  a purple horse 

grazing in a red meadow and send this piece o f  modern art to Bob. i f  successful, Willie 

will have no idea that the colours o f  the objects in the drawing transmit information.

Computer-based (i.e. digital) steganography is a relatively new process. Its 

usefulness is based on two simple principles. The first is that the files that contain 

digitised images or sounds may be subtly altered without compromising their 

functionality. The second principle rests on the inability o f  minor changes in colour or 

sound quality to be distinguished by humans (Johnson & .lajodia 1998, 273). Digital 

steganography is usually based on randomness. There are many occurrences of 

randomness in computer-based information. Steganographic data can be hidden in this 

random information or noise. The merits o f  a steganographic method are judged on 

whether the addition o f  the steganographic data changes the randomness (Ballard et al

2002, 996; Davern & Scott 1996, 279).

In the field  o f  cryptography, com m unication  protocols usually in v o lve  tw o  fictional characters nam ed  
A lice  and B ob. T he standard convention  is to nam e the participants in the protocol a lphabetically  (Carol 
and D ave often  su cceed  A lice  and B ob in a m ulti-person protocol), or w ith a nam e w h o se  first character 
m atches the first letter o f  their role (e .g . W illie  the warden).
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Digital steganography schemes can be characterised using theories o f  

communication. The parameters o f  information hiding, such as the amount o f  data bits 

that can be hidden, the perceptibility o f  the message, and its robustness to removal can 

be related to the characteristics o f  communications systems: capacity, signal-to-noise 

ratio (SNR), and jam ming margin. The notion o f  capacity in digital steganography 

indicates the total number o f  bits hidden and successfully recovered by the stego- 

system. The SNR serves as a measure o f  detectability. In this context, the message one 

is seeking to conceal (i.e. the embedded signal) represents the information-bearing 

signal, and the cover image is viewed as noise. Contrary to typical communication 

scenarios where a high SNR is desired, a very low SNR for a stego-system corresponds 

to lower perceptibility and therefore greater success when concealing the embedded 

signal. The measure o f  jam ming resistance describes the level o f  robustness to removal 

or destruction o f  the embedded message, whether intentional or accidental (Marvel et al 

1998, 48).

All digital steganographic schemes/tools employ the same basic principles. Let 

us assume that one wishes to hide a secret message in an image: the message is 

embedded in a digital image by the stego-system encoder, which uses a key or 

password, the resulting stego-image is transmitted in some fashion over a channel (e.g. 

the Internet) to an intended recipient, where it is processed by the stego-system decoder 

using the same key (see Figure 4 .1). ' “̂'̂  During transmission, unintended or hostile 

viewers may monitor the stego-image, but they should observe only the transmittal o f  

the innocuous image without discovering the existence o f  the hidden message (Ballard 

et a l 2002, 998; Katzenbeisser 2000, 18-19; Marvel et al 1998, 49).

T he term inology em ployed here w as decided upon at the First International W orkshop on Inform ation 
H iding w hich w as organized by Ross A nderson and took place at C am bridge U niversity , UK, in 1996 
(see Pfitzm ann 1996, 347-350).
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Figure 4.1 Overview of Generic Steganographic Scheme*

C H A N N E LKey

C o v e r  I m a ge

M e s s a g e

E s t i m a t e  o f  M e s s a g e S t e g o - S y s t e m  D e c o d e r

S t e g o - S y s t e m  E n c o d e r

* Adapted from Marvel e! a l 1998, 50. See also Shin 2000, 19.

The possible covers for hidden messages are innocent looking carriers; in terms 

o f digital steganography, these w ill be images, audio, video, text, or some other 

digitally representative code, which w ill hold or cover the hidden information. A 

message is the information hidden and may be plaintext, ciphertext, images, or anything 

that can be embedded into a bit stream. Together the cover carrier and the embedded 

message create a stego-carrier. Hiding information may require a stego-key, which is 

additional secret information (e.g. a password) required for embedding the information. 

When a secret message is hidden within a cover image, the resulting product is a stego- 

image (Johnson &  Jajodia 1998, 275). According to Mercer et al, to be useful, a 

steganographic system/tool must provide a method to:

(a.) Embed data invisibly,

(b.) A llow  the data to be readily extracted,

(c.) Promote a high information rate or capacity, and

(d.) Incorporate a certain amount o f robustness to removal (Mercer et a l 1998, 49).
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The remainder o f  this section is concerned with data encoding in still digital images. 

This is because the media attention surrounding terrorist use o f  steganography has 

focused on the latter.

Image steganography has made great strides in recent times with the 

development o f  fast, powerful graphical computers. Images provide excellent carriers 

for hidden information and many different techniques and tools have been developed 

for just this purpose.''*^ These can be categorised into two groups: those in the Image 

Domain and those in the Transform Domain. Image domain tools encompass bit-wise 

methods that apply least significant bit (LSB) insertion and noise manipulation. These 

approaches are common in steganography and may be characterised as ‘simple 

systems.’ Typically, the image formats used in such steganography methods are 

lossless and the data can be directly manipulated and recovered. The transform domain 

grouping o f  tools include those that involve manipulation o f  algorithms and image 

transforms such as Discrete Cosine Transformation (DCT) and w'avelet transformation. 

These methods hide messages in more significant areas o f  the cover and may 

manipulate image properties (e.g. luminance). These techniques are generally far more 

robust than bit-wise techniques. However, a trade-off exists between the amount o f  

information added to the image and the robustness obtained. JPEG images use the DCT 

to achieve image compression (Johnson & Jajodia 1998, 276-277; see also Sellars 

1999, 9-13 & Wayner 1996, Ch. 9).

There are a large number o f  stego-tools freely available on the Internet: Neil 

Provos’ OutGuess is a universal steganographic tool that allows the insertion o f  hidden 

information into the redundant bits o f  data sources. It is freely available for download 

from http://www.out»uess.org/. Another freely available steganography tool is 

Spammimic, which is available for download from http://www.spammimic.com: this 

site, developed by Disappearing Cryptography (1996) author Peter Wayner, gives you 

access to a program that will encrypt a short message into spam (see Kessler 2004). 

Similarly, a program known as Snow hides information by adding extra white space at 

the end o f  each line o f  a text file or e-mail message. Steghide embeds messages in

To view  exam ples o f  'b e fo re ' and ‘a fte r' im ages (i.e. an im age contain ing  a h idden m essage and the 
sam e im age w ith no hidden data contained in it), see Johnson 1995; M arvel et al 1998, 58.
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.bmp, .wav, and .au files, while MPSStego does the same for MP3 files (McCullagh 

2001a). These tools are surprisingly easy to use (see Karp 2002). And it is precisely this 

ease-of-use that has led many people to view steganography as an ideal terrorist tool.

Basically, all a terrorist needs to do is choose a tool, ‘stego’ a message, and e-mail 

the message to a friend or post it to a publicly available site. Thereafter, an 

accomplice can retrieve this container message using the correct pass-phrase and 

the same software. Because steganography is not widely known, and 

technologically viable images are prolific on the Internet, it is very likely that the 

result image will go unnoticed as it reaches its destination (Ballard et al 2002, 

998).

STEGANOGRAPHY HITS THE HEADLINES

On 5 February 2001, an article penned by Jack Kelley and headlined ‘Terrorist 

instructions hidden online’ appeared in USA Today. In the article, Kelley claimed that:

Through weeks o f  interviews with US law-enforcement officials and experts, USA 

Today has learned new details o f  how extremists hide maps and photographs o f  

terrorist targets—and post instructions for terrorist activities—on sports chat rooms, 

pornographic bulletin boards and other popular Web sites...Officials and experts 

say the messages are scrambled using free encryption programs set up by groups 

that advocate privacy on the Internet. Those same programs can also hide maps 

and photographs in an existing image on selected Web sites. The e-mails and 

images can only be decrypted using a ‘private key’ or code, selected by the 

recipient.

The threat actor is thus immediately identified as all extremists, while their target is 

identified as not just the US, but also her allies. The blame is then indirectly laid on the 

privacy advocacy groups who posted the encryption programs allegedly used by the
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terrorists. Kelley goes on to quote Ben V enzke, special projects d irector for 

iDefense, a cyberintelligence company:

The operational details and future targets, in many cases, are hidden in plain v iew  

on the In terne t.. .O nly  the m em bers o f  the terrorist organisations, know ing  the 

h idden signals, are able to extract the information.

T he ev idence? A quote from CIA Director George Tenet, which does not m ention 

steganography:

To a greater and greater degree, terrorist groups, including Hezbollah, H amas, and 

bin L ad en 's  al Qaida group, are using computerised  files, e-mail, and encryption
1 • • 147to support their operations.

T he next day, 6 February, Kelley followed up with ‘Terror groups hide behind 

W eb encryption .’ As in the first article, the pornography industry is implicated here 

also:

Hidden in the X-rated pictures on several pornographic Web sites and the posted 

com m ents  on sports chat room s m ay lie the encrypted blueprints o f  the next 

terrorist attack against the United States or its allies.

The evidence? A quote from the FBI Director, Louis J. Freeh, which once again 

m akes no m ention o f  steg:

U ncrackable encryption is allowing terrorists—Hamas, Hezbollah, al Q aida and 

o thers—to com m unicate  about their criminal intentions without fear o f  outside

In B ritain , Foreign Secretary Jack Straw  provoked a storm  o f  protest by suggesting  on the BBC  that 
the m edia and civil liberties cam paigners had paved the w ay for the terror attacks on A m erica by 
advocating  free speech and favoring publicly  available encryption.

From  a docum ent Tenet w rote to the US Senate Foreign R elations C om m ittee in M arch 2001.
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in tru s io n .. .T h ey ’re thwarting the efforts o f  law enforcem ent to detect, prevent
148and investigate illegal activities.

Later in the same article, Kelley identifies a num ber o f  locations for online terrorist 

activities, am ongst them regions with little or no public Internet access:

... [E]ncryption has becom e the everyday tool o f  M uslim  extremists in 

A fghanistan, Albania, Britain, Kashmir, Kosovo, the Philippines, Syria, the 

USA, the West Bank and Gaza and Y emen, US officials say (Kelley 2001b).

He follows up by insisting that education about online encryption techniques are 

com ponents  o f  terrorist training courses provided in Afghanistan and Sudan (Kelley 

2001 b).'*’'̂

Six months later, in July 2001, Kelley penned a further article entitled ‘Militants 

wire Web with links to j ih ad .’ A ccording to Kelley

M uslim groups are increasingly turning to the Internet to carry on their jihad ,  or 

holy war, against the W es t . . .T h e  groups use Web sites to plan attacks, recruit 

m em bers  and solicit donations with little or no chance o f  being caught by the FBI 

or other law enforcement ag en c ies . . .M o s t  o f  the information on the Web sites is 

written in Arabic and encrypted, or scrambled. The encrypted data is then hidden 

in digital photographs, which m akes it difficult, i f  not impossible, to find or 

re ad . . .T h e  groups regularly change the addresses o f  their Web sites to confound 

officials.

It will be noticed that the threat actor has morphed from the am orphous category 

“extrem ists” to “ M uslim groups” and jihadists. it is in this article that Kelley charges 

that al-Q aeda operatives have sent “hundreds o f  encrypted m essages that have been

F reeh ’s testim ony w as given during a ciosed-door hearing on terrorism  before a Senate panel in 
M arch 2001.

A lthough it is worth pointing out that e-m ail, because it uses very little bandw idth , is particularly  
suitable for com m unication in areas w ith slow  Internet connections and low -grade infrastructure (D ahan 
& Sheffer 2001, 96).
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hidden in files on digital photographs on the auction site eBay.com.” This article differs 

from the first two not just in its focus on Islamic militants, but also because it contains 

the first use o f  the term steganography by Kelley. According to the article

US officials say that azzam.com contains encrypted messages in its pictures and 

texts--a practice known as steganography. They say the hidden messages contain 

instructions for al-Qaeda’s next terrorist attacks. Mathematicians and other 

experts at the National Security agency at Fort Meade, Md., are using 

supercomputers to try to break the encryption codes and thwart the attacks.

The remainder o f  the article details the (freely available) contents o f  a number o f  

Islamist Web sites.

Sandor Vegh describes this series o f  articles as “one o f  the most spectacular and 

edifying examples o f  threat reporting [in the] offensive against the free use o f  online 

encryption” (2002, 10). Approximately three months later, shortly after the attacks o f  

9/1 1, the ABC News show Primetime dutifully revived the rumour, essentially claiming 

that it had been substantiated, though no evidence was produced. A stegged photo was 

shown, but it was a demo, not in any way associated with terrorism (see Ross 2001). 

Shortly afterwards an Associated Press article entitled ‘Bin Laden’s cybertrail proves 

elusive’ appeared in USA Today. This article comes to rather different conclusions than 

those reached by Kelley and the producers at ABC. It’s opening line reads

Despite warnings from top government officials that terrorists would use exotic 

technology to communicate, suspected terrorist mastermind Osama bin Laden 

instead has used ‘no-tech’ methods, foiling efforts to track him, former US 

intelligence officials said.

in fact, according to this article, “ Bin Laden relies on human messengers, safe houses 

and close-knit groups such as family members to send out his directives.” Wayne 

Madsen, a former communications specialist for the National Security Agency, is 

quoted as saying, “This isn’t low tech. Y ou’d have to really call it no-tech” (see also
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Manach 2001). In contrast to Bin Laden, Madsen admits that the 9/11 hijackers might 

have communicated via the Internet. He points to their possible use o f  seemingly 

innocuous messages posted on Web sites. For example, some minor change to a Web 

site might indicate the launch date o f  an attack, because they knew it in advance (an 

issue that is discussed in more detail below).

The above notwithstanding, Kelley’s original allegations were picked up by 

Time Magazine. Adam Cohen, in his article ‘When Terror Hides Online,’ suggested 

that

A terrorist mastermind could insert plans for blowing up a nuclear reactor in, say, 

the nose o f  a puppy on a pet-adoption website. Operatives in the field, told which 

nose to look at, could then check for their marching orders. Steganography is a 

fast, cheap, safe way o f  delivering murderous instructions (Cohen 2001).

Cohen suggests that bin Laden’s followers may have learned o f  steganography “when it 

burst on the pop-culture scene in recent movies like Along Came a Spider." 

Controversy arose about Cohen’s article when Matthew Devost o f  the Terrorism 

Research Center charged that the writer had misrepresented him. It appears from the 

article that Devost believes that terrorists are using steganography on the Internet, but 

according to Devost; “ I do not think that terrorists are using steganography on the 

Internet and 1 articulated this belief very clearly to Mr. Cohen.

Finally, in October 2001, an article composed by Reuter’s staff, entitled 

‘Researchers: No secret bin Laden messages on sites,’ appeared in USA Today. That 

short piece detailed how computer science researchers at the University o f  Michigan 

had written a program to detect messages hidden inside photos on the Web. Peter 

Honeyman, scientific director o f  the University’s Center for Information Technology 

Integration, and graduate student Neils Provost, ran a cluster o f  workstations against 

more than 2 million images on popular Web sites such as eBay, and attacked the 

candidates with a dictionary o f  more than 1.8 million words. They were prompted to do

D evost’s comments are posted on his Web site at http:/''w\vvv.devost.net/archives/000036.htm l.
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so by Kelley’s original series o f  articles alleging that terrorists hide secret messages 

inside innocent-looking photos on the Web. They found nothing (see Provos & 

Honeyman 2001; also Manjoo 2001). This has not stopped some in the media pointing 

to terrorist use o f  steganography as a proven fact (see Friedman 2002; Lyman 2001; 

McGrory 2001, 11; Soloway, Nordland, Nadeau 2002). A 2003 headline in the New  

York Post read ‘9/11 Plot Hidden in E-Porn’ (Lathem 2003). And USA Today persists 

in revisiting the steganography issue. In August 2004, it published an article entitled 

‘Look closely: The picture may tell a story,’ which basically rehashed the newspaper’s 

original take on steganography as a “covert channel for terrorists around the world” 

without adding anything new (Berkowitz 2004).

Others are scathing; Ross Anderson o f  Cambridge University, an expert in 

information hiding, wrote a letter to The Times o f  London in which he questioned the 

motives o f  those “propagating this lurid urban myth.”

Perhaps the goal is to manufacture an excuse for the failure to anticipate the 

events o f  September 11*’’. Perhaps it is preparing the ground for an attempt at 

bureaucratic empire-building via Internet regulation, as a diversionary activity 

from the much harder and less pleasant task o f  going after al-Qaida. Perhaps the 

vision o f  bin Laden as cryptic pornographer is being spun to create a 

subconscious link, in the public mind, with the scare stories about child 

pornography that were used before September 11* to justify government plans for 

greater Internet regulation (Anderson 2001).

The argument that newspaper articles such as Kelley’s may be linked to government 

attempts at Internet regulation has been put forward by a number o f  commentators as 

the reason for the widespread take-up o f  the allegations contained in the USA Today 

series (see Leyden 2001; Rosenheim 1997, 170; Vegh 2002). The remainder o f  this 

chapter is concerned with describing and analyzing the arguments against widespread 

terrorist use o f  digital steganography, which are basically three in number. The first 

argument focuses on threat image reporting and its effects, and is related not just to 

Anderson’s comments above but also to the analysis o f  cyberterrorist threat images
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contained in Chapter Two. The second argument, which is closely linked to the first, 

relates not to the content o f  terrorism threat reporting, but to the originator o f  the 

reports, Jack Kelley. The final argum ent put forward here is som ew hat different: in 

seeking to rebut the assertions about the widespread take-up o f  digital steganography 

am ongst terrorists made by Kelley and others, the final argument is that terrorist use o f  

digital steganography is both operationally  unnecessary  and technically risky.

AGAINST TERRORIST USE OF DIGITAL STEG 

Jack Kelley as Issue Entrepreneur

How  a problem is fram ed/understood/defined “ involves alternative scenarios, each with 

its own facts, value judgem ents  and em otions” (Edelman as quoted in Livingston 1994, 

11), as illustrated throughout Chapter Two. How a particular problem is defined also 

resonates with practical political consequences. Steven Livingston has identified a 

num ber o f  these. With regard to  simplification o f  the environment, Livingston points 

out that focusing on specific problem origins eliminates other possible explanations and 

solutions, in fact, in a case like that o f  s teganography it is not clear that any ‘p rob lem ’ 

even existed before it was defined as such. The definition o f  this ‘p rob lem ’ then was 

very much linked to desired solutions. “ Constructions or definitions o f  problems do not 

necessarily  precede solutions. Rather, problem s are often constructed in ways which 

meet the requirem ents o f  desired solutions” (Livingston 1994, 11). The task for those 

w ho favour som e set o f  policies over others is to cast about for a problem likely to 

generate w ide fear and attach it to the favoured solution. In terms o f  investment o f  

authority finally, particular problem definitions invest authority in particular actors and 

ascribe a variety o f  deviant roles to others.

A pproaches, such as that outlined above, which conceive o f  political pow er as 

issue m anagem ent need not only  concern them selves with the mass m edia as a unitary 

actor, but m ay also benefit from analyses o f  the content o f  the reporting o f  individual 

issue entrepreneurs. “An issue entrepreneur is a group, administrative agency, or
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individual political actor.. .who encourages the adoption o f  a particular issue or issue 

definition rather than some other one” (Livingston 1994, 10). Clearly Jack Kelley acted 

as an entrepreneur with regard to the issue o f  terrorist use o f  steganography. It was his 

stories that first highlighted the possibility o f  the latter and, in the wake o f  9 /1 1, it was 

his stories that were repeatedly drawn upon to substantiate the claim that a link existed 

between terrorism and steganography. This is problematic for two related reasons: Jack 

Kelley was forced to resign from his position at USA Today in January 2004 when it 

was discovered that a number o f  his articles for the newspaper were based upon 

information ‘supplied’ by fabricated sources (Steinberg 2004). This is relevant because 

Kelley claimed that his articles about terrorist use o f  steganography were “based upon 

weeks o f  interviews with US law-enforcement officials” (2001a). However, not a single 

such official is identified by name in the articles which draw heavily upon information 

allegedly provided by “US Officials,” “officials and experts,” and “senior US law 

enforcement officials” (Kelley 2001a, 200b, 2001c). An alternative interpretation 

portrays Kelley as the dupe--willing or unwilling, it is not clear—o f  a campaign o f  

misinformation initiated by the US intelligence services (Manach 2001; McCullagh 

2001a; see also Deibert 2002, 122).

In any event, in his articles Jack Kelley defined digital steganography as a tool 

o f  terrorists and thus set up digital steganographic tools as potential threats to US 

national—and, indeed, international—security. Kelley thus played directly into the hands 

o f  those US lawmakers who favoured restrictions upon the widespread availability o f  

encryption and steganographic tools. Such sensational, high profile reporting o f  a threat 

as terrorist serves to build consensus, even active popular enthusiasm, for 

countermeasures that might have been questioned had the threat not been depicted as 

terrorist and therefore so immediate and so impervious to less sweeping restrictions. If 

particular problem definitions serve to rationalise and justify desired solutions, images 

o f  enemies serve to focus anxiety on a single dreaded object. Kelley focused in his 

articles on the activities o f  Islamic terrorists while also weighing in against the 

activities o f  privacy advocates and further invoking what is seen as one o f  the Internet’s 

major vices: pornography (see Manach 2001).
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When a problem is ‘securitized’ in tiiis fashion, this tends to lead to specific 

ways o f  addressing it: threat, defence, and often state-centred solutions (W sv er  1995, 

65). In fact, as Murray Edelman has noted, “A central function o f  some public 

administrative agencies is the publicising o f  narratives about threats remote from daily 

life, for these narratives create the rationale for intelligence organisations, national 

police agencies, and departments o f  defence” (as quoted in Livingston 1994, 10). The 

media may also collude in such processes, however (see Barstow & Stein 2005). As 

already mentioned, the events o f  9/11 resulted in renewed interest in the use of 

steganography and other encryption technologies online by terrorist organizations. On 

25 September 2001, an AB C  News article pointed the finger for the attacks directly at 

encryption technologies, the use o f  which allegedly prevented the NSA from continuing 

its eavesdropping on Osama bin Laden and his associates. More importantly, the article 

singled out the freely available encryption tool known as PGP (for ‘Pretty Good 

Privacy’) as the greatest concern for law enforcement (Vegh 2002, 12). The ABC  

posting followed a Washington Post report four days earlier about the overwhelming 

grief o f  Phil Zimmermann, the programmer who invented and made PGP freely 

available, for having put this powerful technology at the disposal o f  terrorists (Cha 

2001). Zimmermann later stated that he was seriously misquoted in the article and he 

never regretted PGP (Willan 2003). Moreover, there is no proof that PGP was actually 

used by the 9/11 terrorists.'^' Sandor Vegh thus accuses the media o f  twisting stories

toward supporting an agenda the administration was pushing, namely, a ban on 

encryption, or a backdoor built in the programs that would enable law 

enforcement to unlock the code if needed...[As such, Kelley’s stories were just] 

one piece o f  an elaborate government disinformation campaign aimed at vilifying

PGP has been used by other terrorists, how ever. In M ay 2 0 0 3 , for exam ple, Italian p o lice  se ized  at 
least tw o  handheld d ev ices from  Red B rigade m em bers that contained PG P-encrypted inform ation, 
w hich  w as thus rendered unavailab le to the authorities (W illan 2 0 0 3 ). On the other hand, Phil 
Z im m erm ann’s W eb site , h ttp ://w w w .philzim m erm ann .com . contains num erous letters o f  appreciation  
from  hum an rights organizations that have been able to defy  governm ent c lam p dow n s thanks to  PGP  
softw are.
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encryption, in particular, and the Internet, in general, in order to gain public 

consent for its control (2002, 12-13).'^“

The Internet and the abilities o f  intelligence officials to eavesdrop on e-mail and 

phone calls, w as supposed to help prevent attacks such as those that occurred in N ew  

Y ork and W ashington from ever com ing  to successful fruition. In the event they did not 

and, as a result, assum ptions about the role the Internet could play in fighting terrorism 

w ere  challenged. Investigators nevertheless relied on Internet tools in their investigation 

o f  the attacks as never before (Schw artz  2001). In two successive briefmgs, however, 

sen ior FBI officials stated that the agency had found no evidence that the hijackers used 

electronic encryption m ethods to com m unicate  on the Internet. A lthough many e-mail 

m essages sent to and from key m em bers  o f  the hijack team s were uncovered and 

studied, none o f  them , according to the FBI, used steganography. Evidence from 

question ing  terrorists involved in previous attacks, both in A m erica  and on Am erican 

interests abroad, and m onitoring their m essages revealed that they simply used code 

w ords to m ake their com m unications appear innocuous to eavesdroppers.'^^

Steganalysis

The third major argum ent against terrorist use o f  digital steganography is a technical 

one. S teganalysis, the science o f  detecting hidden messages and thence the science o f  

detecting  steganography, m akes terrorist use o f  digital s teganography tools risky. Just 

as a cryptanalyst applies cryptanalysis in an attempt to decode or crack encrypted 

m essages, the steganalyst is one w ho  applies steganalysis in an attem pt to detect the 

existence o f  hidden information (Johnson 2000, 80-81; Johnson &  Jajodia 1998, 275).

Though Vegh h im self points out that Wired magazine's contribution to the terrorism and 
steganography debate is more balanced than that o f  the daily newspapers. For example, in a February 
2001 article, tech journalist Declan McCullagh actually referred to suggestions that the discourse 
surrounding steganography is indeed fuelled by the government for a specific agenda: “Som e 
administration critics think that the FBI and CIA are using potential terrorist attacks as an attempt to 
justify expensive new proposals such as the National Homeland Security Agency or further restrictions 
on encryption and steganography programs” (M cCullagh 2001a; Vegh 2002, 14).

A number o f  authors persisted in claim ing the contrary despite the FBI statements. See, for example, 
Hosmer & Hyde 2003, 2.
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In cryptanalysis, portions o f the plaintext ( i f  it is available) and portions o f the 

ciphertext are analysed (see Singh 2001, 19-50). in steganalysis, comparisons are made 

between the cover object, the stego-object, and possible portions o f the message, in 

cryptography, the end result is the ciphertext; in steganography, the end result is the 

stego-object. With steganography, the hidden message may or may not be encrypted, as 

noted earlier, i f  it is encrypted, then cryptanalysis techniques may be applied to further 

understand the embedded message on its extraction (Johnson 2000, 81).

Different tools vary in their approaches for hiding information. Without 

knowing which tool has been employed and which, i f  any, stego-key has been used,

detecting the hidden information may become quite complex. However, some o f the

tools produce stego-images w'ith characteristics that act as signatures for the 

steganography method or tool used (Johnson 2000, 80; Johnson &  Jajodia 1998, 277). 

It has always been theoretically possible to produce a completely unbreakable code or 

completely secret channel, but only at considerable inconvenience. Steganography is 

not foolproof.

There are two methods o f attack on steganography: detection o f the embedded 

message and destruction o f the embedded message. Clearly detection defeats the goal 

o f steganography, which is to hide the existence o f an embedded message. Destruction 

advances a step further and prevents the intended recipient o f the message from

accessing the information contained therein.

Digital images provide excellent covers for hidden information. FJowever, 

distortions may occur as a result o f embedding information. Selecting the optimum 

combination o f steganography tools and covers is key to successful information hiding, 

images can become grossly degraded with even small amounts o f embedded

1 54 There are several problems that have arisen when it comes to steganalysis. Since it is a relatively new 
and growing field, all the problems have not quite been worked out. One o f  the biggest problems is 
getting a high number o f false positives. This can be attributed to the large amount o f  images and other 
kinds o f  media, and the wide range o f sources o f these files. A digital camera is a good example o f this. 
There are many different manufacturers o f digital cameras, and they all have several models. Between all 
the different models, from all the different manufacturers, there are over a hundred different formats, 
using different algorithms fo r compression. These images can be manipulated by the camera, or image 
editing programs on the computer. A ll o f  this editing and compressing makes it very d ifficu lt to 
determine a ‘normal’ format against which to compare other images. Monotone pictures and drawings 
also come up w ith high false positive rates. In addition, it is extremely hard to detect small messages o f 
fifty  bytes or less; the best results, for Stegdetect at least, stem from messages that are 150 bytes or more.
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information. This ‘perceptible noise’ can advertise the existence o f  hidden information. 

Characteristics o f  digital images that point to the existence o f  hidden information 

include unusual sorting o f  colour palettes, relationships between colours in colour 

indexes, or exaggerated ‘noise.’ One approach to identifying such patterns is to 

compare the original cover images with the stego-images and note visible differences. 

Minute differences are readily noticeable when comparing the cover and stego-images 

(Johnson 2000, 82). Ross Anderson dismisses most commonly used steganography 

tools as providing inadequate security. According to Anderson, there are three or four 

generations o f  Steganography software available; however, “The stuff you can 

download is first generation and easily defeated” (McCullagh 2001b).

Neil Johnson, whose work has been utilised extensively in this chapter, is one of 

a small but growing number o f  digital detectives working in the field o f  steganalysis.'^^ 

According to Johnson, his techniques have helped police to take into custody a suspect 

who raised suspicions after repeatedly e-mailing innocuous photographs to addresses 

that appeared to be o f  family members, without ever receiving any replies. "I identified 

the stego signature that law enforcement used to catch the guy," said Johnson. The US 

National Security Agency (NSA) and police agencies have underwritten Johnson’s 

research. In fact, the NSA certifies the Centre for Secure Information Systems’ 

graduate program at George Mason from which Johnson obtained his PhD, and the 

Pentagon funds related research at other institutions.

The United States military also maintains a keen interest in research into new 

steganography software and applications and the development o f  new steganalysis 

tools. The Naval Research Laboratory and the United States Air Force were parties to 

the fourth, fifth, and sixth annual information Hiding Workshops, which took place in 

Pittsburgh in 2001, in the Netherlands in 2002, in Toronto in 2004, and in Catalonia, 

Spain in 2005 respectively. WetStone technologies based in New York state have also 

made progress in a tool to detect steganography. Their Steganography Detection and 

Recovery Toolkit is being developed for the US Air Force Research Laboratory in

Steganalysis is a relatively young research field; few  articles on the subject appeared before the late 
1990s. Gary Kessler (2004) provides som e exam ples o f  currently available software that can detect the 
presence o f  steganography programs, detect suspect carrier files, and disrupt stegged m essages. Many 
more steganalysis programs are listed at http:/7w\vw.stegoarchive.com .



Rome, N ew  York. The goal o f  the toolkit is “to develop a set o f  statistical tests capable 

o f  detecting secret m essages in com puter files and electronic transmissions, as well as 

attem pting to identify the underlying steganographic m ethod .” The project arose out o f  

a study the Air Force com m issioned from W etStone on forensic information warfare in 

1998. At that time, the com pany was asked to identify technologies that the A ir Force 

needed to guard against and it highlighted steganography as one o f  these (M cCullagh 

2001b).

W etStone has also developed a com m ercially  available application know n as 

Stego Suite. The suite includes Stego Watch, Stego Analyst, and Stego Break. Stego 

Watch allows users to detect digital s teganography, or the presence o f  com m unications 

hidden in digital image or audio files, and can extract information that has been 

em bedded with some o f  the most popular s teganography tools using a dictionary  attack. 

Stego A nalyst is a full featured imaging tool that allows investigators to search for 

visual clues that s teganography has in fact been utilized in both image and audio tiles. 

Stego Analyst com bines with Stego Watch to allow individual suspect images to be 

visually e.xamined. In addition to visual clues, Stego Analyst gives users the ability to 

exam ine characteristics such as color palettes, hue, intensity, used colors, and their red- 

green-blue (RGB) values. Finally, Stego Break is an application designed to obtain the 

password that has been used on a file found to contain steganography. Currently, Stego 

Break can crack passw ords for JP Hide 'n Seek, F5, JSteg and Cam ouflage 

steganography em bedding  applications. This program continuously scans a w eb domain 

for the presence o f  hidden data. Stego Suite can be purchased from W etStone 

technologies for approxim ately  US$2,000. The other w ell-know n steganalysis tool is 

StegDetect, which w as developed by O utG uess  creator N iels Provos. It is capable o f  

detecting several different steganographic m ethods for em bedding  hidden information 

in JPEG  images. Currently, the detectable schem es are Jsteg, Jphide, Invisible Secrets, 

Outguess , F5 (header analysis), A ppendX , and Camouflage. StegDetect is available 

for free dow nload from the Internet.

Lastly, any cover can be m anipulated with the goal o f  disabling or destroying 

som e hidden information, w hether there is an em bedded message contained therein or 

not. While detecting the existence o f  a hidden message will save time in the d isabling
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phase by processing only those covers that contain hidden information, detection is not 

a bar to disablement. Consider the scenario mooted by Kelley in his July 2001 article: 

an individual wishes to covertly communicate by hiding messages in images on public 

Internet sites. Suppose all image files uploaded by this individual, say Alice, pass 

through some gateway, perhaps a computer server, which is under the control o f  Bob. 

Bob w'ants to automatically introduce noise into all image files passing through the 

gateway in order to disrupt any such covert communication. Bob need not examine the 

files individually to try to find hidden information. Rather, the disruption may be 

completely automated (Ettinger 1998, 321). So, reverting to Kelley’s assertion that 

terrorists are hiding instructions for attacks on sites such as eBay and, presuming that 

this were actually taking place, eBay and other similar sites would have at their disposal 

a fairly simple means o f  stamping out such practices. Terrorists ought therefore to 

utilise low-tech steganographic methods instead.

ALTERNATIVE SECURE COMMUNICATION METHODS 

Low-Tech Steg

There is ample evidence supporting the assertion that terrorists employ encryption on 

files stored on their computers’ hard drives and in their electronic communications. 

According to Denning and Baugh, some terrorist groups are employing high-frequency 

encrypted voice and data links to communicate with their state sponsors. They also 

state that Hamas is using encrypted Internet communications to transmit maps, pictures, 

and other details pertaining to terrorist attacks'^^ (Denning & Baugh 2001, 117; see also 

Jolish 2002). The FBI located encrypted files on the laptop computer o f  Ramsey 

Yousef, a member o f  the group responsible for the original attack on the World Trade 

Centre in 1994 and a Philippine airliner in late 1995. On decryption these files were 

found to contain information detailing further plans to blow up eleven US-owned

According to Denning and Baugh, the Israeli General Security Service believes that most o f  the data 
is being sent to the Hamas worldwide centre in Great Britain (2001, 117).
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commercial airliners in the Far East. Much o f  this information was also available in 

unencrypted documents, but successful decryption o f  electronic records can be 

important to an investigation. This was the case when .Japanese authorities seized the 

computers o f  the Aum Shinrikyo cult. Aum had stored encrypted information on the 

computers; the authorities were able to decrypt the files after finding the key on a 

floppy disk. According to Denning and Baugh, the files contained evidence that was 

crucial to the investigation (Denning & Baugh 2001, 120).

There have been a small number o f  reported cases o f  criminals using 

steganography to facilitate their crimes. For example, a credit card thief used it to hide 

stolen card numbers on a hacked Web page. He replaced bullets on the page with 

images that appeared the same, but that contained the credit card numbers, which he 

then offered to associates (Denning & Baugh 2001, 133; see also Libbenga 2004a). 

There is no substantiated evidence o f  terrorists employing the same techniques, 

hovvever.'^^ A majority o f  the media accounts detailing terrorist use o f  steganography 

draw heavily on the original unsubstantiated assertions made by Jack Kelley in USA 

Today. It has become an article o f  faith that bin Laden and his associates routinely
158communicate through stegged messages posted on pornographic Web sites. The 

following statement by US Army Lt. Gen. Joseph Kellogg Jr., Director o f  Command, 

Control, Communications, and Computers for the Joint Staff, is fairly representative: 

“They are hiding stuff in pictures and embedding them in places we can’t get to...like 

porn sites” (Caterinicchia 2003). Which raises the question, if you cannot get to them, 

how you know they’re there? By reading USA Today perhaps?

To date, the only com m ent from a government official implying a direct connection between terrorists 
and digital steganography has com e from an unnamed source formerly connected to the French Ministry 
o f  D efence. The source, as noted in an October 30, 2001 article in the New York Times, claimed that a 
terrorist suspect named Jamal Beghal used the technique to plan a failed suicide bomb attack on the U.S. 
embassy in Paris. “The terrorists were instructed that all their communications were to be made through 
pictures posted on the Internet, the defense official said” (Kolata 2001; see also Erlanger & Hedges 
2001). Details about this alleged use o f  steganography remain scant, however. Beghal and a number o f  
accom plices were convicted o f  the plot in a French court in March 2005; however, it was Kemal Daoudi 
and not Jamal Beghal who was convicted o f  being the group’s logistics and communications expert and it 
remains unclear whether he employed steganography in this role (Associated Press 2005; Benhold 2005).
1

The frequency o f  such assertions led one journalist to comment “that the likelihood o f  Islamic 
fundamentalists hiding m essages in porn is roughly the same as their likelihood o f  hiding them in pig 
carcasses” (Greene 2003).
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There are those who are sceptical o f  these assertions, however. Indeed, many 

analysts believe that al-Qaeda uses prearranged phrases and symbols (i.e. low-tech 

steganography) and not digital steganography to direct its operatives. With regard to the 

Internet for example, “an icon o f  an AK-47 can appear next to a photo o f  Osama bin 

Laden facing one direction one day, and another the next. Colours o f  icons can change 

as well. Messages can be hidden on pages inside sites with no links to them, or placed 

openly in chat rooms” (Soloway et al 2002). Another suggestion, made by Michael 

Caloyannides, a computer forensics specialist, w'hich doesn’t involve the Internet p er  se 

but ATM networks instead, involves the simple withdrawal o f  say £20 from a machine 

in London, which could serve as an instant message to an accomplice monitoring the 

account from anywhere in the world (Zeller 2004, C l) .  Secret communications o f  this 

type (i.e. those that are not in written form) are known as semagrams. Similar forms o f  

communication have proved successful in the past.

In 1993, for example, the forces o f  Somali warlord Mohamed Farah Aidid 

banged out messages on drums instead o f  using telephones in order to thwart the efforts 

o f  US forces seeking to intercept his communications. While in the 1980s, David 

O ’Connell, the then-Chief o f  Staff o f  the Provisional Irish Republican Army (PIRA), 

gave a television interview in which he announced the commencement o f  a bombing 

campaign in Britain, which materialised a week later with the bombing o f  two bars in 

Birmingham in which twenty-one people died. The possibility exists, although it cannot 

be proven, that O ’Connell used the television appearance to signal the attacks to PIRA 

operatives stationed in the UK (Schmid & De Graaf 1982, 43). It was probably similar 

fears that prompted US National Security Adviser, Condoleeza Rice, to request US 

television networks not to air the video o f  Osama bin Laden that was delivered to Al 

Jazeera television in the wake o f  9/11. The US networks declined the request due, they 

said, to the fact that the video was easily downloadable via the Internet and therefore 

already freely available. In February 2003, George Tenet, the then-director o f  the CIA, 

told the Senate Armed Services Committee, that analysts were examining audio 

recordings allegedly made by Osama bin Laden, looking for particular phrases or words 

that might be coded signals to al-Qaeda operatives in the field. In particular, analysts 

were said to be examining passages o f  audio that referred repeatedly to al-Qaeda’s
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efforts to dig “trenches” in Afghanistan and statements urging his followers to “fight in 

the plains, mountains, farms, and cities.” An individual described as a “senior 

intelligence official” said that analysts had not come to any definitive conclusions, but 

said that it was possible that the message, taken in its entirety, was a “go signal” 

(Johnston 2003).

In an interview recounted in London’s Sunday Times newspaper, two o f  those 

involved in the preparations for the 9/11 attacks, Khalid Sheikh Mohammed and Ramzi 

Binalshibh, revealed to a reporter from A1 Jazeera television that Mohammed Atta 

communicated with Binalshibh in German via the Internet. He posed as a student in 

America contacting his girlfriend ‘Jenny’ in Germany. According to Mohammed and 

Binalshibh, an elaborate code was agreed so that Atta could keep in touch with his al- 

Qaeda commanders through e-mail and Internet chat rooms. For example, the targets 

were referred to as university departments: the Twin Towers were the ‘faculty o f  town 

planning’--Atta’s academic speciality; Capitol Hill was the ‘faculty o f  law’ and the 

Pentagon was the ‘faculty o f  fine arts’ (Fielding 2002, 1; Fouda 2002, 15-17). Yosri 

Fouda. the journalist who conducted the interview, reports that he saw the last 

communication between Atta and Binalshibh, which was conducted in German and 

took place in an Internet chat room. It read:

The first semester starts in three weeks. Nothing has changed. Everything is 

fine. There are good signs and encouraging ideas. Two high schools and two 

universities. Everything is going according to plan. This summer will surely be 

hot. 1 would like to talk to you about a few details. Nineteen certificates for 

private study and four exams. Regards to the professor. Goodbye (Fouda 2002,

17).

The Indonesian authorities also claim to have intercepted e-mails sent by members o f  

the group Jemaah Islamiyah (Jl) which used the phrase “to marry as soon as possible,” 

which the former say was a JI code word meaning to plant a bomb (Aglionby 2003, 

17). Such low-tech fixes are similar to those found in the section on secure

186



communications in the ai-Qaeda training manual, some o f  which methods date back at 

least fifty to one hundred years (Denning 2004, 12).

Anti-communist terror squads in El Salvador employed a similar strategy in 

1977 when on election day they seized the radio station o f  the National Water 

Authority and used it to instruct their followers with coded messages. The code word 

for the opposition votes was ‘coffee’ and ‘sugar’ meant votes for the terror squad’s own 

supporters. ‘Little birds’ were election supervisors and ‘giving lessons’ meant to 

intimidate them. ‘Put some Tamales in the tank’ signified filling ballot boxes with 

fraudulent votes. Those candidates who supported the right-wing terror squads 

triumphed in the radio-controlled election (Schmid & De Graaf 1982, 26-27).

E-Mail & E-Groups

O f  course, the employment o f  encryption and steganography, whether digital or low- 

tech, are not the only ways—perhaps not even the best way—to seek to secure one’s 

online communications. Todd Hinnen suggests that a common alternative is to provide 

the username and password o f  an e-mail account to all the members o f  a conspiracy. 

One member drafts, but does not send, an e-mail message. He then exits the e-mail 

account. His co-conspirators can log on to the same account from anywhere in the 

world, read the draft, and then delete it. Because the draft was never sent, the ISP 

neither retains a copy nor is there a record o f  it traversing the Internet. This is because 

the message never went anywhere: its recipients came to it. Another method for secure 

online communication described by Hinnen involves providing basic electronic mail 

services in conjunction with a terrorist(-sympathizer) Web site. Hinnen provides the 

example o f  an imaginary Web site WAVw.iihad.com. which is password-secured and 

supports basic e-mail services. E-mail could be sent from one o f  the e-mail accounts 

provided by such a Web site (e.g. johndoe@ jihad.com) to another (e.g. 

janedoe@ jihad.com) without ever leaving jihad.corn’s servers. It could not, therefore, 

be intercepted or tracked. In fact, intelligence and law enforcement would have no way 

o f  ever knowing about such a message unless they obtained access to jihad.com ’s 

servers or records (Hinnen 2004, 39; Zeller 2004, C l) .  Such e-mail accounts then could
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be used as effective dead drops to facilitate completely anonymous, asynchronous 

communications.

Terrorist organizations might also communicate securely using e - g r o u p s . A  

user may register an e-group with only a valid e-mail address. If the user wishes, he can 

control who joins the group, what messages its readers post for review, and whether its 

content is publicly available or password protected. E-groups probably appeal to 

terrorists for a number o f  reasons. They can be established for free and without 

providing any authentic identifying information. They facilitate mass communication to 

geographically dispersed groups: using one e-mail address, an e-group member can 

reach hundreds or thousands o f  other members across the globe. E-groups also tend to 

be available even in countries that strictly limit Internet use because they are 

established in subdirectories o f  innocuous Internet services such as Yahoo! Finally, e- 

groups can be established with built-in security in the form o f  a password. For these 

reasons, according to Hinnen, “e-groups may be broadly used by terrorist organizations 

for everything from ideological indoctrination and the dissemination o i  fat\\'as, to 

providing directions to mujahideen  training camps, to operational planning for future 

attacks” (Hinnen 2004, 40).

CONTRARY VIEWS

Having described and analysed the inconsistencies contained in Jack Kelley’s original 

series o f  articles asserting widespread terrorist use o f  digital steganography to conceal 

their communications, the increasing availability and sophistication o f  detection tools, 

the highly secure nature o f  many low-tech steganography methods and, finally, the

159 An e-group is a service offered by an Internet Service Provider through which users with common 
interests can exchange m essages. When the ‘owner" o f  an e-group registers that group, s/he can 
determine both whether it is public (i.e. open to anyone) or private (i.e. open only to invited users 
possessing a password) and whether it is moderated (i.e. user m essages may only be posted by a 
moderator who has reviewed the m essage) or un-moderated (i.e. users may post m essages directly, 
without the intervention o f  a moderator). Users may elect to receive posted m essages either by visiting  
the e-groups website, where recently posted m essages are archived, by receiving each m essage in their e- 
mail accounts as it is posted, or by receiving a periodic digest o f  m essages in the sam e fashion.
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availability o f  reliable alternatives to both encryption and steganography by which 

terrorists might ensure secure online communication, it would be remiss not to mention 

that a number o f  prominent IT security experts remain wedded to the proposition that 

terrorist use o f  digital steganography tools is widespread.

Chet Hosmer, the president and CEO o f  WetStone Technologies claims to 

have found stegged images on the eBay auction site, in fact, according to Hosmer, 

“Quite an alarming number o f  [Internet] images appear to have steganography in 

them.” While newspaper reports have claimed that Neil Johnson has become so worried 

by steganography's potential use by terrorists that he stopped publishing his research on 

how to detect it, reasoning that if people knew how he detected it, and where, they 

could devise new methods to thwart detection and/or move their messages to sites he 

had not checked (Kolata 2001). Bruce Schneier (2001) has also contributed to the 

debate. “ Steganography is a good way for terrorist cells to communicate, allowing 

communication without any group knowing the identity o f  the other,” according to 

Schneier, although he provides no evidence in support o f  this observation. In contrast, 

Neil Doyle, author o f  Terror Tracker (2004), has pointed to an Islamist Web site that is 

intermittently available and which shows Osama Bin Laden and a map o f  Manhattan 

(see Figure 4.2).

It contains ‘red sites (that) appear to be identifying targets for being attacked,’ 

says Neil Doyle, a new kind o f  private detective. And what worries [Doyle] 

about the site, one o f  thousands he's discovered, are the numbers running across 

the page. ‘The repeated sequence at the top there and it's thought that, well, that 

does match up to a known al Qaeda cryptography method’ ...Doyle believes the 

site's code could be a means o f  command and control (CBS News 2004).'^°

Dorothy Denning also allows that al-Qaeda operatives may “possibly” be employing 

steganography based on content contained in the group’s online magazmQ Al-Battar

T hanks to Dorothy D enn in g  for draw ing m y attention to this site.
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Figure 4.2 Image from Abualbukhary.net, July 2004
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Training Camp. In the sixth issue o f  this publication, which appeared in March 2004, 

the use o f  Web sites as dead drops is advocated (Denning 2004, 12). Denning'^' also 

sounds a note o f  caution as to the usefulness o f  the University o f  Michigan study 

(Provos & Honeyman 2001) referred to earlier (see also Kessler 2004). Terrorism 

scholars who have endorsed the assertion that terrorists routinely employ 

steganography include Magnus Ranstorp (2004, 62 & 64), Timothy Thomas (2003, 

119), and Gabriel Weimann (2004a, 10; 2004b, 16; 2006, 131-132).

Personal e-mail correspondence o f  3 December, 2004.
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CONCLUSION

At base, steganography is a procedure for hiding information from an enem y’s prying 

eyes and is therefore not a new idea, as illustrated in section one. Digital steganography 

is a relatively new invention however and section two is devoted to demystifying it. It 

has been widely reported—in USA Today, the New York Times, the Times o f  London, 

Newsweek, Time magazine, and many other venues—that terrorist groups employ digital 

steganography to engage in covert communication. In particular, the assertion that 

Islamist terrorist organizations routinely post secret information and plans on 

pornographic Web sites is accepted as fact. A large part o f  this chapter is concerned 

with showing that this is unlikely to be the case. The argument here is not that terrorists 

are unfamiliar with technology; clearly they are quite familiar with the Internet and its 

use(s) as illustrated in Chapter Three, and have shown themselves to be technologically 

adept in other respects also (see Clarke 2004; Hoffman 1998, 180-183; Hoffman 1999, 

28-38). '“

Nor is the argument that terrorists do not employ steganography. Crucially, the 

argument here is that terrorists are more likely to employ iow-tech steg (e.g. null 

ciphers, semagrams, etc.) than high-tech steg (i.e. digital steganography tools) in their 

communications. This is because the use o f  digital steganography by such groups is 

both technically risky—due to the availability o f  tools to detect stegged messages—and 

operationally implausible—due to the availability o f  low-tech steganography and other 

secure communication methods the existence o f  which are difficult to detect and almost 

impossible to prove. It is submitted that Jack Kelley’s reliability as an information 

entrepreneur is also compromised, however. To conclude: the main problem facing 

communications intelligence experts is selection (i.e. knowing which o f  the billions of 

e-mails or Web images to look at) rather then the possibility that the e-mails or images 

might be stegged, encrypted, or otherwise camouflaged. A competent opponent is 

unlikely to draw attention to himself by being one o f  the relatively few users o f  digital 

steganography.

'*■ The technological prowess o f  som e al-Qaeda members has been questioned, however, due to their use 
o f  anonymous Sw iss mobile phone SIM cards that they appeared to believe upon insertion actually 
anonymized mobile handsets (see Lettice 2004; Van Natta & Butler 2004).
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PART III

O n  Te r r o r ist  W eb  Sites

“On (he Internet, attention replaces media and mobility replaces space as the primary^ 

values and organizing metaphors. It is not important how often you speak or how 

widely you broadcast it, but how many people listen. Space can be bought at the local 

computer store, but what counts is how easy it is to access your space. Sometimes this 

depends on skill with softM’are and access to the best hardware. Technology can 

therefore produce power, as in the real world, but power has other sources as well. 

Charisma and knowledge are power in the real world and perhaps even more so in the 

virtual. On the Net your identity is changeable, produced rhetorically and sustained or

deconstructed by manipulating knowledge ”

-  Chris Hables G ray (2001)
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5
T e r r o r is t  W e b  S it e s : 

T h e ir  C o n t e n t s , F u n c t io n in g , a n d  

E f f e c t iv e n e s s

INTRODUCTION

There  has been a shift in em phasis  in this text from an initial focus on cyberterrorism  

and its portrayal in the m ass m edia to what has been termed terrorist ‘u se ’ o f  the Net. 

W hile the previous chapter focused upon allegations that digital s teganography tools 

have been widely used by terrorists to facilitate intra-group com m unications, the 

present chapter revisits a num ber o f  the other ‘u se’ issues raised in C hap ter  Three. 

M any o f  these uses rely on a functioning Web site, w hether operated by terrorists 

and /o r their supporters to engage in propaganda and raise funds or sites operated by 

others, but used by terrorists for com m unication, data mining, or p lanning and 

coordination purposes. Four o f  the five m ajor terrorist uses o f  the Internet, as identified 

in C hapter Three, may be pursued by terrorists via their own Web sites. These are 

information provision, financing, networking, and recruitment. (Clearly, information 

gathering is, for the m ost part, reliant not on terroris ts’ own sites, but the information 

posted on the Internet by others). The following chapters are therefore centrally 

concerned with exploring the prim ary materials provided by m odern terrorists  in the 

form o f  their W eb sites, in an effort to map the virtual terrorist presence, w ith a view to 

highlighting the increasing role o f  soft pow er in our information society and the way in
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which Internet-savvy terrorist groups have wielded this. The coding scheme described 

below is designed to address two questions; Are terrorist Web sites contributing to the 

four functions identified? How well or effectively are they performing these functions? 

(Gibson & Ward 2000, 306).

COMPARING TERRORIST WEB SITES: METHODOLOGY

O f  the thirty-six organisations that currently appear on the US State Department’s list 

o f  Designated Foreign Terrorist Organisations, fifteen maintain official s i t e s . T e n  of 

these are available in English, and it is these sites that will be the subject o f  this 

analysis.'^”* All ten groups, their countries o f  origin, and the URLs o f  their Web sites are 

listed in Table 5.1.'^^ The content analysis o f  the sites closely follows the coding 

scheme developed by Rachel Gibson and Stephen Ward in their article ‘A Proposed 

Methodology for Studying the Function and Effectiveness o f  Party and Candidate Web 

Sites,’ which appeared in the Social Science Com puter Review  in 2000. Although 

Gibson and Ward focus on political party and election candidate Web sites, they 

foresee their scheme as having broader applicability to the sites o f  other political actors 

such as, they say, ‘in ternet groups, municipal governments, and civic or community- 

based pro-democracy advocates” (Gibson & Ward 2000, 302). Gibson and Ward do not 

specifically refer to terrorist organisations; nonetheless, their general

Som e sites are clearly more official than others. There is no doubt, for example, that the Hizbollah 
Web sites were established and are maintained by the Hizbollah organisation. The same is true o f  the 
LTTE site. Other sites were established and are maintained by organisations with close ties to the 
concomitant terrorist organisation. This is true o f  the Committee to Support the Revolution in Peru 
(CSRP) w ho founded and maintain Sendero Lum inoso’s Web site. Sites such as the latter are o f  a quasi- 
official nature; sites not represented here are those founded and maintained by supporters who appear to 
have no direct ties to the groups for whom they cheerlead.

All Web sites were downloaded in January 2004 with the exception o f  the Hamas site, which was 
downloaded in May 2004. It is worth noting here that the results o f  this and similar analyses are always 
provisional because the subject o f  analysis is impermanent. This is a snapshot o f  the terrorist presence in 
cyberspace on given days at given times.

B rief profiles o f  each o f  the groups are contained in the US State Department’s annual publication 
Patterns o f  G lobal Terrorism , which are available online at http://www.state.»ov/s/ct/rls'pgtrr)t/. See 
David Whittaker’s Terrorism R eader  (2001) for additional background information on Hizbollah (Ch. 4), 
the LTTE (Ch. 6), ETA (Ch. 9), Sendero Luminoso (Ch. II),  and FARC (Ch. 12).

194



Table 5.1 Terrorist Group Web Sites

Terrorist Group Country/Region 
of Origin

URL of Web Site

Aleph/Aum Shinrikyo Japan httD ://en2 lish .a leD h.to
Basque Homeland and 
Liberty (ETA)

Spain http;//w w w .con trast.ora /m irrors/eh i/aeh i/aeh i.h tm l

Revolutionary Armed 
Forces o f  Colombia 
(FARC)

C o lo m b ia httt);//www.farc-eD .ch/paeina ingles/

Hamas Israeli-O ccu p ied
T erritories

httD://w w w .ham asonline.com

Hizbollah L ebanon httD://w w w .m oaaw am a.tv /D aee2 /m a in .h tm
Kach/KahaneChai Israel, U S A httD ://vvw w .kahane.ore/hom e.htm l
Liberation Tigers o f  
Tamil Eelam (LTTE)

Sri Lanka h ttp ://w w w .ee la m w eb .co m

New P eo p le ’s Army 
(NPA)

P h ilip p ines h ttp ://w w w .p h ilip p in erevo lu ‘ion .ora

Kurdish Workers Party 
(PKK)ZKongra-Gel

T urkey httD ://w  w  w . kon era- s e  1. ore /

Sendero Luminoso Peru httD://w w w .csrD .ore

schem a w as  judged  to be applicable to these sites also. This is because their coding 

schem e seeks to gather ev idence pertaining to basic questions applicable to all political 

W eb sites: a.) what the purpose(s) o f  the sites are and b.) how  effectively they deliver 

their contents. The scheme facilitates the comparison o f  sites based on indicators for 

inform ation and com m unication  flows and those for site delivery.

F u nctiona lity

To assess functionality, the coding scheme was organised around Web sites’ broad 

direction o f  information and com m unication flow (ICF). Four categ>ries o f  ICF are 

identified; downward, upward, lateral (inward or outward), and interactive. The first 

three categories o f  ICF are unidirectional (i.e. com m unication is preJom inantly  o n e 

way); dow nw ard  from the organisation to the individual user, upward from the user to 

the organisation, outward from the organisation to other bodies, or irw ard  to internal 

groupings. The latter two flows may be described as lateral. Interacti\e ICFs are two- 

w ay or multidirectional contacts between groups and individuals whereby there is input
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from one side (usually the user) with the expectation o f  producing a response from the 

other side. Transactional com m unications such as donating, where the exchange is non

substantive and one-way, are considered to constitute an upward rather than an 

interactive ICF. Gibson and Ward draw  a distinction between asynchronous or 

sequential interaction and synchronous or real-time exchanges within the category o f  

interactive ICF. As a result o f  that distinction, which is 'maintained here, a search 

engine was considered an asynchronous interactive mode o f  com m unication because a 

response follows user input after a certain time delay and cannot then be subject to 

modification, while chat room s are considered synchronous interactive m odes o f  

com m unication  because they allow for free-flowing exchanges in which both inputs 

and responses are subject to continuous modification (Gibson & Ward 2000, 306).

Table 5.2, ‘Information and C om m unica tion  Flows on Ten Terrorist Web S ites’, 

is divided into five categories. The first category, 'D ow nw ard  Information F low s’, is 

based largely on word counts o f  the g roups’ organisational histories; available 

docum ents, such as manifestos, etc.; values or ideologies; organisational structures; 

details o f  operations; leader profiles; negative campaigning; and credit claiming. The 

figures for ‘N ew sle tte rs’ and ‘M edia re leases’ refer to the num ber o f  each available on 

the Web site, including archived copies. The availability o f  a FAQ (i.e. list o f  

Frequently A sked Questions) was coded on a simple ‘present/absent’ (1/0) basis. The 

num ber accom panying  the category ‘Targeted  pages’ refers to the num ber o f  groups 

targeted. The second category is ‘Upw ard Information F low s’ and refers to the presence 

or absence o f  donation m echanisms, m erchandise for sale, and cookies coded on a I/O 

basis. Category  three, ‘Lateral/Horizontal Information F low s,’ is focused on s ites’ link 

structures, specifically the num ber o f  links to groups supportive o f  the organ isa tion’s 

goals (i.e. ‘Partisan L inks’), the num ber o f  general information sites linked to from the 

terrorist site (i.e. ‘Reference L inks’), and the num ber o f  sub-organisational groups 

linked to (i.e. ‘Internal L inks’). The final two categories deal with ‘Interactive 

Information F low s.’ Category four deals  with the m easure o f  asynchronous flows (i.e. 

sequential interaction): the num ber o f  opportunities available to dow nload  logos, 

posters, and/or screensavers; the presence or absence o f  online art galleries, photo 

archives or galleries, site searches, online gam es or gimmicks, e-mail lists, and bulletin
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T able  5.2 Inform ation  and C om m u n ication  Flows on Ten T errorist  W eb  Sites

Aleph ETA NPA Hamas Hizhollah Kach PKK LTTE FARC SL
D ow nw ard  Inform ation  Flows
Organisational History 1,169 18,791 30,042 18,162 0 0 0 12,844 4,222 8,368
Documents 2,552 3,991 29,823 9,181 0 0 3,842 10,289 8,170 36,803
Values/Ideology 5,238 3,226 19,375 5,184 0 1,550 12,382 2,653 9,376 14,126
Structure 1,596 0 247 0 0 0 0 133 4,617 0
Operations 0 0 0 0 108,896 0 0 5,512 0 8,944
Newsletters 0 0 79 0 0 0 0 0 4 9
Media Releases 13 0 137 615 0 0 1 15 12 0
Leader proille 0 0 14,236 13,035 0 1,237 427 28,261 0 23,255
FAQ 0 0 1 0 0 0 0 1,526 0 0
Negative Campaigning 0 16,951 0 16,515 705,836 0 0 1,156 8,699 24,367
Credit Claiming 0 0 0 0 108,896 0 0 5,682 0 0
Targeted Pages 0 1 0 0 0 0 0 1 0 1
U pw ard  Inform ation Flows
Donation 0 0 0 0 0 1 0 0 0 0
Merchandise 0 0 0 0 0 1 0 1 0 1
Cookies 0 0 0 0 0 0 1 0 0 0
L ateral/H orizontal Inform ation  Flows
Partisan Links 0 7 6 5 2 19 21 0 0 10
Reference Links 0 15 0 0 0 6 0 3 0 0
Internal Links 12 0 1 2 23 1 1 0 0 0
Interactive Inform ation  Flows; A sy n chro n ou s
Download Logos/Screensavers/Posters/Pamphlets 0 0 0 642 0 *> 0 10 0 11
Online Art Gallery 0 1 0 0 0 0 0 0 0 1
Online Photo Archive/Gallery 0 1 1 0 1 1 0 1 0 0
Site Search 0 0 0 1 1 1 1 0 0 1
Online Games/Gimmicks 0 1 1 1 1 1 0 1 0 1
E-mail Contact 17 3 2 1 1 1 0 4 1 0
E-Mail Feedback 4 1 4 1 1 4 3 1 3 3
Join E-mail List 0 1 1 1 0 1 0 1 0 0
Bulletin Board 0 0 0 0 0 1 0 0 0 0
Interactive Inform ation  Flows: S y n chronous
Chat Room 0 0 0 0 0 0 0 0 0 0



boards; and the num ber o f  addresses offered through w hich  to initiate e-mail contact. 

‘E-mail feedback’ is classified using a four-point scale: presence o f  e-mail address (I) ,  

e-mail requesting com m ents  (2), online form/poll (3), no reference (0). The final 

category, ‘Interactive Information Flows: S ynchronous’ (i.e. real-time exchanges), 

identifies the presence or absence o f  chat room s on the various sites m easured on a 

s imple 1/0 basis.

D elivery

The second issue o f  interest is the success o f  the terrorist W eb sites in delivering the 

postulated functions. This w'as divided into six basic com ponents: presentation and 

appearance, accessibility, navigability, freshness, and v i s i b i l i t y . P r e s e n t a t i o n  and 

appearance refers to the ‘glitz factor.' G ibson and Ward break this com ponen t  down 

into two sub-categories: flashiness (graphics em phasis) and dynam ism  (multim edia 

properties). Basically, site designers endeavour to engage the b row ser’s attention by 

m anipulating font type and size, text spacing, graphics, colours, backgrounds, video 

clips, sound bits, animation, and interactive gimmicks. The visual appeal and 

entertainment value that such properties add to a site are considered to m ake  it more 

effective in delivering its m essage than, say, purely static, plain-text pages. Research 

has indicated, however, that although minimal levels o f  novelty can stimulate and 

dem and attention, extrem e novelty  leads to over stimulation, cognitive overload, 

distraction, and ultimately, impaired information processing (Hill & Hughes 1998, 

147).

The second com ponen t is accessibility. High levels o f  ‘g li tz’ will be 

undermined if  a site is off-line, takes a long tim e to load, and various features and/or 

pages are inaccessible. Third, navigability is an important com ponent o f  any site. A site 

that is easy to move around and m akes it simple to locate particular information

G ibson and Ward included a seventh  category, responsiveness, w h ich  tested the speed and quality o f  
the response to an e-m ailed  request for inform ation. This category w as not included in this research as a 
num ber o f  researchers in this area advised  m e that, based on their experien ce, responses to such a general 
request w ere unlikely to be forthcom ing. I w ill exp lore the issue o f  responsiveness in future research  
nonetheless.
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com m unicates its message more effectively. Site m aps and search engines are factors 

that assist efficient site navigation. Fourthly, freshness is considered key to effective 

content delivery. Sites that are regularly updated will create more interest than those 

that are not. Stale sites deter repeat visits. Finally, measures o f  visibility o f  the site on 

the W W W  were also included. To deliver its contents, a site m ust be relatively 

straightforward to locate. A site that is not visible on the Web is failing to deliver its 

contents (Gibson &  Ward 2000, 308).

Table 5.3, ‘Terrorist Web Site D elivery ,’ explores the effectiveness o f  terrorist 

Web sites in term s o f  their delivery o f  the functions stated earlier and utilising the 

categories identified above. ‘Flash iness’ was m easured in terms o f  the total num ber o f  

images appearing on the site, including those contained in photo archives and online art 

galleries. Images appearing on menu bars were counted only once if  they were fixed as 

a frame to reappear on each page. The dynam ism  o f  sites w as measured in terms o f  

m ultim edia content using a four-point scale; m oving  icons (+1), audio (+2), video (+3), 

live streaming (+4). ‘F reshness’ was classified on a si.x-point scale according to 

whether the site w as updated daily (6), every one to two days (5), every three to seven 

days (4), every two w eeks (3), m onthly (2), every one to six months ( I ), or h ad n 't  been 

updated for more than six m onths (0). Accessibility  was broken down into three 

categories. A count w as m ade o f  the num ber o f  languages, including English, in which 

each site was available. The second category explored the sites’ accessibility in 

principle by m easuring w hether each site had a no-frame option (+1), text-only option 

(whole site) (+1), text-only docum ents  to dow nload or print (+1), foreign language 

translation (+1). On a more practical level, a simple I/O count was used to record 

whether a site w as w orking or inaccessible on a given date (a) and a m easure o f  the 

English hom e page in Kb was also recorded at that time (b). The num ber attached to 

‘Navigabili ty ’ is based on the following calculation: navigation tips (+1), num ber o f  

search engines (+n), hom e page icon on each page (+1), major site area links/menu bar 

on each page (+1), site m ap/index (+1). Finally, visibility was m easured in term s o f  an 

advanced Google search m easuring ‘links in’ both to the top-level English-language 

page (a) and the hom e page o f  the g ro u p ’s main Web site (b), i f  such existed.
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T able  5.3 Site Delivery Indicators for Ten T errorist  W eb  Sites

Aleph ETA NPA Hamas Hizhollah Kach PKK LTTE FARC SL
Graphics/Flashiness 117 141 77 679 367 23 588 8 286
Multimedia/Dynamism 0 6 6 6 6 6 0 6 0 5
Freshness 0 0 5 5 5 1 1 1 1 1
Languages 3 2 1 2 3 4 1 6 2
Accessibility (in principle) 1 1 1 0 1 I 2 0 I 2
Accessibility (in practice) (a.) 1 (a.) 1 (a.) 1 (a.) 1 (a.) 1 (a.) 1 (a.) 1 (a.) 1 (a.) 1 (a.) 1

(b )7 K b (b) 45.5Kb (b)21K b (b .)26Kb (b .)6K b (b.) 55Kb (b.) 50.5Kb (b .)23K b (b.) IKb (b) 8Kb
Navigability I 4 3 1 3 2 2 5
Visibility (links in) (a.) 19 

(b.) 27
(a.) 128 (a.) 38 (a.) 26 (a.) 21 

(b .)60
(a.) 5 
(b.) 152

(a.) 8 
(b .)43

(a.) 247 (a . )0  
(b.) 72

(a.) 180 
(b.) 29



ANALYSIS OF CONTENT

Downward Information Flows

Background Information

So what is the content o f  terrorist Web sites? A majority o f  the sites analysed provided 

historical background on the group and the conflict. This ranged from extensive 

background on Palestine, the land and its people, on the Hamas site, along with a brief 

profile o f  the group (approx. 500 words) to the Aleph site which contained a brief 

“apology for the Aum Shinrikyo-related incidents” and concise details o f  “drastic 

reform” o f  the organisation. The FARC site contained just a small amount o f  historical 

information and had not been updated to reflect the prominently displayed reference to 

the groups’ fortieth anniversary ‘celebrations’ on their overall homepage. This is in 

contrast to the large amount o f  background information to be found on the NPA site, 

including text and pictures relating to the thirty-fifth anniversary o f  the group’s 

founding. Just three sites were devoid o f  substantive historical content; these were the 

sites maintained by Hizbollah, Kach, and the PKK. Hizbollah maintain a suite o f  Web 

sites and extensive background information on the group is provided on their Central 

Press Office site. The Kach and PKK sites, on the other hand, appeared to be more 

concerned with current news and events than explanation o f  their positions based on 

historical events. The lack o f  background information may also point to a presumption 

on the part o f  these sites’ creators that visitors to their sites are already familiar with the 

groups’ origins and the history o f  the respective conflicts.

‘Official ’ Documentation & Ideological Tracts

Large amounts o f  ‘official’ documentation were to be found on the Web sites o f  the 

leftist organisations. The Web site o f  Sendero Luminoso contained a section entitled 

‘Documents of the Communist Party o f  Peru,’ which included numerous reports and 

declarations o f  the group’s Central Committee, including the Programme o f  the
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Communist Party o f  Peru (1988). The NPA site also contained extensive 

documentation including a section entitled ‘Peace Talks Documents’ (approx. 5,000 

words) and another ‘Recent Statements,’ measuring more than 25,000 words. The 

LTTE site had available copies o f  two e-books entitled Broken Promises (1995) and A 

Struggle fo r  Justice, the latter o f  which was advertised as available in hardcopy from 

the Tiger’s International Secretariat in London; however, these offices were closed 

down by the British government in 2001 (Wayland 2004, 419).

A majority o f  the sites analysed contained sections or documents dealing with 

the groups’ values or ideology. Once again the leftist groups—the NPA, Sendero 

Luminoso, PKK, and FARC--devoted large amounts o f  text to explaining their 

ideological stance. Hizbollah were the only group to make no overt mention o f  their 

values or ideology on the site analysed, but a number o f  clear statements on these issues 

were included on their Central Press Office site. Implicitly, however, the contents o f  the 

site analysed left one in no doubt as to Hizbollah’s political and religious stance. Six o f  

the ten sites in the study contained no information on the group’s organisational 

structure. Two sites, those maintained by the NPA and LTTE, contained very brief 

references to their groups’ organisational configuration. As mentioned previously, the 

Aleph site contained information about the groups restructuring in the wake o f  the 1995 

sarin gas attack on the Tokyo subway. In a somewhat similar vein, the FARC site 

contained quite a detailed rundown o f  their structure in a document that sought to prove 

the FA RC’s right to recognition as belligerents pursuant to the Geneva Conventions. In 

other words, both Aleph and FARC provided information on their organisational 

structure in order to make claims for legitimacy.

Operational Information

Details o f  terrorist operations were also absent from a majority o f  the sites analysed. 

Just three groups provided information about their operations. The LTTE site provided 

analysis and photographs o f  the operation code-named ‘Unceasing Waves’ that took 

place from 1996 to 2000 while the Sendero Luminoso site contained a section with text 

and pictures entitled ‘Reports from the Battlefield.’ The Hizbollah site stood out.
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however, as it contained more than 100,000 words devoted to ‘Military Operations.’ 

This section o f  the Hizbollah site provided a day-by-day accounting o f  Hizboliah 

operations from 1997 to the present. The following is a description o f  events on 6 April 

2000:

12:00- The IR team o f  martyrs Mohammad Hassan Ghaddar and Hassan Abbas 

El-Haj attacked Aramta position with the rocket-propelled grenades striking its 

northern fortification and inflicting those who were inside it. 6:35- The fighters 

o f  Lebanese Resistance Brigades (LRB) targeted Rshaf position with the 

machine guns and rocket-propelled grenades scoring accurate hits. Meanwhile, 

another group o f  LRB was falling upon the positions o f  Hemayed and Jamoussa 

with the suitable arms. Direct goals were chalked up, the fighters told.

The Hizbollah site also contained a gallery o f  photographs o f  dead ‘martyrs’ numbering 

153. While the Hamas site does not provide text relating to their operations, the site 

contained fourteen ‘martyrdom videos,’ that is video footage o f  persons taken previous 

to their engaging in suicide bomb attacks.

Newsletters

Just three o f  the Web sites had newsletters available on their sites. Three copies o f  the 

newsletter Resistencia  were available on the FARC site (Vol.s 26, 29, 30). Issues o f  

politics, economics, and culture were addressed in each issue. These included articles 

entitled ‘Variations on Plan Colombia,’ ‘Women and Their Struggle,’ ‘The Left and the 

Elections in the Dominican Republic,’ ‘Remembering History,’ and ‘Venezuela and 

Colombia: Two Brother Peoples that are Resisting the Imperialist Offensive Together.’ 

Nine issues o f  Peru Action and  News were available in HTML format on the SL Web 

site. The earliest available issue dated from Summer 1997 and the most recent available 

issue appeared in Winter 2002. Each newsletter was six to ten pages in length and 

contained political commentary, statements o f  the Committee to Support the 

Revolution in Peru (CSRP), news, and other information. The NPA site had the most
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extensive collection o f  newsletters with seventy-nine copies available, all were 

downloadable in both HTML and PDF formats. These dated from 1998 to 2004. The 

site described the newsletter as follows:

Ang Bayan is the official news organ o f  the Communist Party o f  the Philippines 

issued by the CPP Central Committee. It provides news about the work o f  the 

Party as well as its analysis o f  and standpoint on current issues. AB  comes out 

fortnightly. It is published originally in Pilipino [ -̂/c] and translated into Bisaya, 

Ilokano, Waray, Hiligaynon and English.

Subscriptions to Ang Bayan were also available via e-mail. A number o f  other sites also 

provided e-mail newsletters; these included ETA, Hamas, Kach, and the LTTE. None 

o f  these newsletters were posted online.

Leadership Information

Clifford Bob has pointed to the way in which the Zapatistas benefited from the personal 

charisma o f  their major spokesperson Subcomandante Marcos. Fluent in Spanish and 

English, prolific in written communication, and attuned to contemporary cultural 

events, Marcos quickly became an internationally recognised symbol o f  the Zapatistas 

who responded to and skilfully exploited the significant interest in him shown by the 

Western media and civil society. Asked in an interview whether the EZLN had become 

too closely associated with him, Marcos asserted: “ 1 don’t gain anything personally. It 

is the movement that benefits, because this way more people pay attention to the issue” 

(as quoted in Bob 2001, 324; see also Brysk 1995, 563). Six o f  the ten sites analysed 

here contained a profile o f  their group’s leader. Some o f  these, such as those that 

appeared on the Sendero Luminoso and LTTE sites, were quite extensive.

The Tamil Tiger leader, Veluppillai Prabhakaran, received extensive coverage 

on the LTTE site. The ‘National Leader’ section o f  the site contained eight interviews 

with Prabhakaran, ‘Speeches and Messages’ dating from as far back as 1984, a 

selection o f  twenty quotes, a five-second video clip, and a selection o f  twenty-seven
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portrait photographs. The SL leader, Dr. Abim ael G uzm an (aka C hairm an G onzalo),  

has been imprisoned by the Peruvian governm ent since 1992. The SL site had a large 

section devoted to the activities o f  the International Em ergency  C om m ittee  to  Defend 

the Life o f  Dr. Abim ael G uzm an (lE C ) which contained reports, conference 

proceedings, published advertisements, leaflets, and em ergency  bulletins (1995-2001), 

w hile  e lsew here on the site the text o f  Dr. G u zm an ’s 1992 ‘Speech from a C a g e ’ w as 

reproduced along with accom panying  photographs. '^’ The H amas site had a p rom inent 

link on its top page to a section o f  the site devoted to m em orialis ing  the g ro u p ’s 

deceased leader. Sheikh A chm ed Yassin (1938-2004). This section contained a 

biography o f  Yassin, a selection o f  quotes, the text o f  five o f  Y ass in ’s speeches, and a 

selection o f  reactions to his killing from around the globe. The leaders o f  both Aleph 

and Hizbollah have their own personal Web s i t e s . N e i t h e r  the ETA  nor the FARC 

W eb sites identified or discussed the leadership o f  their organisations.

FAOs

Only tw o  o f  the ten sites displayed a list o f  Frequently Asked Q uestions (FAQ). The 

LTTE FAQ related to the group and its origins as opposed to the W eb site. The list o f  

questions addressed in the FAQ were as follows:

1. What is Tamil Eelam ?

2. W hy did Tam ils  in Sri Lanka w ant Tamil Eelam ?

3. W ho is the leader o f  Tamil Eelam ?

4. Is Tamil Eelam a com m unist  idea ?

5. W hat is the present state o f  Tamil Eelam ?

6. Is there religious freedom in Tamil Eelam ?

7. Can any one travel to Tamil Eelam ?

Former Peruvian president (1990-2000), Alberto Fujimori, also maintains an online presence via his 
Web site httD://\vvvw.fuiimorialberto .com. which he maintains from exile in Tokyo. The site is available 
in Spanish, English, and Japanese.

Joyu Fum ihiro 's  official site is online at httD://w w w .iovu.to . N asrollah’s personal hom epage may be 
accessed at h tt p :' / vv\v w . n as ro 11 a h . o r g .
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8. Who is LTTE ?

9. Where can I find m ore information ?

The N PA  FAQ (entitled ‘Q & A  and located on the menu bar in the top right o f  each 

page), on the other hand, dealt with technical issues such as dow nloading and unzipping 

files.

Negative Campaigning

Those sites that show a ‘0 ’ in the ‘N egative C am paign ing’ section o f  Table 6.2 were 

not sites that were free o f  negative com m ents  regarding their foes. Instead negative 

com m ents  were spread haphazardly  throughout these sites and were therefore not 

conducive to m easurem ent in the same w ay as the negative cam paigning on some o f  the 

other sites that was located in special sections or docum ents and therefore easily 

identified and measured. The ETA site, for example, contained num erous docum ents 

detailing instances o f  torture, unlawful killing, and multiple other hum an rights abuses 

allegedly carried out by the Spanish authorities. In a similar vein, a large part o f  the SL 

site was taken up with criticism o f  the Peruvian governm ent and its officials and their 

actions against SL m em bers and supporters. The Hamas site had a section devoted to 

‘Zionist C rim es,’ which contained sixty-one separate articles detailing alleged Israeli 

m istreatment o f  Palestinians. A sam pling o f  article titles:

‘Occupation Forces Fire at Worshipers During Prayer’

‘Zionist Terrorist Forces W ound Palestinian B aby’

‘Palestinian M other Arrested to Blackmail her Wanted Son’

‘Zionist Terrorist Sniper Paralysis [^/c] Palestinian C h ild ’
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T he same section o f  the H am as site also contained four v ideos entitled ‘Z ionist C rim es 

on V ideo’ (2 m ins 36 secs), ‘Z ionist Heli [.v/c] Bom bing A m b u lan ce ’ (25 secs), ‘Z ionist 

Terrorists B eating C h ild ’ (13 secs), and ‘Z ionists  Terrorise Palestin ians’ (2 m ins 40 

secs).

By far the largest am ount o f  negative cam paigning was carried out on the 

Hizbollah site. A  section entitled ‘Israeli A ggress ions’ contained hundreds o f  pages— 

over 700,000 w o rd -d e ta i l in g  what appeared to be every act o f  Israeli aggression 

against the Lebanese since 1998. Below is one o f  the two reports filed on 15 January 

2002 :

Eight “ Israeli” w arplanes violated Lebanese airspace on M onday, a statement 

issued by the A rm y  C om m and  said. The w arplanes roared over the country, 

breaking the sound barrier over Beirut and Tripoli in separate sorties. The 

statement said the planes also sw ooped over south Lebanon and the Bekaa 

Valley. In a separate statement, the United N ations condem ned  similar 

violations, which occurred on Sunday after a lull that lasted 10 days. A ccording 

to the statement. Staffan de Mistura, the UN secretary-general’s personal 

representative for southern Lebanon, called upon “ Israel” to cease such air 

violations across the UN-delineated Blue Line.

The list o f  alleged ‘aggressions’ w as enorm ous incorporating not ju s t  violations o f  

airspace, but torture, unlawful detentions and killings, shootings, bom bings, 

deportations, destruction o f  crops and livestock, beatings o f  w om en and children, etc.

The figure occupying  H izbo llah’s entry for ‘Credit C la im ing’ in Table 6.2 is the 

same as the figure for ‘O perations.’ This  is because detailing operations w as judged  to 

be a method o f  credit claiming. The LTTE entry for ‘Credit C la im ing’ is a com posite  

figure made up o f  the figure for ‘O pera tions’ with the addition o f  a small am ount o f  

text (approx. 170 w ords) that w as deemed ‘credit c la im ing’ and w'as found linked from 

the ‘L T T E ’ icon on the navigation bar at the top o f  the page. N one  o f  the other sites 

analysed were ju d g ed  to contain significant am ounts  o f  overt credit claiming.
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Targeted Pages and Sites

Just tw o o f  the sites analysed contained pages targeted at a specific dem ographic.  In 

both cases, this was wom en. The w o m en ’s section o f  the ETA site w as divided into 

four sections: ‘H ow  A re We D oing? ,’ ‘Som e Facts,’ ‘Leaders and F ighters ,’ and 

‘D ocum ents .’ The text o f  ‘H ow  Are We D o in g ?’ (approx. 3,000 words) dated from 

early 1999 and addressed issues relating to w o m e n ’s human rights, both globally and in 

the Basque Country specifically; violence against w om en and government responses to 

same; the right o f  Basque w om en to abortion services; wom en and work; and the 

impact on Basque w om en o f  European integration. The ‘Leaders and F ighters’ page 

contained b rie f  profiles o f  thirteen female Basque leaders and fighters who lived from 

the middle ages to the late twentieth century, while the ‘D ocum ents’ section contained 

ju s t  five docum ents relating to the role o f  w om en in Basque society, the most recent o f  

which dated from 2002. The LTTE site also had a page, linked from the W eb sites top 

page, dedicated to ‘W om en Fighters.’ This page was com posed o f  an essay produced in 

1990 by a female LTTE m em ber along with a selection o f  links to other relevant areas 

o f  the site. The 1990 essay entitled ‘Freedom Birds o f  Tamil E elam ’ opened as follows:

W omen, Tamil w om en, have been long subject to oppression o f  a dual nature.

On the one hand, w o m en . . .  have borne the brunt o f  the national 

o p p ression . . .O n  the other hand, w om en have been subject to an internal form o f  

social oppression rising out o f  male chauvinism. This form o f  oppression is 

reinforced by the conservative traditions and some o f  the cultural norm s 

inherent in the Tamil com m unity . . .A lso ,  caste oppression finds its virulent 

expression w hen relating to w om en. This b r ie f  article will how ever deal with 

one aspect nam ely  the impact o f  the war on Tamil wom en. It will, in particular, 

trace the developm ent o f  the “birds o f  freedom ,” the w om en military w ing  o f  

the LTTE.

A long with this text, links to the LTTE leader’s International W o m en ’s day m essages 

from 1992, 1993, and 1996, and a link to the National Heroes Day section o f  the site
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were also provided. Women were also quite prominent in the images available in the 

site’s e-card database and there was a link to this section o f  the site from the w om en’s 

page also. Finally, although the Hizbollah site analysed here does not contain specific 

pages targeted at women, Hizbollah maintains a separate Web site devoted to ‘w om en’s
5169issues.

It’s worth noting that, although none o f  the ten sites focused on here contain 

pages targeted at children, terrorist groups have been known to take advantage of 

young people’s familiarity with the Internet. The Hamas organization actually 

maintains a separate children’s Web site. The top page o f  this site features a Western- 

looking boy sitting atop a horse and wielding a large sword, which is a symbol o f  

Hamas (see Figure 5.1). The site includes many cartoon images, stories, games, and 

jokes. At one time, for example, it featured two smiling cartoon skyscrapers giving

Figure 5.1 Top Page of Hamas Children’s Site (al-fateh.net)

File £drt View go  gookmarks loote He^
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T he H izbollah W o m en ’s O rganization W eb site  w as at h ttp ://w w w .a laa leb .org . but no longer seem s to 
be a ccessib le .
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each other a ‘high-five,’ as though they were happy to have been destroyed. Hamas’s 

children’s site also allows visitors to post e-mails and participate in bulletin boards and 

chat rooms, which are presumably monitored in the search for promising young recruits 

(Fritz, Harris et al 2004, 9-10; see also Denning 2004, 5 & ITIC 2004). The site is only 

available in Arabic.'™

Upward Inform ation Flows

A number o f  sites solicited financial contributions, but none provided online donation 

facilities, such as a credit card payment option. A number o f  the sites that requested 

donations also had merchandise for sale. The Kach Web site had numerous requests for 

donations, including a pop-up box on the top page that read as follows:

Make Donations. Israel needs you now more than ever. Support Kahane.org the 

only organisation that has a program that could save Israel. Help us legalise the 

Kahane views in Israel. Only one answer, and it is not fences or Oslo. All 

hostile Arabs who wish to destroy Israel must be removed from Israel.

Clicking on the pop-up brought one to a page requesting donations by mail to an 

address in Brooklyn, New York. A telephone number was also provided. The Kach site 

also had a ‘Shopping Centre’. For sale were books, videotapes, audiotapes, t-shirts, 

jewellery, Israeli and Kahane Chai flags, and stickers. To purchase, one was requested 

to print out the order form provided and send it, along with a check or money order in 

US dollars, to the organization’s Brooklyn, New York address.

170 In February 2 0 0 4 , a British M uslim  rapper produced an E nglish -lan guage rap v id eo  touted by the 
m edia as a too l for recruiting you n g  p eop le  into al-Q aeda. T he rapper, w h o identified  h im se lf  in the 
v id eo  as Sheikh Terra, is accom panied  by Soul Salah C rew  (presum ably a tw ist on the nam e o f  the 
British rap group So Solid  C rew ). H e is seen  to have a copy o f  the Koran in one hand and a pistol in the 
other. T he rap v id eo  is entitled ‘Dirty K uffar’ ( ‘in fid e l’), and w as produced by D igihad Productions. 
Sam p le lyrics: “ P eace to H am as and the H izbollah , O BL [O sam a bin-L aden] pulled m e like a sh iny star, 
like the w ay w e  destroyed them  tw o  tow ers ha-ha. The m inister T ony Blair, him  a dirty Kuffar. The one  
Mr. B ush, him  a dirty K uffar. T he v id eo  is availab le  on line at 
http ://w w w .rata tak .com /m od u les/m vd ow n load s/sin g lefile .p h p ? lid = 14 .
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There was a ‘Contributions’ button located on the top page o f  the Hizbollah site, 

but this was not operational at the time the site was downloaded for analysis. A request 

for financial contributions was at one time included on Hizbollah’s Al-Manar TV site 

and was accompanied by an account number for a bank in Beirut, Lebanon. However, 

all such requests for contributions now appear to have been scrubbed from Hizbollah’s 

English-language Web sites. None o f  the Hizbollah sites provide items for sale.

The following request for support appeared on the top page o f  Sendero 

Luminoso’s site:

We're all-volunteer, from our national office staff to our student agitators — we 

rely on yearly membership dues, material purchases and contributions to pay 

our office rent, phone, postage and printing expenses. If you want to hook up 

with, support and/or join us, please contact us today by phone, fax or postal 

mail.

The ‘Materials’ section o f  the site offered numerous items for sale including copies o f  

the group's newsletter Peru Action and N cm 's , books and pamphlets, VHS videotapes, 

stickers, magnets, t-shirts, pins and buttons, and music CDs. To purchase, one was 

requested to print out the order form provided and send it, along with a check or money 

order in US$ made out to CSRP, to the organisation’s Berkeley, California address. 

“Volume discounts (up to 40% off) are available to bookstores, teachers, and to 

supporters for use in community outreach.” A calculator was provided at the bottom of 

the page to help with the math.

The LTTE’s ‘Online Store’ had similar sorts o f  items for sale and operated in 

much the same manner as its Kach and SL equivalents, one’s check or money order to 

be posted to an address in Toronto, Canada. The Aleph site had no items for sale, but 

requested that those who wished donate to the charities established to aid victims o f  the 

9 /11 terrorist attacks in the US. None o f  the other Web sites analysed contained either 

requests for donations or merchandise for sale.
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Just two o f  the ten sites analysed installed c o o k i e s . T h e y  were the Hamas and 

PKK sites.

Hyperlink Analysis: Lateral/Horizontal Inform ation Flows

Links Out

Hyperlink analysis has two measures: the number o f  links from a site and the number 

o f  citations linking to a site. The sites analysed addressed special interests and many of 

them were therefore relatively self-contained or ‘close-ended’ meaning that the sites 

generally did not offer extensive external links o f  either a partisan or non-partisan 

nature. The FARC site, for example, was entirely self-contained. It offered no external 

links whatsoever, to the extent that once one had entered the English- language section 

o f  the site there was no clear way o f  navigating back to the site’s top page as the 

‘Home’ link only returned one to the top English-language page. The rationale for such 

design, it is assumed, is that the surfer is ‘forced’ to remain within that group’s frame of 

reference (Deuze 2003, 212; Rogers 2002, 196).

Not all o f  the ten sites analysed were so close-ended, however. The Kach site 

had the greatest number o f  external links. A majority o f  these were o f  a partisan nature 

and appeared in the ‘Friendly Sites’ section o f  the sidebar. The Kach site also contained 

six reference links, which appeared in the ‘News Network’ section o f  the sidebar and 

allowed one to link to the newspapers H a ’aretz and the Jerusalem Post, among other 

news sources. The ETA site also had a relatively large number o f  reference links. 

However, these differed from those appearing on the Kach site in that they were links 

not to current affairs sources, but to sites such as the University o f  Minnesota Human 

Rights Library, the homepage o f  the UN High Commissioner for Human Rights, and

C ookies are pieces o f  information generated by a Web server and stored in the user's computer, ready 
for future access. They are embedded in the HTML information flowing back and forth between the 
user's computer and the servers and were devised to allow user-side customisation o f  Web information. 
C ookies make use o f  user-specific information transmitted by the Web server onto the user's computer so 
that the information might be available for later access by itself or other servers. Web servers 
automatically gain access to relevant cookies whenever the user establishes a connection to them, usually 
in the form o f  Web requests. For more information on cookies, check out http://www.cookiecentral.com .
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A m nesty  International Spain. N one o f  the other sites analysed adopted a similar linkage 

practice.

Linking to sites maintained by organisational sub-groups is another practice that 

is not particularly popular am ong terrorist W eb sites. This  m ay be because a majority o f  

the groups studied are centralised and their Web presence follows the same pattern, but 

m ay also stem from the fact that the present research focuses upon the g roups’ English- 

language sites and that sub-group sites are only available in indigenous languages. The 

Aleph site provided links to twelve ‘b ranch’ sites th roughout Japan, but these were only 

available in Japanese. The Hizbollah site, on the o ther hand, provided a links page 

contain ing  links to the W eb sites o f  some tw enty-three constituent organisations and 

various representatives o f  the organisation. These included links to H izbollah’s Al- 

M anar satellite television station, A l-N our r a d i o , a n d  Al-Ahed magazine;'^^ the 

hom epage o f  the g ro u p ’s Secretary General, Sayed Hassan N asrollah; and the 

hom epage o f  the g ro u p ’s Deputy Secretary General, Sheikh N aim  Kasem,'^"* among 

others. All o f  these sites were available in English.

The SL site was the only site to contain any links to information about other, 

similar groups operating in the same country. The SL site contained information about 

and dem anded that the basic rights o f  Lori Berenson, an Am erican w om an imprisoned 

in Peru, for her alleged involvement with the Tupac A m aru  Revolutionary M ovem ent 

(M R T A ) be r e s p e c t e d . D e s p i t e  the bitter ideological d ifferences between the two 

groups, the SL site also provided an external link to a Web site maintained by Lori 

B erenson’s supporters, which provides regular updates on her situation.

http: / /w  w  \v . a I n ou r. n et/ 
http://W WW.alahed.org  
lirtp://w 'w w .naim kassem .org
See http ://w w w .csrp.org/alert.htm . Scroll alm ost to  the bottom  o f  the page to v iew  text headed  

‘C om m ittee to Support the R evolution  in Peru D em ands B asic R ights for Lori B erenson’ (19 9 5 ). 
http: / /ww'w. freel ori. ora/
The M R T A 's hom e page is at hitp://\vw vv.nadir.org/nadir'initiativ/m rta'. The site is primarily 

Spanish -language, but portions o f  it are availab le in English translation. It contains a sm all am ount o f  
inform ation about Lori B erenson’s situation. For m ore inform ation about the M R TA  and it’s W eb  
strategy, in particular, see  Dartnell 1999, also  Reuters 1997.
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Links In

The num ber o f  citations to a site is a m easure o f  the extent to which a site is recognised 

am ong other sites that deal with the same or similar issues. There are tw o major ways 

o f  determining the ‘popularity’ o f  a site. The first is to m easure the num ber o f  ‘h its’ on 

or visits to a site. M any pages offer a ‘hit coun ter’ that records the num ber o f  times a 

page has been visited in a given span o f  time, which num ber can serve as an indicator 

o f  the popularity o f  the page. This w as not a viable method in this research, however, as 

none o f  the ten sites analysed provided such a ‘hit counter .’ This approach is severely 

d isadvantaged in any event as it is relatively sim ple to manipulate hit counters. Further, 

the num ber shown does not indicate the num ber o f  visits by different surfers, but is the 

raw num ber o f  hits on the page. T he upshot o f  this is that the page m ay legitimately 

have been hit a large num ber o f  times, but only by a small num ber o f  regular visitors. 

The second m easure o f  popularity is to m easure the num ber o f  links to a page from 

other pages. This was the method em ployed  here. The top English-language page o f  

each o f  the sites along with the sites’ overall hom e page, i f  such existed, were subjected 

to a Google ‘A dvanced  Search ’ that allows one to find pages that link to specific 

URLs.'^̂

In term s o f  visibility, som e sites were considerably more prom inent than others 

(see Table 6.3). The LTTE site w as the most prominent o f  the ten sites analysed with 

240 Minks in ’ in January 2004. The Sendero Luminoso, Kach, and ETA sites were also 

fairly prom inent during the sam e period. The top English-language FARC page had no 

direct ‘links in ,’ but the g ro u p ’s Spanish-language hom epage acted as a cover page for 

all o f  the FARC sites and this page had seventy-tw o ‘links in ’ in January 2004. The 

PKK site showed a very small num ber o f ‘links in ’, at ju s t  eight, but this was due to the 

structure o f  the PKK sites, which did not have a cover page similar to the FA R C  site.

Google was chosen because it is the w orld’s leading Internet search engine. It ranks Web pages using 
software called PageRank. PageRank relies on the uniquely democratic nature o f  the Web by using its 
vast link structure as an indicator o f  an individual page's value. In essence, G oogle interprets a link from 
page A to page B as a vote, by page A, for page B. But, G oogle looks at more than the sheer volum e o f  
votes, or links a page receives; it also analyses the page that casts the vote. Votes cast by pages that are 
them selves "important" weigh more heavily and help to make other pages "important." For more, see 
http:/7www'.google.com/technoloi>v7index.html.
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H ow ever, it w as possible to navigate from the top Kurdish-language page, which acted 

as the site’s overall top page, to the top E nglish-language page o f  the PKK site, and the 

form er had ju s t  over forty ‘ links in’ in January  2004.

Hits Returned

T he  transition from the hit econom y to the link econom y, in the late 1990s, recognised 

that  an organization’s Web reputation no longer derived from its site design but was 

rather a product o f  the organisa tion’s show ing  in reputable spaces (Rogers 2002, 205). 

A s Rogers points out, the ‘ch ao s’ o f  the Internet m ay be v iewed as a product o f  the lack 

o f  source authority in an information free-for-all. Let’s take the exam ple  o f  the NPA. 

With som e 25,000 pages with som ething to say about the N PA , all being listed by 

engines, returning sites with frequent N P A  keyw ords, one m ight expect that search 

engines with link authority logics (such as G oogle) would return 

w ww .philipp inerevolu tion .ora  at the top o f  the returns. However, while search engines 

such as Google have to some extent resulted in “a new  form o f  basic Web 

ep is tem ology” by providing an indication o f  the status o f  information according to 

m easurable reputability dynam ics as determ ined by the Web (Rogers 2002, 200), this 

works less well in term s o f  searches for terrorist sites as opposed to sites containing 

more m ainstream views. Instead o f  the N P A  them selves  being view ed by Internet users 

as the most reliable source o f  information about their group therefore, the US 

governm ent is instead seen to be the m ost reputable source o f  information about the 

organisation, and the same is true o f  a num ber o f  the other groups d iscussed in this 

chapter (see Table 5.4).

Interactive Inform ation Flows

Som e sites were highly interactive while others  were much less so. Just h a lf  o f  the sites 

analysed provided site search facilities. The Kach site had the most interactive features, 

including a site search. T here  were posters and flyers for dow nload, thousands o f  

photographs (o f  the Kahane family, protests, parades, funerals, etc.), cartoons, jokes,
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Table 5.4 Google Search for Terrorist Group Information (10 April 2005)

Search Term(s) No. of Hits 
Returned

Top Returned Site

"Aum Shinrikyo ” 7 9 ,3 0 0 Apologetics Index
httD ://vvw vv.aD oloeeticsindex.or2/a06.htm l

"Basque Homeland 
and Liberty"

3 7 0 Profile, International Policy Institute for Counter- 
Terrorism (Israel)
h t tD :/ /w w v v .ic t .o rc .i l / in te r  t e r / o r 2 d e t . c f m ? o r 2 id = 8

"Revolutionary Armed 
Forces o f  Colombia ”

9 4 ,3 0 0 Profile, International Policy Institute for Counter- 
Terrorism (Israel)
h ttD ://v v v v \v .i c t .o r e . i l / i n t e r  t e r /o r e d e t .c f m ? o r g id = 3 7

"FARC” 9 1 9 ,0 0 0 FARC Official Site
"Hamas " 2 ,3 4 0 ,0 0 0 Hamas Official Site
"Hizbollah ” 1 8 8 ,0 0 0 Hizbollah Official Site
"Kahane Cbai" 1 6 ,5 0 0 Profile, International Policy Institute for Counter- 

Terrorism (Israel)
httD://w w w . ict.orc.il/inter ter/oredet.cfm?or2id=19

"LTTE" 4 3 6 ,0 0 0 LTTE Official Site
"New People's Army ” 2 5 ,0 0 0 ‘Philippines’ NPA Redesignated as Terrorist 

G roup’ (US Embassy, Japan) 
h t tp ; / / i a D a n .u s e m b a s s v .e o v /e /p / tD - 2 0 0 4 0 8 11 - 
1 l .h tm l

" PKK" 1 ,4 1 0 ,0 0 0 Profile, US Department o f  State 
httD://librarv.nDS.navv.mii/home/taD/kurds.htm

"Kongra-Gel” 4 7 ,3 0 0 Kongra-Gel Official Site
"Sendero Limiinoso " 9 4 ,6 0 0 Library Guide to SL, University o f  North Carolina 

httD://ils.unc.edu/'-marsc/sendero.htm
"Shining Path ” 120,000 Council on Foreign Relation’s (USA) Terrorism 

O&A
httD;//cfrterrorism.org/«rouDs/shinineDath.htmi

‘p re-s ta te  u n d e rg ro u n d  m u s ic , ’ etc. C o n tac t  in fo rm atio n  w a s  p ro v id ed  in tiie fo rm  o f  an 

e -m ail  ad d ress  and  a te le p h o n e  n u m b er .  T h e  site  a lso  co n ta in ed  an  o n l in e  poll, in 

add it ion ,  the  K ach  site w as  the  o n ly  site  w ith  an o n line  g a m in g  sec tion , w h ich  

co n ta in ed  five g a m e s  in w h ich  p layers  w e re  su p p o sed  to  kill E h u d  B araq ,  S h im ’on 

Peres, and  Y as ir  A ra fa t ,  a m o n g s t  o thers .  T h e  a im  o f  o n e  o f  the  g a m e s ,  en ti t led  ‘E scap e  

o f  the  O s lo  C r im in a ls , ’ w as  desc r ib ed  as  fo llow s:

T h e  y ea r  is 2010 . R ed A le r t  ! R ed  A le r t  ! T h e  in sane  and d a n g e ro u s  O slo  

A rch i tec ts  h ave  e scap ed  from  the ir  H igh  S ecuri ty  M enta l  A s y lu m  and  are
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heading tow ards PA! Y ou must stop them  from reaching the safety o f  their 

friends o f  the PLO and prevent the Israeli citizens from lynching them.

W hen challenged by a reporter about the games, David H a ’ivri, a Kach member, 

replied: “ Each week, Jew s are murdered. T here are m ore dangerous things than this 

game. T he people who appear in the gam es gave w eapons to the terrorists w ho  m urder 

Jews. It’s ju s t  a gam e for children on the Internet” (FBIS 2002b).

While none o f  the sites investigated had chat room facilities, the Kach site was 

the only site with a bulletin board forum. This  forum was quite active with 610 

m em bers, 578 separate topics, and over 5,800 posts.

The H am as sites had the m ost items available for dow nload  with an archive o f  

over 600 screensavers available. Artistic renderings have long been important 

propagandistic  devices (see Johnson-C artee & Copeland 2004, 141-142); this is 

reflected not ju s t  in the H am as screensavers, but the online art galleries contained on 

two o f  the sites. There are twenty-nine separate art works displayed on the SL site, 

m ainly paintings, line drawings, and a small num ber o f  wall murals. A m ajority  o f  

these were colourful, but crude posters with slogans such as ‘Break the chains! Unleash 

the fury o f  w om en  as a mighty force for revolu tion!’ and ‘Long live the invincible 

People's W ar!’ They were contained in the sections ‘Art in Support o f  the R evo lu tion ’ 

and ‘Revolutionary Art o f  Peru .’ M any o f  the images were also available as fridge 

magnets. A ccord ing  to the site’s creators:

The art displayed here was mainly created by imprisoned fighters and 

supporters o f  the PCP. The materials to produce these ar tworks had to be 

smuggled into the prisons by friends and family. The art has since m ade its way 

around the world. M any o f  the artists were killed in the prison m assacres o f  

June 1986 and Septem ber 1992.

The ETA site also had an online art gallery. H owever, this ‘virtual gallery’ w as a great 

deal more sophisticated than its SL equivalent. It contained ten video installations and 

photom ontages with audio, accom panied by information about the various artists. One
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o f the montages, ‘The Liberation o f Navarre,’ featured a naked woman in grainy black 

and white curled in the foetal position, slowly unfolding the length o f her body, only to 

find herself in an enclosed space, unable to escape. The gallery also contained a 

montage o f photographs o f wall murals, from scrawled words to complex paintings, 

accompanied by a short explanation o f this practice (see Figure 5.2).

_____________ Figure 5.2 Page from ETA Site’s Online A rt Gallery

Fie Edit View Go gookmarks lools Help

ht(p://www.contrast,oro/mrrors/ehi/gaSery/edstwI.html ~3 ® ■

- j g ;  X|

ehHeku
Wall Pain^ngs
’D e m o c ra c y  l o r  £ i ] ^ 8 i  H e rr is *
youths 8̂U.m;tht crty.ofBaiona'̂ ,2^k
Like the jSrehjStonc painters ai «enasa. Eka»n, 
tetuHlzfe and Santirn*rsi?ie. i?«r ̂ \ i  of today 
hs“a tti use Ih #  to catch out attentioft. A
CSV& shews the speed the pursuS, the
t«r>si&rr of the hunt, and the %acity 8f^<T«a amma^ 
W'8 can & e ^ f! to  -J feepm g
warn ki cirfil cai^as, vwitoring out to iKait, mme 
weapon tn han^. life  today for the young people who 
paifit the w mi dUes and tum^  is irfwcus}? 
m i sama as ft cav9 ^valiers, their 
paintings too show the speed of pumml. the tefwion 
afths situation, arrfthe ferocity efiheii tHJpoftent?.

Five o f the sites analysed had online photo galleries or archives. As mentioned 

earlier, the Kach site contained thousands o f images o f the Kahane family, the funerals 

o f murdered Israelis (including the Kahanes), etc. The Hizbollah site contained over 

150 photos o f dead ‘martyrs’ along with an archive o f some 200 still-images from A l- 

Manar television. The LTTE site also had an extensive photo archive containing over 

400 images. This archive was searchable by both category and key word. Some o f the 

categories included ‘ Warrior Statues’ (19 photos), ‘Elephant Pass V ictory’ (287 

photos), ‘Tamil National Leader’ (27 photos), ‘ Liberation Tigers’ (49 photos) and
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‘T iger O perations’ (26 piiotos). These categories were then divided into sub-categories. 

So, for example, ‘Liberation T igers’ w as divided into ‘Blaci< T igers’ (7 photos), 

‘General Pho tos’ (12), ‘Men F ighters’ (11 photos), ‘Sea T igers ’ (7 photos), and 

‘W om en F ighters’ (12 photos). There w as also the facility to send these im ages as e- 

cards.

As mentioned, the K ahane site was the only site with an online gam ing  section, 

but a num ber o f  the other sites included less sophisticated gam es and gim m icks. The 

ETA  site contained a clickable map o f  the Basque country and an interactive m ap o f  the 

city o f  Pamplona, a long with real-time inform ation on the w eather in the area. This site 

also contained a Basque language primer. The H am as site contained thirteen poem s 

linked from the site’s top page ;’’  ̂ the N P A  site also included poetry and tw o  a lbum s o f  

‘revolutionary’ music. Like the N PA  site, both the LTTE and SL sites also contained 

music recordings. The Hizbollah site contained four cartoons, while the K ach site 

contained eighty-four. A majority o f  the latter were pro-lsrael/anti-Arab, w hile  some 

tw enty-four were anti-Semitic cartoons that had appeared in the A rab press. In addition 

to the musical offerings and e-cards mentioned above, the LTTE site also had clickable 

maps, an online quiz, and a ‘M em ory o f  the D ay ’ section, while the SL site offered free 

stickers and/or a free newsletter to anybody w ho wished to post the CSR P a stamped, 

self-addressed envelope.

The Aleph site had the most e-mail contacts, with seventeen addresses listed. 

The LTTE provided four separate e-mail addresses, ETA supplied three, and the N PA  

two. The Hamas, Hizbollah, Kach, and FARC sites each provided one e-mail address. 

The PKK and SL sites were the only sites not to provide e-mail contact details. Instead, 

the SL site invited visitors to contact them  via postal mail, phone, o r  fax. In addition to 

e-mail contact details, a num ber o f  the sites also provided online forms or polls. Sites 

soliciting such feedback included both SL and the PKK, a long with Aleph, the N PA, 

Kach, and FARC. H a lf  o f  the sites analysed offered visitors the opportunity  to sign-up

The H am as charter states that “the book, the article, the bu lletin , the serm on, the th esis, the popular 
poem , the poetic ode, the son g , the play and others” are all im portant v eh ic les  for  id eo log ica l 
m obilisation . H am as even  supports sing in g  troupes that praise H am as and esp o u se  its id eo lo g y . In one  
case, three o f  the H am as operatives w h o  carried out the su ic id e  bom bing at the Park H otel in N etanya, 
Israel on P assover in April 2 0 0 —including the su ic ide bom ber—w ere m em bers o f  a H am as sin g in g  troupe  
(L evittt 200 5 ).
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for e-mail newsletters.'^*^ However, these newsletters were not archived on any o f  the 

five sites—ETA, N PA , Hamas, Kach, LTTE--that offered this facility and so their 

content remains unknown.

The least interactive sites were those maintained by FARC and the PKK. These 

sites had no items for dow nload, neither online art nor photo galleries, no gam es or 

g im m icks, and no e-mail lists. While the PK K  site had a search facility, the FARC site 

did not even include this basic feature.

Terrorist W eb Site Delivery

H alf  o f  the sites investigated could be described as ‘glitzy.’ The Kach site, due to its 

very large num ber o f  images, w as the flashiest o f  the sites analysed. O ther sites 

contain ing large num bers o f  images were the Hamas, LTTE, Hizbollah, and Sendero 

Lum inoso sites. With ju s t  eight images, the FA R C  site w as the least glitzy o f  all.'^' 

Regarding the second com ponent o f  the glitz factor, audio and video were available on 

six o f  the sites: ETA, NPA , Hamas, Hizbollah, Kach, LTTE, and SL. All o f  these sites, 

excepting  the SL site, also contained m oving icons. The Aleph, PKK, and FARC sites 

contained neither audio nor video, nor m oving icons.

The NPA, Hamas, and Hizbollah sites were the most up-to-date. All three had 

new  material added every one to tw o days. The Aleph and ETA sites, on the other hand, 

had not been updated for more than six months, in fact, most o f  the material on these 

sites appeared to date from 2001. The rem ain ing  sites had been updated at various 

points in the preceding six months.

Eight o f  the sites analysed were available in m ore than one language. The 

H am as and LTTE sites were only available in English. However, there are other Web 

sites associated with these groups available in an assortment o f  other languages, 

including Arabic and Tamil respectively. The FARC site had the most translations. It

The FARC maintain a Spanish-language Yahoo! Newsgroup, although this is not mentioned on their 
English-language site. The news service (access via http://mx.groups.vahoo.com /group/farc-info/’) 
distributed communiques on a monthly basis during a six-month period in 2001-2002, but has not been 
used since (see Scheeres 2001a & 2002).

There are a number o f  limitations to using the raw number o f  graphics to judge flashiness (see Gibson 
and Ward 2000, 313).
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w as  available in English, Spanish, Italian, Portuguese, Russian, and G erm an. However, 

the Portuguese and Germ an sites were inaccessible at the time this research was 

undertaken. The PKK site was available in four languages: English, G erm an, Kurdish, 

and Turkish. The Aleph, ETA, and Kach sites were all available in three languages. All 

th ree  sites w ere  available in English, while the Aleph and Kach sites were also 

available in Russian and the g roups’ native languages, Japanese and Hebrew 

respectively. The ETA site, while predom inantly  in English, also had Spanish and 

B asque language com ponents. Three further sites were available in both English and 

the g ro u p s’ native language. These were the N P A  (Pilipino), Hizbollah (Arabic), and 

Sendero  L um inoso (Spanish) sites.

The top mark a site could have scored in term s o f  accessibility was four. 

H ow ever,  none o f  the Web sites perform ed well in this category, and the top mark 

actually  scored w as two, by the PKK site, which had both foreign language translations 

and text-only docum ents  for printing. The H amas and LTTE sites, because they did not 

have foreign language translations, performed very poorly, receiving zero points, while 

the rem ainder o f  the sites scored just  one point (for foreign language facilities). N o n e  o f  

the sites were offline during .lanuary 2004, the period during which the sites were 

dow'nioaded for study.

Gibson and Ward adopt a sensible rule o f  thum b when it com es to the time it 

takes for a hom e page to load. They say that a hom e page size greater than 30Kb will 

m ean the page contains multiple graphics and will therefore take a long tim e to load for 

the average hom e user (Gibson & Ward 2000, 313). Just three o f  the sites investigated 

had hom epages greater than 30Kb. The largest o f  these w as the Kach site at 55Kb,

followed by the PKK site at 50.5Kb, and lastly the ETA site at 45.5 KB. The FARC
18^hom epage  at ju s t  I Kb loads instantly, “ as do the Hizbollah (6Kb) and Aleph (7Kb) 

pages.

If  accessibility w as not a top priority on any o f  the sites, navigability was an 

issue that received more attention. T he top-scoring site w as that maintained by the 

C SR P for Sendero Luminoso. The SL site included a search capacity, navigation tips, a

'*■ The top FARC page (i.e . the Spanish -language hom epage from w hich all the other sites w ere linked) 
w as sligh tly  m ore graphical at 14Kb.
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hom e page icon on each page, a menu bar on each page, and a sitemap linked from the 

top page. The N PA  site w as also easily navigable due to the provision o f  navigation 

tips, a home page icon on each page, major site area links, and a site m ap linked from 

the top page. The m ost difficult sites to navigate were the ETA and Kach sites. The 

ETA site had a menu bar on each page, but no search facility or  navigation tips, while 

the Kach site provided a search facility, but no site m ap or navigational tips, which
183w ould have increased the user-friendliness o f  this very large site.

CONCLUSION

Overall, then, how  well did these Web sites deliver the functions postulated at the 

beginning o f  the chapter? In term s o f  information provision, the sites were an 

unmitigated success. A majority o f  the sites contained large volum es o f  information 

about the g roups’ history, heroes, founders, mindsets, and motivations that would be 

difficult for m any people to access without the aid o f  the Internet. If information 

provision w as clearly the prim ary function o f  the sites, then promotion o f  participation 

was a close second. In this instance, this refers less to the recruitment o f  persons to take 

part in terrorist activities than to the mobilisation o f  supporters and sym pathisers  to 

m ore actively support the terrorists’ causes w hether through linking from their ow n 

sites to the terrorist sites, printing out and pasting-up the posters supplied for dow nload  

on a num ber o f  the sites in their local areas, or contacting the groups via the various 

avenues highlighted on the Web sites and getting more directly involved. Funnelling 

m oney to terrorist groups is also a form o f  participation, o f  course. A num ber o f  the 

sites analysed sought to raise funds for their activities via their Web sites either through 

directly soliciting donations or offering merchandise for sale. Perhaps the least 

satisfactory aspect o f  the W eb sites analysed, in terms o f  their postulated functions, w as 

the use o f  the sites for netw orking purposes. Most o f  the sites analysed were quite 

centralised and provided little or no links to either sub-groups within the organisation

183 ‘V isibility ,’ the final site delivery variable, was addressed in the Hyperlink Analyses section above.
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or to other, perhaps similar or sympathetic, g roups around the globe. Having said that, 

som e o f  the sites were lini<ed to by quite a large num ber o f  other sites.

In term s o f  delivery, the sites differed quite markedly. A num ber o f  the sites 

w ere  quite glitzy and had significant m ultim edia content, w hile others were static and 

dull. While a small num ber o f  the Web sites were updated regularly, m any were 

updated  only intermittently, and two had not been updated for more than a year.'^^ 

M any  o f  the sites were available in more than one language, thus giving them  a global 

reach. The sites scored low on other measures o f  accessibility however, such as the 

availability o f  text-only docum ents for printing. Nonetheless, easy navigation w as a 

hallm ark o f  a significant num ber o f  the sites, which provided search capacities, site 

m aps, hom epage icons on each page, and m ajor site area links.

Two sites stand out in terms o f  their functioning and effectiveness. T hese  were 

the Kach and N PA  sites. The Kach site, a lthough its design was som ew hat amateur, 

delivered very effectively on the functions postulated, it w as cram m ed with information 

and commentary; contained thousands o f  photographs o f  the aftermath o f  attacks on 

Israelis, the funerals o f  those killed in attacks, etc, all meant to serve as evidence o f  the 

rightness o f  the groups ideological position; had an online gam ing section and 

num erous other gim micks, including an online store; and w as the only site to have a 

functioning discussion forum. The N PA  site, on the other hand, was considerably 

smaller than the Kach site, contained considerably  less images, and had neither an 

online store nor a discussion forum. Nonetheless, the N P A  site was rem arkably  well 

designed, both in term s o f  appearance and navigability, and was updated regularly. The 

site contained large am ounts  o f  information about the N PA  and its activities; had a 

‘C ulture’ section including musical recordings and poetry; contained copies o f  the 

g ro u p ’s newsletter stretching back a num ber o f  years; and provided num erous w ays o f  

contacting the organisation, including the m obile  phone num ber o f  the N PA  Press 

Officer. According to research carried out at Stanford University, the appearance o f  a 

W eb site--its design look—is a major factor for many Internet users in ju dg ing  a site’s

It is im possib le to dedu ce from sim ply  lo ok in g  at these  sites what exp lains the sign ificant d ifferences  
in delivery referred to. The on ly  defin itive  w ay in w h ich  to address this analytical d e fic ien cy  w o u ld  be to 
m ake direct contact w ith s ite s ’ W ebm asters and so lic it inform ation about their reasoning w ith regard to 
the delivery issu es h igh lighted; this is therefore a m atter for future consideration and research.
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credibility. The professional appearance o f  the N PA  site may be expected therefore to 

lend credence to the si te’s content due to the Stanford researchers’ finding that the 

appearance o f  a W eb site influenced Internet users credibility rating o f  sites more 

strongly than any o ther factors, including the source o f  the information and its accuracy 

(D enning 2005,7). '*^

The FARC site was in marked contrast to the Kach and N PA  Web sites. This 

site was amateurish both in its appearance and overall structure. It had not been updated 

for som e time, was difficult to navigate, and contained only a small am ount o f  

information about the FARC and its activities. (In contrast to the English-language 

pages analysed here, however, the F A R C ’s Spanish-language site had a professional 

appearance, was regularly updated, chockfull o f  information, and easily navigated). 

The remainder o f  the sites analysed met with varying, but generally high, levels o f  

success in terms o f  their functioning and effectiveness.

To sum up then: the importance o f  information and com m unication 

technologies to w ar and conflict is well established. What is less well understood is 

how new global technologies, such as the Internet, are changing the dynamic o f  

conflicts as com m unicative  and information pow er is decentralised down to the sub

state level and its reach extends beyond the confines o f  local territorially-defined 

boundaries. Can a well-designed and well-considered presence on the Internet play an 

important role in politics in a conflict situation? This chapter has been concerned with 

exploring the functions o f  terrorist Web sites, particularly as these relate to the major 

terrorist uses o f  the Net, as laid out in Chapter Three. It is posited that the chapter 

successfully illustrated that a majority o f  the sites investigated made an effective 

contribution to terror g roups’ financing, networking, recruitment and, particularly, 

information provision functions, essentially providing a considerable soft pow er return 

on a relatively small original resource input. With this in mind, the next chapter is

T he hom e page o f  the Stanford W eb C redibility  project is at http:/7\v\vw.vv'ebcredibilitv.org.
T he C olom bian m ilitary responded to the F A R C ’s inform ation cam paign by estab lish in g  their ow n  

W eb site  w hich contains, am ongst other th ings, photographs o f  the hundreds o f  so ld iers and p o lice  
kidnapped and killed by the rebels, a m ultim edia presentation o f  the cam paign to stam p out the FARC , 
an on lin e  em ploym ent application form , and a d iscussion  forum . Portions o f  this prim arily Spanish- 
language site  located at http:,vw w w .fu erzasm ilitares.m il.co / are a lso  availab le in E nglish , G erm an, and 
French translation (see  S cheeres 2002).
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devoted to a more detailed description o f  the information provided and rhetoric 

em ployed on terrorist sites, along with an analysis o f  the audience(s) for same.
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6
T h e  D is c u r s iv e  St r u c t u r in g  o f  

T e r r o r is t  W e b  S it e s : 

N a r r a t iv e s  o f  R e l ig io n , R e v o l u t io n , & 

R ig h t s

INTRODUCTION

One o f  the purposes o f  the previous chapter was to illustrate how the changing 

technological landscape has transformed the means and media by which violent 

political m ovem ents  can create and contest their respective ‘im ages.’ The effectiveness 

o f  political m ovem ents relies not only upon their political activity and its theoretical 

conception, but also upon their cultural representation and aesthetics. Som e terrorist 

Web sites are ‘better’ than others as Chapter Five shows. This is because appearance 

affects the perceived credibility o f  inform ation:“ [P]ower in the area o f  appearance 

depends on having know ledge about how  appearance impacts an audience, and what 

styles are most effective with a particular culture or group. It also depends on having 

the skills and resources needed to m ake information appear in a particular m anner” 

(D enning 2005, 5).
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A ppearance is not everything how ever; the contents o f  any given W eb site are 

also o f  vital import. B uilding upon the description o f  the com ponents and appearance 

o f  terrorist W eb sites contained in Chapter Five, the prim ary purpose o f  the present 

chapter then is the fleshing out o f  the discursive structuring o f  the sam e sites. Firstly 

though, a crucial question that has not yet been addressed is 'W ho  is the audience for 

these sites?’ Clearly, for soft pow er resources to have an effect they m ust have a ‘real 

w orld ’ impact. For m ost public m essages, there w ill be m ultiple audiences and so it is 

w ith terrorist W eb sites w hose audiences are identified and discussed below. An 

additional reason for the analysis o f  audience(s) is on the basis that effective m essage 

generators recognise that their rhetoric m ust be created for and targeted at a specific 

audience or audiences. Before exam ining appeals contained in the m essage proper, 

therefore, one m ust begin w ith a description and analysis o f  w hat and who the 

audience is as “considerations o f  audience drive the creation o f  effective persuasive 

m essages in the first p lace” (Tum an 2003, 72).

INCREASING THE SCOPE OF CONFLICT

A ccording to E.E. Schattschneider, the “m ost im portant strategy in politics is 

concerned with the scope o f  conflict"’ (1960, 3). The reason for this is that “conflicts 

are frequently w on or lost by the success that the contestants have in getting the 

audience involved in the fighting or in excluding i f ’ (Schattschneider 1960, 4). 

H istorically, each innovation in com m unication technology has resulted in changes to 

the com m unication patterns o f  political violence groups. G iven that the m eans to 

gather and dissem inate inform ation are m ore pervasive today then ever before, it is no 

surprise that the visibility o f  violent conflicts has increased, particularly  online. This 

in turn has m eant that m ore people, in m ore places, have the potential to becom e 

involved in such conflicts. This is not to suggest that technology determ ines the 

pattern o f  politics, but given Schattschneider’s understanding o f  politics as 

fundam entally contlictual behaviour, that violent political actors have taken advantage 

o f  contem porary technological innovations ought perhaps to be the least rem arkable 

o f  inform ation age innovations (A dam s 1996, 423; Brown 2002, 266-67).

Schattschneider’s theory suggests that groups that are disadvantaged in tenns 

o f  the scope o f  politics have the tendency to em brace new  technologies w ith the
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capability o f enlarging that scope. In this respect, terrorism has always been about 

communication. In fact, “Without communication there can be no terrorism" (Schmid 

& De Graaf 1982, 9). The Russian terrorists of the late nineteenth century were as 

anxious to communicate directly with the outside world as their modern counterparts.
187In the late nineteenth century, the Narodnaya Volya (People’s Will)

Decided to organize abroad the propaganda o f its actual aims...and to enlist

the sympathies of European society by acquainting it with the domestic policy

of our government. Thus, while shaking the throne by the explosions of our

bombs within the Empire, we might discredit it from without and possibly to

the diplomatic interference of a few countries which had been enlightened as

to the international affairs of our dark tsardom. For this purpose we had at our

disposal those revolutionary forces that had been lost to the movement in
] 88Russia, that is the emigrants (Vera Figner, as quoted in Rapoport 1988, 35).

The Narodnik's efforts met with a high level of success. Their famous letter to 

Alexander III, justifying the assassination of his father, was calculated to woo liberal 

sentiment. Karl Marx declared the letter one of ‘cunning moderation,’ and Vera 

Figner employed similar language saying that its great “moderation and tact...won the 

sympathetic approval of all Russian society.” The letter, which carried no reference to 

the terrorists’ revolutionary aspirations, caused a sensation upon it’s publication in the 

European press, to the extent that a number of conservative periodicals admitted their 

approval o f the Narodniks demands (Rapoport 1988, 36; see also Geifman 1993, 36).

Now, thanks to the Internet, for the first time terrorists are equal 

communication partners in the electronic agora. It is the unmediated nature of the

The Narodnaya Volya has been described as “the first modem terrorist organization in the world”
(Geifman 1993, 3), and was involved in numerous terrorist actions in Russia in the 1870s. The most
famous o f  these was the assassination o f  the Tsar in 1878. The group was disbanded in 1881, by which
time it had been decimated by the mass arrest o f  many o f  its members and the self-imposed exile o f
others.
188 Vera Figner, the daughter o f  prosperous parents, was bom in Kazan, Russia, in 1852. Upon 
finishing school, Figner moved to Zurich in Switzerland to begin training as a doctor. In Geneva she 
met Russian political exiles and was converted to revolutionary socialism. After her medical training 
Figner returned to Russia where she worked as a medical aide. She joined the Narodniks in 1879 and 
became the leader in 1881. She was involved in planning several acts o f terrorism including the 
assassination o f  Alexander II. She remained at large until being arrested in 1883 and the following year 
was sentenced to death. This was eventually commuted to life imprisonment in Siberia. Figner was 
released in 1904 and died in 1943.
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Internet, in conjunction with high levels o f connectivity, which renders it a 

communications medium unlike any other. There is a tendency in newspapers and on 

television for the primary sources of political information to be those who represent 

authority or who are members of the existing power structure. The British scholar 

Stuart Hall distinguishes between these ‘primary defmers’ (e.g. politicians, police 

spokesmen, government officials), and what he calls ‘secondary defmers’ (e.g. 

political or social activists, ‘reformers,’ terrorists) who reside outside the existing 

power structure. The latter are used much less frequently by the media than are 

primary definers, according to Hall (Crelinsten 1987, 420). So while modern terrorists 

can manipulate the media into devoting newsprint and airtime to their activities, 

political claims, and demands, the media in turn manipulates the terrorists: "The 

insurgent terrorist messages are transported to the public mainly by the media and the 

message is thereby almost invariably abbreviated, distorted or even transformed” 

(Schmid & De Graaf 1982, 110). Journalists and TV presenters achieve this by 

playing up the violent spectacle at the expense of analysis, in order to attract 

consumers, thus undermining the terrorists’ claim to legitimacy by depicting them as 

merely violent—oftentimes irrational and perhaps even psychotic—and therefore not 

political (Crelinsten 1987, 421). With the advent of the Internet, however, the same 

groups can disseminate their information undiluted by the media and untouched by 

government sensors. Indeed the importance of communication, and thence 

communications technologies, to terrorism is one of the basic premises upon which 

this text is based.

As regards audience(s), Schattschneider goes on to say that

Every fight consists of two parts: (1) the few individuals who are actively 

engaged at the centre and (2) the audience that is irresistibly attracted to the 

scene. The spectators are as much a part of the over-all situation as are the 

overt combatants. The spectators are an integral part of the situation, for, as 

likely as not, the audience determines the outcome of the fight. The crowd is 

loaded wdth portentousness because it is apt to be a hundred times as large as 

the fighting minority, and the relations of the audience and the combatants are 

highly unstable [italics in original] (Schattschneider 1960, 2).
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Certainly, significant imbalance exists in the relationship between “combatants” and 

Internet audiences. Two concepts commonly characterise the idea o f the Internet 

audience: that it is global, whether potentially or actually; and that it is knowable. The 

idea that the Internet audience is global is founded on the understanding o f the 

Internet as a borderless medium. The act o f establishing a Web site therefore is often 

loosely deemed equivalent to communicating—potentially, at least—with the world.

Internet audiences may therefore be conceived o f  as ‘imagined communities’ 

(Anderson 1983), in the sense that they are geographically dispersed groups o f people 

who are presumed to share similar tastes and interests. Indeed, Internet audiences are 

often portrayed as existing independently o f the Net; the Web merely facilitates 

something that they would already have wanted to be involved with. On this analysis, 

the Internet becomes just another communications tool, which may be drawn upon by 

pre-existing communities with pre-existing needs (Hine 2001, 192). This may be less 

true o f the international audiences for terrorist Web sites, however. It is submitted that 

instead o f these having an existence independent o f the Internet, it is the goal o f the 

designers o f teiTorist Web sites to essentially construct or create their audiences by 

connecting people through information and images to their political projects.

‘Audience’ is a complex category that ought to be at the heart o f any Web site 

production process. Organizations produce Web sites for multiple reasons however, 

many o f which they may poorly understand themselves. In many cases, the Web site 

becomes an organisational necessity for reasons as much to do with fear o f not having 

a Web presence as the benefits o f having one. In other words, many organizations feel 

that they must have a Web site, independent o f any particular ideas o f its use or 

audience (Hine 2001, 184 & 189). This is because having a Web site, especially one 

that is conceived o f  as ‘good,’ either in terms o f content or presentation, can be seen 

as enhancing organizational status both online and off. In extreme cases, the Web site 

is established so that the site address may be included in printed literature; the 

tracking o f Web site use or the tailoring o f the site to a particular audience is 

secondary to what the site comes to stand for: a competent organization, IT-savvy, 

and ‘on the ball’ (Hine 2001, 191). While terrorist groups are probably as concerned 

with appearing Net-savvy and forward-looking as other types o f  organizations, it 

appears also to be the case that those terrorist groups who take the time and trouble to 

establish an official Web site are, for the most part, highly audience aware.
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Dom estic vs. International M obilization

One o f the major functions o f terrorist groups is to mobilize other key actors in 

support o f their political objectives. Terrorists’ mobilizational goals are generally 

twofold. First, groups seek to increase their overall power base in order to increase 

their access to resources. Efforts at domestic recruitment are designed to move from 

an initial core group o f active supporters to larger groups o f  adherents or 

sympathizers.

The first individual likely to become involved in an issue as it expands 

beyond the immediate initial participants are the members o f the 

identification group, those people who feel strong ties to the originators o f 

an issue and who see their own interest as tied to that o f those raising the 

issue. The members o f the identification group are not only the first to be 

mobilized but are also most likely to support the position o f  the originators.

At the same time, the identification group is not likely to be particularly 

large, and success in reaching the public agenda usually requires further 

issue expansion. A typical example o f  the expansion o f an issue to members 

o f an identification group is the definition o f  a controversy in terms o f 

regional, ethnic, or religious interest (Cobb, Ross & Ross 1976, 128).

For example, many national-separatist and ethnic terrorist groups recruit from 

amongst large, often dispersed, ethnic populations who identify with their goals. 

Increasing their power base to larger and more powerful segments o f domestic and 

international society gives non-state actors access to resources that can then be used to 

exert political pressure on the ‘enemy,’ generally embodied by a state or states 

(Adams 1996, 423-424).

The second step in the mobilization process involves rallying the established 

power base behind the terrorist groups’ specific political objectives. The recruitment 

phase gives non-state actors access to financial and material resources, but it is the 

rallying phase that seeks to ‘cash in’ those assets and produce tangible political 

change. This component o f mobilization generally includes calls for financial support 

along with calls for political support. A terrorist group backed with financial 

resources and having the support o f key domestic and international actors is well
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equipped to exert political pressure on a state. It is such political pressure that can 

directly influence the policies o f governments.

In Sean M cLaughlin’s (2003) analysis o f largely non-violent dissident actors 

operating in the Middle East, the latter direct this type o f political action at two 

important actors: domestic elites and society at large. Elites are clear targets for 

mobilization because, he says, they possess considerable resources, both financially 

and politically. M cLaughlin points to Denoeux’s (1993) work on urban unrest in the 

Middle East, which demonstrated the disruptive power that ‘counter elites’ possess 

within that region. In the aggregate, society at large likewise controls significant 

resources. Again within the Middle East, the 1979 Iranian Revolution demonstrated 

the power o f a society mobilized for political purposes. The cumulative power o f 

these two domestic actors gives non-state dissidents good reason to recruit and 

mobilize them. According to McLaughlin, successful mobilization o f  one or both o f 

these groups can help to tip the relative balance o f power in favour o f  non-state 

dissidents.

McLaughlin goes on to point out that internationally focused forms o f political 

action were largely ignored by the groups he studied. Rather, dissident actors focused 

their attention towards domestic audiences indicating, he says, that dissident actors 

seeking to engage in Internet-based political action favour political fungibility over 

audience accessibility. It is true that in the case o f  the Middle East and other areas 

with low rates o f domestic Internet diffusion, international audiences, particularly 

those in Europe and the United States, present themselves as more readily accessible 

audiences. However, despite this high level o f accessibility, international audiences 

offer limited political utility when compared with local domestic audiences that can 

more readily impact political realities on the ground within their own locales, 

according to McLaughlin. He concludes therefore that dissidents appear willing to 

devote significant resources to reaching audiences with limited Internet accessibility, 

but high political utility in preference to those international audiences with high 

Internet accessibility, but what is viewed as insignificant political utility. This leads 

McLaughlin to aver that it remains too soon to dismiss Appadurai's (1996) argument 

that political activity remains rooted in local realities.

Doubtless, Appadurai is correct; the terrorist groups with which the present 

research project is concerned, for example, are primarily interested in drawing 

attention to and instigating action on their own behalf and that o f their local
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‘constituents’ against the poHcies and actions o f the representatives o f territorially 

bounded states. The point is that the IT tools that they employ are emphatically global 

in nature; while the Internet may be used for domestic mobilization, it is clearly it’s 

transnational mobilizing capacities that render it a strategic communicative instrument 

unlike any other. Terrorists’ establishment o f  Web sites not just in their native 

languages, but also in English and a host o f other tongues demonstrate the fact that 

terrorists are seeking to use the Net as not just another tool for domestic 

communication, but as the centerpiece o f their international information strategies. 

This chapter will show that the discursive structuring o f terrorists’ English-language 

Web sites is further evidence o f their targeting not ju st o f domestic audiences, but also 

global publics.

TERRORIST WEB SITES’ AUDIENCES

The major question to be addressed in this section is not who are the audiences for 

terrorist Web sites but, more specifically, who are the audiences for English-language 

terrorist sites?

The Internet and Domestic Mobilization

The reduced transaction costs associated with the Internet offer clear advantages for 

terrorist groups seeking to mobilize domestically. Since mobilization focuses on the 

organization o f resources within states, the Internet provides an avenue for groups to 

broadcast their message(s) to entire populations at limited cost while e-mail offers a 

low-cost and convenient way to disseminate recruitment messages and symbols to a 

targeted audience. E-mail is particularly useful in this respect as it is a low-bandwidth 

activity and may increasingly be composed and/or accessed not just using personal 

computers, but mobile telephones and other types o f personal organisers also.

In areas where Internet access is limited, efforts at mobilization through the 

Internet may ‘piggyback’ on other pre-existing communication networks within the 

state. By directing Internet-based mobilization at key nodal actors within pre-existing 

communication networks, terrorists’ messages can be passed on through these pre

existing connections including low-tech channels such as telephone, fax, and
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photocopying or, indeed, no-tech methods such as word-of-mouth (McLaughlin 2003, 

6). In the same way that taped sermons from the exiled Ayatollah Khomeini were 

circulated through pre-existing religious connections in Iran (see Srebemy- 

Mohammadi & Mohammadi 1994, 119-121), Internet-based messages need only 

reach certain key actors in order to be circulated more widely. In this way, each and 

every Internet user has the capacity to become an information source.

Because o f the focus in this text on English-language Web sites, this chapter is 

less concerned with domestic audiences than international audiences. Nonetheless, an 

important point in this regard is that the Internet does indeed allow for the targeting o f 

different messages at different audiences, particularly when those audiences speak 

different languages. While the hyperlinked structure o f the Internet may make it 

appear difficult to segment information for different audiences, this task is greatly 

simplified when linguistic differences distinguish potential audiences. The profound 

linguistic differences between Arabic and English allow a group such as Hamas to 

present itself one way to its local and regional audiences and in quite another to its 

Israeli and ‘W estern’ audiences. Clearly, this ability is not limited to Arabic and 

English, but can be generalized to any sufficiently dissimilar languages. In fact, the 

Hamas portal at http://w^\'w.palestine-info.info points visitors to six sites hosted on 

servers in different countries and available in six different languages. According to 

researchers at the US Naval Postgraduate School, "although the sites usually have 

similar headline stories, they often vary in perspective, structure, and content” 

(Emery, Earl, Buettner 2004, 20). This is an important enabling factor in terms o f 

Internet-based dissidence, allowing a single group to present multiple messages to 

various audiences by allowing editorial discretion and customized messages based on 

the audience, which in turn affords terrorists greater flexibility in the prosecution o f 

their information war arising out o f  a greatly expanded potential support base 

(McLaughlin 2003; Tibbetts 2002, 35).

Not all groups build on this opportunity, however. In terms o f the description 

and analysis o f the FARC’s Internet site contained in Chapter Five, the group does 

seek to gain international support, though this goal is clearly secondary to its domestic 

focus. The fact that the FARC provides a significant amount o f non-Spanish content 

indicates that the group is directing some o f its message towards international publics. 

Ultimately, however, the poorly defined nature o f FARC’s international audience and 

the static quality o f its English content, in particular, limit FARC’s attempts at
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international support erosion. Although it is worth pointing out that, because Central 

and South America are largely Spanish-speaking, FA RC's impressive Spanish- 

language site is targeting not just domestic, but also large regional audiences and not 

forgetting Spanish speakers in the United States and Europe.

International Audiences & Their Role(s)

The Internet offers unparalleled access to the international community. The Internet's 

ability to limit transaction costs over huge distances makes the technology an 

appealing one for non-state actors seeking to gain access to international audiences. 

Web sites are simple and cost-effective ways o f providing information to world 

publics, giving the international community the ability to access information from 

anywhere in the world at any time. E-mail lists and message boards likewise provide 

instant access to potentially global audiences. It is therefore no surprise to find that 

many terrorist groups have established Web sites and use e-mail to generate 

international support.

Internet technologies allow dissidents to communicate with established 

supporters across long distances instantaneously. This ensures that supporters receive 

political messages quickly, enabling political support to be activated in limited 

timeframes. By internationalizing a conflict or political dispute, non-state actors seek 

to access a broader range o f resources not available domestically. These resources can 

include financial and other types o f material support, but also include intangible assets 

such as political support and sympathy. The sheer size o f the international community 

makes internationalization an appealing strategy for terrorist groups. As with 

domestic mobilization, internationalization involves both recruiting and then rallying 

supporters. Sean McLaughlin (2003) identifies five different types o f actors at which
J  O Q

international mobilizing efforts may be directed. First, non-state actors could focus 

upon other states within the international community, although the difficulties 

associated with this type o f internationalization make it rare, particularly for terrorist 

groups. Communication between states and violent non-state actors is constrained 

because it must take place outside the normal channels o f inter-state communication

G abriel W eim ann id en tifie s  broadly  sim ilar a u d ien ces for terrorist s ite s  in h is U SIP  report. T hese  
are cuiTent and potential supporters, international pu b lic  op in io n , foreign  jou rn a lists , and en em y  
p u b lics (2 0 0 4 a , 4 -5 ).



and generally in secret. Given the Internet’s open architecture, it is a venue unlikely to 

be employed for this purpose.

Much more likely is that internationalization efforts will be directed at 

societies within other countries. Society-directed internationalization seeks to bypass 

the problems linked to direct communication with states. By mobilizing transnational 

populations, non-state actors can indirectly pressure foreign governments and seek to 

have their objectives included on the international agenda. Terrorists may also be able 

to garner material support from individuals within other states. The Zapatistas, 

benefited greatly from their ability to ally themselves with powerful societal actors 

within the United States, such as student and faculty organizations, which were able 

to publicize and support the Zapatistas’ objectives.

Third, non-state actors can focus internationalization attempts at diaspora 

populations. In terms o f  nationalist-separatist terrorist groups, this audience may be 

particularly germane owing to the large and influential communities o f  expatriates 

such conflicts often give rise to. Gaining access to these populations allows terrorist 

groups to tap into the financial resources o f the diaspora community. Indeed many 

terrorist groups have been linked to international charities that tap directly into 

diaspora populations for financial support as discussed in Chapter Three. Diaspora 

communities may also be able to influence the domestic environment by 

demonstrating support for the terrorist group to relatives and friends who remain in 

the homeland.

Fourth, internationalization can seek to involve what has come to be called 

‘transnational’ or ‘global’ civil society. These terms, which are often used 

interchangeably, most often refer to the networks o f international non-governmental 

organizations (INGOs) that have become truly established in the last decade or so. 

The resources offered by INGOs are rarely financial but instead take the form o f 

political support. INGOs are increasingly powerful players in the international 

community because o f their ability to exert political pressures on states. INGOs can 

directly change state policies or can influence states indirectly, by altering public 

perceptions and opinions. INGOs are therefore a potentially powerful ally in non-state

It’s worth noting that “ICT-am plified diasporic discourse,” particularly that supportive o f  politically  
violent groups, alm ost certainly does not represent the entirety o f  any particular com m unity. W hen 
confronted with extrem ely polem ical online narratives, it is perhaps easy to fall into the trap o f  
ascribing those v iew s to an entire population, yet this type o f  political com m unication represents on ly  a 
portion o f  the v iew s o f  any given  group and, with regards to the Internet, only those with W eb access at 
that (Kalathil 2002, 353; see also Appadurai 1996, 197).
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actors’ efforts to balance the power o f states. By gaining access to the political 

resources o f global civil society, non-state actors improve their chances o f directly 

influencing state behaviour and also tap into a larger network o f INGO supporters. 

Again the Zapatistas were able to tap into a variety o f human rights INGOs that sent 

representatives to Chiapas as political observers, and who successfully constrained the 

M exican government from using violence against the indigenous people.

Finally, terrorist groups can focus internationalization efforts at the media. The 

media provides a multi-faceted way for terrorists to have their messages broadcast to 

potentially huge audiences. M ass-media attention provides benefits beyond 

publicising acts o f violence, including a degree o f legitimacy and the forced attention 

o f large differentiated publics. In terms o f terrorist Web sites, it also provides the 

opportunity for mention o f these and sometimes the publication o f their URLs. Soo 

Hoo, Goodman & Greenberg have observed that, “for terrorists, using IT is not a 

perfect substitute for international news-media coverage and may even have negative 

consequences” (1997, 140). Increasingly however terrorist IT use and an increased 

focus on terrorist Web sites, in particular, are themselves garnering terrorists 

publicity.

It is also worth underlining that

The importance o f the digital public sphere for contesting media power 

would be far less if it were sealed o ff from other communication channels in 

society. H owever...the different media spheres are becoming increasingly 

porous. Researchers are beginning to pay attention to the pathways from 

micro-to-middle media that bring important messages in contact with mass 

media gatekeepers. The distributed property o f  the Web makes it difficult for 

news organizations to close the gates on tempting stories that competitors 

will be tempted to report if  they don’t. The rise o f 24/7 cable news 

operations makes the demand for novel information high (Bennett 2003a, 

32).'‘̂ ‘

Newspaper reports and television broadcasts, whether regional or international, have 

the ability to reach policymakers, societal actors, diaspora populations, and INGO

For an analysis o f  the impact o f  Web logs (i.e. ‘b logs’) on foreign policy , particularly their use as 
source material by professional journalists, see  R eynolds 2004.
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activists simultaneously. Media coverage is therefore a powerful political resource for 

terrorists, enabling their messages to reach multiple audiences with minimal effort.

The disposition o f each o f the audiences identified to the terrorist message or 

the message generator can be expected to differ dramatically. The message generator 

must clearly be concerned therefore with the following audience-centred questions: 

How is each audience likely to feel about the message the specific terrorist site is 

presenting? And what is its likely disposition towards the terrorist group as a whole? 

There are three broad categories into which audience ‘feeling’ is generally classified:

Hostile', audience members cannot be persuaded because they are so opposed 

to what is being said or to the speaker personally.

Sympathetic: audience members are, in effect, already persuaded because o f 

their support, agreement, etc. with the message or message generator from 

previous experience.

Neutral: audience members have no firm disposition towards either message 

or message generator; the audience is yet to be either persuaded or dissuaded.

Theoretically, it is possible for an entire audience to fall into one or other o f these 

categories; more commonly, however, elements o f all three classifications may be 

found in an audience. For Internet-based messages, in particular, there are certain to 

be multiple audiences, which may be divided along these lines. Prior awareness o f 

this aids the message generator in shaping particular messages for particular 

audiences (Tuman 2003, 74-75). Tibbetts has this to say about terrorists’ tailoring o f 

messages for different audiences:

[T]errorist propaganda on the Web takes many forms, and can be tailored to a 

variety o f audiences. For example, content can be targeted specifically at those 

who are already ‘true believers’: that is, those whose perception o f  the 

organization is already positive, whose perception o f the ‘enem y’ is already 

negative, or both. Propaganda on such sites can be intended to reinforce that 

belief On other sites, content can be oriented more toward persuading 

‘unbelievers’ o f the correctness o f the terrorists’ point o f view. Although 

inducing a radical change o f belief on the part o f an opponent would obviously 

be beneficial, the chief benefit from these sites would be convincing the ‘fence-

236



sitters’: those who have not formed an opinion, or who have mixed feeUngs 

about issues important to the terrorists. For example, it may be easier to 

persuade educated Western audiences with facts rather than with imagery. If the 

goal is to recruit suicide bombers, images o f graphic violence interspersed with 

half-truths and religious dogma may be more appropriate (Tibbetts 2002, 36).

Those responsible for the discursive structuring o f the ten English-language sites 

analysed herein appear to have been particularly cognisant o f their educated, liberal. 

W estern audience(s).

THE DISCURSIVE STRUCTURING OF TERRORIST SITES

Now that the composition o f the audience has been addressed, the next issue to 

consider is the actual content o f the terrorists’ cyber-messages. This is because 

however useful the Internet is as a political tool and in providing a political space, “all 

the channels o f communication in the world are no substitute for a language, a 

political discourse that is accessible” (Srebemy-M ohammadi & Mohammadi 1994, 

105). Thus the focus o f the remainder o f this chapter is a more detailed examination 

o f the content o f the most prominent narratives appearing in the ten terrorist Web sites 

explored here.

Efforts at both domestic and international mobilization are generally 

accompanied by efforts at support erosion. Support erosion is a political activity that 

seeks to erode public support for an opposing actor in a conflict. Whereas 

mobilization and internationalization are focused on the positive accumulation o f 

resources for dissidents, support erosion seeks to break down the resource and power 

base(s) o f states. By eroding support for the state, terrorists hope to limit the financial 

and political resources at a state’s disposal thus improving the relative balance o f 

power o f the terrorists’ vis-d-vis the state. Processes o f domestic and international 

mobilisation cannot generally be separated from efforts at support erosion: messages 

designed to increase support for teiTorists are almost always coupled with information 

aimed at damaging support for the state. Basically, terrorists seek to ‘level the playing 

field’ with states by improving their own relative power while, at the same time, 

decreasing that o f  the state. Since support erosion is closely linked to both
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mobilization and internationalization, the audiences for this type o f information can 

also be both domestic and transnational. Dissidents seek to exert political pressure on 

the state by eroding popular domestic support for state policies or the governing 

regime itself and thus undermining overall regime stability. In a similar fashion, the 

erosion o f international backing for a government or its policies can further weaken a 

regim e’s legitimacy within the international community (McLaughlin 2003, 8).

In terms o f  the international dimension, a central plank o f many such 

strategies is

the shift from the ‘self-interest’ politics that dominates the domestic agenda to 

a ‘m oral’ and ‘ideological’ politics...The battle for the middle class was and is 

about securing the moral and ideological ‘high ground’...the tactics o f 

grassroots movements are designed for one specific purpose; to alter the 

‘balance o f pow er’ between the decisionmakers and the general public,

thereby discrediting the claims o f the former” (Marsh 1995, 136-137).

Since support erosion is focused on denying resources to the state, the messages and 

symbols associated with it are expected to be negative. With regard to domestic 

populations, terrorists might be expected to employ political and religious motifs to 

negatively portray the state. For international audiences, support erosion is focused 

upon broad international norms; terrorists often seek to erode international support for 

a state by accusing it o f  oppression or other human rights abuses, for example. Three 

distinct types o f narrative were apparent in the ten sites focused on here; these might 

be broadly termed narratives o f  religion, revolution, and rights.

Religious Narratives

A central function o f ideology is to elaborate a worldview, but also to construct a

collective identity. Religiously inspired narratives played a significant role in the

discursive structuring o f  a number o f  the Web sites explored here. One reason for this 

may be that “religious beliefs are shared by communities, and community bonds are 

quite useful for resisting oppression” [italics in original]. In one sense then, religious 

communities do not have to be constructed, they are already in existence and may be 

perceived as simply in need o f rousing: “A belief system does not simply define
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beliefs, it also defines a group, persons who share a perceived common destiny. Such 

ties help a group to mark time and preserve its anger and identity while waiting for the 

right moment to rebel” (Adams 1996, 429). Many, indeed most, religious 

philosophies are eschatological; in other words, they support the denial o f what is, for 

an imagined world that is manifested after death (i.e. ‘the next life’ or ‘future life’). 

Many political violence groups also have an intense belief in a future imagined 

differently from their present and may, therefore, find it useful to draw upon 

eschatological themes such as the annihilation and endurance o f  the individual (soul), 

an individual leader or prophet, or even the world itself (Adams 1996, 430).

The Web sites o f both Kahane Chai and Hamas evidenced such positions with 

both groups seeking to invoke religious principles in order to deny the claim o f the 

other to what each views as ‘their’ land(s). The following is an excerpt from the 

writings o f Rabbi Meir Kahane, which is available on the Kach Web site:

It is a central tenet o f Judaism that G-d wished the Jew to create a unique, total, 

pure and complete Jewish life, society and state in Eretz Israel. This being so, 

who can honestly believe that He then sanctioned the democratic right o f a non- 

Jew, who is totally alien and outside the Jewish society and who is free o f its 

religious obligation, to have the slightest say in its w orkings?...It is not merely 

that the land belongs to the Jewish people. It is that the land belongs to G-D and 

which He gave to the Jewish people for a specific reason and under a specific 

condition... And that is why the non-Jew who wishes to live there can do so 

only under certain conditions, the most important being that he has nothing to 

say concerning the state, its character, its workings. This is so for all non- 

Jew s...H ow  much more so for the non-Jewish residents o f  the Land who lived 

there BEFORE the L-rd gave it to the Jews. Those residents refuse to recognize 

such a fact. They believe the land to be theirs and dream o f the day when they 

will regain it. To allow them to remain as proprietors, or even freely living with 

restrictions, is to ensure not only the general spiritual assimilation that is 

threatened by any large number o f non-Jews, but also the threat o f revanchist
192political and military attack.

From 'T he A rabs in Eretz Israel,’ ava ilab le  on lin e  at http:'/vvw w .kah ane.org /m eir/arab s.h tm l.
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The ‘C ovenant’ o f  the Ham as organisation contained a sim ilar undertaking in the 

section entitled ‘Strategies o f  the Islam ic Resistance M ovem ent; Palestine Is Islamic 

W aqf;’'̂ ^

The Islam ic Resistance M ovem ent believes that the land o f  Palestine is an 

Islam ic W aqf consecrated for future M uslim  generations until Judgem ent Day.

It, or any part o f  it, should not be squandered; it, or any part o f  it, should not be 

given up. N either a single Arab country nor all A rab countries, neither any king 

or president, nor all the kings and presidents, neither any organization nor all o f  

them , be they Palestinian or Arab, possess the right to do that. Palestine is an 

Islam ic W aqf land consecrated for M uslim  generations until Judgem ent Day.'^'*

Religiously inspired terrorist groups m ay also portray them selves as 

expressions o f  religious faith and their actions as, therefore, a m atter o f  duty. 

‘■[BJecause the realm  o f  the sacred is alm ost by definition unquestionable and 

unquestioned, political ‘realities’ and m essages couched in religious term s are all the 

m ore persuasive and pow erful” (H egland as quoted in Srebem y-M oham m adi & . 

M oham m adi 1994, 116). The follow ing is an excerpt from  an article penned by Rabbi 

M eir Kahane on the fourth day o f  the Yom  K ippur W ar (1973) and available on the 

Kach W eb site, which invoked such faithfulness to the ‘Jew ish G-d o f  H istory’;

... [TJhere are practical consequences that are to be draw n and there are very 

real steps that are forced upon us by the Reality o f  the Jew ish G-d o f 

History. From the existence o f  this G-d, from  both the awesom e fear on the 

one hand and the certain confidence on the other, em erges an inescapable 

and im perative path. It is the path o f  Faith and Belief. Faith in the Jew ish 

Destiny and that i f  only the Jew  rem ains true to H is G-d and his heritage he 

can never be destroyed or overcom e. B elief in the Pow er and Will o f  his G-d 

to destroy the enem y o f  the Jew s...F a ith  and b e lie f  that the rational and 

logical and obvious and pragm atic w ither aw ay before the pow er o f  the 

C reator and D estroyer, the G-d who shapes and form s the G-d o f

In Islamic countries, the term ‘w a q f  (also ‘w a k f ) refers to the custom o f  g iving a piece o f  land, 
etc., to a religious institution, so that the revenue can be used for pious or charitable purposes; the term  
can also be used to refer to property given in this way.

A vailable online at http:/ vvw vv.ham asonline.com /indexx.php?page-H am as/ham as covenant.
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H istory...They mean gazing upon a ‘real’ world that appears to be fraught 

with danger and that calls for a rational retreat from duty and Jewish 

obligation, and to deliberately choose the opposite path, o f a seeming 

madness and irrationality, because it alone is the path o f fidelity and 

faithfulness to Jewish values and because G-d will protect those who have 

faith in Him.'^^

Similarly, in the section entitled ‘The Universality o f the Islamic Resistance 

M ovement,’ the Hamas ‘Covenant’ warned those speaking out against the group that 

they were essentially challenging God:

He whoever denigrates its worth, or avoids supporting it, and turns a blind eye 

to facts and is challenging Fate itself, whether intentionally or unintentionally, 

would awaken to see that events have overtaken him and will find no excuses to 

justify his position.

Bringing such strong moral, social, and spiritual obligations and sanctions into play 

acts as a further aid in ensuring that audience members who share the same religious 

faith as a particular terrorist group will be moved to share their political values and 

goals also. The employment o f religious rhetoric may be viewed then as less about 

cajoling audiences to accept one’s position and more akin to commanding them to do 

so (Sreberny-Mohammadi & Mohammadi 1994, 111-113).

Religiously inspired terrorist organisations are generally practiced in 

communicating with ordinary people and further aided by a rhetoric that has been 

honed over long periods; in the cases o f Islam and Judaism, hundreds or thousands o f 

years. This allows such groups to sum up their positions with brevity by drawing upon 

discourses known to all those who share their religious persuasion (Picard 1997, 216). 

For example, the Kach slogan “Chosen people-Chosen land-Chosen destiny,” '^^ is a 

clear reference to the Jewish people as ‘God’s chosen people.’ Nor does the Hamas 

slogan leave one in doubt as to the religious stance o f that organisation: “Allah is its 

goal, the Prophet its model, the Quran its Constitution, Jihad its path and death for the

From ‘T he G-d o f  H istory ,’ ava ilab le  on line  at http:/ /w vvw .kahane.ora /m eir / iew ish  g -d .htmI. 
See  'Kahane.org: Principles and P h ilo so p h y ’ at http://vv\vvv.kahane.org'philo so p h v .h tm .
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sake o f Allah is the loftiest o f its w i s h e s . ‘Ne w’ religious organisations, on the 

other hand, may have less o f  a narrative repertoire upon which to draw, although 

mixing ‘old’ and ‘new’ religious precepts can mitigate this problem. This appeared to
1 Q 8be the strategy adopted by Aum Shinrikyo whose ‘Five Precepts for Lay M embers’ 

read rather like the Ten Commandments and who also drew upon Buddhist and Hindu 

principles and practices as detailed on their Web site. In terms o f the discursive 

structuring o f their site, but also more generally, the Aleph group is somewhat o f an 

outlier. It is unclear, for example, what the group’s goals were in carrying out the 

Tokyo subway attack and the group’s Web site did little to enlighten audiences on that 

score. A majority o f religiously inspired terrorist groups are, in contrast, quite clear on 

their Web sites as to their enemies and goals, as are those groups who espouse 

revolution.

Revolutionarj' Narratives

The international class-based language o f Marxism was used on a number o f the sites 

to interpolate another already existing community: the worldwide community o f 

leftists. The SL and NPA sites were replete with terms such as ‘workers,’ ‘the 

m asses,’ ‘people’s war,’ ‘Yankee imperialism,’ ‘heroic com batants,’ ‘the 

revolutionary internationalist movement,’ etc. The N PA ’s commitment to Marxist- 

Leninist principles was described as follows on their site:

From the great treasury o f M arxism-Leninism, we draw basic principles and 

historical lessons to shed light on the people's war that we are w'aging. But 

these are o f general value; they are a general guide to our action. To rest 

content with them, without integrating them with our concrete practice, is to 

turn them into lifeless dogma. To dispense with them is to engage in blind
199action.

In addition to Marxist-Leninists, the SL also described themselves as Maoists.

See the Hamas Covenant, as above.
These are as follow s: ‘D o not kill, do not steal what w as not given to you, do not conduct sexual 

m isconduct, do not lie, abstain from alcohol, cigarette [i/c] and so  on .’ A vailable online at 
http://english.aleph.to/1ib/doclrines/basic d '04-3 .h tm l.

From ‘Specific Characteristics o f  Our P eople’s War’ (1972). A vailable online at 
http://vvw\v.philippinerevolution.org/cpp/index.shtm l.
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The ideology o f the international proletariat arose in the crucible o f the class 

struggle as Marxism, becoming M arxism-Leninism and, finally, Marxism- 

Leninism -M aoism ...These are three stages, periods or milestones in the 

dialectical process o f development o f a single unity that in 140 years, beginning 

with the Communist Manifesto, through the most heroic epic o f  class struggle, 

through fierce and fruitful two-line struggles within the communist parties 

themselves, through the tremendous work o f giants o f thought and action that 

only the class could have brought forth, with three unfading luminaries standing 

above the rest—Marx, Lenin and Mao Tsetung—and through great leaps, 

especially three, has armed us with M arxism-Leninism-Maoism, principally 

M aoism today. However, while the universal validity o f M arxism-Leninism has 

come to be recognized. Maoism is not broadly recognized as the third stage; 

thus, while some simply deny it as such, others only go so far as to accept it as 

‘Mao Tsetung Thought.’ Essentially, in both cases, while they clearly have 

differences between them, they both deny the overall development o f  Marxism 

by Chairman Mao Tsetung. Not to recognize Maoism's character as an Msm' is 

to deny that it is universally applicable and, consequently, its character as the 

third, newest and highest stage o f the ideology o f  the international proletariat: 

M arxism-Leninism-M aoism, principally Maoism, which we uphold, defend and 

apply.'°°

M arxist-Leninists, Maoists, or both, the Web sites o f SL and the NPA tell remarkably 

similar stories: the instigation o f people’s war arising out o f oppression by local elites 

acting in tandem with 'Yankee imperialists.’

A crucial element in any political movement is defining the enemy and, in the 

process, reinforcing the collective ‘w e’ o f revolutionary actors. For SL, the ‘near’ 

enemy is Peru’s “Fascist, Genocidal and Country-Selling Dictatorship” while the ‘far’
9 0 1enemy is the US government. Why, SL asked, is the US government so concerned 

about the revolution in Peru?

From ‘On M a rx ism -L en in ism -M a o ism ’ (1 9 8 8 ) . A v a ila b le  o n lin e  at http://\vw vv.csrp .org/pcp-  
m lm .h tm .

In terestingly , a l-Q aed a  and affilia ted  organ iza tion s portray their en em ies  in a sim ilar fash ion  with  
‘near’ en e m ie s  id en tified  as assorted state leaders and go v ern m en ts in the M uslim  w orld  and the ‘far’ 
en em y  as va r io u sly  the U n ited  States, the ‘W est,’ and/or the ‘Z ion ist-C rusader a llia n c e ’ (B urke 2 0 0 4 ,
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Simply put, the US ruling class is dependent on dominating and plundering vast 

areas o f the world for its very existance Latin America is a key part o f  this 

US empire, and Peru is a very important country in Latin America—both 

strategically and economically. So the US rulers fear losing Peru to a Maoist 

revolution that would rip Peru out o f  the global web o f imperialist exploitation 

and robbery, a revolution that claims nothing less than to be a Base Area for the 

advance o f  the world socialist revolution!

In April 2005, the N PA 's spokesperson made similar remarks in relation to the 

situation in the Philippines, as detailed on the NPA Web site: "bootlicking officials o f 

the Arroyo government want to make the Filipino people swallow their national 

dignity and sacrifice their national sovereignty on the altar o f US military 

interventionism,” he said. The spokesperson, Rosal, then called on the Philippine 

people to reject the "bribes o f the US government, oppose the puppetry o f the Arroyo 

regime and tight for Philippine national sovereignty against US military
9 0 ^intervention." This is in keeping with the repeated references on the NPA site to the 

Philippine government, led by Gloria Arroyo, as the ‘‘US-Arroyo regim e” and the 

“Arroyo Puppet r e g i m e . I n  a similar fashion, one-time Peruvian president Alberto 

Fujimori was repeatedly referred to on the SL site as a “US-puppet.” '̂*̂

There were also repeated references to the Peruvian and Philippine 

governments as fascist and their actions as terrorist on both sites. The following are 

the titles o f a number o f press statements drawn from the NPA Web site:

2; G erges 2005), although som e divisions have em erged on this score betw een, in particular, Bin Laden 
and Abu Musab al-Zarqawi, the alleged leader o f ‘al-Qaeda in Iraq’ (see Eedle 2004; N apoleoni 2005, 
40-43).

From section entitled ‘The Crimes o f  the U S-Backed Fujimori R egim e’ at 
http://ww w.csrp.ora/usint.htm .

Press release entitled “ ‘Project: Bayanihan” is US Bribe in Exchange for M ilitary Intervention, CPP 
S ays.’ A vailable online at http://w'ww.philippinerevolution.org/cgi- 
bin/statem ents/releases.pl?date=050413:refer=kr:language=eng.

See, for exam ple, ‘O ppose the M edia Gag! O ppose the US-Arroyo Regim e's Terrorism and Steps 
Towards Open Fascist rule! ('http://w'ww.philippinerevolution.org''cgi- 
bin/statem ents/statem ents.pl?author=cpp:date=050308:language=eng').

See, for exam ple, ‘Raise the People's War to a N ew  and Higher Level A gainst U S Imperialism and 
the Arroyo Puppet R egim e (http://w w w .philippinerevolution.org/cgi- 
bin/statem ents/statem ents.pl?author=cc:date=050329:language=eng').

See, for exam ple, 'Celebrate the Fall o f  the US-Puppet Fujimori: Support the People's War in 
Peru!,’ online at http://wwvv.csrp.org/cm te'fuii-fall-statem ent.htm .
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‘On the Arroyo Regime of Terror’ (April 2005)^°’

‘Resist the Terrorism of the US-Arroyo’ (March 2005)̂ ****

‘CPP Says Arroyo Regime is Veering Towards Open Fascism’ (March 

2005)̂ ®'̂

‘The Macapagal-Arroyo Regime Spews Out Lies Like Goebbels Did’ 

(December 2004)^'°

‘Arroyo Regime Cannot Defeat People's War Even With US Terrorist

Support’ (October 2004)^''

The FARC Web site contained numerous similar comparisons.^'^

On the SL site, a review of John Malkovich’s film The Dancer Upstairs 
0 1 ^(2002), which is set in Peru, criticised the negative portrayal of the ‘people’s war’ 

in the film:

The ‘terrorist’ label is quickly stuck on those who rise up to resist their

oppression. John Malkovich may claim that his Dancer story is fiction, but

what purpose does it serve to portray people who are fighting for their
1 1

liberation as terrorists?"

The implicit suggestion here is that it serves the purposes of the Peruvian government 

and their US ally to portray SL members and their supporters as terrorists so that they 

may be dealt with more harshly than might otherwise be the case.

Terrorist groups ideologically wedded to Marxism, Leninism, or Maoism, or 

some combination of these perspectives, might also be expected to address economic 

issues on their Web sites. And, indeed, this is the case with not just the NPA and SL, 

but also ETA, who espouse a broadly Marxist-Leninist worldview. A large number of

Statement o f  the CPP, available online at http://vvw\v.philippinerevolution.org/c«i- 
bin/statem ents/statem ents.pl?author=cpp;date=050407:language=ena.

Editorial contained in A ng Bayan, available online at http:/7w w w .philippinerevolution.org/cgi- 
bin/abshow /abshow .pr?vear=2005:inonth=03 ;dav=21 ;edition=eng:article=01.
209 ^ p p  Information Bureau press release, available at http://vvwvv.philippinerevolution.org/cgi- 
bin/statements/releases.pl?date==050311 ;refer=kr:language=eng.

Statement available online at http://\v\vw.philippinerevolution.org/cgi- 
bin/statem ents/statem ents.pl?author=ndfnp:date=041213:language=eng.

CPP Information Bureau press release, available online at http://vvvvv\'.philippinerevolution.org/cgi- 
bin/statem ents/releases.pl?refer=kr:date=041021 ;language=eng.

See http://vvwvv.farcep.org/pagina ingles/articles.htm I.
The film ’s official Web site is located at 

http:/'vvwvv2.foxsearchlight.com/thedancerupstairs'index.html and includes a synopsis o f  the story, 
am ongst other things.

Drawn from PDF flyer, w hich is available online at http://vvwvv.csrp.org/pdf'dancer.pdf
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the media statements included on the NPA site deah with issues such as the 

imposition by the PhiHppine government, with the support o f the US, o f new taxes 

and increased oil prices:

The Arroyo regime seeks to cow the mass-based forces that stand against 

the government's moves to increase and impose new taxes, allow the 

wholesale entry and plunder o f  foreign mining companies, permit incessant
215oil price increases and invite the escalation o f US military intervention.

A broadly similar analysis was contained in an SL text entitled ‘The Reality Behind 

the So-Called Economic Miracle in Peru’ (1996), the opening paragraph o f which 

read as follows:

The Fujimori regime, under the direct guidance o f U.S. imperialism, has 

launched a new economic program. The imperialists call it a ‘free market 

econom y’ and ‘privatization.’ In short, it is about squeezing even more profit 

out o f the Peruvian masses and plundering the country dry. Fujimori's 

economic plans offer up the Peruvian masses as low-cost wage slaves to the 

multinational capitalists, and has put the land and resources o f Peru on the 

auction block.

The ETA Web site laid the blame for high rates o f  unemployment in the Basque 

territories on centralised European Union policies and also upon the high numbers o f 

multinational corporations that established plants in the region. These concerns were 

reflected in the following excerpted from an article entitled ‘The Multinational 

Corporation: N avarre’s Other M aster’ (2000) and posted on the ETA Web site:

...the multinational corporations impose their dictatorship. The global 

organization o f inequality is not affected by the fact that the Basque 

ten'itories now export Volkswagens and Mercedes Benzes to Europe and to

E xcerpted from  C PP statem en t entitled  ‘P olitica l A ssa ss in a tio n  W ill N o t T errorize the P eo p le  to  
S u b m iss io n ,’ ava ilab le  on lin e  at h ttp :/7\vw w .philipp inerevolution .org'C izi- 
b in /statem ents/statem en ts.p l?auth or= cp p;date=050323:]an guage=^ ena.

A v a ila b le  on lin e  at http://vvwvv.csrp.0rg /st0ries.h tm #rea l. S ee  a lso  ‘Foreign E co n o m ic  D om ination  
R each es N e w  H eig h ts’ (1 9 9 4 ) , w h ich  is availab le  at http://vvw w .csrp.0rg/st0r ies.h tm #E c0 .
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other distant markets. It is the German concerns that have considered it more 

convenient to export cars to certain markets from its affiHates in southern 

Europe: the low production costs and disposable labour force are Basque, 

the high profits are German. The Basque territories compete among 

themselves for the role o f imperialist-investment favourite. They put no 

limitations on the entrance o f  foreign capital, its movement within their 

economy, the export o f profits, or the repatriation o f capital. Our regional 

governments lure companies with ‘tax re lie f  and many other ‘incentives.’ 

Foreign companies take over local companies encouraged by the 

governments, and the local capitalist becomes a junior partner or functionary
217of his conquerors.

Though less dogmatic than their NPA and SL counterparts, the FARC and ETA sites 

clearly evidenced many o f the same concerns and employed many o f  the same 

buzzwords.

Rights-Based Narratives

WTiile a number o f the Web sites analysed employed religious narratives and others 

employed revolutionary narratives, by far the most popular approach was what might 

broadly be termed rights-based narratives. This term encompasses three quite distinct 

rights-based approaches: claims to recognition based upon historical rights, either to 

land or a separate identity; claims for recognition based upon international legal 

rights; and claims that political violence was only undertaken as a last resort o f people 

whose human rights had been systematically abused. Each o f the Web sites analysed 

here employed one or more o f these rights-based arguments as detailed below.

H istorical Rights

As Gabriel Weimann has observed, and as also mentioned in Chapter Five, 

“nationalist and separatist organizations generally display maps o f the areas in 

dispute: the Hamas site shows a map o f Palestine, the FARC site shows a map o f

A vailab le  on l ine  at http://ww w .eh i-nava iT e .org /navan'e /na_his lorv_m c.htm l.
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Colombia, the LTTE site presents a map o f Sri Lanka, and so forth” (2004a, 4). One 

o f the functions o f these graphics is to assert the historical right o f the terrorist groups, 

as representatives o f the people who inhabit these territories or some part therefore, to 

ownership o f same. When taken in conjunction with the reconstruction by the political 

violence groups on their Web sites o f  an alternative or oppositional history with its 

own important dates and heroes, the symbolic power o f which is also drawn upon to 

inspire the movement, these maps take on a peculiar resonance. The following, 

excerpted from an article entitled '36 Years for Peace and National Sovereignty,’ is 

drawn from the FARC Web site and is an example o f  the former:

...turned into an armed revolutionary nucleus infused by our people's 

tradition o f struggle, by the resistance o f the natives and the black slaves to 

the violent and bloody methods used by the Spanish when they came to 

these lands, by the 1780 Commoner insurrection lead by Jose Antonio 

Galan, by the valour, courage and dignity o f those who liberated our nation 

from spanish [.s/c] colonialism between 1810 and 1819 and raised the 

banners o f anti-imperialism, social justice and latin american [i/c] unity, 

unfurled by the Liberator, Simon Bolivar but brought down and stained by 

the creole [i/c] political class. This nucleus took up the echo o f pain and 

anger o f those massacred on Dec. 6, 1928 in the ‘Banana Region’ and made 

the cherished aspirations o f the working class and people its own.^'^

As already mentioned, the top pages o f the FARC and NPA sites trumpeted the 

anniversary celebrations o f these groups. A number o f the other Web sites also 

celebrated the longevity o f their particular groups’ struggle thus underlining their 

more recent history in addition to what might be temied the groups’ pre-historical 

rights.

■'* http://wwvv.mondofariano.org/pagina ingles/historv/36vears.htinl
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International Legal Rights

Also included on the FARC Web site was an open letter, dated November 2001, to the 

UN representatives to Colombia, Jan Egeland and James Lemoyne, the final 

paragraph o f which read as follows:

Finally, we want to express to you that we value highly your mediation 

effort as representatives o f the U.N., for the purpose o f facilitating the 

resolution o f the process's current difficulties. As soon as the central 

government removes the measures that in a discriminatory manner restrict 

the access o f some foreigners to the zone, we can hold the meeting you are
219requestmg.

The FARC clearly wished to portray themselves in this letter as supporters and 

upholders o f international law. Indeed a large part o f the FARC’s English-language 

site was devoted to lengthy disquisitions on the applicability o f international law to 

the Colombian conflict and, in particular, the FARC’s rights under same.

The FARC were not the only group to draw Internet users attention to their 

rights under international law; the Hizbollah sites also included texts considering their 

group’s position in international law as did the PKK and NPA sites, amongst others. 

The author o f the article “ 'Israel’s” International Responsibility Towards its 

Continued Aggression on Lebanon,’ which was available on the Moqawama site, 

castigated the Israeli intervention in Lebanon as an international crime"" while the 

text entitled ‘The Armed Popular Resistance in the International Public Law,’ which

appeared on the same site, argued that Hizbollah is a legitimate resistance
222organisation under public international law. The PKK site contained at least one

A vailable online at http://vv\vw.mondofariano.ora'’’pai;ina ingles/com unics.htm l.
See, for exam ple, littp://w w \v.farcep.org/pa»inaj'nizles/docum ents/beliuerence.htm l.
The original page from the Hizbollah site is no longer available online. H ow ever, the text referred to 

here originally appeared on the Lebanese A rm y’s Web site and is still accessib le at 
http://vvwvv.lebarmv.»ov.lb''article.asp?ln=en&id= 1180.

This page is no longer available online in its original format, but the original text may be accessed  
via G oog le 's cache here:
http://66.102.9.104/'search?q=cache:2qhZKZl,IZD2wJ:\vwvv.moqawama.net/r resist/anned po.htm+%  
22The+Arm ed-^Popuiar+Resistance+in+The+lnternational+Public+Law% 22& .hl=en.
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similar article. Additionally, on the NPA site the recruitment o f children was 

addressed briefly with the groups’ spokesman pointing out that under the Geneva 

conventions, they could recruit fighters from the age o f fifteen up, but that since 1998, 

the NPA had made eighteen years o f age the minimum recruitment age. The NPA 

spokesman went on to assert that “ [t]he consideration is no longer just international 

law but the need to make sure that those being recruited are not immature in their 

thinking but are o f the right age and level o f m a t u r i t y . A  stated respect for 

international law was in many cases closely bound up with a stated respect for human 

rights.

Human Rights

One popular way for those who consider themselves disenfranchised to get their 

concerns on the political agenda is by attaching their issue(s) to legitimate symbols or 

discourses and thereby redefining, displacing, or enlarging that wider agenda (Brysk 

1995, 571). Alison Brysk has pointed out that counter-hegemonic uses o f what she 

calls 'symbolic politics’ “generally involve reversal o f a canonical narrative, 

attachment o f new characters to an existing narrative, or self-representation by 

marginalized members o f society” (1995, 573). It is submitted that the designers and 

authors o f terrorist Web sites have embraced all three o f these approaches: while in 

the past terrorist groups were reliant on the mass media for their representation, they 

increasingly employ their Web sites for the purposes o f self-representation; in 

particular, they have taken the discourse o f human rights and inserted themselves as 

new characters within it. which, in turn, has led to the reversal—perhaps, more 

appropriately, ‘inversal’—of the same canonical narrative.

The overarching narrative structures or plots o f the Web sites studied herein 

were remarkably similar: government abuses o f the ‘people’ were followed by 

appeals for help to domestic elites and/or the international community and, when 

these were ignored, resort to force o f arms was the only remaining mechanism 

available to the ‘people’ for redress o f their grievances. Both the original abuses and 

subsequent government crackdowns on the terrorist groups were portrayed on the

■■■’ See ‘Rules for the Conduct o f  Warfare’ at http://w w w .kon»ra- 
gel.com/index.php?option""content&task=vievv&id""I l& ltem id = 72 .
■■■* See http://\vw \v.philippinerevolution.org/pib/intrvw /clarifications.shtm l#children.
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terrorist sites as human rights violations, a discourse that is expected to resonate with 

global, particularly Western, publics. Employing the discourse o f  human rights allows 

for issues and events important to political violence groups to be tied to values that 

are already widely accepted in the Western world. This does not mean that Western 

audiences will automatically accept all messages with a human rights component, but 

instead that such messages will likely be more easily understood and receive more 

favourable attention than messages reflecting more contested values.

The opening paragraph o f Chapter One o f the LTTE’s e-book A Struggle fo r  

Justice, entitled ‘Wliy Did the Tamils Take Up A rm s?’ read:

The birth and growth o f the armed resistance movement should be analysed 

within the historical development o f the Tamil struggle for self-determination.

The Tamil struggle for self-determination has an evolutionary history o f 

nearly half a century. It is a history characterized by state repression and 

resistance by the Tamils. The political struggles in the early periods were 

peaceful, democratic and non-violent but later assumed the form o f armed 

resistance as the military repression o f the state intensified into genocidal
225proportions.

In the final chapter o f  the same e-book, the concern o f the international community 

about the human rights situation in Sri Lanka was discussed. According to the text’s 

author(s),

The present Sri Lankan Government has made a few cosmetic reforms by 

appointing a human rights task force and commissions o f inquiry to hoodwink 

the international community. But the country continues to be governed by 

Emergency laws, anti-terrorism acts and military and police tyranny...The 

military occupied areas in the Northeast have turned into massive 

concentration camps where Tamils are being subjected to arbitrary arrests, 

detention without trial, rape, torture and murder.

See  http://vvwvv.eelam vveb .com /publication /iustice/whvdid .shtm l. 
S ee  http://vvwvv.eelamvveb.com'publication /iust ice /h idden.sh tm l.
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The FARC’s ‘story’ o f their establishment in the early 1960s followed a similar 

plotline:

Faced with the evidence o f the coming aggression, and in order to find another 

way out, the inhabitants made every effort to approach all institutions and 

organizations susceptible to being motivated, including the parliament, the 

church and the international community, and have them come to that region 

and know its situation first hand. The only response was a declaration o f 

solidarity by French intellectuals and Father Camilo Torres’ attempt to come 

to the zone, which was prevented by the army. The President, representing the 

liberals and conservatives and following the guidance o f the yankees [i/c], 

gave the military command a free hand. Operation Marquetalia began: 16,000 

men supported by the most modern techniques, advised by Pentagon officials 

and supported by the big print media, initiated the ‘patriotic m ission’ to wipe 

out that group o f Colombians in three weeks. They used every means at their 

disposal: aerial bombardment, strafing, parachute assaults, encirclements o f 

extermination, bacteriological warfare, torture, summary executions, the 

buying o f consciences and payment o f bribes, as well as the jailing and abuse 

o f those who were in solidarity with the ‘Resistance o f M arquetalia.’

A majority o f the other Web sites also employed similar narratives o f persecution and 

rights violations.

UTiile all the groups and sites studied addressed the issue o f human rights, not 

all were willing to concede the importance o f this issue to the same extent. For 

example, those groups with a strong religious component were less concerned with 

human rights, than historical and legal rights. Flaving said this, both Hamas and 

Hizbollah made positive comments about the role o f human rights on their Web sites 

with the authors o f the Hamas Covenant asserting “Hamas is a humane movement, 

which cares for human rights.” Sendero Luminoso, on the other hand, was the group 

least amenable to the human rights discourse, which they portrayed as yet another tool 

o f US imperialism. The following is indicative o f their stance:

See http://\vw\v.m ondofariano.org/pagina iriiiles'historv/36vears.htm l.
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Yankee imperialism, which acts like the gendarme o f the world, is a paper

tiger trying to prolong its death agony by raising the rotten and washed-out

banners o f “economic neo-liberalism.” “human rights” and “bourgeois

democracy,” the peace o f  bayonets and eclectic, idealistic pragmatism because

it has nothing new to offer. These paper tigers try to lull and intimidate the

masses with a deceitful policy, “human rights.” This flag they are waving

today refers to the rights o f imperialism, the bourgeoisie and world reaction.

The puny, fake peace they proffer is an attempt to put the m asses’

consciousness to sleep in order to impose their hegemony as the w orld’s

leading superpower, no matter what it takes. It is the peace o f  bayonets, o f
2^8gravediggers, o f  slavery. "

Statements similar to the above were also made in the context o f various o f  the 

groups’ inclusion on the US government’s list o f FTOs.

RESPONSES TO US TERRORISM DESIGNATION

An issue that was addressed on many o f the terrorist Web sites investigated here was 

the groups’ designations as Foreign Terrorist Organisations by the US Department o f 

State. The NPA Web site contained the largest amount o f materials relating to this 

issue including numerous articles alleging that the US blacklisting was a form o f
♦ 2^9blackmail intended to force the former to cease their anti-government actions. ‘ The 

following extract from an NPA statement made in 2005 is fairly representative:

From the opening paragraph o f  the text entitled ‘Unite the People Against the Fascist, G enocidai 
and Country-Selling Dictatorship by Further D eveloping the People's War.’ A vailable online at 
http://ww w.csrp.org/pcp-uniteagainst.htm . It is worth pointing out here that such an interpretation o f  
human rights discourse as bourgeois ideology has a long history in the radical Marxist tradition (see 
Geras 1985 & 1992; Lukes 1985).

See, for exam ple, ‘CPP Challenges Arroyo to D enounce U S Interference and Insistence on Terrorist 
T ag’: http://w eb.archive.org/w eb/20()50624074324/http://w vvw .philippinerevolution.org/cgi- 
bin/statenients/releases.pl?refer=kr:date=040224:language=eng: ‘CPP A cknow ledges Roco's Stand 
A gainst US Terror List’:
http:/'/w 'eb.archive.org/w eb/20050624074109/http:/7vvvvw.philippinerevolution.org/cgi- 
bin/statem ents/releases.pl?refer=kr:date=()40225:language=eng: ‘On the Terrorism o f  US Imperialism  
and the M acapagal-Arroyo R egim e’:
http ://w eb.arch ive.O rg /w eb/20050624073832/h ttp ://w vvw .phi lipp inerevo lu tion .o rg /cg i- 
b in /sta tem en ts/sta tem en ts.p l'^ au tho r= k r:date= 020912: lan guage= eng .
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W ho's the real terrorist?  Countries that do not bom bed [5/c] and colonized 

other countries? Or the US who in just m ore than a year (1998-1999) bom bed 

four countries, launched m ore or less a hundred aggressive wars and killed 

m ore than 12,000,000 people since 1900? W ho's the real tyrant? Countries 

w ho readily subm its [^/c] the collective w isdom  o f  the UN? Or the US who 

refuses to recognize the International C rim inal Court, snubbed the Kyoto 

Protocol, went on w ith its unilateral decision to attack and colonize Iraq and 

passed the Patriot A ct suppressing its ow n people? The US is becom ing 

paranoid. It sees in every country having divergent view s as possessing [i/c] 

“w eapons o f  m ass destruction and a terrorist.” V iew ed from  this angle, its war 

on terror will never end because contrary to its belief, in the eyes o f  m any 

countries, the US is the num ber one terrorist. The influential scholar Samuel 

H untington, in w riting for the renow n [5 /c] journal Foreign A ffairs  (w hich he 

edits), states that “in the eyes o f  m uch o f  the world (probably m ost o f  the 

w orld), the U.S. is becom ing the rogue superpow er and is considered the 

single greatest external threat to their societies” (see Foreign A ffa irs, M ay
1999) 230

SL m ade sim ilar com m ents in regard to their inclusion on the list sum m ed up in the 

observation that “The em peror is allow ed to burn dow n a thousand villages, but the
231people are forbidden to light even a candle.” The N PA  were unique, how ever, in 

not only taking every opportunity  to blast the US governm ent for including them  on 

the list o f  FTOs, but also denouncing the inclusion o f  the M oro Islam ic L iberation 

Front (M ILF) and Jem aah Islam iyah on the sam e list, and castigating the Dutch 

governm ent for bow ing—as the N PA  saw it—to US governm ent pressure to designate 

Prof. Jose M aria Sison as a ‘terro rist’ also. Sison. a Philippine ‘revolu tionary ,’ is a 

political refugee resident in the N etherlands.

It is the Kahane organisation that sees itse lf as having the m ost reason for 

com plaint, however: not ju s t the group itself, but also the Kahane Web sites have been

See ‘US: The Num ber One Threat to World P eace’: hnp://w w w .philippinerevolution.or»/cgi- 
bin/statem ents/statem ents.pr?author=cr:date=050220:language=eng.

See ‘Dictating Tenns: The US Anti-Terrorist List’: http://\v\vw.csrp.org/rvv/r\v933.htm.
See press release entitled ‘CPP Says US Wants Arroyo to Scuttle Talks With M ILF’: 

http://vvwvv.philippinerevolution.org/cgi-
bin/statem ents/releases.pl?date=050402:refer=kr:language""eng.
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designated FTOs. The following is a flavour o f  what the site’s creators had to say on 

the issue:

The recent designation o f Kahane.org and other Kahane sites as Foreign 

Terrorist organizations by the U.S. State Department is another one-sided, 

anti-Jewish, decree passed by the blatantly anti-Israel State Dept. This recent 

designation will definitely go down in history as one o f the most irrational and 

obscene decisions ever carried out by the U.S. government. How does a 

website become a terrorist or a Foreign Terrorist Organization? Is it the fonts 

or html format that makes the anti-Semites in the State Department dizzy? Is it 

the Jewish star or the fist that symbolizes Jewish resistance to modem day 

Nazis that upsets our friends in the State D epartm ent?...Bom bs and grenades 

are terrorism. Pencils, html and Torah-Bible are views and ideas!!! It seems 

that our words o f truth scare them more than bombs and real terror. After all, 

Hamas, Hizbullah and Alkeada's [i/c] websites are not on the State 

Department list o f terrorist organizations. How sick and bizarre is that? Louis 

Farrakhan and hundreds o f other white and black Nazi groups are not 

outlawed and their sites are not labelled terrorist, in spite o f their terrorist 

words and actions. Yet Kahane.org a vehicle o f Torah ideas that never 

engaged in anything more than expressing views based on Torah is on the 

list.^'^

Aleph also responded to the US designation on their site with a letter to then Secretary
235of State Colin Powell pleading for the US government to reconsider their status 

while the PKK site included an article describing the group’s sharp response to their 

inclusion on the EU list, that went so far as to describe the latter as a “provocation to 

war.”^̂*’

‘T o rah ’ is the nam e  given to  Mosaic or Jewish  law as contained in the  teach ing  or instruction, and 
jud ic ia l  decisions, given by the ancient H ebrew  priests  as a revelation o f  the div ine will and  as 
assem bled  in the five books  o f  the law, the Pentateuch.

See 'K ahane .o rg  R esponds to  State D ep ar tm en t’ : h t tp :/ / \vw w .kahane .o rg /response1 .h tm l.
Available  online at h ttp :/ /eng lish .a lepii. to /pr /13.htm 1.
See h ttp : . ' / \vw \v .kon»ra-gel.com /index.php?option=content& task=vievv& id=50& ltem id=92.
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THE IMPACT OF PHOTOGRAPHS AND OTHER VISUALS

The emphasis in this chapter upon the discursive structuring o f terrorist Web sites 

does not necessitate the consideration o f only the text-based components o f  the sites. 

Photographs and other images are constituent parts o f the wider ‘discourse’ and serve 

a priming function. Even though photographs may not be solely responsible for 

cueing audiences to think about issues in a particular way, photographs still have the 

power to prime an audience to some degree. This is especially true o f photographs 

with a dramatic and/or emotional content. “Photographs, because they mechanically 

reproduce what was in front o f the camera, claim to denote reality” (Bignell 2001, 

99). However, this denotative aspect o f photographs is often a mythic foundation 

upon which connotations are then built. Just as language does not simply mediate 

‘objective reality’ then, nor do still or moving images; instead they help to constitute 

political reality (Brysk 1995, 570).

This is not to deny that photographs may serve as confirmation and 

documentation o f atrocities by acting as proof o f the perpetration o f crimes, but only 

that such ‘p ro o f may have a metaphorical component also (Bissell 2002, 315). This is 

because many people assume that photographs simply record something that 

‘actually’ happened. And while this is essentially ‘true’ in some instances, it is 

important to keep in mind, that photographs are, for the most part, not ‘pure,’ ‘natural’ 

images, but images that have been carefully selected and processed in order to 

generate particular connotations. A specific picture is used “because its connotations 

support particular mythic meanings.”

Photographs also gain some o f their meaningfulness from the particular 

contexts in which they appear. “This context is the channel through which their 

messages are transmitted, which shapes their significance for us” (Bignell 2002, 95- 

96). In terms o f the Internet, entire Web sites act as a ‘message’ too or, more 

accurately, a collection o f various messages that surround the photograph. Thus the 

particular Web site on which a photograph appears ought to give rise to certain 

expectations about the kinds o f images the visitor/user should expect to see there and 

the knowledge that the meaning(s) that the accompanying text loads onto the 

photograph is itself ‘naturalized’: rendered innocent and apparently self-evident. In 

such settings photographs come to function as the ‘p ro o f that the text’s message is 

true. Some o f the Web sites studied here were particularly ‘glitzy,’ making available
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thousands of photographs and other images; thorough analysis of all of these cannot 

be undertaken here; however, a sub-section o f these are referred to below.

Recruitment Images

Terrorist Web sites are increasingly sophisticated. In terms of recruitment practices, 

terrorist groups use their Web sites to extol the virtues of their particular group, along 

with descriptions of the positive aspects o f group membership (Fritz, Harris et al 

2004, 9). The seductive quality of these messages ought not to be underestimated. 

Web sites maintained by Islamic groups in particular, including those of Hamas and 

Hizbollah, contain

Promises of martyrdom, heaven, fame, and remuneration to surviving family 

members [which] are interwoven with terrifying descriptions o f slaughter both 

by and against the enemy... The rhetoric is inflammatory and explicit, and the 

visuals are meant to whip recruits into a frenzy of humiliation and anger 

against the West. Photos of dead and injured children can be great motivators 

(Fritz, Harris et al 2004, 9).

Whereas the Western-language version of a site may appear innocuous, composed 

largely of a rights-based discourse and written in neutral language that conveys a 

moral disengagement from the group’s actions (e.g., "we bomb buildings, not 

people,” as in the 9/11 attack), the indigenous language version may incite adherents 

to violence to a much greater extent. Even on English language sites however, 

photographs and digital video may be used to seek to rouse audiences to (violent) 

action.

In a 1979 newspaper article, Andre Glucksman contended “Dying power 

changes the world...[and] is what constitutes the strength of [many] social 

movements” (as quoted in Srebemy-Mohammadi & Mohammadi 1994, 124). A great 

deal has recently been made of the enduring power of martyrdom in Islamic thought, 

but much less is generally made of the symbolic power of death within contemporary 

secular political violence movements. A majority o f the Web sites studied, of groups 

both religious and secular, elevated death to martyrdom and, therefore, a beginning 

rather than an end, empowering rather than disqualifying, and therefore something
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glorious rather than terrifying. Many o f the sites achieved this by identifying those 

who had died in pursuit o f the groups’ aims on their Web sites. Such strategies lend 

credence to Alison Brysk’s assertion that '‘[t]he seemingly futile political 

preoccupation with absent actors who have passed beyond interests is actually a 

struggle by the living to wrest meaning from mortality, to situate the dead in history, 

to tell a story that can reshape hearts and minds” (Brysk 1995 585).

As mentioned in Chapter Five, Hizbollah’s Moqawama site contained a 

gallery o f photographs o f dead ‘m artyrs’ while the Hamas site made available 

extensive video footage o f persons taken previous to their engaging in suicide bomb 

attacks. In addition, a large number o f the screensavers contained in the extensive 

archive o f these on the Hamas site were devoted to glorifying the activities o f those 

who had died in pursuit o f Hamas’ goals. These included named and pictured suicide 

bombers and other operatives, along with victims o f the Israeli Defence Forces, 

including the group’s deceased leaders: Sheikh Yassin 

and Abdel-Aziz Rantissi. The LTTE site also contained 

tributes to the group’s deceased members. Along with a 

prominent drawing (opposite) that appeared on the site’s 

top page and that acted as a link to the 'National Heroes 

Day: Salute to Our Fallen Heroes’ section o f the site, 

the LTTE site also included a number o f  images o f
7^7deceased female operatives and photographs o f the 

graves o f dead ‘warriors.’ The Kach site also made extensive use o f images o f the 

dead, particularly the deceased members o f the Kahane family.

O f course, images o f the dead were not the only images contained on the Web 

sites studied nor were these the only images that might have functioned as aids to 

recruitment. All propaganda is, in one way or another, a call to action, an invitation to 

throw in one’s lot with the speaker. As Jacques Ellul has argued, when

propaganda intervenes in public opinion, it transforms the public into an 

acting crowd or, more precisely, into a participating crow d...Propaganda can 

make the individual feel the urgency, the necessity o f some action, its unique 

character. And at the same time propaganda shows him what to do. The

See http://\v’w vv .eelam w eb.com /w om en/.
See h ttp ://\vw \v .eelam vveb .com /cgi-b in /iinai’e /im ageF o lio .cg i?d irec t= W arrio rs S ia tu e s& im a -1 6 .
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individual who burns with the desire for action but does not know what to do 

is a common type in our socie ty ...If propaganda can show him this 'how ’ it 

has won the game; action will surely follow” (as quoted in Wright 1991, 74).

As regards incitement to violence, the US military recently handed terrorists one o f 

the greatest recruiting tool o f all: the debacle at Abu Ghraib. The release o f 

photographs o f  the abuse o f detainees at Iraq’s Abu Ghraib prison was met with 

revulsion and fury in the Arab world. A selection o f these photographs were posted to 

the Hamas site and as well as acting as a record o f the abuse were probably also 

meant to act as an additional recruitment tool. As Dorothy Denning has pointed out, 

the US soldiers who took the photographs probably gave no thought to how the 

images would impact upon international relations: how their snaps would one day be 

disseminated worldwide thus inspiring some to more actively support terrorist groups 

and possibly eventually themselves carry out violent attacks (Denning 2005, 4). It’s 

probably fair to say that such direct impacts are relatively few and far between, one 

consequence o f which is that they will remain diftlcult to prove; nonetheless, the 

question o f audience impact with regard to terrorist Web sites remains an important 

one.

AUDIENCE RESPONSES TO TERRORIST SITES

Moving beyond the description and interpretation o f discursive structures, this section 

initiates consideration o f the impact and influence o f terrorist Web sites on those 

international audiences identified earlier. The analysis that follows is necessarily 

preliminary: terrorist groups do not release verifiable information as to who is 

accessing their Web sites. The small amount o f information that may be gleaned from 

those same sites must therefore be treated with care. Having said this, an analysis o f  

the latter in conjunction with evidence available to us from other sources, means a 

grainy picture o f audience impact is beginning to emerge.
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States as Audiences

Although the targeting o f states within the international community was earlier 

dismissed as a useful mode o f ICT-based internationalization by terrorist groups, this 

does not, o f course, mean that various state-based actors and institutions do not 

compose part o f the audience for terrorist Web sites. On the contrary, as pointed out 

in Chapter Three, the events o f  9/11 and subsequent events in Iraq and elsewhere 

have meant that terrorist Web sites have come under heightened scrutiny from 

intelligence and law enforcement agencies worldwide. Hara and Estrada make this 

point well in their discussion o f  hate sites:

For marginalized groups, the Internet can provide opportunities to legitimise 

their existence, and increase credibility, visibility, and marketability. This 

‘legitimation’ resource can be seen in the ways that hate groups have engaged 

the Internet to establish an aura o f legitimacy. The strategies for establishing 

legitimacy online are various and cheaper than through other mass media. 

Attempts at establishing credibility and legitimacy can be seen as successful 

to the extent that others (i.e., watchdog groups and law enforcement agencies) 

have perceived such Web sites as a threat and have initiated legal action to 

shut them down (Hara & Estrada 2003, 3).

Indeed, in their response to the designation by the US government o f their Web site as 

an FTO, which is quoted from at length above, the Kahane organisation makes a 

similar point, claiming “our words o f truth scare them more than bombs and real 

terror.” In fact, the July 2005 London bombings provided the spur for the British 

government to act against terrorist Web sites. In the immediate aftermath o f  the 

attacks Charles Clarke, the British Home Secretary, indicated in a parliamentary 

speech that he would be seeking to extend the state’s powers ‘‘to deal with those who 

foment terrorism, or seek to provoke others to commit terrorist acts.” In his speech 

Clarke referred specifically to the inclusion within the ambit o f these new powers 

“running websites or writing articles that are intended to foment or provoke
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'7 'IQ
terrorism .”" His plans have been endorsed by Britain’s Association o f C hief Police 

Officers who themselves have requested new legislation be drawn up giving law 

enforcem ent agencies “powers to attack identified websites.” "̂***

International Society as Audience

The term 'international society’ is being employed here as an umbrella term to refer 

to the mass o f  Internet users at which terrorist groups’ English-language Web sites 

are targeted, which will be taken to include individual Internet users, along with 

diaspora populations, NGOs, and the mass media. The reasons for supposing that it is 

such an audience at which the latter are primarily targeted have already been 

rehearsed, what is emphasised here is the response(s) o f these audiences.

Individual Audience M embers

The responses o f a small number o f individual audience members were relayed 

directly via the SL and Hizbollah Web sites. While a majority o f the Web sites 

studied invited comments from their readers only the latter two published any o f the 

correspondence they received. The top page o f  the Hamas site, for example, included 

the following message:

Announcement; Regarding reply to e-mails, it is not possible for us at the 

moment to reply, we do read most o f the friendly mails, but replying to e- 

mails is not possible at the moment.

Wliile not using e-mail to correspond, the SL site administrators requested letters 

from their online audience and posted excerpts from some o f  these online. Below are 

a number o f  examples:

The full text o f  C larke’s rem arks may be accessed online at 
http://vv\vvv.publications.parliam ent.uk/pa;'cm200506/cmhansrd/cm050720/debtext/50720-04.htm.

The APCO proposals are outlined in a press release available online at 
http:/ W W W . acpo.police.uk/asp/ne\vs'PRDisplay.asp'?PR G U lD =!423F D 3C 2-2791-403A-B5D0- 
8FC6B5476B 0BI.

See http: '/\veb.archive.org/vveb/20041128015706/http:/;\vvv\v.ham asonline.com /.
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Please send me CSRP stickers. My city is overpopulated with North American 

NATO soldiers; it is fun to spread Sendero souvenirs in this town!

-  Teacher, Northern Italy

I’ve about had it with all those presidential wannabees and their bogus 

“issues.” If  asked where Peru is they would probably answer '‘Indiana.” Send 

info...

-  Ohio Guy

Thank you for all the stuff you sent me. I am at the moment “redecorating” my 

guitar and I was hoping for a “Viva la Guerra Popular en el Peru!” sticker 

please. Your web site is superb. Free Mumia!^"^^

-  Musician in lreland~'^^

In contrast to SL, the administrators o f Hizbollah’s Moqawama site explicitly 

requested e-mail correspondence from their audience. On the ‘Readers Letters’ 

section o f the site were posted examples o f three types o f correspondence received 

(see Figure 6.1):

Greetings and congratulations

‘Letters’ containing “feelers and creative ideas about Islamic public affairs 

(political, intellectual, religious....etc), our web site in form or in content, or 

any other significant issues that can take a shape o f an article, research or 

point o f view in certain subject.”

‘Letters’ containing ‘‘nasty and vulgar phrases and ideas.”

The site administrators go on to explain their reasons for posting examples o f each o f 

the above types o f contacts:

Hopefully, this page will only publish samples o f the first and third categories. 

While the purpose o f publishing the first category is obvious, still, we want to 

expose some letters o f the third kind so as the world to be well-known over

M um ia Abu-Jamal is an African-Am erican journalist and political activist who is on death row in 
the United States having been convicted o f  the murder o f  a police officer in Pennsylvania in 1982. 
Since that tim e m any people and groups w orldw ide have worked to have his conviction, w hich they  
view  as w rongful, overturned. For more infonnation, see http://\vw w .freem um ia.org.

For more, see ‘H ighlights o f  the CSRP M ailbag’ at http:,'/wvvw'.csrp.org/letters.htm .
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how  the Z ionist or the ‘Israeli’ m entality is so decadent. O ur great interest 

will be focused on the second kind o f  letters for they will benefit all readers as 

well as they will enrich the page w ith vital ideas and suggestions.

There w ere seven congratulatory m essages included in the relevant section o f  the site 

w hen last visited. At least three o f  the correspondents claim ed to be from  the U nited 

States. A  selection o f  these congratulatory e-m ails are reproduced below.

Figure 6. 1. 
Top Page o f ‘Readers Letters’ Section of Hizbollah’s Moqawama Web Site

Rle Edit View fio Bookmarks loc^  ttelp

1̂ ^  . .r ^ 0 ^  [ 3 ~ h t t p 7 / w a s e a r c h J o Z ^ v / s e p n / ^  ©  Go

Readers Letters

We wtiuld like to outline some basics of this page. First of all, we are ready for receiving all your le tters, ^̂ ’ha tev er they are, 
with opened mind. But however, this page is interested only in propagating some of your le tte rs  only. In other words, the 
readers corresponding as can be distributed into three categories;

1- Those who are writing to us only because they have a  wish to send us their greetings and congratulations. ( Click 
here for a sample )

2- Those whose letters involve feelers and creative ideas about Islamic public affairs (political, intellectual, 
religious... .etc), ourw'eb site in form or in content, or any other significant issues tha t can take a shape of an article, 
research  or point of view in certain subject. ( Click liere for a sam p le)

3- Those w1)o filled up their le tte rs  with nasty and vulgar plu'ases and ideas. All of those are " Israe lis"  or Zionists 
against them WT are fighting. ( Click here for a sample \

Hopefully, this page will only publish samples of the first and thii d categories. While tlie purpose of publishing the first 
categoiy is obvious, still, we w ant to expose some le tters  of the third kind so as the world to be well-known over ho^v the 
Zionist or the " Israe li"  mentality is so decadent.

Our g reat in terest will be focused on the second kind of letters for they will benefit all readers  as well as they will enrich the 
page witli vital ideas and suggestions.

I Done

This is an excellent web site. Just to let you know  1 have added it to one o f  

favorites [5 /c] on the Internet for quick and true A rabic points o f  view s. 1 pray 

that the Z ionist will be defeated very badly by H izbullah or any other Arab 

resistance.

See h ttp :/.'\vasearch.loc.iiov/sep  11 /2 0 0 1 10 16 13 5 122 'l'itlp:/7w wvv.m oqavvam a.org/page2/f le tte r .h im .

Arabic V ernon  

D&il^ Repc'tl

O c cu p a tio n

ReaUtv
6jd-grogr,j

C haiifttiistic?

Features

r.flljbotjtor-

Resistance
&ad>9roun>l
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Subject: Great Page

I th ink your web site is very interesting because it shows a side o f  situation in 

Lebanon which I did not know  about before. I beheve ii [5 /c] hum an rights 

and I am  upset that the Israelis have conducted such horrible atrocities against 

your people. But, I still do not com pletely understand how  this situation could 

happen. Can you send m e m ore inform ation about it and what can be done to 

help the people o f  Lebanon? Thank you.

Subject; Israel [̂ ■zc] w rongdoing 

G reetings,

M y nam e is Johnathan and I currently hold residence in Denver, Colorado, 

USA  and am w riting you to com plim ent you on a very fine jo b  at m aking this 

w eb side happen. It is very inform ative and has helped me learn m ore about 

the Palestinian resistance and their rightful cause that they have for their 

attacks and D efenses [.v/c] against the Israeli forces."

The section o f  the site devoted to those ‘letters’ o f  a “nasty and vulgar” sort contained 

ju st tw o entries, both o f  which are reproduced in full below.

E liran N ager ( In t i , 05:28 15/09/97, Y our Doom  Is Arriving...

Return-Path: < i-eliran@ m icrosoft .com>

From : Eliran N ager (Inti A gency) < i-eliran@ m icrosoft.com >

To: m oqaw am a@ cyberia.net.lb < m oqaw am a@ cyberia.net.lb>

Subject: Y our Doom  Is Arriving...

Date: M on, 15 Sep 1997 05:28:47 -0700

Y ou requested it. N ow  we have our ow n Resistance M ovem ent that can and 

will destroy your organization with m uch suffer for your people (as m uch as 

10 tim es o f  w hat you gave us and m ore). You can't ju st give us all “Live and 

let live” - So now  were in business. We have full authorization to act by the 

Israeli governm ent, and so -Prepare to die!!! Oh, by the way, you can't follow

For the full text o f  the remainder o f  these ‘letters’, see 
http://vvasearch.loc.gov/sep] 1 /20011016122925,-1ittp://wwvv'.inoqawama.org/r letter/1 .htm .
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my location by using this mail as a lead. I'm using the name o f  a stupid ass 

who's not aware o f it. We have been expecting for that kind o f activity for all 

o f  our lives. Thank you for creating the right atmosphere for us to act.

Yours with great comforting for your death that will arrive soon.... 

USX.

eyal sela. 07:13 17/08/97, (no subject)

Retum-Path: <eyal.sela@ theclub.ipc.co.il>

Date: Sun, 17 Aug 1997 19:13:30 +0000 

From: eyal sela <eyal.sela@ theclub~ipc.co.il>

To: moqawama@ cyberia.net. lb 

Subject: (no subject)

I was a soldier in Lebanon and I saw many o f your terrorists getting killed and 

I liked it every single time I saw it. I hope that all o f you ( f . ...) will die and

burn in hell like the pigs that you are!!!!! (F  ) you. Sometimes i [i'/c] wish

i [i/c] was back in Lebanon to see some more bombings o f M AGDAL-SLEM, 

SHAICRA, KABRIHA, FARCABBEE, BAR'ASHIT and of-course 

NABATIYE. I personally fired my tank on some o f your friends and killed

them. 1 was so happy! ! ! ! ! (F  ) off. You will be hearing from me and my

friends soon as we will mailbomb [.v/c] your site!!! LONG LIVE "ISRAEL"! 

HALLELUYA! !!-^^

The ‘creative ideas’ section o f the site contained just three texts, a 'Q uiz on the 

Middle East’ highlighting Israeli transgressions o f  international law, an e-mail from 

‘An Arab in the U SA’ endorsing the use o f force against Israel, and a request for 

information about an attack by a Hizbollah operative against IDF forces allegedly
247carried out using a hang glider.

From http : / 'w asearch .loc .gov/sep  11 /2 0 0 11016122 925 /h ttp :/ /w \vw .m oqa\vania .or ii 'r  let ter /3 .h tin . 
For com plete  texts, see

http:/ /vvasearch.loc.izov'sep 11 /20011016122925 /http:/ /w \vvv.moqawama.org/r le t ter /2 .h tm .
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Diasporas as Audience(s)

Diasporas—immigrant communities established in other countries—frequently support 

terrorist groups operating in their homelands. “Despite being separated by thousands 

of miles, homeland struggles are often keenly felt among immigrant communities” 

(Byman et al 2001, 41). The proliferation of information technologies, including the 

Internet, in the last decade or so, has meant that diaspora populations can today have 

a greater knowledge o f and influence upon the course of events in their homelands 

than ever before. Having said this, evidence supporting diaspora access of terrorist 

groups’ English-language Web sites remains thin. It is to be supposed that many 

immigrants speak their native languages and therefore access groups’ indigenous 

language sites. Those diaspora members further removed from their homeland—not 

just geographically, but also in time—and unfamiliar with their group’s indigenous 

language might be expected to access English-language Web sites, however. For 

example, two pieces of correspondence reproduced on the Hizbollah site were signed 

“A Palestinian Lost in America””''** and “An Arab in the USA’'̂ "*̂  respectively. That 

these individuals chose to correspond in English may suggest that they were unable 

either to speak or perhaps just write Arabic, or both.

NGOs as Audience(s)

NGOs are increasingly powerful organisations in our globalising world and many 

terrorist groups would surely like to have one or more influential NGOs on side. It is 

difficult to make this happen for groups employing violence, however. So w'hile many 

NGOs may be unfavourably disposed towards a certain government because of their 

treatment of, say, political activists; the same NGOs would, in most instances, be 

careful to avoid endorsing the actions of those violently opposing the same 

government. This does not mean, of course, that NGOs and the individuals who 

compose them do not access the Web sites of terrorist organisations, but that should 

they do so, they have no reason to advertise same. Some reasons for NGOs to access 

such Web sites might include the collection of real-time information about the

See http://w asearch.loc.gov/sep 11 /2 0 0 1101612 2 9 2 5 /http://vvwvv.m oqawania.org/rJctter/1 .htm.
See h ttp://w asearch.loc.gov/sep11 /2 0 0 1101612 2 9 2 5 /http://wwvv.inoqawama.org r letter/2.htm .
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situation in a given conflict zone, efforts to triangulate information received using 

information provided by as many parties to a conflict as possible, efforts to better 

understand the position of other parties to a conflict for bargaining purposes, etc. 

Evidence o f such NGO use of terrorist Web sites is difficult to collect, however.

Mass-Media as Audience

If evidence of NGOs relying upon information obtained from the Web sites of 

terrorist organisations, indeed even accessing such sites, is virtually non-existent, the 

same cannot be said of the mass media. The Iraq conflict has put the spotlight on 

terrorist Web sites, which are increasingly viewed as newsworthy in themselves, but 

are also more and more used by journalists as legitimate sources of news and 

information.

That Western journalists and media outlets are a target of terrorist groups’ 

English-language sites is clear from the structuring of those sites as described in 

Chapter Five. For example, the Hamas Web site acted as a repository for over 600 

press releases while, as already mentioned, Hizbollah maintained a dedicated 'Central 

Press Oft'ice’ site. The Hamas Web site was particularly successful in garnering 

media attention including both general articles about the existence o f the site and 

literally hundreds of reports drawing on the site content to substantiate and/or 

repudiate events involving or related to the organisation and the Palestinian-Israeli 

conflict. Examples of the latter have appeared in The Jerusalem Post, The 

Washington Post, The Houston Chronicle, and The Montreal Gazette amongst a host 

of other newspapers. This is in keeping with the Hamas charter, which highlights the 

importance of having “information and media people” involved in awakening the 

masses and resistance. In fact, Fathi Hamad, the Hamas communications chief, has 

described the media as "the decisive weapon” (Levitt 2005).

Journalists are also known to have contacted the administrators of terrorist 

Web sites seeking specific information about groups and their sites. The ‘Readers 

Letters’ section of the Moqawama site included one such request, which is 

reproduced below.

To: moqawama@cyberia.net.lb

Subject: query
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I am a reporter with U.S. News and World Report. I write about international 

affairs for the magazine, which is a news weekly based in Washington D.C. I 

came across your Web site and although it is still being built, I found it very 

useful to learn more about your organization.

Perhaps you can answer some o f my questions by e-mail as soon as you have 

a chance.

Why did you set up a Web site? What gave you the idea? Where did you get 

the computer expertise? Wliat do you hope to be able to accomplish with it?

Also, what do you feel about Israel's proposal to pull out o f South Lebanon? 

Will that be a victory for your group? Would you continue your activities if  

they pulled out.

Thank you for your time. 

Kevin Whitelaw 

Diplomatic Correspondent 

U.S. News and World Report 

202 - 955-2234
"̂ 50kwhitelaw@usnews ,co~

This solicitation by journalists o f the opinions o f terrorists and the increasing reliance 

o f the former on terrorist Web sites for information about the course o f various 

conflicts renders the mass media and its representatives the most important 

consumers o f terrorist Web sites.

This is because terrorist Web sites that attract such a high-profile readership 

can rely on the information that they wish to disseminate being transmitted to much 

larger and more diverse audiences than those already familiar with their homepages. 

Reynolds makes this point well in his discussion o f war blogs and, in particular, the 

high numbers o f journalists amongst their readerships:

See http://\vasearch.loc.gov/sep11 -20011016122925/littp://\vwvv.inoqawama.org/r le tte r/1 .him .
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It is this sort o f high-profile readership, 1 suspect, that has given weblogs the 

ability to punch above their weight in national discussion. Even the most 

popular weblogs have a readership approximating that o f  a medium-sized 

newspaper: nothing to sneeze at, but American medium-sized newspapers--of 

which there are hundreds—are not nationally influential. The readership o f 

weblogs is heavily tilted toward journalists and politicians, however, which 

makes their influence more akin to that o f  ‘insider’ publications like trade 

newspapers or political newsletters. By the standard o f those publications, 

weblogs have very large readerships (2004, 61).

At the same time, the publication in the mass-media o f terrorist sites’ URLs makes 

more people aware o f their existence and thus increases the likelihood o f their surfing 

to one o f these destinations. In addition, when major media outlets such as the New  

York Times show ‘trust’ in a site, by using it as a source o f information, others will 

too, thus gaining the site more attention, legitimacy, and ultimately users, and so on 

repeatedly.

CONCLUSION

A successful Web site must be created purposefully with a certain impact in mind. In 

all conflicts, the textual and visual display o f  atrocity is aimed at shaping public 

opinion: “The ultimate aim o f the propagandist is to promote action” (W right 19 9 1, 

74). This chapter sought to give a sense o f how things look to the participants on the 

cyber front line. How do they characterise what they are doing? What kind o f stories 

do they tell in order to make sense o f their own actions and that o f their enemies? 

Alyson Brysk argues that communication o f  this sort, both instrumental and 

normative, creates and sustains power.

According to Brysk, part o f politics is convincing people o f what they want, 

which implies that a power relationship can take at least three basic forms: coercion 

(force), bargaining (exchange), and persuasion (manipulation o f meaning) (Brysk 

1995, 564). This chapter has been primarily concerned with the discursive structuring 

o f terrorist Web sites and the ensuing impacts on Internet audiences. The chapter was 

therefore centrally concerned w'ith the manipulation o f meaning. Although
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unconcerned with either terrorism or the Internet, Brysk’s description o f  what she 

terms “symbolic politics”‘^' sums up the core thesis o f this chapter rather well:

The mechanism o f symbolic politics produces collective action through the 

narrative structuring, interpretive resonance, and projection o f affective 

information. We think about politics in stories, and our consciousness is 

changed when new stories persuade us to adopt a new paradigm. Collective 

action itself then involves a kind o f  storytelling or political theatre, performing 

the new paradigm to persuade others. Stories that work rewrite history 

because they contain the elements o f successful communication—legitimate 

speakers, compelling messages, and satisfying plots—and can compensate for 

the lack o f other resources. The successful exercise o f symbolic politics then 

leads to social change through shifting priorities, building collective identities, 

shaping social agendas, or challenging state legitimacy (1995, 561-562).

In 2000, Susan Carruthers observed that “left to their own devices, terrorists are their 

own worst publicists’" (p. 169). For many such groups, however, this is no longer the 

case if, indeed, it ever was. With this in mind, the final chapter describes and 

analyses, in greater detail, the cyber strategy o f  one particular group, Hizbollah, which 

has been successfully telling its story via the Internet for some time.

Brysk defines ‘sym bolic p o litics’ as “clusters o f  m essages intended to change attitudes, w hich may 
be enunciated by individuals, groups, states, societies, or international organisations’" (1995 , 562).
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7
C y b e r c o r t ic a l  W a r f a r e : 

H iz b o l l a h ’s In t e r n e t  St r a t e g y

INTRODUCTION

The increased acceleration of the historical tempo and the move from hierarchical to 

networked conceptions of power is disintegrating the mechanisms of control and 

political representation at the disposal of the state. The upshot of this is that 

“resistance confronts domination, empowerment reacts against powerlessness, and 

alternative projects challenge the logic embedded in the new global order.” These 

reactions and mobilizations, often take “unusual formats and proceed through 

unexpected ways” (Castells 1997, 69). This chapter deals wdth one such alternative 

project.

In his introduction to the Vintage edition of Covering Islam (1997), Edward 

Said refers to the "infonnation w’ars that have gone on since 1948 around the whole 

question of the Middle East" (Said 1997 [1981], xxi). He is particularly concerned 

with the way in which the Lebanese-based Shi’a group Hizbollah (Party of God) 

“who identify themselves and are perceived locally as resistance fighters” are 

“commonly referred to in the American media as terrorists” (Said 1997 [1981], xiii). 

Hizbollah‘^̂  is one of a number of groups that have utilized the Internet “to produce 

and articulate a conscious and forceful self-image” (Said 1997 [1981], 66) of 

themselves not as terrorists but as resistance fighters and statesmen, as evidenced in 

Chapter Six. The major focus of this chapter is the way in which Hizbollah have

T he ‘correct" English sp e l l in g  o f  the g roup’s Arabic  nam e is H iz b ’A lla h  or H iz b u ’llah, h o w ev er  it is 
m ore usually  spelled  ‘H izb o l la h ,’ ‘H izba l lah ,’ or 'H e z b o l la h . ’ I have c h o se n  'H izbo l lah '  beca u se  that is 
the sp e l l in g  em ployed  in the U R L  designat in g  the g r o u p ’s officia l h o m e p a g e .  H o w ev er ,  where  I have  
e m p lo y ed  quotation I have  retained the original sp e l l in g  used by  the author.
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wielded the Internet as a weapon in their information war, essentially detailing the 

adoption by the group o f a strategy o f what I’ve termed ‘cybercortical w arfare,’ a 

specific type o f Internet-based soft power that is described below. In this respect, the 

chapter also acts as a more in-depth case study o f the possibilities o f the new 

technology for the conduct o f information warfare (IW) at the sub-state level than laid 

out in previous chapters. As will be demonstrated, Hizbollah’s collection o f Web sites 

is targeted not just at Lebanese or Palestinian audiences, but at the Israeli population 

and global publics more generally. It is contended furthermore that whilst Hizbollah 

has instituted one o f the most successful cyber strategies o f the groups investigated in 

this text, it is increasingly also a victim o f its own success.

SZAFRANSKI’S NEO-CORTICAL WARFARE

Neocortical warfare “attaches more importance to communicating with other minds 

than to targeting objects” (Szafranski 1997 [1994], 396). It points to the reframing of 

conflict as warfare against minds and envisions its weapons as any means used to 

change the enem y’s will (Szafranski 1997 [1994], 404). It is founded on the belief that 

at base politics is the pursuit and eventual exercise o f power, and that ‘pow er’ is “the 

ability to influence people who otherwise might not choose to be influenced” 

(Szafranski 1997 [1994], 397). The concept o f neo-cortical warfare originated with 

Richard Szafranski in his article entitled ‘Neocortical Warfare? The Acme o f Skill,’ 

which first appeared in the M ilitary Review, a publication o f  the US Army Command 

and General Staff College, in 1994. Szafranski quotes Sun Tzu to the effect that “To 

subdue the enemy without fighting is the acme o f  skill” (1997 [1994], 399).

Neocortical warfare may be conceived o f as a species o f  Perception 

Management, which is generally held to include the disciplines o f  Public Affairs, 

Public Diplomacy, Psychological Operations, Deception and Covert Action (Dearth 

2002, 1). Perception Management may be defined as

Actions to convey and/or deny selected information and indicators to foreign 

audiences to influence their emotions, motives and objective reasoning; and to 

intelligence systems and leaders at all levels to influence official estimates,
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ultimately resulting in foreign behaviors and official actions favorable to the 

originator’s objectives (Dearth 2002, 2).

This chapter is concerned more with the conveyance o f information than its denial, 

and focuses on its effects upon foreign publics rather than intelligence systems and 

leaders. Its focus is therefore Public Diplomacy, rather than the other disciplines that 

compose Perception Management. The practice o f Public Diplomacy has undergone 

significant change as a result o f the information revolution.

The New Public Diplomacy

Diplomacy has traditionally been thought o f as the development and implementation 

o f foreign policy by diplomats. However, states and their representatives are no longer 

the only actors in diplomatic relations. There is an increasing emphasis on the role o f 

non-state actors and publics in diplomacy, not only as recipients o f  diplomacy—the 

traditional understanding o f ‘public diplomacy’ as a government’s process o f 

communicating with the public o f another nation in order to influence its opinion— 

but also as diplomatic actors. Put simply, the public dimension o f diplomacy has been 

increasing in importance. While there was a time when diplomats were the sole 

interlocutors between countries, now unmediated dialogue and information exchange 

between citizens from around the globe occurs twenty-four hours a day, seven days a 

week (Rothkopf 1998, 328; Wriston 1997). The theory and conduct o f diplomacy is 

undergoing a radical rethink as a result. There have been repeated calls for diplomacy 

to be ‘reinvented’ to take account o f the Information Revolution and a welter o f 

analyses published suggesting how this might be accomplished (see Vickers 2001). 

This chapter is concerned with just such a reinvention, albeit a reinvention outside the 

purview o f a majority o f the research undertaken to date.

In the past. Public Diplomacy was often seen as irrelevant and unimportant. 

However, there is a growing movement to give Public Diplomacy a greater 

prominence in the conduct and study o f international relations. This interest follows 

from an emergent view that the practice o f world politics is changing; that things are 

being done in new ways, that new actors are important. Rather than a realist world 

composed purely o f  states acting militarily to maximize their power positions, this 

consensus points to a world in which international politics can be thought o f in terms
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o f an 'informational pluralism / On the one hand this is a world with a variety of 

agents at work, but where the operation o f this pluralism is shaped by the impact o f 

the information or communications revolution. These processes can be summarized in 

the idea that we are seeing the development o f a ‘new Public Diplomacy.’ This idea 

has a double meaning. Firstly, that we are seeing diplomacy—understood in the broad 

sense as the practice o f  international relations—taking place in public and the public 

being involved. Secondly, that the central instrument o f this new diplomacy is 

actually Public Diplomacy: that is communication and communications technologies 

(Brown 2001a; White 2001, 317-330).

The Increasing Importance of Soft Power

As Robin Brown has pointed out, ‘T h e  new public diplomacy implies a change in the 

nature o f power but it also helps us to understand how power is exercised in 

international politics” (Brown 2001a). One major consequence o f  this new 

environment is the importance o f credibility as a source o f power (Brown 2001b, 11). 

Although there have been many guerrilla groups fighting as oppressed national 

minorities, only five groups have had the credibility that allowed them to become 

significant diplomatic actors in the last two decades. In the mid-1970s, the Palestinian 

Liberation Organization (PLO) and South West African People’s Organization 

(SWAPO) achieved membership o f the Non-Aligned Movement and the Group o f  77, 

along with observer status in the UN General Assembly and at all UN conferences. 

Three other groups the ANC, the Pan-African Congress, and the Patriotic Front o f 

Zimbabwe obtained the right to attend UN conferences (Willetts 2001, 368). 

However, world politics today transcends simple inter-national relations and inter

governmental organization, and much o f the change has taken place as a result o f  the 

spread o f information infrastructures. Diplomacy is no longer the sole province o f 

states and their representatives, instead the Internet offers the opportunity for non

state actors and marginalized groups to engage in what has been called ‘virtual 

diplomacy’ (Smith 2000) or ‘cyber-diplomacy,’ (Potter 2002) essentially the practice 

o f Public Diplomacy via the Internet.
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Cybercortical Warfare

“Neocortical warfare is warfare that strives to control or shape the behavior o f enemy 

organisms, but without destroying the organisms” (Szafranski 1997[1994], 404), it 

“uses language, images and information to assault the mind, hurt morale and change 

the w ill” (Szafranski, 1997[1994], 407). In other words, neocortical warfare is the 

conduct o f Public Diplomacy in an explicit conflict situation. ‘Cybercortical warfare’ 

is therefore an apposite term to describe the conduct o f Public Diplomacy via the 

Internet in the same situation. In the broadest sense, cybercortical warfare is about 

offensively shaping the information environment, particularly the ‘conflict space’ 

(Dearth 2002, 8). To do this successfully, one must possess credible political and 

military power in order to command attention and convincingly project information 

power. In the realm o f Public Diplomacy, for example, all Arab states have launched 

their own Web sites and many have several such sites. These sites are designed to get 

information about their countries out to the rest o f the world, and to counter or 

balance information provided on the Web by Israel, Iran, and other states (Franda 

2002, 81). States are not the only actors to establish a presence on the Internet, 

however. As previous chapters have shown, recent years have seen more and more 

groups that are engaged in militancy and political violence establish an online 

presence.

BACKGROUND INFORMATION ON HIZBOLLAH

Hizbollah^^^ has been described as “One o f the most significant terrorist organizations 

operating today” (Wliittaker 2001, 41), yet it is also a legitimate political party with a 

wide base o f support in Lebanon. The first Hizbollah representatives were elected to 

the Lebanese parliament in 1992. At the present time there are twelve Hizbollah 

deputies sitting in the Beirut parliament (see Hamzeh 1993 & 2000; Palmer Harik 

2004, 95-110).^='^

A ccording to the US Department o f  State, the group is also known as Islam ic Jihad, Revolutionary 
Justice Organization. Organization o f  the Oppressed on Earth, and Islamic Jihad for the Liberation o f  
Palestine. They are also known to refer to them selves as the Islamic R esistance M ovem ent.

There are 128 seats in total in the Lebanese parliament.
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Hizbollah was established in 1982 in response to the Israeli invasion of 

L e b a n o n . I t  is composed of radical Shia’ŝ ^̂  and takes its ideological inspiration 

from the Iranian revolution and the teachings of the late Ayatollah Khomeini. The 

Majlis al-Shura, or Consultative Council, is the group’s highest governing body and 

is presided over by Secretary General Hassan Nasrallah (see Ranstorp 1994 & 1998, 

17-21). In principle, Hizbollah advocates the establishment of Islamic rule in 

Lebanon and the liberation of all occupied Arab lands, including Jerusalem. It has 

expressed as a goal the elimination of Israel and has rejected all international 

resolutions that have required recognition of the state of Israel (see Saad-Ghorayeb 

2002, 134-167). These include the 1949 armistice between Lebanon and Israel, UN 

Resolutions 425 and 426, and the 1993 Oslo Accord. The group has also maintained 

its opposition to portions of the Ta’if Agreement, w'hich terminated the Lebanese civil 

war.

Such stands in no way hindered the group from growing as a socio-religious 

movement nor taking its place in Lebanon’s political institutions. Hizbollah is a 

significant provider of social welfare services in Lebanon where it has established and 

runs a network of some fifty hospitals and medical centres along with a commercial 

network that includes supermarkets, petrol stations, department stores, and 

construction firms (Hamzeh 2000, 743; Levitt forthcoming 2006). In 1998, Norton 

reported that its medical facilities were far better than those available in government 

hospitals, which the poor would otherwise have to rely upon (see also Ranstorp 1998, 

2 0 -2 1 ).

Although closely allied with and often directed by Iran, the group is thought to 

have conducted operations that were not approved by the Iranian leadership. While 

Hizbollah does not share the Syrian regime's secular orientation, the group was a 

strong tactical ally in helping Syria advance its political objectives in the region (see 

Palmer Harik 2004, 29-41). In addition to political, diplomatic and organizational aid, 

Hizbollah receives substantial amounts of money, training, weapons, and explosives 

from both Iran and Syria (US Department of State 2003). According to Ely Karmon 

(2002), Iran continues to support Hizbollah financially to the tune of $10 million per 

month while Matthew Levitt (forthcoming 2006) points out that some Western

For a description o f  the events resulting in Israel’s intervention in Lebanon from the IsraeH 
perspective, see S ch iff 1984.

Sh ia’s com pose approxim ately 35-40%  o f  the Lebanese population.
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diplomats and analysts in Lebanon estimate that Iran funnels closer to $200 million 

per year to Hizbollah. There is some dispute about these figures, and while it is 

thought that Iran supplied the group with upwards o f $500 million per year in the 

mid-1980s, some analysts now contend that has decreased to as low as $20 million 

per year at the present time (Wliitaker 2000). It is certainly true that Hizbollah has 

sought to diversify its sources o f income in the last decade and it is now an important 

stakeholder in Lebanon’s economy as well as profiting from various criminal 

enterprises with which it is involved internationally (Levitt forthcoming 2006).

Hizbollah is thought to have a well-armed 25,000-man militia at its disposal, 

some 5,000 active fighters involved in its combat organization, and a few hundred 

terrorist operatives. These operate in the Bekaa Valley, the southern suburbs o f 

Beirut, and southern Lebanon. According to US experts the group has also 

established cells in Europe, Africa (see Levitt 2004), South America (see Meehan 

2004), North America (see Newman & Diaz 2005), and Asia. Hizbollah is suspected 

to have been involved in numerous anti-US terrorist attacks, including the suicide 

truck bombings o f the US Embassy in Beirut in April 1983, the US Marine barracks 

in Beirut in October 1983, and the US Embassy annex in Beirut in September 1984. 

Three members o f  Hizbollah are on the FBI’s list o f ‘Most Wanted Terrorists’ for the 

hijacking in 1985 o f TWA Flight 847 during which a US Navy diver was 

m u rd e re d .E le m e n ts  o f the group were responsible for the kidnapping and detention 

o f US and other Western hostages in Lebanon in the 1980s (see Jaber 1997, 97-144; 

Ranstorp 1997); Hizbollah also attacked the Israeli Embassy in Argentina in 1992 and 

is a suspect in the 1994 bombing o f  an Israeli cultural center in Buenos Aires (US 

Department o f State 2003; see also Saad-Ghorayeb 2002, 88-111).

Israeli attacks on southern Lebanon that resulted in Hizbollah counterattacks 

on northern Israel are generally perceived to have brought about an end to popular 

Israeli support for the Israeli Defence Forces (IDFs) continued presence in Lebanon. 

The IDF withdrew from southern Lebanon on 25 May, 2000. Hizbollah “considered 

Israel’s unconditional implementation o f Resolution 425 outside o f any auxiliary 

peace treaty or security arrangement a resounding success and realisation o f its aims, 

and proof that it is a military and political force that can win’' (M ouzahem 2001). The 

IDF withdrawal did not spell the end o f Hizbollah’s interactions with Israel, however.

The three are Imad Fayez M ughniyeh, Hassan Izz-A l-D in, and Ali Atwa. See 
http://vv\vvv.tbi.gov/inostwant/terrorists/1iigitives.htm  for more information.
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There is ongoing conflict over the continued IsraeH occupation o f the area known as 

Sheba’a Farms, the continued detention o f Lebanese citizens in Israel and, more 

generally, the status o f the Occupied Territories and the Palestinian people as a whole.

The US Position

Prior to 9/11, Hizbollah was responsible for more American deaths than any other 

terrorist group; indeed Osama Bin Laden has cited Hizbollah’s 1983 suicide bombing 

o f the US marine barracks in Beirut as the first “American defeat” by Islamists 

(Karmon 2005; see also Kean, Hamilton et al 2004, 96). Given the Beirut blasts and 

the spate o f other attacks against American interests enumerated above, it is 

unsurprising that “ [n]o manifestation o f the Islamist phenomenon evokes more 

antipathy from U.S. policy makers than Lebanon's Hizballah” (Norton 1998). While 

“ [i]n the U.S. demonology o f  terrorism, Osama bin Laden and al Qaeda are relative 

newcomers. For most o f the past two decades, Hezbollah has claimed pride o f place 

as the top concern o f U.S. counterterrorism officials"’ (Byman 2003, 56). On 

September 20, 2001, in a historic speech to a joint session o f Congress, US President 

George W. Bush famously declared: "Our war on terror begins with al Qaeda, but it 

does not end there. It will not end until every terrorist group o f  global reach has been 

found, stopped, and defeated.” According to Daniel Byman, "few  terrorist 

organizations meet this standard, but Hezbollah is definitely one o f them” (2003, 

54).^^*

Many in the United States have argued that Hizbollah ought to be a prime 

‘War on Terror’ target. Shortly after 9/11, a group o f leading scholars, pundits, and 

former US government officials, including William KristoP^^ and Richard Perle,^^® 

declared in an open letter to President Bush that “any war on terrorism must target 

Hezbollah” (as quoted in Byman 2003, 54). Since that time the rhetoric employed by 

Bush administration officials has been ratcheting increasingly upward. Hizbollah was 

among the few groups that President Bush mentioned by name in his January 2002 

State o f the Union address:

The 9 /1 1 C om m ission R eport also describes Hizbollaii as a '‘w orldw ide terrorist organization” 
(Kean, Hamilton et al 2004 , 240).

Kristol is editor o f  the influential W ashington-based political m agazine The W eekly Standard.
Perle was at that tim e the Chainnan o f  the D efence Policy Board, a federal advisory com m ittee to 

the U S Department o f  D efence.
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Our military has put the terror training camps o f Afghanistan out o f business, 

yet camps still exist in at least a dozen countries. A terrorist underw orld- 

including groups like Hamas, Hezbollah, Islamic Jihad, Jaish-i-M ohammed— 

operates in remote jungles and deserts, and hides in the centers o f large cities 

(Bush 2002a).

FBI officials testified in February 2002 that “FBI investigations to date continue to 

indicate that many Hezbollah subjects based in the United States have the capability 

to attempt terrorist attacks here should this be a desired objective o f the group” 

(Byman 2003, 55). The US president went on to condemn the group as terrorists again 

in his June 2002 speech on the Middle East:

I've said in the past that nations are either w'ith us or against us in the war on 

terror. To be counted on the side o f peace, nations must act. Every leader 

actually committed to peace will end incitement to violence in official media 

and publicly denounce homicide bombings. Every nation actually committed 

to peace will stop the flow o f money, equipment and recruits to terrorist 

groups seeking the destruction o f Israel, including Hamas, Islamic Jihad and 

Hezbollah (Bush 2002b).

Also in 2002, then Deputy Secretary o f State Richard Armitage identified Hizbollah 

as “the A team o f terrorism,” and warned "Iheir time will come, there's no question 

about i f ’ (as quoted in Levitt forthcoming 2006; also Byman 2003, 55). In 2003, CIA 

director George Tenet followed up with his testimony that “Hezbollah, as an 

organization with capability and worldwide presence, is [al Qaeda's] equal, if not a far 

more capable organization. I actually think they're a notch above in many respects” 

(as quoted in Byman 2003, 57; see also Levitt forthcoming 2006). What then 

explains. President George W. Bush's recent statement that Hezbollah could prove 

that it is not a terrorist organization “by laying down arms and not threatening peace” 

(Byman 2005; Herzog 2005)? The suggestion advanced here is that one o f  the reasons 

for the US adm inistration’s softened stance is the success o f  Hizbollah’s media
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9 A 1strategy, including its cyberspace component, which portrays the group as a 

legitimate resistance organisation, not just within Lebanon, but also internationally.

Hizbollah’s Cyber Capabilities

Regarding Hizbollah’s cyber capabilities, as early as 1996 John Deutch, former 

director o f the Central Intelligence Agency (CIA), testified before the Permanent 

Subcommittee on Investigations o f the United States’ Senate Governmental Affairs 

Committee that international terrorist groups had the capability to attack the critical 

information infrastructure (CII) o f the United States. He said the schemes employed 

could range from such traditional terrorist methods as a vehicle-delivered b o m b - 

directed against, say, a telephone switching center or other communications node—to 

electronic attacks relying on paid hackers. Deutch identified Hizbollah as one o f a 

number o f terrorist groups who used the Internet for their communications and might 

therefore have both the inclination and the ability to launch such an attack (Deutch 

1996).

More recently, a CIA report to the US Senate Intelligence Committee 

identified a number o f  terrorist organizations, Hizbollah among them, that "have both 

the intentions and the desire to develop some o f the cyberskills necessary to forge an 

effective cyberattack modus operandi” (McCullagh 2002a). There is ample evidence 

confirming that "Terrorists who fight modernity and its perceived evils in the name o f 

defending traditional values and religious principles do not shy away from enlisting 

advanced technology for their holy wars or secular fights to enforce their agendas” 

(Nacos 2002, 108). The contradicfions o f anti-modem and, indeed, anti-imperialist 

groups such as Hizbollah making use o f essentially Western technologies was first 

commented upon by Srebemy-Mohammadi and Mohammadi in relation to the 1979 

Iranian revolution (1994, 27-28). The leadership o f Hizbollah wear traditional dress 

and adhere to Islamic custom in the way they live their daily lives and in their 

preaching. But like other similar fundamentalist and anti-modern groups, they rely 

heavily on the predominantly younger members o f their organization that are trained 

in and familiar with modem communication technologies. Members o f Hizbollah are

261 In ad d itio n  to  its sa te llite  te lev is io n  sta tion  an d  su ite  o f  W eb sites. H izb o llah  also  ow n and  con tro l a  rad io  

sta tio n . a l-N o u r ( 'th e  L ig h t ') ,  m ag az in es , and  a  n ew spaper.
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known to be computer-literate. The group is responsible for the establishment and 

day-to-day running not just o f a suite o f Web sites, but also a satellite television 

station, and there is evidence that operatives on the ground compose training manuals 

on their laptop computers, distribute them on CD-ROM, and transmit their files via e- 

mail to trusted operatives (see Whine 1999, 236). This leads Saad-Ghorayeb to 

observe that, in many ways, Hizbollah “typifies the Islamic Party that espouses 

modernity” (2002, 111).

Chapter Three included a discussion about the impact o f  IT use on terrorists’ 

organizational structures. It is worth pointing out that although Hizbollah has often 

been characterized as a loosely organized alliance, it instead adheres to “a highly 

sophisticated hierarchical organizational structure” (Ranstorp 1998, 4). It would be 

wrong therefore to characterize it as a networked grouping in the organizational sense. 

This chapter is concerned neither with the ability nor the desire o f  Hizbollah to carry 

out a cyberattack on the United States, which is a matter for further research, nor with 

detailing the group’s organizational structure, however. Instead, this chapter seeks to 

describe and analyze the effect o f the group’s strategy o f cybercortical warfare, 

carried out via its collection o f Web sites, on the citizens o f Israel and Western 

publics more generally.

HIZBOLLAH’S INTERNET STRATEGY  

The Major Web Sites

Autonomous communication is a paramount objective for Hizbollah. They first went 

online in early 1996. The Central Press Office site, or Hizbollah.org, is the group’s 

official homepage, and is available in both English and Arabic. Hizbollah maintains at 

least three other sites o f  an official character (all o f which are available in both 

English and Arabic versions): http://www.moqawama.org known as the ‘Islamic 

Resistance Support Association’ and which describes the group’s attacks on Israeli 

targets; httpV/wwyv.manartv.com the news and information site that is essentially the 

homepage o f Hizbollah’s Al-M anar ('the Lighthouse’) Television; and 

http://wvy-w.nasrollah.net the official homepage o f  the group's leader Sayyed Hassan

281



Nasrallah (and available in Arabic, English, and French). The sites are said to receive 

between one and three thousand hits per day.

A study published in November 1997, over a year after the establishment of 

the Hizbollah sites, found that the total number o f Internet users in the Arab world, 

(excluding Israel) at that time (July 1997), was 215,500. O f a population o f over 3.5 

million people, there were just 35,520 Internet users in Lebanon (Nua 1997). 

Hizbollah maintained their sites in both Arabic and English from the outset. This was 

despite the low number o f Internet users in the whole o f the Middle East and the fact 

that a 1998 study found that Arabic sites with Arabic text received many more visitors 

from within the Arab world than Arabic sites with English text (Nua 1998). 

Further, Pippa Norris has shown that in societies where the online population is not 

large there is minimal incentive for groups to develop Web sites, and the (lack of) 

infrastructure hinders their development (Norris 2001). This indicates that Hizbollah 

were interested in targeting a non-Lebanese and non-Middle Eastern audience from 

the outset. Their targeted audiences were the citizens o f Israel and English-speaking 

publics more generally.

Discursive Structuring of Sites

The Value Structure o f  H izbollah: Identity, Adversaries, and Goals

How do Hizbollah portray themselves online? According to a statement entitled 

‘Hezbollah: Identity and Goals’ contained in the ‘Introduction’ o f the CPO site, 

“Hezbollah is an Islamic struggle movement. Its emergence is based on an

The study’s findings were based on actual subscription numbers to ISPs. It has since been shown  
that the average number o f  users per Internet account in most Arab counties is three, see N ua 2001.

In terms o f  the Internet’s impact in the M iddle East, there was a fairly early realisation that the 
technology w ould present som ething new for the region (Gabbard & Park 1995). A nthropologist Jon 
A nderson’s work (1998) provides an overview  o f  how  Arab society “enculturates” the Internet by 
assessing  the interaction betw een the N et and it’s users and local culture, society, and religion. .Ion 
A lterm an’s work has a more political focus; his N ew  M edia, N ew  P o litics?  (1998 )—though now , like 
A ndersons work, som ew hat dated—provides a good overview  o f  the impact o f  new m edia in the Arab 
world. More recently, Marcus Franda has contributed Launching Into C yberspace  (2002), which  
includes a number o f  chapters on the M iddle East region. Burkhart and Older’s slim  volum e entitled  
The Inform ation R evolu tion  in the M iddle  East an d  N orth A frica  (2003) is also instructive. On the 
intersection o f  Islam and the Internet, see Gary Bunt’s Virtually Islam ic  (2000) and Islam  in the D ig ita l 
A ge  (2003).

For an introduction to Israel’s low -tech, but nonetheless transnational, “com m unications o ffen sive” 
in the pre-Internet 1970s, see A lexander 1973, 61-68. The latter may usefully be compared with 
Marcus Franda’s analysis in his Launching Into C yberspace  (2002 , Ch.s 2 & 3).
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ideological, social, political and economical mixture in a special Lebanese, Arab and 

Islamic context.”'^^ On the one hand then, they place themselves in historical 

continuity with almost one hundred years o f struggle by the Palestinian people against 

colonization and oppression; on the other hand, they are also actors on the domestic 

Lebanese political scene.

The Israeli-Palestinian conflict is a dominant element o f the group’s web sites. 

Statements o f solidarity with the Palestinian people are common. One such text, 

entitled ‘A Hizbollah Statement on the Escalating Egressions [i'/c] A gainst the 

Palestinians,’ reads as follows:

As the days passe [sic], we witness mounting egressions [5 /c] on our 

Palestinian people, the Israeli army uses different methods to stop the Intifad 

[̂ ■/c], which proves every day its readiness to continue the struggle till it 

achieves the full liberation o f Palestine. We highly appreciate and salute our 

people in Palestine for their steadfastness and strong will. We also hail the 

sacrifices o f Palestinian factions and martyrdom operations, which became an 

effective weapon and capable o f inflicting a huge loss among Israeli 

occupation forces. We strongly warn o f the suspected plots o f the Israeli 

enemy and the American administration to stop the Intifada whenever the 

Palestinian resistance inflicts damage in the Israeli entity. The continuation o f 

the Intifada as well as the national unity o f the Palestinian people is the base 

that should be relied on to confront the Israeli and US projects and plots.

Such admonitions against alleged Israeli and US government machinations are 

commonplace on the Hizbollah sites.

Hizbollah is a recognised political party with wide electoral support within 

Lebanon. The group is involved in a vast array o f  domestic social, cultural, and 

educational activities and initiatives, evidence o f  which were available on the group’s 

Web sites. For example, a July 2001 article in the Daily Star newspaper detailed how 

some 25 Muslim couples “tied the knot” at a wedding party organized by Hizbollah in 

Baalbek: “As a band played Islamic songs at Sunday’s ceremony, a M uslim 

clergyman handed the newlyweds copies o f the Quran a gift from Hizbullah

Available online at
http://vveb.archive.org ' 'vveb/20030212120225/http://vvw\v.hizbollah.org/en»lislT 'info.htin#l.
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Secretary-General Sayyed Hassan Nasrallah.” According to the report, which was 

posted on the CPO Web site,^^^ about 10,000 people, including Hizbollah MPs and 

clergymen, attended the ceremony. Other newspaper reports contained on the site 

detailed Hizbollah’s concern with the deleterious consequences o f the Lebanese 

governm ent’s “arbitrary dismissal” o f employees o f Middle East Airlines and their 

concern that “financial cutbacks should not come at the worker’s e x p e n s e , a n d

described Hizbollah taking the lead in criticising a government increase in oil prices,
268which the organisation claimed would negatively affect the poor.

What are Hizbollah’s stated goals? These are threefold: the liberation o f 

Jerusalem and the Palestinian people; the complete withdraw'al o f Israeli forces from 

Lebanon, to include the area known as Sheba’a Farms; and the establishment o f an 

Islamic state in Lebanon. As regards the latter, Amal Saad-Ghorayeb, the author o f 

Hizbu 'llah: Politics and Religion, asserts “the exemplary just state for Hizbullah is 

the Islamic republic” (2002, 22). This is clear from the group’s logo, which is 

composed o f the martyr Husayn’s raised arm wielding an AK-47 assault rifle, a globe, 

and the group’s name, topped with the Koranic verse from which the movement 

derives its name: “Verily the party o f God shall be victorious” (Ranstorp 1998, 8). 

The logo was prominently displayed on the group 's Web pages (see Figure 7.1).

The difficulties o f establishing an Islamic republic within the borders o f 

Lebanon are not foreign to Hizbollah, however. Saad-Ghorayeb points out that such 

an undertaking would not only be anathema to Lebanon’s Christian. Sunni, and Druze 

populations, but would even by rejected by a significant portion o f Shi’ites. 

According to a 1992 study, only 13% o f Lebanese Shi’ites would lend their support to 

the creation o f an Islamic republic in Lebanon (Harik 1996, 56 & 61; Saad-Ghorayeb 

2002, 35). So, while the ideal o f an Islamic state in Lebanon remains a central tenet o f 

H izbollah’s political theory and goals, it is not currently part o f its concrete political 

programme.

A v ailab le  on line  v ia the In ternet A rch ive  at 
h ttp ://w eb .arch ive.org /vveb/2Q 021207153723/vvw vv.hizbollah.org/en‘ilish /p re ss /p 2 0 0 1 /p 200107 2 4 .h tm .

A v ailab le  on line  via the In ternet A rch ive  at 
http://vveb.archive.org/vveb/2Q 021124070304/vvwvv.h izbo ilah .org /english /press/p20Q  1 'd200 105 1 7 .h tm .

A v ailab le  on line  v ia the In ternet A rch ive  at 
http ://vveb.archive.org/vveb/2Q 021207132 6 1 6/vvwvv.h izb o llah .o rg /en g lish /p ress /p 2 0 0 1 'd200 10917 .h tm .
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Figure 7.1 Image from Top Page ofHizbollah.org

English Site

the borders o f  Lebanon only be brought about on the basis o f the consent o f the 

majority o f Lebanon's citizens; and, second, a central tenet o f the Islamic faith, which 

disallows the enforced adoption o f Islam by those who adhere to other faiths. These 

and related issues were dealt with at some length in the group’s online ‘manifesto,’ 

which is worth quoting from at length:

Hezbollah today also commands respect politically after it proved its strength 

with its presence by respecting the values o f  others in the field. Hezbollah also 

sees itself committed in introducing the true picture o f Islam, the Islam that is 

logical. Committed to introduce the civilized Islam to humanity. Hezbollah 

also sees itself committed in introducing the Islam that is confidant [i/c] in 

achieving justice, as well as introducing the Islam that protects all human 

rights. Introducing the Islam that supports education, the Islam that offers 

medical support. Hezbollah also has its own cultural plan to attract and
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convince through civ ihzed and hum anitarian m eans as specified in the hum an 

rights laws, far from  any use o f  violence or coercion. It should also be clear 

that the kind o f  Islam  that H ezbollah seeks is a civilized one that refuses any 

kind o f  oppression, degradation, subjugation and colonization. H ezbollah also 

stretches its arm  o f  friendship to all on the basis o f  m utual self-respect. The 

Islam ic path that H ezbollah follows is one o f  a m essage that aims to establish 

peace and ju stice  to all hum anity w hatever their race or religion. H ezbollah 

does not have a problem  with anyone, but it feels responsible tow ards him  or 

her to clarify the true Islam  far away o f  [5 /c] any fanaticism . H ezbollah does 

not wish to  im plem ent Islam  forcibly but in a peaceful and political m anner, 

that gives the chance to the m ajority to either accept or refuse. I f  Islam 

becom es the choice o f  the m ajority only then will it be im plem ented. I f  not it 

will then continue to co-exist w ith others on the basis o f  mutual understanding 

using peaceful m ethods to reach peaceful solutions. And that is how the case 

should be to the non-Islam ists as well.

Saad-G horayeb further underscores H izbollah’s com m itm ent to those principles:

H izbu’llah 's  reference to the Q ur’anic injunction, ‘Let there be no com pulsion 

in relig ion’ (2:256), both in its O pen Letter o f  1985 and 14 years later as 

articulated by Shaykh N a ’im Qasim , is indicative o f  the tenacity w ith which 

this conviction is held. M oreover, the party ’s constant reassurance that it has 

no intention o f  forcibly ‘im posing’ an Islam ic state on the Lebanese people, 

from  as far back as 1985 to the present, is further testim ony to this point 

(Saad-G horayeb 2002, 36).

There are, o f  course, those who doubt the sincerity o f  such assertions (H erzog 2005, 

Karm on 2004; W ebm an 1998), but m ost analysts are agreed that the group has all but 

abandoned th is aspect o f  its original program m e (Bym an 2003, 58; N orton 1998; 

Ranstorp 1998, 6).

The m ain aim  o f  H izbollah’s eighteen-year struggle against the Israelis w as to 

end the occupation o f  southern Lebanon, a goal that was finally achieved in M ay 

2001. H ow ever, the organisation has an ongoing quarrel with the Israelis because their 

w ithdrawal did not include the tiny Sheba'a Fam is area on the Lebanese-Syrian
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border, which the Israelis insist belongs to Syria. Both Syria and Lebanon say it is 

Lebanese. In an article that appeared in the UK newspaper The Guardian in 2001 and 

which was reprinted on the CPO Web site, Mr Naboulsi was described as “not exactly 

breathing fire over that issue”: “Whenever we find a target in the Sheba'a Farms, we 

attack if it's easy to hit without any casualties...But it's very hard to launch an
269operation there" (Whitaker 2001). As pointed out earlier, Hizbollah gained 

enormous prestige fi'om forcing the IDFs withdrawal from southern Lebanon. This 

surge in support was not restricted to its core Shi'ite followers, but extended 

throughout Lebanese society, and was alluded to in the group’s ‘manifesto’ 

‘Hezbollah: Identity and Goals’: “The resistance also established an internal national 

axis in a way that was never witnessed in Lebanon before. This matter is o f vital 

interest when we notice how Lebanon is divided into various religions, sects, 

ideologies, societies, cultures, etc.” Since that time, Hizbollah has devoted strenuous 

efforts to capitalising on that goodwill and thus becoming a major force in Lebanese 

politics.

Israel is clearly viewed as the enemy of Hizbollah and is not recognised by the 

latter. On Hizbollah’s Web sites Israel was either referred to as ‘Ihe Zionist entity" or 

"the Jewish state,” or its name placed in inverted commas (i.e. ‘‘Israel”). In the same 

Guardian article referred to above, it was reported that Hizbollah would in fact “like 

[Israel] to disappear off the map,” but it was also observed that “while Hizbullah is 

convinced that Israel will eventually be defeated, it seems in no particular hurry” 

(Whitaker 2001). The organisation’s spokesperson, Hussein Naboulsi, w'as reported to 

have said: “The Crusaders stayed in Palestine for 200 years and have gone. Israelis 

have only been in Palestine since 1948” (Wliitaker 2001). Since the IDF withdrawal 

from south Lebanon, however, Hizbollah has become increasingly involved in the 

Israeli-Palestinian conflict. In fact, according to Ely Karmon (2005), the group was 

behind some seventy per cent of all terrorist attacks carried out by Palestinian factions 

in 2004. This appears to contradict Daniel Byman’s assertion that “[Hezbollah] is 

embedded in Lebanese politics and society and, unlike al Qaeda, is a stakeholder in 

the existing regional order, not a force bent on destroying it ” (Byman 2003, 60).

This apparent contradiction may be transcended however if one views the 

export of the so-called ‘Hizbollah model’ (Byman 2003, 58-59) to the Israeli-

See
http://vveb.archive.org/vveb/20031012004339/vvwvv.hizbollah.org''cnglish/press/p2001 /p20010412.htm .
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Palestinian conflict as a continuation o f  the group’s hearts and minds campaign. The 

achievement o f a successful IDF withdrawal from the south undoubtedly represented 

a great victory for Hizbollah and one in line with its stated ideological objectives; 

nonetheless it also threatened to seriously undermine the groups’ underlying 

revolutionary character and identity as well as its forward momentum (Ranstorp 1998, 

3). Prominent involvement in Israel-Palestine has forestalled any such eventuality, 

however. And while this position has doubtless made Hizbollah stronger, it has also 

forced it to become more “cautious, cunning, and subtle” (Byman 2003, 60).

9/11 and Its A ftermath

On 9/11, Hizbollah’s spiritual guide {al-murshid ar-ruhi), Mohammed Hussein 

Fadlallah, cautiously declared “no religion justifies such action,” and later claimed the
9 70suicide attackers did not die in a holy jihad. However, he also posited that it was 

US government policies that were responsible for the attacks (Karmon 2002). A few 

days later, Hizbollah also expressed regret for “the loss o f innocent lives,” but in the 

same breath also attributed “this level o f hate’’ against the US to “oppressive” 

American government policy and warned the United States against taking advantage 

o f the attacks in order “to practice all sorts o f aggression and terrorism. 

Interestingly, a survey conducted amongst Lebanese Muslims (N=337) enquiring as to 

their feelings about the 9/11 attacks found that while only thirty percent of 

respondents said they supported the attacks, some eighty-eight percent nevertheless 

felt that Arab grievances against the US warranted the attacks (Haddad & Khashan 

2002, 821-822). The identity o f response may suggest that either Hizbollah took their 

cue from Lebanese Muslims or, perhaps more likely, many Lebanese M uslims took 

their cue from Hizbollah and its media apparatus.

Hizbollah met the US campaign in Afghanistan and subsequent events with a 

considerably more aggressive attitude and language than the events o f 9/11. In

Clearly neither Fadlallah nor Hizbollah are against the use o f  suicide bombing as a strategy p er  se\ 
after all, Hizbollah are credited with being the originators o f  this tactic. See ‘Fadlallah Defends Suicide 
M issions’:
http://vveb.archive.org/vveb/200212 0 7 155923/vvwvv.hizbollah.org/en»lish./press/p2001 /p 20010511 a.htin 

Excerpted from a ‘political declaration’ on the CPO Web site entitled ‘Hizbullah Regrets Lives Lost 
and Warns the US Not To Resort To Unjust Policies.’ See
h ttp ://vveb .arch ive.O rg/vveb /20030407fl85523/vvw vv.h izb ollah .org /english /fram es/ind ex  e g .h tm .
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February 2002, The Times of London reported that a senior Al-Qaeda operative had 

discussed the relocation of fugitives from the Afghan conflict with Hizbollah leaders 

(Evans 2002, 1). In the meantime, the Israeli Minister o f Defence, Benyamin Ben 

Eliezer, alleged that fleeing militants had indeed entered Lebanon and joined 

Hizbollah. Subsequently, the Washington Post, quoting both US and European 

intelligence officials, reported that the newly established ad hoc tactical ‘terror 

alliance’ involved logistical and training cooperation between mid-level operatives of 

Al-Qaeda and Hizbollah (Priest & Farah 2002, AOl). US intelligence officials have 

also expressed concern over possible links between Hizbollah and Abu Musab al- 

Zarqawi. In September 2003, when US authorities named Zarqawi and several of his 

associates as Specially Designated Global Terrorist entities, the US Treasury 

Department said that Zarqawi not only had ties to Hizbollah, but that plans were in
979place for his deputies to meet with both Hizbollah and Asbat al-Ansar, “and any 

other group that would enable them to smuggle mujaheddin [5/c] into Palestine” (as 

quoted in Levitt forthcoming 2006).

On their Web sites, Hizbollah hotly and repeatedly denied any link to Al- 

Qaeda. In a Daily Star article posted on the CPO Web site, and which referred to the 

Times article mentioned above, Nasrallah was quoted as saying “If Al-Qaeda 

members were really able to come out of Afghanistan and travel all the way to 

Lebanon and hide here, then this is major proof of the failure of American security,
273intelligence and weapons.” Numerous follow-up articles posted on the same site 

ridiculed the notion of ties between the two groups and presented allegations o f the 

latter as an Israeli plot. In fact, not only was Nasrallah quoted as denying such links,
274but the Lebanese President Emile Lahoud, the Lebanese Foreign Minister

9 7S 97ftMahmoud Hammoud, the Iranian Foreign Minister Kamal Kharrazi, and the
277Italian Ambassador Giuseppe Cassini were all quoted scorning the accusations.

Asbat al-Ansar is a Sunni Lebanese terrorist group.
See 'Nasrallah Ridicules N otion o f  A l-Q aeda Presence in Lebanon’ : 

http://vveb.archive.org/vveb/20031006160951 /vvwvv.hizbollah.org/english/press/p2002/p2002Q2Q9a.htiTi
See ‘Lahoud D enies A l-Q aeda-H izbullah Link’: 

http://vveb.archive.org/vveb/20Q31015154217/vvvvvv.hizbollah.org/english/press/p2Q Q 2/p20021111 .htm .
See ‘Nasrallah Ridicules N otion o f  A l-Q aeda Presence in L ebanon’ above.
See ‘Kharrazi Denies Cooperation Betw een Hizbullah and A l-Q aeda’: 

http://vveb.archive.org/vveb/2QQ3Q831021146/vv\vvv.hizbollah.org/english/press/p2QQ2/p20Q2 l21Q .htm .
See ‘Cassini C uckolds Claim s o f  Bekaa B ases’: 

http://vveb.archive.org/vveb/200310Q616Q936/vvwvv.hizbollah.org/english/press/p2QQ2/p20Q202Q9.htm.
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The above notwithstanding, analysts associated with Israel's International 

Policy Institute for Counter-Terrorism (IPICT) insist that cooperation between the two 

groups is quite possible, particularly given that in the past Hizbollah has provided 

training in its camps in Lebanon—the existence o f which Hizbollah also disputed on 

its Web sites" —to members o f both Egyptian Jihad and A lgeria's Armed Islamic 

Group, which organizations have provided some o f Al-Qaeda’s most prominent 

operatives. It has also been claimed that a top Hizbollah operative, Imad M ughniyeh- 

who is on the FBI’s list o f most-wanted terrorists-actually  met with Bin Laden 

him self prior to the East African embassy bombings in 1998 and may now be in Iraq 

(Fighel & Shahar 2002; Karmon 2002; Marzuk 2003). IPICT analysts also point out 

that in March 2002, Fadlallah called

upon the Muslim Religious Scholars to consolidate Muslim unity among the 

two major sects o f Sunni and Shiite... [to] transform the political and jihad 

unifying positions into cultural and ideological meeting places... and 

concentrate on the common issues that have to do with Muslims fate, 

especially that the arrogant powers have put both Muslim sects o f Sunni and 

Shiite in the same category as being part o f 'the axis o f evil’ (as quoted in 

Karmon 2002; see also Karmon 2004).

This is pointed to as evidence o f  not only potential Al-Qaeda-Hizbollah cooperation, 

but also a desire on the part o f the latter to become involved in the Iraqi theatre.

It is certainly true that Hizbollah has become embroiled in the controversy 

surrounding the American invasion o f Iraq. This is relatively unsurprising given that a 

number o f high-ranking members o f Hizbollah studied at the same religious seminary 

in the Iraqi holy city o f  Najaf—where the late Ayatollah Khomeini and the Lebanese 

Mullah Fadlallah were also educated—and retain close ties with Iraqi Shi’ites (Byman 

2003, 54; Hamzeh 1997; Palmer Harik 2004, 22; Ranstorp 1997, 25-30 & 180-182). 

Immediate upon its passage Hizbollah condemned UN Security Council Resolution
701441 on Iraq as “humiliating,” arguing that its purpose was to "subjugate” Arabs. 

Shortly thereafter a high-ranking ‘politburo’ member alleged that Am erica’s hidden

See ‘U S S ena to r M ocked fo r P arro ting  Israeli L ine on H izbullah  ‘T erro r” : 
h ttp ://vveb.archive.org/vveb/20031006164512 /vvw vv .h izbo llah .org /english /press/p2002/p20020711 .h im .

See 'H izb u llah  D enounces U N ’s Iraq R eso lu tion ’: 
http://vveb.archive.org/vveb/2Q 031015154243/vv\vvv.hizbollah.org/english '’p re ss /p 2 0 0 2 /p 2 0 0 2 1112 .h tm .
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agenda was to “lay its hands on the oil wells in Central Asia and countries that might
980form an axis against it in the future.” Apart from these pronouncements, however, 

there was very little else included on the Hizbollah sites regarding the Iraqi 

insurgency or the US abuse o f prisoners at Abu Ghraib, for example. While this is 

certainly surprising given the political capital to be made on such issues, it may be 

that the structural and design overhaul that the Hizbollah Web sites have been subject 

to recently and the pressures the CPO site in particular has come under from 

hacktivists in the past year or so negatively impacted the group’s ability to fully 

implement their cyber strategy during that time.

It is important to point out that the group has not been silent on the Iraq issue, 

but has simply not devoted the amount o f attention one might have expected to it on 

their English-language sites. Elsewhere, for example, Hizbollah was reported as 

having condemned the beheading o f  Nicolas Berg in Iraq in May 2004 as “an ugly 

crime that flouted the tenets o f Islam.” “Hizbollah condemns this horrible act that has 

done very great harm to Islam and Muslims by this group that claims affiliation to the 

religion o f mercy, compassion and humane principles,” the group said in a statement. 

They further asserted that Berg's killing had diverted the w orld’s gaze from an 

escalating furore over the abuse o f Iraqis by US soldiers: “The timing o f this act that 

overshadowed the scandal over the abuse o f Iraqi prisoners in occupation forces 

prisons is suspect timing that aims to serve the American administration and 

occupation forces in Iraq and present excuses and pretexts for their inhumane 

practices against Iraqi detainees.” In a tactic familiar from their Web sites, they 

alleged that the killers’ behaviour— the video disseminated over the Internet showed 

masked men sawing Berg's head off with a large knife and holding it in the air—was 

closer to “the Pentagon school—the school o f killing, occupation, crimes, torture and 

immoral practices that were exposed by the great scandal in occupation prisons” 

(Agencies 2004).

With regard to the Iraq issue, IPICT analysts claim that Hizbollah has 

established a significant presence o f its own inside the country and while conceding 

that the group’s operatives have not yet been involved in attacks on coalition forces, 

point out that they could eventually assume an active role (Karmon 2004). Others 

agree that Hizbollah links with Iraqi Shia’s could be potentially explosive, with

See ‘Hizbullah Official A ccuses  US o f  Plot to  Contro l O i l ’; 
http://vveb.archive.org/vveb/20Q31015154836'vvwvv.hizbollah.org/english/press/p2002/p20021115.htm.
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Daniel Bym an at one tim e describing Iraq as "a  critical test case in the fight against 

H ezbollah” because the “organization’s potential for w reaking havoc there is 

im m ense” (2003, 66). In a recent follow -up analysis, however. Bym an doesn’t even 

m ention Iraq and focuses instead on H izbollah’s relationship with Syria (Bym an

2005). Indeed, no other reliable sources have evidenced a prom inent H izbollah
• * 281 presence in Iraq in the fashion that IPICT claim s.

W ith regard to the US, not only did H izbollah on its Web sites chide the 9/11

attackers and disavow  any links w ith A l-Q aeda, but a high-ranking m em ber was

reported in 2002 as telling a group o f  D anish journalists that H izbollah played no part

in the 1983 Beirut bom b attack that killed 241 US soldiers serving as part o f
282m ultinational peacekeeping forces. I f  the group hoped that such denials w ould see 

their rem oval from  the US State D epartm ent’s list o f  designated FTOs, they w ere to 

be disappointed however. H izbollah’s continued appearance on said list drew  a 

predictably stinging response from  the group: ‘'D istorting the hizbollah [5 /c] pure 

image and trying to pin the nam e terrorism  on it, clearly shows the A m erican and 

Israeli fear o f  the great exam ple that the resistance provided specifically in term s o f 

fighting the occupation.” The alleged iniquity o f  the US position was underlined by 

an article on the CPO site w hich quoted the Italian A m bassador to Lebanon to the 

effect that the US had failed to provide sufficient evidence to prove that H izbollah 

was a terrorist group and the assertion that the party was an “annoyance” to Israel
284  •rather than a real threat. In keepm g w ith the rhetoric em ployed on m any o f  the sites 

analysed in C hapter Six, the H izbollah sites are littered with articles and text painting 

the US and Israel as the ‘true’ terrorists. The follow ing is indicafive:

[The US] supports the terrorist Z ionist state w ith all the strength it 

possesses...[T he  US] has practiced terrorism  in the m ost horrible ways (such 

as) w hen it used nuclear bom bs on H iroshim a and N agasaki.

■*' The assertion by IPICT analyst M oshe Marzuk (2003) that Lebanese Hizbollah have a formal Iraqi 
offshoot, which he terms ‘Iraqi H izballah,’ remains unsubstantiated. There is a sm all S h i’ite m ilitia  
operating in southern Iraq w ho term them selves ‘Hizballah-Iraq,’ but they are not thought to have any 
connection with Lebanese Hizbollah (Katzman 2005 , 10).

See ‘Hizbullah D enies R ole in 1983 B om bing o f  US M arines’: 
http://w eb.archive.O rg/w eb/20031227074725/vvw w .hizbollah.org/english/press/p2002/p20021002.htm .

See ‘Hizbollah Statement in Response to the Annual Report o f  the U.S State Department’: 
http://vveb.archive.org/w eb/200312270919 5 0 /w w w .hizbollah.org/english/statm /sm 20G 1 /sm 2 0 0 1 0 5 0 1 ,h 
tm.

See ‘Italian Am bassador Scoffs at U S Claim s A gainst Hizbullah’: 
http://vveb.archive.org/vveb/20031227074206/vvw vv.hizbollah.org/english/press/p2002/p20020907.htm .
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It will therefore take advantage o f the war against terror to exercise the worst
285o f its terrorist acts again.

AN INTEGRATED MEDIA STRATEGY

H izbollah’s suite o f  Web sites are not the only tools at the group’s disposal in the 

information war; the group has a satellite television station that attracts 10-15 million 

viewers worldwide daily and has recently developed a computer game to aid it in 

inculcating the young with its values. Both the television station and the video game 

have accompanying English-language Web sites, and it is this synergism that has 

ensured that Hizbollah’s cyber strategy has met with a high level o f  success.

Al-Manar Television

‘’Symbolism and the projection o f messages to internal and external audiences have 

occupied a central place for Hizballah throughout its evolution” (Ranstorp 1998, 7). 

In his Inside Terrorism, Bruce Hoffman recounts how, during the crisis precipitated 

by the hijacking o f TWA flight 847 in 1985, Hizbollah deftly manipulated the US 

television networks: “There were graduates o f  media studies from American colleges 

at meetings at Nabih B ern’s house in West Beirut while [‘spin doctoring’] tactics 

were being worked out” (1998, 134). Later, during the 1990s, Hizbollah utilized its 

media apparatus to wage successful campaigns against both the IDF and South 

Lebanese Army (SLA). In terms o f Hizbollah’s offensive against the SLA, a 

campaign o f  psychological warfare was waged in conjunction with improved armed 

operations against SLA units. Infiltration within SLA ranks was subject to particular 

exploitation by the group who capitalized on deteriorating SLA morale by regularly 

publicizing and distributing the names o f SLA officers with promises o f punishment. 

Hizbollah also enticed defections with promises o f financial inducements coupled 

with pardons and even established a special information unit which highlighted SLA 

soldiers returning to their families (Ranstorp 1998, 9). Hizbollah also waged an 

effective psychological warfare campaign against IDF soldiers serving in South

See ‘US Unfit to Lead W ar on T erro r ism ’: 
htlp://vveb.archive.or<i/vveb/200312 2 6 102525/\v\vvv.h izbollah .o rg /eng lish /p ress /p200 l/p20Q l I0 0 3 .h tm .
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Lebanon previous to the withdrawal. It utiHzed its own camera-crews to record the 

efficiency of its attacks against IDF posts, which it then broadcast on Al-Manar and, 

on a number of occasions, distributed to foreign media. In addition, the video-taping 

and dissemination of daring resistance operations served not only to boost the morale 

of Hizbollah’s own fighters and supporters, but also undermined the morale of the 

‘enemy,’ who were in some instances seen fleeing from advancing Hizbollah fighters. 

The group also regularly publicized on its television station and its Web sites the 

acquisition of new and upgraded weaponry in an effort to instill a degree of 

uncertainty into IDF units without actually having to employ the actual hardware.

In March 1997, an article in Beirut’s Al-Safir newspaper drew attention to the 

‘■psychological warfare” being employed by Hizbollah. The article described 

Hizbollah’s Al-Manar television station’s Web site, which w'as depicted as 

Hizbollah’s corrective to the Israeli’s mis-education of Western publics;

Psychological warfare can be used as a weapon of war to be added to the 

military materiel, not only to repulse the aggression, but also to confront the 

enemy’s deceptive policy toward the world public. Although this war has 

many faces, it has one head only, namely the media... Hizballah’s step is 

primarily aimed at refuting the fallacies Israel has been spreading abroad 

concerning the occupation of south Lebanon. (FBIS 1997).“*̂

The report went on to say that the site managers regularly received e-mail from 

Internet surfers “some of which salute the resistance and others request information 

on the Lebanese-Israeli conflicf’ (FBIS 1997). In addition, it was reported that some 

of the subscribers to the site’s e-mail list—“who began to show sympathy with the
287resistance when the Qana massacre occurred” (FBIS 1997)—transmitted the 

information they received across other networks and lists thus spreading these 

messages further than would otherwise be the case. Finally, the article also explained

For an alternative position on A l-M anar TV, see Jorisch 2004.
The Qana M assacre took place on April 18, 1996 in the headquarters o f the Fijian battalion o f 

UNIFIL, located in the small town o f Qana, in southern Lebanon. The compound came under heavy 
artillery shelling by nearby Israeli Defence Forces in response to two rocket and m ortar attacks 
launched toward the unit earlier that day from close to the compound. As a result o f  the shelling, 102 
civilians died and more were wounded. M ost o f  the casualties were women and children from nearby 
villages, who had sought refuge in the UN com pound from the fierce fighting going on between the 
IDF and Hizbollah. Four UN troops were also wounded in the incident.
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that Al-Manar employees viewed Internet access as a useful educational resource due 

to the availability o f reports and analyses produced by the Israeli Foreign Ministry 

and other agencies, which allowed Hizbollah members to become familiar with the 

methods by which governments demonize terrorist organizations and thus educated 

the former as to how to carry out a counter-campaign. A number o f employees were 

also said to be taking training courses via the Net (FBIS 1997).

In a September 2001 interview, Hassan Ezzieddine, the head o f Hizbollah’s 

Department of Media Relations, confirmed:

We feel that the media can be effective in creating a special climate in public 

opinion on the main issues of interest... We are heading toward a new sensitive 

security situation (in the region) which means we need to follow events very 

closely so that we can informatively help shape international and Arab public 

opinion...We believe that the media has an important role in the conflict, as 

important as the military wing (Blanford 2001).

To underscore the importance of the media’s role in the conflict, Hizbollah’s 

leadership decided in 2001 to place Al-Manar TV under the direct supervision of a 

committee composed of senior figures in the organization and chaired by the group’s 

secretary-general, Sayyed Hassan Nasrallah. The Central Information Office, the role 

of which was liaison w'ith the press and which also had responsibility for the 

publication of Hizbollah’s weekly newspaper was abolished and replaced by

the new Department of Media Relations of which Mr. Ezzieddine, a member of 

Hizbollah’s political council, was put in charge. Ezzieddine and his staff reportedly 

examine newspaper articles dealing with Hizbollah and follow television and radio 

broadcasts. The new department is also responsible for maintaining the group’s 

official Web sites, which are currently in the process o f a major overhaul.

‘Special Force’

The availability of online gaming on the Kahane Web site was referred to briefly in 

Chapter Five. In February 2003, Hizbollah also launched its own computer game, 

which allows players to simulate its fighters during military operations against IDF 

soldiers prior to the latter's withdrawal from South Tebanon. Special Force, which is
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said to have taken over two years o f development by the Hizbullah Central Internet 

Bureau, was clearly designed to introduce the ‘resistance’ to young people. The 

following message appears on the game’s packaging: 'T he  designers of Special Force 

are very proud to provide you with this special product, which embodies objectively 

the defeat of the Israeli enemy and the heroic actions taken by heroes o f the Islamic 

Resistance in Lebanon...Be a partner in the victory. Fight, resist and destroy your 

enemy in the game o f force and victory.” A Hizbollah official, Mahmoud Rayya, told 

Beirut’s Daily Star newspaper that the game was “designed to compete against 

foreign computer games that show Arabs as enemies and Americans as the heroes that 

defeat them.” He went on to say that the “game is resisting the Israeli occupation 

through the media...In a way, Special Force offers a mental and personal training for 

those who play it, allowing them to feel that they are in the shoes of the resistance 

fighters” (Chayban 2003). The game is not available to play online, but has a 

dedicated Web site,^** which describes the purpose of the game, provides screenshots, 

and allows one to download Special Force screensavers. In 2003, hard copies o f the 

game were available for purchase in Lebanon, Syria, Iran, Bahrain, and the United
289Arab Emirates.

ELECTRONIC INTERFADA

It’s not all plain sailing for these ‘netizens,’ however; over time Hizbollah’s Internet 

presence has come under increasing pressure as has its satellite broadcast capabilities.

In Autumn 2000, political tensions in the Middle East spilled over onto the 

Internet, resulting in an increased level of hostile online activity that has continued 

sporadically for the past five years. The Mideast ‘cyberwar’ began in November 

2000—about three weeks after Hizbollah seized three Israeli soldiers on patrol in the 

Sheba’a Farms area and held them for ransom—when pro-Israeli hackers created a

http://wvvw.specialforce.net. For more on gam ing and conflict, see Thomas 2005.
In February 2000 , an individual in the U S was arrested for piracy and suspected fundraising for 

Hizbollah. The individual sold pirated m usic C D s, Sega, Sony and N intendo gam e d iscs to fund a 
Hizbollah-related organization. A m ong the d iscs in this m an’s possession  on his arrest were discs 
containing im ages and short film s o f  terrorist attacks and interviews with suicide bom bers, w hich were 
allegedly used as propaganda to generate funds for Hizbollah. This man is currently a fugitive (N oble  
2003).
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w ebsite to host FloodNet attacks. Within days, Hizbollah’s site was flooded by 

m illions o f ‘pings’—the cyber-equivalent o f  knocks on the door—and crashed. 

Hizbollah then tried reviving the site under slightly different spellings, but they too 

came under sustained attack. In all, six different Hizbollah sites, the Hamas site, and 

other Palestinian informational sites were victims o f the FloodNet device (Gentile 

2000a & 2000b; Hockstader 2000, AOl). H izbollah’s Central Press Office (CPO) site 

came under attack once again when the group posted video clips o f Israeli ground 

attacks on Palestinians in Gaza. Hizbollah then increased their server capacity in order 

to ward off further attacks (Gentile 2000a). These efforts notwithstanding, pro-Israeli 

hackers successfully hacked into the Hizbollah site on December 26 2000. They 

posted pictures o f  the three Israeli soldiers who were abducted in early October and 

the slogan ‘'Free Our Soldiers Now” on a screen full o f blue and white Star o f David 

flags (Hosein 2001). In addition, a group called Hackers o f Israel Unite allegedly 

crashed the Al-Manar TV site using one computer with a 56K modem, an ADSL line, 

and a popular tool called W inSmurf that enables one to conduct a mass pinging 

(Hosein 2000b).

The Hizbollah site had already come under ‘attack’ in October 2000; at that 

time a number o f media outlets in the US and Europe were contacted by a group 

claiming that hackers had defaced a Hizbollah site. When journalists accessed the site 

they were greeted by the Israeli flag, Hebrew text and a tinny piano recording of 

Hatikva. the Israeli national anthem (see Geers & Feaver 2004, 23). This prompted 

several news organisations to report that Hizbollah’s CPO site had been defaced by 

pro-Israeli hackers (Hockstader 2000, AOl; Filler 2001). Only later did it become 

apparent that the site at hizbolla.org (which is no longer operational) was a fraud that 

had been established by an unidentified individual or group using an address in 

Lebanon.

In terms o f the ‘cyberwar,’ one o f  the most prolific Israeli hacking groups 

went by the name o f ‘mOsad.’ This group was the first pro-Israeli hacking group to 

expand the cyber-campaign against the Palestinian Intifada beyond pro-Palestinian 

Web sites by targeting sites throughout the Arab world. Amongst its many 

defacements o f pro-Palestinian Web sites, mOsad was responsible for the attack on the 

home page o f the service provider Destination, the Internet component o f Beirut's 

ITX. This defacement was apparently carried out in retaliation for the company's 

provision of service to Hizbollah’s Al-M anar Television site. The attack disrupted
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service on ITX's Destination Web site for over six hours: on accessing the site, instead 

o f  the normal home page, visitors were treated to a black screen that stated in large 

white type “site closed by mOsad,” and followed up with: “How come that the 

[PJalestinians that claims that they want to be like Europians [i/c] are executing 

people in public without a fair justice like in Pakistan, Iran, Iraq[?]” ITX's general 

manager later told news sources that mOsad had accessed the company’s Web site 

through NetVision, an Israeli ISP. He went on to say “It was clear that the hackers 

wanted us to know they were Israelis, because usually hackers clean up their traces 

after they vandalize a site. They did not.” Despite the incursion, ITX said it had no 

plans to stop providing services to Al-Manar's Web site (W eisman 2001; see also 

Geers & Feaver 2004, 22).

Two companies that immediately discontinued their ‘relationship’ with 

Hizbollah when alerted to same were Microsoft and Amazon.com. It was reported in 

early 2001 that Microsoft Corporation and Amazon.com were supporting Hizbollah 

due to the appearance on the Al-M anar Web site o f prominent banner advertisements 

from these two companies. A Microsoft banner appeared on each page o f the English- 

language section o f the site, while Amazon's banner appeared atop the Arabic- 

language pages. The advertisements were apparently unauthorised. “It looks like 

someone used our banner ad without our permission," a Microsoft spokesperson was 

reported to have said. “We're contacting the site and asking them to remove that 

immediately. This is not something we did. We don't support political activities.” The 

advertisements were pulled from the sites shortly thereafter (Kiggen 2001)."^°

As regards the cyberwar, according to Hizbollah’s then-W ebmaster, Ali 

Ayoub, “Our counterattack is just to remain on the N e f’ (Hosein 2001). The 

Palestinians and their supporters were not long in striking back, however. In a 

coordinated counterattack, the web sites o f the Israeli army, Foreign Ministry, prime 

minister and parliament, among others were hit (Hockstader 2000, AOl). On a single 

day, December 29, 2000 eighty Israel-related sites were hacked and defaced by pro-

More recently, a G oogle search in Arabic em ploying terms such as ‘H am as,’ ‘G aza,’ and 
‘P alestine’ linked to text advertising Ham as’ military w ing. In addition to the search results returned, 
an AdW ord m essage linking directly to the w ebsite o f  the Izzedine al-Qassam  Battalions, Hamas' 
terrorist-operative w ing also appeared. A bove the link were the words “A l-Q assam  Battalions, the 
resistance w ebsite and the legend o f  jihad.” The link was sponsored, show ing that Hamas had paid for 
the use o f  G oogle's services. A ccording to a G oogle spokesperson: “A s soon as the matter was brought 
to our attention w e rem oved the advertisem ent.” See
http:/';'vvwvv.intelligence.org.il/eng/sib '3 05/goo»le.htm  for screenshot.
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Palestinian hackers. It is estimated that, in all, more than 246 Israeli-related sites were 

attacked between October 2000 and 1 January 2001 as compared with approximately 

thirty-four Palestinian-related sites that were hit in the same period (Hosein 2001). 

The success o f the Palestinian counterattack—variously dubbed the ‘e-jihad,’ ‘cyber

jih ad ,’ or ‘inter-fada’—may be explained by the way in which the pro-Palestinian 

hackers systematically worked their way through sites with dot-il domain names. 

Palestinian-related sites are generally harder to find because, although in March 2000 

dot-ps was delegated the country code Top Level Domain (ccTLD) for the Occupied 

Palestinian Territories, only one such domain is currently operational (gov.ps) (see 

Cisneros 2001) and not many groups have such an easily identifiable URL as 

Hizbollah. In addition, at the outbreak o f the ‘cyberw ar,’ there were approximately 

two million Internet hook-ups in Israel, which was considerably more than any other 

M iddle Eastern country (see Table 1). The upshot o f this is that the Israeli’s have a far 

greater online presence than the Palestinians and their supporters in the Arab world 

and are therefore more easily targeted (Geers & Leaver 2004, 28-30; Weisman 

2001).^^'

Table 7.1 Numbers of Internet Users in the Middle East, 2001

Country Number of Subscribers "/o of Population
Bahrain 140,200 21.36
Iran 420,000 0.63
Iraq 12,500 0.05
Israel 1,940,000 17.12
Jordan 212,000 3.99
Kuwait 200,000 9.47
Lebanon 300,000 8.38
Oman 120,000 4.42
Palestine 60,000 N/A
Qatar 75,000 9.75
Saudi Arabia 570,000 2.5
Syria 60,000 0.35
UAE 900,000 36.79
Yemen 17,000 0.09

Source: Nua Internet Surveys (www.nua.ie)

For a brief, but concise, rundown o f  the 1999-2002 Israeii-Palestinian cyberwar, see Allen & 
Dem chak 2003; for an exhaustive account o f  the ‘cyberw ar's’ m ajor players and their exploits, see 
iDefense 2001.
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As discussed in Chapter Three, the events o f 9/11 have resulted in increased 

pressure on the operators and facilitators o f terrorist Web sites. Due to their notoriety, 

Hizbollah’s Web sites have been subject to particularly sustained campaigns for their 

removal from the Internet. This increasingly takes the form o f pressure brought to 

bear on their ISPs from groups such as Internet Haganah. As a result, the sites are 

increasingly difficult to access. In a further twist, the Coalition Against Terrorist 

Media (CATM) was established in Autumn 2004 to specifically target Al-Manar 

Television, which it says is “the most dangerous terrorist-sponsored broadcaster 

operating today.”^̂  ̂ CATM claims that pressure it brought to bear resulted in the 

dropping o f Al-M anar broadcasts by seven satellite providers globally. At present, Al- 

Manar is still broadcast to the Middle East, North Africa, and Europe by ARABSAT, 

whose largest stockholder is the government o f Saudi Arabia, and Nilesat, owned by 

the government o f Egypt.

CYBERCORTICAL WARFARE: THE EFFECTS

Tsfati and Weimann (2002) have pointed out that almost all terrorist groups that 

maintain an online presence avoid presenting and detailing their violent activities: 

“Although the organizations behind these sites have a record o f  bloodshed, they 

hardly ever record these activities on their sites” (p.321). The exceptions, they point 

out, are Hizbollah and Hamas. Hizbollah’s site contains a section (‘Daily Operations’) 

that provides updated statistical reports o f its actions that “display in minute detail all 

o f the organization’s operational successes” (p.321). A separate page enumerates the 

number o f dead ‘martyrs,’ along with the number o f ‘Israeli enem ies’ and 

‘collaborators’ killed. This is part o f Hizbollah’s campaign o f cybercortical warfare.

Hizbollah differs somewhat from other organizations in that it highlights its 

military achievements, gloating over enemy victims (showing pictures o f 

funerals o f murdered Israelis), and publishing detailed statistics about its 

military successes. The motive for this unique approach has been Hizbollah’s 

attempt to influence the public debate in Israel about withdraw'al from

See CATM ’s Web site at http://vv\vw.stopteiToristmedia.org/ for more information about the group’s 
founders, partners, goals, etc.
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Lebanon. The organization has stated explicitly that its aim has been to exert 

pressure in Israel in favor o f withdrawal. The organization knows that many 

Israelis visit the site, whose address is published in Israeli media. Hizbollah 

publishes its records o f  murdered Israelis, maintains electronic connections 

with Israelis, and appeals to Israeli parents whose sons serve in the Israeli 

army, all w'ith the aim o f causing demoralization (Tsfati & Weimann 2002, 

325).

Hizbollah succeeded in entering the homes o f  Israelis via the Internet, thus 

creating an important psychological breakthrough (see Tsfati & Weimann 1999, 317). 

The group accomplished this goal in 1999 when it provided details about the return o f 

the bodies o f Israeli marine commandoes who had fallen in Lebanon on its Internet 

site. Hizbollah stated that the single coffin returned contained not just a single body, 

but the body parts o f  a number o f the fallen marines. The statement caused uproar 

among the families o f the deceased and resulted in a bitter confrontation between the 

latter and the Israeli Defense Force (IDF) authorities. Hizbollah also published 

appeals to the parents o f Israeli soldiers stationed in Lebanon on their sites. A 

prominent example was the publication o f  an interview, originally aired in Israel, with 

four mothers o f IDF soldiers entitled T Don’t Want My Son to Die in Lebanon.’ 

Many Israelis, particularly parents o f soldiers serving in Lebanon, admitted visiting 

the Hizbollah sites to get news updates. “I regard these sites as a legitimate source of 

information,” one Israeli father is reported to have said. According to Tsfati and 

Weimann (1999, 327), ‘Ih e  Hizbollah site even offers to answer anyone who sends 

questions by e-mail, and does indeed reply to Israeli questioners, sending information 

and news to their e-mail addresses.”

In terms o f the Israeli-Palestinian conflict, H izbollah's media strategising is 

said to be having an impact in this sphere also. According to M atthew Levitt. Hamas 

is said to be losing the battle o f the ‘media Jihad’ to the smaller, less popular Islamic 

■lihad. Fathi Hamad, the Hamas communications chief, has lamented Islamic Jihad's 

ability to project itself as an equal to Hamas despite being smaller, lacking a 

developed social welfare wing, and commanding less support on the street. Wliat 

explanation is provided for Islamic Jihad’s success? Apparently taking a leaf out of 

Hizbollah’s playbook, they have instituted a savvy media strategy, with an Internet 

component about which Hamad had this to say:
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We outnumber them, we have many more mosques, and much more 

commitment, but they are ahead o f us in the sateUite TV stations, and their 

websites are much bigger than the group itself...They are stealing attacks 

from Hamas, exaggerate the number o f  the killed [.s/c], and inflate the 

numbers o f their street demonstrations as if  they are a domestic group, even 

though they are supported by Hizbullah. The media has turned them into the 

equals o f  the Muslim Brotherhood [Hamas] (Levitt 2005).

Such observations also point to the possible influence o f the Hizbollah media model 

upon, for example, various o f the Iraqi insurgent groups.

There is no doubt that Hizbollah’s leadership would like to gain access to 

Western, particularly American, audiences via the Internet. Evidence o f dramatic 

effects, similar to those referred to above, upon Western audiences is lacking, 

however. Having said this, the pressures recently brought to bear on H izbollah's Web 

sites and the group’s satellite broadcast capabilities may point to the effectiveness of 

Hizbollah’s information operations (10) strategy in the Western context. There has 

been a huge upsurge in Western publics’ interest in the issue o f terrorist use o f the 

Net arising out o f the increased use o f the Web sites o f insurgent groups operating in 

Iraq as sources o f news and information by major Western media outlets. In 

comparison with these Web sites, which are generally not available in English, many 

o f which are maintained by relatively unknown groups, are difficult to locate online, 

and which are notoriously ephemeral in terms o f their locations and the lengths o f 

time they remain accessible, the official nature o f Hizbollah’s sites, the group’s 

longtime notoriety in the West, the massive amounts o f English-language content 

provided, and the (until recently) stable and easily identifiable location o f the 

Hizbollah sites, meant that these sites w ere—and, in many respects, remain—attractive 

destinations for those wishing to peruse ‘real’ terrorist sites. Further, judging by the 

efforts o f Internet Haganah, CATM, and others, there are those who are fearful o f the 

impact o f Hizbollah’s 10 strategy on Western audiences and are thus engaged in 

concerted efforts to disrupt it.
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CONCLUSION

Thanks to the availability o f independent media sources and fairly unobstructed 

access to the Internet, facilitated by the widespread knowledge and use o f English and 

French, the Lebanese are probably the most politically informed and outspoken o f 

Arab publics (Haddad & Khashan 2002, 815). Indeed nowhere else in the Middle 

East do Islamist groups “have the freedoms they enjoy in Lebanon, giving them a 

wide cultural influence'’ (Hamzeh 1997). Much o f Hizbollah’s influence, in 

particular, arose out o f the group’s development o f  an integrated media strategy, 

which employed the use o f wall murals, posters, leaflets, magazines, newspapers, 

radio, television, the Internet, and a computer game to project an image o f the group 

as a defender o f the Lebanese people and the only effective spearhead against 

renewed Israeli military occupation. This strategy has met with high levels o f success 

both within Lebanon and the Middle East region more widely. Hizbollah officials 

have often expressed their desire to improve the image o f the ‘party’ in the United 

States and globally, however. This led Norton (1998) to observe that that would be “a 

public-relations job  that would challenge the best that Madison Avenue has to offer.” 

Undeterred, Hizbollah has sought to implement just such a campaign both via its 

satellite television station and its suite o f Web sites.

■losef Goebbels, H itler's Minister o f Propaganda, once said: 'W e do not talk to 

say something, but to obtain a certain effect’ (Schmid & De G raaf 1982, 14). 

Terrorism entails the use o f  violence for effect, ‘speaking with action’ rather than 

words. The meaning o f terrorist acts is not always clear, however. An integral part o f  

most terrorist activity, therefore, is the explanation later provided in written and oral 

forms (Cordes 1998, 164). There is an added dimension to cybercortical warfare, 

however. The object o f the strategy adopted by Hizbollah was to understand the 

adversary well enough to condition or determine the choices they made: “Using the 

adversary’s lexicon, syntax and representational systems allows the neocortical 

warrior to lead the adversary through the cycle o f observation, orientation, decision 

and action. Mastery is the resuh” (Szafranski 1997[I994], 408).

In a similar fashion and with a view to rebranding itself as a legitimate 

political, social, and cultural organization amongst Western governments and people, 

Hizbollah has sought to cultivate a gentler image towards the West. Thence repeated 

assurances that Hizbollah’s problems are not with the American people, but with its
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leaders and administration, stringent disavowals o f any links with al-Qaeda, and 

denials o f  responsibility for attacks carried out against US interests in Lebanon in the 

early 1980s. In terms o f its global Internet audience, Hizbollah provided broader 

justification for its political violence activity by detailing alleged Israeli transgressions 

o f international law and human rights in minute detail (as discussed in Ch.5) in order 

to illustrate the organization’s legitimacy.

Clearly, the leadership o f Hizbollah realized early in the Internet revolution 

that establishing a meaningful virtual power-base was reliant on a functioning and 

effective Web presence. The fact that they have become a favoured target o f 

hacktivists o f all stripes seems to indicate that they have met with some success in this 

regard. The fact that the group is presently invested in overhauling its suite o f Web 

sites with a view to providing audiences with more professional looking pages 

containing more up-to-date information is also an indicator that H izbollah’s cyber 

strategy is having some tangible effect and that, far from being a passing fad, terrorist 

use o f the Net is here to stay.
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C o n c l u s io n

"For the conduct o f  M>ar...in the youth o f  a state, arms do flourish; in the middle age
o f a state, learning; and then both o f  them together ”

293Francis Bacon

“[IJnformation generally thought to be immaterial, is increasingly seen to be an 
essential part o f  all matter. In contrast, power, long thought to be based mainly on 

material resources, is increasingly seen to be fundamentally immaterial, even 
metaphysical in nature. As information becomes more material and power more 

immaterial, the tM’o concepts become more deeply intertM’ined than ever. ”

John Arquilla & David Ronfeldl (1996b)

INTRODUCTION

' i n  'Internet tim e', as in 'dog  years’, eons have passed since the first messages were 

sent between computers. The Internet now has its own history, though most o f  the 

events took place just years ago and portentous changes are taking place today” 

(Guice 1998, 201). Along with a summing up then, in this final chapter 1 also want to 

suggest that the way we understand the ‘current history’ o f the Internet is crucial to 

our understanding o f future social and political choices regarding the Net. Looking 

behind us intelligently and looking around us perceptively will allow us to see the 

paths ahead more clearly.

Much discussion, both public and scholarly, o f the role o f  the Internet in 

international affairs remains dominated by cheerleaders and hyperbole, with little 

critical appraisal o f how the Internet is actually used and how the logic o f the medium 

means that it can be a force for both good and ill. Kluver provides the example o f 

Nicholas Negroponte—founder and director o f  M IT’s Media Lab—who declared that, 

thanks to the Internet, children in the future ‘'are not going to know what nationalism 

is.” Another cheerleader pointed to by Kluver is Michael Dertouzos—onetime director 

o f M IT’s Laboratory for Computer Science (1974 - 2001)—who argued that digital

A s q u o ted  in A rq u i l la  &  R o n f e ld t  1996b,  132.
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communication would bring “computer-aided peace,” which “may help stave off 

future flare-ups o f ethnic hatred and national break-ups.” Dertouzos’ reasoning is that 

“any new channel o f communication among the people and organizations o f this 

world is likely to contribute to increase understanding hence greater peace” (as quoted 

in Kluver 2002, 508) In other words, the logic o f the conversation enabled by the 

Internet and other new media formats will prevail over the narrative logic, which 

distinguishes between ‘us’ and ‘them ’. In certain circumstances, o f course, the 

presumption that improved communications technologies will reduce 

misunderstandings and avert political conflict has proved correct, and the Internet and 

other new media are increasingly employed as a force for good in the world. But they 

are also increasingly employed as a force for ill. It is this aspect o f new media 

technologies and their effects that has been largely ignored within the discipline o f 

International Relations with a preference shown instead for exploring the use o f ICTs 

by civil society actors and others engaged in what might broadly be termed ‘good 

w orks.’

In their seminal contribution to the study o f terrorism and the media, Violence 

as Communication (1982), Alex Schmid and Janny De G raaf point out that

Before technology made possible the amplification and multiplication o f 

speech, the maximum number o f  people that could be reached simultaneously 

was determined by the range o f  the human voice and was around 20,000 

people. In the nineteenth century, within one lifetime, the size o f an audience 

was expanded twenty-five to fifty times. In 1839 the New York Sun published 

a record 39,000 copies; in 1896, on the occasion o f President M cKinley’s 

election, two US papers, belonging to Pulitzer and Hearst, for the first time 

printed a million copies. William McKinley paid dearly for this publicity. In 

1901 he was killed by an anarchist, Leon Czolgosz, who explained his deed 

with the words: ‘For a man should not claim so much attention, while others 

receive none’ (p. 10).

Historically, access to the communication structure was intimately related to power 

(Crelinsten 1987, 443). With the growth o f the press, and later television, a situation 

arose that gave unequal chances o f  expression to different people. This connection 

between power and free expression was summed-up by A.J. Liebling who observed
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that "Freedom o f the press is Umited to those who own one” (Schmid & De G raaf 

1982, 177).

The major difference the Internet has brought to international relations at the 

beginning o f  the twenty-first century is a vast reduction in the cost o f communicating 

and sending data across great distances. At first glance this may appear to be a 

relatively insignificant breakthrough; in practice, however, this reduction in the cost 

o f international communications transactions has amounted to a paradigm shift 

(Franda 2002, 7). This is because it has radically swelled the ranks o f the ‘pow erful.’ 

The overarching goal o f this text has been to gain some sense o f the complex 

interaction taking place between Internet development and the changing nature o f 

international relations with respect to terrorism and its practice in the last decade. 

More specifically, this text has been concerned with the delineation o f the differences 

between cyberterrorism and terrorist use o f  the Net, which has been undertaken in 

conjunction with an analysis o f the increased relevance o f soft power within the 

domain o f international relations and, ultimately, the assertion that the instrumental 

power o f the Internet lies not in its capacity to be used as a tool o f cyberterrorism, but 

as an instrument for the multiplication o f  information-based or soft power resources. 

Within this text, in other words, infonnation-level threats were distinguished from 

more technical threats (i.e. cyberterrorism); because the primary lever o f  an 

information-level attack is the content o f a message or claim, rather than its form, 

information-level threats are less about security in a technical or computational sense 

than notions o f propaganda, opinion formation, and perception management.

DESECURITIZING THE CYBERTERRORIST THREAT

In the Western world, in particular, the Internet has been extensively integrated into 

the economy, the military, and society as a whole. As a result, and in conjunction with 

media speculation as to the effects o f the aforementioned integration, many people 

now believe that it is possible for people to die as a direct result o f  a cyberterrorist 

attack and that such an attack is imminent. What the present text has sought to 

illustrate, on the contrary, is that at the present time, the principal appeal o f  the 

Internet to terrorists is the powerful assistance it provides for getting their message 

out and not as either a tool or target o f cyberterrorism.
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On Wednesday morning, 12 September 2001, you could still visit a Web site 

that integrated three o f the wonders o f modem technology: the Internet, digital video, 

and the World Trade Center. The site allowed Internet users worldwide to appreciate 

what millions o f tourists have delighted in since Minoru Yamasaki’s architectural 

wonder was completed in 1973: the glorious 45-mile view from the top o f the WTC 

towers. According to journalists, the caption on the site still read ‘Real-Time Hudson 

River View from World Trade Center’ (O ’Toole 2001). In the square above was deep 

black nothingness. The terrorists hadn’t taken down the Net, they had taken down the 

towers. “Whereas hacktivism is real and widespread, cyberterrorism exists only in 

theory. Terrorist groups are using the Internet, but they still prefer bombs to bytes as a 

means o f inciting terror,” wrote Dorothy Denning (2001b) just weeks before the 

September attacks. Terrorist ‘use’ o f the Internet has been largely ignored, however, 

in favour o f the more headline-grabbing ‘cyberterrorism.’

The bulk o f the evidence to date shows that terrorist groups are making 

widespread use o f the Internet, but so far they have not resorted to cyberterrorism, or 

show'n the inclination to move heavily in this direction. In keeping with this reality, 

Richard Clarke, former White House special adviser for Cyberspace Security, has said 

that he prefers not to use the term "cyberterrorism,' instead, he favours the term 

‘information security’ or ‘cyberspace security,’ since at this stage terrorists have only 

used the Internet for propaganda, communications, and fundraising (Wynne, 2002). In 

a similar vein, Michael Vatis, former head o f the US National Infrastructure 

Protection Center (NIPC), has stated that “Terrorists are already using technology for 

sophisticated communications and fund-raising activities. As yet we haven’t seen 

computers being used by these groups as weapons to any significant degree, but this 

will probably happen in the future” (Veltman 2001, 12E). The problem certainly can’t 

shrink much, hovering as it does at zero cyberterrorism incidents per year. That’s not 

to say that cyberterrorism cannot happen or will not happen, but that, contrary to 

popular perception, it has not happened yet.

FOCUSING ON TERRORIST ‘USE’ OF THE NET

What is the future o f the Internet? It is generally agreed that it is difficult to predict 

outcomes for the Internet because o f the complicated relationships between secrecy
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and openness, security and insecurity, freedom and oppression, the pubhc and the 

private, the individual and the community, etc. It is generally agreed also that the 

potential for a 'digital 9-11’ in the near future is not great. This does not mean that IR 

scholars may continue to ignore the transformative powers o f the Internet. On the 

contrary, as o f 9-11 the Internet has come o f age. Both terrorism and the Internet are 

significant global phenomena, reflecting and shaping various aspects o f world politics 

(sometimes separately but oftentimes in unison).

The political dynamic that exists between these two might even be described
294as a ‘transversal’ phenomenon. Roland Bleiker, in his text Popular Dissent, Human 

Agency and Global Politics (2000), describes the latter as “a political practice that not 

only transgresses national boundaries, but also questions the spatial logic through 

which these boundaries have come to constitute and frame the conduct of 

international relations” (p.2). Bleiker points to the way in which the concept of 

transversalism draws attention to various political (and, one might add, technological) 

transformations that are currently taking place and the ensuing need to rethink the 

manner in which the domain o f IR has traditionally been theorised. In a similar vein, 

David Campbell has argued that globalized life is best understood as “a series o f 

transversal struggles rather than as a complex o f  inter-national, multi-national or 

transnational relations” (Campbell 1996, 24). He points to the way in which the latter 

are modes o f representation that are strongly invested with the maintenance o f those 

borders that are cuiTently being problematized. To conceptualise global politics as a 

site o f transversal struggle, in contrast, is to recognise the complex cross-border flows 

o f people, goods, ideas, capital, etc. and underline the plural and multi-layered 

interactions that compose contemporary life.

The Internet is a critical instrument for generating political support, 

fundraising, networking, recruitment, and information gathering for many, perhaps 

most, contemporary terrorist groups, both within their theaters o f operation and 

among broader international audiences, as illustrated in Chapter Three. The 

establishment o f  an effective Web site can be a particular boon to terrorist 

organizations as Part III further illustrates. The maintenance o f an accessible and 

dynamic Web presence allows terrorist groups to engage in unmediated online 

identity performance, which in turn gives them the opportunity to tell the story o f  the

The term transversal w as used briefly by M ichel Foucault to describe struggles against authority that 
were not limited to one country (see Bleiker 2000, 2).
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conflicts in which they are involved from purely their own perspectives. And stories 

can be powerful; they do not just describe; they can also motivate and explain 

collective action. In fact, a good story can contribute to political change via a two-step 

process: first, the projection or performance o f  narratives can open hearts and changes 

minds, and then changes in consciousness can produce changes in political behaviour 

(Brysk 1995,574).

When US Defense Secretary Donald Rumsfeld was asked about soft power in 

2003, he replied “I don’t know what it means” (as quoted in Nye 2006). In February 

2006, in a speech at the Council on Foreign Relations in New York, however, 

Rumsfeld was forced to concede:

Our enemies have skillfully adapted to fighting wars in today’s media 

age, but for the most part we, our country, our government, has not 

adapted. Consider that the violent extremists have established media 

relations committees— these are terrorists and they have media relations 

committees that meet and talk about strategy, not with bullets but with 

words. They’ve proven to be highly successful at manipulating the 

opinion elites o f the world. They plan and design their headline-grabbing 

attacks using every means o f communication to intimidate and break the 

collective will o f free people.. .They know that communications 

transcend borders and that a single news story handled skillfully can be 

as damaging to our cause and helpful to theirs as any other method o f 

military attack. And they’re doing it. They’re able to act quickly. They 

have relatively few people. They have modest resources compared to the 

vast and expensive bureaucracies o f Western governments. Our federal 

government is really only beginning to adapt our operations to the 21st 

century. For the most part, the U.S. government still functions as a five 

and dime store in an eBay world (Council on Foreign Relations 2006).

"In the global ‘w ar’ against terrorism, the ability to take command and control o f the 

global info-sphere is every bit as important as any other weapon on the military, 

intelligence, financial or any other fronts” (Taylor 2004, 108).
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On this analysis, an increasingly important dimension of power is the ability to 

have one’s account become the perceived reality o f others on the basis of attraction 

rather than coercion. A large body of research has shown this to be true in the case of 

the mass-media and was further illustrated here with the analysis in Chapters Two and 

Four of the high levels of soft power at the disposal o f the latter in terms of the 

framing of the debates on cyberterrorism and terrorist use of steganography 

respectively. In 1990, Alvin Toffler wrote that

High-tech governments face a future in which multiple, conflicting, custom- 

tailored commercial, cultural, and political messages will bombard their 

people, rather than a single message repeated in unison by a few giant media 

outlets. The old ‘politics of mass mobilization’ and the ‘engineering of 

consent’ both become far more difficult in the new media environment 

(p.344).

Philip Seib made a similar observation in 2004:

...the Internet dilutes the potency of governments’ ‘official news,’ which is 

most effective when it faces minimal competition. The voices of the Web are 

obstacles to the flow of propaganda because they provide so many 

information options. As Owen Gibson of the Guardian puts it, ‘when you 

have a worldwide depository of millions of points of view, the propaganda 

war becomes a lot harder to win (p.95).

The present research illustrates that Toffler was partially correct in his assessment: the 

information provision component of terrorist Internet use has been show'n to be one of 

the most important facets of the terrorism-Intemet relationship. It is important to bear 

in mind, however, that the traditional mass-media remain the world’s soft power 

behemoths. And that it is recognition and coverage by the latter that is the goal o f 

many terrorist Web masters. This is because when you have, as the Guardian 

journalist points out. a surfeit of information at your disposal it is perhaps easiest to 

fall back on the ‘old reliables’ in the form of trusted sources such as the BBC, CNN, 

The New York Times, and the host of other global, regional, national, and local media 

outlets with which each o f us, as news and information consumers, is most familiar.



1

Having sounded this note o f  caution, it is doubtless also the case that due to its 

global reach and rich multilingual context, the Internet has the potential to influence 

in manifold ways many different types o f political and social relations. Unlike the 

traditional mass media, the Internet’s open architecture has restricted efforts by 

governments to regulate Net activities which, in turn, has provided Netizens with 

immense freedom and space to shape the Internet in their own likeness: a patchwork 

o f peoples, ideas, hierarchies, ideologies, images, etc. In large part, Internet users 

leam by doing. Once users figure out what the Net is good for—donating to charity, 

disseminating information, communicating securely, etc.—on their own terms, they 

quickly begin to develop new uses, and the volume and sophistication o f traffic on the 

Net is increased. This, in turn, contributes to users’ unprecedented independence as 

information gatherers and producers.

Before the Internet, most o f the information produced by governments, interest 

groups, and others had to be disseminated via the news media. Few ordinary 

individuals had the requisite time, knowledge, or inclination to track down primary 

materials, such as politician’s speeches, government reports, and the like, or indeed to 

produce their own commentaries. It was easier to let journalists assemble the 

‘pertinent’ information and deliver it in digestible form. In the Internet age, however, 

anyone with access can use the Web to easily track down primary information, 

whether from the White House, 10 Downing St., the Palestinian Authority or, indeed, 

Hamas. The Web sites o f many terrorist groups and their supporters are freely 

available as are those o f the law enforcement agencies seeking to contain them. The 

sites o f  news organisations throughout the world are accessible twenty-four hours a 

day. During crises, the Internet allows the individual user to operate on at least two 

levels: near and far. The Internet allows one to connect with those in one’s immediate 

vicinity—whether geographically, socially, culturally, politically, etc.—but also enables 

users to break free from parochialism and view events from many different 

perspectives. This break with the past is already having profound effects on the way 

the world works.

In terms o f conclusions then, on the micro level this text shows that the 

cyberterrorist threat has been over hyped and that we ought to be more concerned 

instead with the way in which terrorists are cuixently using the Internet, particularly 

for the purposes o f information dissemination. On the macro level, the text illustrates 

the way in which the Internet is contributing to the reshaping o f international
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relations, particularly in terms o f the way in which power is conceived therein, while 

a t the same time advocating for the retention o f a balanced view o f the relationship 

between 'b ig ’ and ‘sm all’ media. Summing up, if  the Internet is a sling and content 

the stone with which terrorists in the guise o f David are seeking to overcome the 

Goliath that remains traditional mass media, then David’s opening shot is on target, 

but there’s still a way to go before he overpowers the giant.

FUTURE RESEARCH

The relationship between modern international relations and the Internet is a broad 

and multifaceted topic; the relationship between international relations and 

contemporary terrorism equally so. Both areas o f  research would benefit from more 

attention from IR scholars. Due to space restraints, however, the recommendations for 

future research recorded here will be limited to the area o f  terrorism and the Internet.

Terrorists are not limiting themselves to the traditional means o f 

communication; they increasingly employ the new media to pursue their goals. The 

terrorists o f today, like those o f yesteryear, are keen to exploit the traditional mass 

media while also recognizing the value o f  more direct communication channels. As 

has been pointed out, “if  what matters is openness in the marketplace o f ideas...then 

the Web delivers an equal opportunity soapbox” (N onis 2001, 172). As far back as 

1982, Alex Schmid and Janny De G raaf acceded that

If terrorists want to send a message, they should be offered the opportunity to 

do so without them having to bomb and kill. Words are cheaper than lives.

The public will not be instilled with terror if they see a terrorist speak; they are 

afraid if  they see his victims and not him self.. .If  the terrorists believe that they 

have a case, they will be eager to present it to the public. Democratic societies 

should not be afraid o f this (Schmid & De G raaf 1982, 170).

A problem has nevertheless arisen that was not foreseen by Schmid and De 

Graaf: some terrorist groups have taken their killing directly to the ‘airwaves’ by 

posting footage o f hostages being beheaded online. The Web sites on which such 

footage originally appeared, and will doubtless do so again in the future, were alluded
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to here only briefly. This was mainly due to the emphasis within this text on terrorists’ 

English-language sites. This was necessitated by the author’s inability to read Arabic 

and the fact that none o f those Web sites associated with al-Qaeda, nor those relating 

to the Iraqi conflict, are available in English. There is a pressing need therefore for 

those with the requisite language skills to systematically investigate and report upon 

the appearance, discursive structuring, functioning, and effectiveness o f these sites.

In terms o f the sites investigated here, engaging in a similar study, but 

including a larger number o f cases/sites would doubtless prove fruitful as would a 

comparative research program. The latter could involve both a systematic comparison 

o f the contents o f terrorist groups’ English-language sites with their indigenous- 

language sites and, more broadly, a comparison o f  terrorist sites with those o f hate 

groups. In fact, the latter might be broadened further to eventually include a 

comparison o f terrorist sites not just with hate sites, but also political party and NGO 

Web sites, for example. This might be undertaken with a view to eliciting whether 

terrorist sites have more in common with hate sites as is commonly held or, in fact, 

are closer in their contents and appearance to, say, political party sites.

Three further avenues for research would likely also prove productive. First, 

the Kahane site was the only one investigated here to include a chat forum, but there 

are many so-called 'Jihadi forums’ now accessible online. A description and analysis 

o f the topics prominent on these would be a worthwhile contribution in this area. 

Second, having the opportunity to actually question those responsible for maintaining 

terrorist Web sites and eliciting from them the purposes o f their sites, the resources 

invested in their maintenance, their overall cyber-strategy, and future plans would be 

exceedingly beneficial. Third, researching the cyber-strategies o f  all o f the major 

parties to a conflict in a given region and seeking to measure the impact o f  these could 

also throw up some interesting findings.

Clearly, research in this area has only just begun. There are many facets of 

terrorism and the Internet that have never yet been explored. Many o f those avenues 

that have been opened to exploration have as yet been only cursorily examined while 

many new avenues o f exploration are sure to open in this area in the future. The 

research presented here, as elsewhere, is necessarily incomplete as the terrorism- 

Internet relationship is one in which innovation and change is taking place all the 

time. This can be challenging for the researcher, but also means that one is occupying 

a front-row seat for a show that’s sure to run and run.
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1

Appendix A.
What is the Internet and How Does it Differ From the Web?*

The Internet is a computer network made up o f thousands o f networks worldwide; it is 

therefore, a netw'ork o f  networks. All computers on the Internet communicate with 

one another using the Transmission Control Protocol/Internet Protocol suite, 

abbreviated to TCP/IP. Computers on the Internet use a client/server architecture. 

This means that the remote server machine provides files and services to the user's 

local client machine. Software can be installed on a client computer to take advantage 

o f the latest access technology.

The World Wide Web (abbreviated as the Web or WWW) and the Internet are 

not the same thing. The Web lives on top o f the Internet. The Internet’s network is at 

the core o f  the Web, although the Web itself is something different. The World Wide 

Web consists o f  files, called pages or sites, containing links to documents and 

resources throughout the Internet.

The World Wide Web is a system o f Internet servers that supports hypertext to 

access several Internet protocols on a single interface. Almost every protocol type 

available on the Internet is accessible on the Web. This includes e-mail, FTP, Telnet, 

and Usenet News. In addition to these, the World Wide Web has its own protocol: 

HyperText Transfer Protocol, or HTTP. The World Wide Web provides a single 

interface for accessing all these protocols. This creates a convenient and user-friendly 

environment. It is no longer necessary to be conversant in these protocols within 

separate, command-level environments. The Web gathers together these protocols
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into a single system. Because o f this feature, and because o f the Web's ability to work 

with multimedia and advanced programming languages, the Web is the fastest- 

growing component o f  the Internet.

The operation o f the Web relies primarily on hypertext as its means o f 

information retrieval. HyperText is a document containing words that connect to other 

documents. These words are called links and are selectable by the user. A single 

hypertext document can contain links to many documents. In the context o f the Web, 

words or graphics may serve as links to other documents, images, video, and sound. 

Links may or may not follow a logical path, as the creator o f  the source document 

programs each connection. Overall, the Web contains a complex virtual web o f 

connections among a vast number o f documents, graphics, videos, and sounds.

Producing hypertext for the Web is accomplished by creating documents with 

a language called HyperText Markup Language, or HTML. With HTML, tags are 

placed within the text to accomplish document formatting, visual features such as font 

size, italics and bold, and the creation o f hypertext links. Graphics and multimedia 

may also be incoiporated into an HTML document. HTML is an evolving language, 

with new tags being added as each upgrade o f the language is developed and released.

* Based on A B asic G u ide to  the Internet (U niversity Libraries: State U niversity o f  N ew  

York), w hich is available online at http://librarv.albanv.edu/intem et/internet.htm l.
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A p p en d ix  B.
Deflnitiuns of Cyberterrorisni, 1997-2003

D efin ition Year Publication
---------------------------------h

Author(s)
Cyberterrorism is the execution o f a surprise 
attack by a subnational foreign teiTorist group or 
individuals with a domestic political agenda 
using com puter technology and the Internet to 
cripple or disable a nation’s electronic and 
physical infrastructures

2003 Black Ice: The 
Invisible Threat o f  
Cyberterrorism, p.xx

Dan Verton

CyberteiTorism ....typically [refers] only to the 
use o f  networked media for the execution o f 
destructive acts coordinated by terrorists and 
terrorist groups

2003 Bombs and  
Bandwidth, p.89

Rachel Yould

We define CT as the usage o f com puter or 
information technology resources to coerce 
someone to do or believe something, primarily 
for political, social or religious objectives , but 
also financial objectives, if they support terrorist 
activities

2003 The Journal o f  
Information Warfare 
2(2): 15-16

Michael W. David & 
Kouichi Sakurai

The words cyberterrorism should refer to an act 
or acts o f terrorism carried out through the use o f 
a computer

2002 American Behavioral 
Scientist AS{6)\ 1035

Ayn Embar-Seddon

Cyberterrorism [is] the use o f  cyber tools to 
attack computers as the principal target

2001 In Yonah Alexander 
& Michael Swetnam 
(ed.s). Cyber 
Terrorism and  
Information 
Warfare: Threats 
and Responses, p. 6

Michael Vatis

CyberteiTorism is a criminal act perpetrated by 
the use o f computers and telecommunications 
capabilities, resulting in violence, destruction 
and/or disruption o f services to create fear by 
causing confusion and uncertainty within a given 
population, with the goal o f  influencing a 
government or population to conform to a 
particular political, social or ideological agenda

2001 National 
Infrastructure 
Protection Center: 
Highlights 6(01): 3

National Infrastructure 
Protection Center, 
Analysis and Informatioi 
Sharing Unit

Cyberterrorism can be described as the....general 
destruction o f  critical computer systems that are

2001 Computer Fraud and  
Security No. 11: 12

Berni Dw an
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vital to the smooth running o f a country. These 
critical system s include information and 
com m unications, electric power generation, 
transm ission and distribution, oil and gas 
production and distribution, banking and finance, 
transportation, water supply, and emergency 
governm ent serv ices.. ..Its goal can be mass 
destruction or personal downfall, propagation o f 
hate, lies or downright dangerous information to 
everyone, or to select groups who w'ill use it 
cleverly

Cyberterrorism  is the unlawful destruction or 
disruption o f  digital property to intimidate or 
coerce governments or societies in the pursuit o f 
goals that are political, religious or ideological

1999 Cyherterror: 
Prospects and 
Implications, p.9

Bill Nelson, Rodney 
Choi, M ichael lacobucci, 
Mark Mitchell, & Greg 
Gagnon

Cyberterrorism is the convergence o f  cyberspace 
and terrorism. It refers to unlawful attacks and 
threats o f  attacks against computers, networks 
and the information stored therein w hen done to 
intimidate or coerce a government or its people 
in furtherance o f political or social objectives. 
Further, to qualify as cyberterrorism, an attack 
should result in violence against persons or 
property, or at least cause enough harm to 
generate fear. Attacks that lead to death or bodily 
injury, explosions, or severe economic loss 
would be examples. Serious attacks against 
critical infrastructures could be acts o f  
cyberterrorism, depending on their impact. 
Attacks that disrupt nonessential services or that 
are mainly a costly nuisance would not

1999 Activism,
Hacktivism, and 
Cyherterrorism: The 
Internet as a 
Too! for Influencing 
Foreign Policy (for 
the Nautilus 
Institute)

Dorothy Denning

Cyberterrorism is the premeditated, politically 
motivated attack against information, computer 
systems, computer programs, and data which 
result in violence against non-combatant targets 
by sub-national groups or clandestine agents

1998 Computer Fraud and 
Security February: 9

Mark Pollitt

Information Terrorism = the intentional abuse o f 
a digital information system, network or 
component toward an end that supports or 
facilitates a terrorist campaign or action

1997 Terrorism and 
Political Violence 
9(1): 75

Matthew Devost, Paul 
Houghton & Neal Pollard

Cyberterrorism is terrorism that operates 
exclusively in cyberspace

1995 Information Age 
Terrorism: Toward 
Cyberterror

Matthew J. Littleton
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Appendix C.
Five Major Categories of Terrorist Internet Use*

Use Author(s)
Information Provision
Propaganda & Publicity Fumell & Warren; Weimann
Information Dissemination Furnell & Warren
Political Action Cohen
Propaganda Thomas; Weimann
Generating “Cyberfear” Thomas
Misinformation Thomas
Psychological Warfare Weimann
Financing
Fundraising Fumell & Warren; Weimann
Finance Cohen; Thomas
Profiling** Thomas
Networking
Secure Communications Furnell & Warren
Planning Cohen
Coordination & Operations Cohen
Anonymous/Covert Communication Thomas
Command & Control Thomas
Mitigation o f Risk Thomas
Networking Weimann
Planning & Coordination Weimann
Recruitment
Mobilisation & Recruitment Thomas; Weimann
Information Gathering
Profiling** Thomas
Information Gathering Thomas
Data Mining Weimann
Sharing Information Weimann

* Takes each o f  the uses identified in Table 3.2 and places each in one o f  the five major categories 
identified as core terrorist uses o f  the Net.
** Appears in tw o categories because it is used by the author to describe tw o separate issues (see  
Thomas 2003 , 155).
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N B: T w o item s that appear in Table 3.2 are not included here. These are theft/m anipulation o f  data and 
disruption (Thom as 2003 , 119-120), w hich fall under the rubric o f  o ffensive use.
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